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BBegeHue

BBepeHme

JaHHbIN CNPaBOYHUK COAEPXKUT KOMaHAbI AN YyNpaBaeHNs yCTPONCTBOM 4G NOCpesCTBOM
nHTepderica KOMaHAHOM CTPOKW. 34eCb NpMBeAeH MOMHbIA CNUCOK BCEX JOCTYMHbIX
KoMaHZ. Takxke yka3aHbl MprIMepbl TOFO, Kak MCMo/ib30BaTh Hanbonee pacnpoCcTpaHeHHbIe
13 3TUX KOMaHg, 06Lasa nHpopmMauysa 0 B3aMMOCBA3N MeXAy KOMaHAaMu v
NPUHLMNMANLHbIE OCHOBBI TOFO, Kak X 1CMOJIb30BaThb.

1 Ana Koro npegHa3sHayeH AOKYMEHT

[JlaHHOe pyKOBOACTBO NpeAHa3Ha4vyeHo A4 ceTeBbIX aAMUHUCTPATOPOB NN CNeLmancToB
MO BbIUNCINTENbHON TEXHMKE, OTBEYAIOLLMX 3a HACTPOVKY 1 noaaepxky 4G Ha mecTe.
OHO Takxe NpeAHa3Ha4YeHo AN onepaTopoB, KOTopble yrnpaBnatoT 4G. JoKyMeHT
OXBaTbIBaeT TeXHNYecKMe nNpoLesypbl NOAAEP>KKN BbICOKOIro YPOBHSA AN
root-afMUHUCTPATOPOB U COTPYAHMKOB TEXHNYECKO noaaep>ku 4G.

2 CTpyKTYypa AOKYMeHTa

CI'IpaBO‘-IHl/IK onmcelBaeT ceayrouine pasaesnbl:

3HaKOMCTBO C KOMaHAHO B pa3aene onuncaHo Kak ncnonb3oBaTb UHTepderic
CTPOKOM KOMaHZHOWM CTPOoKU 4G, ee nepapxmyeckyro CTpyKTypy,
YPOBHW aBTOPM3aLMM 1 BOSMOXHOCTW CAPaBKN.

OnuncaHvie KOMaHj AndaBUTHbIV CNMCOK KOMaHA, KOTOPbIE MOXHO BBOAUTH
B KOMaHZHOW CTpOKe ANa HacTpoliku 4G.

3 YcnoBHble 0603HaYeHus

B onncaHmMmn KOMaHZ NCNob3yOTCs cnegyroLlme o603HaueHs:

YKUPHbINA WprdT KomaHAbl 1 KntoueBble C/I0Ba BblIAENAOTCS
YXNPHBIM LWpNHTOM. OHU AOSIXKHBI ObITh
BBe/eHbl B TOYHOCTU Kak YKa3aHo B
onucaHun. B npumepax XnpHbl WpneT
NCNONb3YyeTCs ANS BblAeNEeHNS AaHHbIX,
BBeJeHHbIX No/ib30BaTenem.

Kypcue AprymeHTbl, AN151 KOTOPbIX HEOBXOANMO
3a/laTb 3HAY€HWs, BblAeNeHbl KypCUBOM.

JNnemMeHTbI B KBaApaTHbIX CKOBKax ABNSAKOTCSA

I [ Heobsi3aTenbHbIM 371EMEHT ]
Heobs3aTeNbHbIMU.

JneMeHThI B YrnoBblX ckobkax noanexart

I <3aMeHSAEMbI 3/1EMEHT>
3aMeHe.
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BBegeHue

x|y]l2 Obs3aTenbHble anbTepHaTUBHbIE K/HOYeBble
C/I0Ba rpynnuvpyoTcs B KPYrabiX CKOBKax 1
pasfensoTca BepTUKaNbLHOM YepToi.
x|yl zl Heobsi3aTenbHble anbTepHaTUBHbIE

K/ItoYEBbIE C/I0Ba FPYNNMPYHTCS B
KBaApaTHbIX CKOBKax 1N pa3gensioTcs

BepPTMKaNbHOWN YepTo.

OnurcaHne Kaxaoi KOMaHAbl pa3jeNieHo Ha cliegytoLye noapasaens:

OnwcaHwne OnuncaHue TOro, YTo KOMaHzAa AenaerT.
CnHoncuc O6Lwnin popmaTt KOMaHAbI.
Mpedukc no BO3MOXHOCTb NCNONb30BaHMA B KOMaHAe

npedukca no.

MeHsieT HaCTPOoIiKK

CnocobHOCTb KOMaHAbI MEHATL HAaCTPOKM.

MHorokpaTHbIi BBOA,

BO3MOXHOCTb MHOFOKPATHOrO BBOAA
KOMaHAbI.

BxoxzeHwue B rpynny

Ha3BaHwe rpynnbl, 4OCTYN B KOTOPYHO AaeT
KomaHgaa. Ecam rpynnbl HeT, 3TOT pa3gen He
oTobpaXaeTcs.

Tun nHTepodeiica

Tvn nHTepodeiica, Ha KOTOpbIN BAVSET
KomaHgaa. Pasgen He oTobpaxaeTcs, ecau
AAHHbIN KOHTEKCT He MMeeT CMbIcna ANs
KOMaHgbl.

NHTepdelicbl, NCnonb3yemMble B CUCTEME, U
OTHOLUEHUSI MEXAY HAMW NOKa3aHbl Ha
Aarpamme Huxe.

AprymeHThl

AprMeHTbI, eCc/in eCTb, N NMNoACHEHNA K HNM.

Mpumep

MnntocTpaums Toro, Kak KOMaHAa BbIrNaANT
npv Bbi3oBe. MockoNbKy MHTepdelic NpocT,
HeKoTopble NpVYMepbl 0YEBUAHbI, HO OHU
BKJ/IOYEHbI A/18 ICHOCTH.

an/IMeL'IaHVIﬂ, npeaynpexaeHma n npejocrepexeHnda ncnonb3yroT ciegyrome

0603HayeHus.

MpumeyaHve:  O3HauvaeT "unTaTtesnb, NPUMU K CBefeHUID". MprMeYvaHuns cogepxat
rnosnesHble COBEThI UK CCbIIKW Ha MaTtepuansl, He cojepXalimecsa B

AAaHHOM CMpaBOYHUKKE.

MpeaynpexaeHve: O3HayaeT "untaTenb, BHUMaHMe!". Bawun geicTBns MoryT NnpmBeecTi K
noBpexaeHnto o6opyf0BaHNSA AW NoTepe AaHHbIX.
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3.120.45
3.120.46
3.120.47
3.120.48
3.120.49
3.120.50
3.120.51
3.120.52
3.120.53
3.120.54
3.120.55
3.120.56
3.120.57
3.120.58
3.120.59
3.120.60
3.120.61
3.120.62
3.120.63
3.120.64
3.120.65
3.120.66
3.120.67
3.120.68
3.120.69
3.120.70
3.120.71
3.120.72
3.120.73
3.120.74
3.120.75
3.120.76
3.120.77
3.120.78
3.120.79

Show interface rf @2P ......cooovviiiiiiiieiecccccr s 432
show interface rrd ... 433
show interface stat ..o 436
show interface traffic-counter ...............cccocvvviiiiiiiiiiiiiiiiiiiis 436
show interface WPSs Pin .......ooooeviiiiiiiiiiiii s 437
show interface Wps status ...........ccccciiiiiiiiiii 438
show internet Status ...........cccccooiiiiiiiiiiiiie e 439
SO P AP e 440
show ip dhcp bindings ............cccovviiiiiiiiiiiiii 440
ShOW ip dRCP POOI ... 441
SROW iP ROESPOL ...cooiiiiiiiiiiiiiii 442
ShOW ip ROtSPOL rrd .....oooiiiiiiiiiiiiiiiii e 443
show ip hotSPot SUMMAKY .......ccooiiiiiiiiiiiiec e 446
SROW P P PrOXY ..o 448
SROW iP NAME-SEIVEN .......ccoviiiiiiiiiiiiiiiii e 448
SROW P Nat L 449
ShOoW ip NEIGhBOUN .........oiiiiiiiiiiiiiiiiiiii e 450
SROW P POLICY ..o 451
ShOW P roUte ..o, 453
SROW IPSEC ...ttt bbbt eeenbeeenenneee 454
SHOW iPV6 @dAreSSES ........uvuviiiiiiiiiiiiiiiiiiiiiiiiiiiiaieieierarerareeeree e 455
ShOW ipV6 Prefixes ... 456
SRHOW IPV6 FOULES ......oviiiiicescc s 457
show kabinet Status ...........ccccceiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeee 457
show last-change ..........cccccciiiiiiii . 458
SROW 1@ ... 458
Show led bindings ...............uuviiiiiiiiiiiiiiiiiiii 459
ShOW led CONErOIS ... 463
SNOW 10G .. 465
show mws associations ... 466
show mws candidate ...........ccccoviiiiiiiiiiiiii 467
SROW MWS 0G ..o 468
ShOW MWS MEMDBEK ......oiiiiiiiii e 469
SROW NANS ..ot 470
ShoW netfilter ... 470
show ntce applications .................euiiiiiiiiiiiiiiiiii 471
show ntce attributes ...........ccccooiiiii 473
SROW NECE GrOUPS ..o 476
SRHOW NECE GrOUPSELS ...ccooiiiiiiiiiiiiiii e 482
ShOoW NtCe hOSES ..o 483
SHOW NECE OSES ...t e e e e e 489
SNOW NECE StALUS .....ooeiiiiiiiiiiiiiiii 490
SHOW NEP SLATUS ...oooiiiiiiiiiiiiiiiii e 491
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3.120.80 show nvox call-hiStory ...........ccceeviiiiiiiiii e, 492
3.120.81 show PIiNG-ChECK .........ccooiiiiiiiiiiiiiiiiiiiieeeeeeeeeeee e 495
3.120.82 SNOW PPO ...ouiiiiiiiiiiiiiiiiii bbb nbabnbnnes 495
3.120.83 ShOW PrOCESSES .....uuuiii s 496
3.120.84 show running-config ............cccoiiiiiiiiiii 498
3.120.85 show schedule ... 501
3.120.86 SHOW S@IF-t@St ....oooiiiiiiiiiiiiiiee e e 501
3.120.87 ShOW SIt@-SUIVEY ... s 502
3.120.88 show skydns profiles ..........cccccccciiiiiiiiiiiiiii 503
3.120.89 show skydns userinfo ..........ccoooiiiiiiiiiiiiii s 503
3.120.90 show ssh fingerprint ...............cceiiiiii 503
3.120.97 ShOW SSEP-SEIVEL ....oeiiiiiieieieeeeeeeee e e e e 504
3.120.92 SROW SYSEEM ..ooiiiiiiiiiiiiiii 505
3.120.93 Show System CPUSLAt .......ccooiiiiiiiiiiiiieeeeee s 506
3.120.94 SNOW TAGS ...uuuvuiuiniiiiiiiii s 507
3.120.95 show threads ... 507
3.120.96 ShOW tOrrent StAtUS ..........cccooiiiiiiiiiiiiiiiiiiiiiice e e e e ee e 508
3.120.97 show upnp redireCt ..o 509
3.120.98 SROW USD ...oeeiiiiiiiiicee e e 510
3.120.99 ShOW VEISION ... s 510
3.120.100 SROW VPN-SEIVEL ....coooiiiiiieiieeieeeeeee e 511
BU12T SKYUNS oot nenee 512
31271 SKYANS @SSIGN .o 513
3.121.2 skydns check-availability ............cccccccoiiiiiii 513
3.121.3 skydns @nable ... 513
3.127.4 SKYANS TOGIN ..o s 514
3.121.5 skydns password ..o, 514
B.T22 SIMIS oot e ettt e ettt e e e e et e eba e e e e e e e erabb e as 515
31221 SMS IO ... 515
3.122.2 SMS TSt oo 516
3.122.3 SMS FEAU ..ottt e e et e e e e e et e e e e e e e st bereeeeens 519
31224 SMS SENA oo 519
3.123 SAMP COMMUNILY coooiiiiiiiiiiiii e e e e 520
3.124 SNMP CONLACT ..oiiiiiiiiiiiii ittt e e e et e eb e e e e e eseeenennn e eeeeeees 521
3.125 SNMP TOCALION ...ooiiiiiiiii s 521
3.T26 SSEP-SEIVEIE ..ottt ettt e e ettt e e e e e et eeabb e e e e e et e eebb e e e e e renarennaans 522
3.126.1 sstp-server dhCp route ...........cccciiiiiiiiiiii 522
3.126.2 sstp-serverinterface ... 523
3.126.3 SSEP-SEIVEN IPVOCP ..cooeeieieieieieieieieieieeeeeee et s e e e e e e s e e e s e s e e e s e s e s e s e s e s e e e s eneaenenas 524
3.126.4 sStp-Server Icp €ChO ... 524
3.126.5 sstp-server ICP fOrCe-Pap .....ccooovvveveiiiiiiiiieieeece e 525
3.126.6 SSTP-SEIVEY IMIU .....ooiiiiiiiiiiiiiiiee ettt e et e eeetb e e e e e e teebbre e e e eeeeeennbnnaees 526
3.126.7 SSEP-SEIVEYF MEU ....ooiiiiiiiiiiiiiie ittt e e ettt e et ere e e resae e ereraeeenees 526
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3.126.8 sstp-server Multi-login ............cccoooiiiiiiiiiiiii 527
3.126.9 sStp-server POOI-FaNQge ..ottt 527
3.126.10 SStP-SErVEr SEALIC-IP ....uuvururiiiiiiiiiiiiiiiii bbb abaaaae 528
3127 SYSEEIM et e e ettt e e et e e et eeeereees 529
3.127.1 System BULLON .....oooooiiiiiiiiii 529
3.127.2 system clock date ... 530
3.127.3 system clock tiMEZONE .........ccccooviiiiiiiiiiiieiiiiieie s 531
3.127.4 system configuration factory-reset ............ccooiiiiiiiiiiiiiiiii, 531
3.127.5 system configuration SAVE ...........ccoeovvvieiiiiiiiiiiiiieieeeeeeeeeee e 532
3.127.6 systemdebug ... 532
3.127.7 system description ...........cccccciiiiiiiiiiii 532
3.127.8 system dOmMaiNNamMI@ ... 534
3.127.9 system hOoStName ...........cooiiiiiiiiiiiii 534
3.127.10 system led power schedule ...........ccooiiiiiiiiiiiiiii s 535
3.127.11 system led power shutdown ............ccccccvviiiiiiiiiiiiiiiiiiieeeeeeeeeeee e 536
3.127.12 SYStemM 10g ClEAr ... 536
3.127.13 system 1og reduction ...........cooooiviiiiiiiiiiiiiec 537
3.127.14 SYStemM l0g SEIVEE ...coooiiiiiiiiiiie 537
3.127.15 SYStemM I0Q SUPPIESS ...ccoeiiiiiiiiiiiiiiiiiiiiieee e e e e e e e 538
3.127.16 SYSEE@M MO ..o 539
3.127.17 system ndss dump-report disable ........................ 539
3.127.18 SYStEM FeBOOL ... 540
3.127.19 SYSEEIM SEU ..o et e e 541
3.127.20 system trace lock threshold ... 542
BU128 BOOIS ...t e e e e et e e e e s e e eeeeeeeeas 543
3.128.1 tOOIS @rPING oo 543
3.128.2 TOOIS PING oooiiiiiiiiiiii 544
3.128.3 t0OIS PING6 ... 545
3.128.4 t0OIS traCEIrOULE .......oceeeiiiiiiiieii ettt e e e e e 546
3129 HAPXY i 548
3.129.1 udpXY BUFFEI-SIiZ@ .........ciiiiiiiiiiii s 548
3.129.2 udpxy buffer-timeout ... 549
3.129.3 udpXy iNterface .........coooovviiiiiiiii 549
3.129.4 UAPXY POIE .o 550
3.129.5 udpxy renew-interval ............cccccooiiiiiiiiiiiiiii 551
3.129.6 UAPXY tIMEOUL ....cooiiiiiiiiiiiiiiiiii 552
CRICTO RN VT ] T 8 o] o LTZ- ] o IR 552
BU1BT UPNP JAN s 553
S 1 VT e o T o I8 =T 11 =Y ot 554
B.T33 USEIE oottt ettt e e ettt e e et ettt e e e et ettt e e e et et et b b e e e e e eeeeernnaas 555
3.133.1 USEE PASSWOIRA ..o 556
3.133.2 USEE TAQ ..eiiiiiiiiiiiiiiiiiiee ettt ettt e e et et e e e e e et e e e e e e eeeaneas 556
3134 USSA SENA ..o e et e e e e e st eeeens 559
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3.T35 VPN SEIVEL ..ottt ettt e et e e ettt e e ettt e e e eeta e eeetna e e entna s eerenaeeenrnaaaes 559
3.135.1 vpn-server dhCp roULE ... 560
3.135.2 vpn-server iNterface ..........cccocoviiiiiiiiiiiiiiii s 561
3.135.3 VPN-SEIVEF IPVOCP ..cooiiiiiiiiiiiiiiiieiee e 561
3.135.4 vpn-server Icp echo ... 562
3.135.5 vpn-server 1ockout-poliCy ........coooeiiiiiiiiiiiiiiiee 563
3.135.6 VPN-SEIVEY MPPE ....ooiiiiiiiiiiiiieeettiie ettt eetttteeeettnaeeertnaeaerrtneseerrneeerrsnaneeees 564
3.135.7 vpn-server mppe-optional ..o, 564
3.135.8 VPN-SEIVEE MU ....uuiiiiiiiiiiiiiieeetiiieeeetiiee e ettt e e ettt s eeteta e eetsanseeennnseresnnnseeennns 565
3.135.9 VPN-SEIVEI MEU ....oiiiiiiiiiiiiiiii et e e e et e e e e e e erenb e 565
3.135.10 vpn-server Multi-login .........ccoooviiiiiiiiiiiiicec 566
3.135.11 vpN-server POOI-range ...........ccooiiiiiiiiiiiiiiiiiiiiiiiiieeeeeeeeee et 566
3.135.12 vPN-SErVer StatiC-iP ....cooovveieieiiieieiecccc e 567
3.136 YANAEXANS ..o 568
3.136.1 yandexdns assigN .........cccoiiiiiiiiiiiiiii e 568
3.136.2 yandexdns check-availability ...............oooeiiiiiiii 569
3.136.3 yandexdns enable ............cooeiiiiiiii 569
Fnaea 4
[JONONHNTENBHAA MHQPOPMALLUS ...cceiiiernnnnerieesinnnsisssssssssssssssssssssssssssssssssssssssssssssssssssssss 571
4.1 HTTP COre INTEITACE ...eviiiiiieieiiiit ettt ettt e et e e e e et e e e e e e s e snbereeeeeeeens 571
4.7.1 BbIMOMTHEHIME KOMAAHIDBI +.evuernitnereteteteteeteeteeseeteeseetesaetassassessssessassesseesessessnssnesns 572
4.71.2 3ATMPOC HACTPOEK euurerrruunreertnieerttnureertnareenenaseeeenaseertrasseeetnaserrrnnseemsnnnseenmnnrees 573
4.1.3 TIAKETHDBIN BAMPOC teeeeeeeeeeeeeieeeeeeeeeee e e e e e e e e e e e e e e e e e e e e e e e e e e aeaeaaaaaeaaaaaaaaaaaaaaaaaaaaaaaaaaaaaeans 573
TIIOCCAPUIM ...uueeeieeiiineticeetieeesesnesessaeesessssssssssssssasssesssssssssssssssssssssssssssssssssssssssssssnsasssss 575
Mpuno>xeHne A
MePapXmsl MHTEPPEUICOB .....cccccueeriiieiiinseiicssnenisssnessssssessssssssssssssssssssssssssssssssssssssssssssssssss 591
Mpwvno>xeHve B
MNopaep>KKa KEENELiC PIUS DSL .......ccoviiiiiiiineiiinnnneeiicsssssnsssssssssnsssssssssssssssssssnsasssssses 593
B.1 interface operating-Mode ............ccccoouuuuiiuiiiiiiiiiiiiiiii . 593
B.2 INEEITACE PVC ..ottt ettt bttt bttt eessbenenene 594
B.3 interface pvc encapsulation ..............ccccvviiiiiiiiiiiiiiiiriiiiererererrrererererer e ———————— 595
B.4 iNterface VASI CArTI@r ..............uuiiiiiiiiiiiiiiiieiiieiie ettt ebeeebeeeneees 595
B.5 interface VAsl Profile ...............ouiiiiiiiiiiiiiiiiiiiiiiiiiiiiieieeeeeeerrereereeeereee e 596
B.6 interface vdsl pSAMASK ..............oouiiiiiiiiiiiiiiiiiiiiii 597
B.7 show interface dsl ... 598
B.8 Show interface dsl SN ..............ouuiiiiiiiiiiiiiiiiiee bbbt beaeeebeeeeeeeeenenes 599
B.9 show interface dsl Bits ..ot 601
MpunoxxeHue C
SNIMP MIB .....coiiiiiiiiiiiiennnnnnnieeiiiiiiisissssssssssssssssnsssssssssssssssssssssssssssssssssssssssssssssssssssssssssnns 603
C.T SNIMPVU2-MIB ..oiiiiiieee ettt et e e e e ettt et e e e e e s er e e e e e e s eaanreeneeas 603
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O630p NpoAYyKTa

1.1 AnnapaTHoe obecneyeHue

MediaTek MT7628NN MIPS® 24KEc 575/580 MHz

Mpoueccop

OnepaTM BHaA NaMATb

dnew-namaTb

Ethernet

usB

Wi-Fi

Winbond W9751G6KB-25 64MB DDR2

Winbond 25Q256JVFQ 32MB SPI

MopThl Mwukpocxema NMpymMmeyaHus
4 VHTerpnpoBaHHas

MeTka CkopocTb NMpumMmeyaHus
0 100 M6éuT/c Mopt WAN

1 100 M6uT/c

2 100 M6uT/c

3 100 MéuT/c

MeTka CKopocTb MpnmeuaHus
1 USB 2.0

YacToTHbIi | MUKpocxemMa MpumeuaHusn
Aviana3oH

241Ty VIHTerpmpoBaHHas 802.11bgn 2x2
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3HAKOMCTBO C KOMaHAHOW
CTPOKOU

B 3Tol rnaBe onuncaHo, Kak No1b30BaTbCA MHTepdeicom KoMaHAHOM cTpoku (CLI) 4G, ero
vepapxmyeckas CTpyKTypa, YPOBHM aBTOPU3aLN 1 BOSMOXHOCT KOHTEKCTHOM MOACKA3KU.

OCHOBHOE CPeACTBO yNpaB/ieHNs MapLLpyTM3aTopoM 4G — 3T0 MHTepdelic KOMaHAHO
cTpoku (CLI). HacTpOMKM CUCTEMbI MOHOCTBHO ONUCLIBAKOTCS B BUAE NOC/IeL0BaTeNIbHOCTH
KOMaH4, KOTOpble HY>XHO BbINOIHNTb, YTOBbI MPUBECTI YCTPONCTBO B 3aZaHHOE COCTOsIHUE.

4G vimeeT TpU BUAA HaCTpoek:

TekyLme HaCTPOMKM running config 3To Habop KOMaHJ, KOTOpbI TpebyeTcs
BbIMO/IHWTb, YTOObLI MPUBECTU CUCTEMY B Tekylliee
cocTosiHue. TekyLe HaCTPOMKM XPaHATCS B ONepaTUBHOMN
namaTty (RAM) 1 oTpa)katoT BCe U3MEHEeHWS HaCcTPOoeK
cnctembl. OgHaKo, CoAepXMMoe onepaTrBHOM NaMATH
TepsieTCs Npu BbIK/IIOYEHUN YCTPONCTBA. [N TOro YTobbl
HaCTPOWKM BOCCTAHOBUAMCL MOC/e nepe3arpyskn
YCTPOWCTBa, TPebyeTCss COXPaHUTb UX B
3HeproHe3aBNCMON NaMATK.

CTapToBble HaCTPOWKM startup config 3T0 Nocnef0BaTeIbHOCTb KOMaHA, KOTopast
XPaHWUTCA B CreLanbHOM CEKTOpPE SHEProHe3aBUCMOiA
NamaTy 1 NCMONb3YeTCs AN UHULMANN3aunm CUCTeMbI
HernocpeACTBEHHO NOC/Ie 3arpy3Ku.

Hactporikm no ymonuaHuto  default config 370 3aBOACKME HACTPOWMKIN, KOTOPLIE
3anmnceIBaloTCA Npuv nponssoAacTee Ha 4G. RESET Ha kopnyce
No3BOJIAET COPOCUTL CTAPTOBbIE HACTPOIKM Ha 3aBOACKME.,

®aiinbl startup-configu running-config MoryT 6bITb OTPeAaKTMPOBaHbI BPYUHYHO, 6e3
y4acTusi KOMaHAHOW cTpoKK. MNpu 3TOM ciegyeT MOMHUTb, YTO CTPOKM HauMHakoLmecs ¢
! UITHOPUMPYIOTCSA Pa3bopPLLMKOM KOMaHJ, a apryMeHThl, cogepxallme cumeon npober,
[LOMKHBI BbITb 3aKN0YEHbI B ABOVHbIE KaBblukiy (Hanpumep, ssid "Free Wi-Fi"). Camun
KaBbIUKM Pa3bopLUVIKOM MTHOPVIPYHOTCS.

OTBeTCTBEHHOCTb 3a KOPPEKTHOCTb BHECEHHbIX M3MEHEHUI NEXUT Ha UX aBTope.

2.1 BBoa KOMaHA B KOMaHAHOWM CTpoOKe

KomaHAHbI nHTepripeTaTop 4G pa3paboTaH TakMm 06pa3oM, UTOBbI UM MOT NMO/Ib30BaTbCs
KakK HaUMHaoLLMIA, TaK 1 OMbITHbLIV NoNb30oBaTeNb. Bce KOMaHAbI M NapaMeTpbl UMeLT
SICHbIE Y IErKO 3aNOMVHALLMeCs Ha3BaHWUS.
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KomaHAbl pa3buTbl Ha rpynnbl U BbICTPOEHbI B Miepapxuto. TakMm 06pasom, ans
BbINONHEHNSI KaKOV-NM60 HAaCTPOMKM MONb30BaTeN0 HY>XXHO NoC/eA0BaTeNbHO BBECTU
Ha3BaHWS BNOXEHHbIX rPYMNn KOMaHZA (Y310BblX KOMaHA) 1 3aTeM BBECTY KOHeUHYH
KOMaHAy € napameTpamMu.

Hanpumep, IP-agpec ceteBoro nHtepderica FastEthernet0/Vlan2 3agaetca komaHAoM
address, koTopas HaxoauTcsa B rpynne interface - ip:

(config)>interface FastEthernet0/Vlan2 ip address 192.168.15.43/24
Network address saved.

2.1.1 Bxopg B rpynny

HEKOTOpre y3/10Bbl€ KOMaHAbI, cogep>Kallne Ha6op AOYEPHUX KOMaH/, MO3BONAKOT
NnoJsib30BaTeNN0 BbINO/IHUTL «BXOA» B rpynny, UTObbI BBOAUTH AOYepPpHME KOMaHAbI
HENnocpeACTBEHHO, HE TPaTA BpeMA Ha BBOA NMMEHU y3}'IOBOVI KOMaHAbl. B aTom cydae
MeHAETCA TEKCT npurnatleHna KOMaHAHoM CTPOKN, UTOo6bI MONBL30BaTE b BUAEN, B KAKOW
rpynne oH HaxoAnTcA.

JobaBneHa koMaHAa exit nar no HaxkaTuto KombuHaunm knasuw [Ctrl]+[D] BeiInonHsAETCA
BbIXOJ, U3 rpynnsbl.

Hanpumep, npu Bxoge B rpynny interface npurnalueHme KOMaHAHOM CTPOKM MEHSAEeTCS
Ha (config-if):

(config)>interface FastEthernet0/Vlan2
(config-if)>ip address 192.168.15.43/24
Network address saved.
(config-if)>[Ctrl]+[D]

(config)>

2.2 Aicnonb3oBaHWe CNpPaBKU U
aBTOAONOJIHEHUA

28

[na Toro uto6bbI caenaTb NPoOLLEeCC HACTPOMKN MaKCUManbHO YA06HLIM, MHTepdeic
KOMaHAHOWN CTPOKM nMeeT PYHKLIMIO aBTOA0MNONHEHNS KOMaHA 1 NapaMeTpoB,
noZcKasblBas onepaTopy, Kakme KOMaHAbl JOCTYMHbI Ha TeKyLLeM YPOBHE BNOXEHHOCTN.
ABTOZOMNONHEHME paboTaeT No HaxaTuto knasuwu [Tab]. Hanpumep:

(config)>in[Tab]
interface - network interface configuration
(config)> interface Fa[Tab]

Usage template:
interface {name}

Variants:
FastEthernet0
FastEthernet0/Vlanl
FastEthernet0®/Vlan2
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(config)> interface FastEthernetO[Tab]

Usage template:
interface {name}

Variants:
FastEthernet0/Vlanl
FastEthernet0/Vl1an2

(config)> interface FastEthernetO[Enter]
(config-if)> ip[Tab]

address - set interface IP address
alias - add interface IP alias
dhcp - enable dhcp client
mtu - set Maximum Transmit Unit size
mru - set Maximum Receive Unit size
access-group - bind access-control rules
apn - set 3G access point name

(config-if)> ip ad[Tabl]
address - set interface IP address
(config-if)> ip address[Tab]

Usage template:
address {address} {mask}

(config-if)> ip address 192.168.15.43[Enter]

Configurator error[852002]: address: argument parse error.
(config-if)> ip address 192.168.15.43/24[Enter]

Network address saved.

(config-if)>

MoAckasKy Mo TekyLein KoMaHge BCcerfja MoXHO 0To6pa3unTb, Haxas Knasuwy [Tab].
Hanpuwmep:

(config)> interface FastEthernet0/Vlan2 [Tab]

description - set interface description
alias - add interface name alias
mac-address - set interface MAC address
dyndns - DynDns updates
security-level - assign security level
authentication - configure authentication
ip - set interface IP parameters
igmp - set interface IGMP parameters
up - enable interface
down - disable interface

(config)> interface FastEthernet0/Vlan2
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2.3 Npedpukc no

ﬂpe¢|/||<c No Ncnonb3yeTcd AN1A OTMEHDbI AEMCTBMH KOMaH/Abl, nepej KOTOpOI7I OH CTaBUTCA.

Hanpumep, komaHga interface oTBeyaeT 3a co3jaHne ceTeBOro MHTepdeinca c 3afiaHHbIM
nmeHeMm. Npedukc no, NCNob3yeMblli C 3TON KOMaHAOW, BbI3biBaeT 0bpaTHOe fencTBMe —
yaaneHue nHtepoderica:

(config)> no interface PPPoOEO

Ecnu komaHaa cocTaBHasi, No MOXeT CTaBUTLCA Nepes NtobbiM ee YneHoM. Hanpumep,
komaHza service dhcp Bkntouaet cnyxby DHCP 1 coCTOUT U3 ABYX YacTeli: service —
NMeHW rpynnbl B nepapxmm komaHg, n dhcp — KoHeuHoM KoMaHAbl. MNpedrKc No MOXHO
CTaBUTb Kak B Hayane, Tak 1 B cepeAnHe. [leicTare B 060Mx cyvasx byaeT OANHAKOBbLIM:
OCTaHOBKA CNYXO6bI.

(config)> no service dhcp
(config)> service no dhcp

2.4 MHOrokpaTHbIV BBOJ,

30

MHorve koMaHAbl 061a4at0T CBOMCTBOM LOeMNOomeHmMHOCMU, KOTOpOe NPOosIBAETCA B
TOM, YTO MHOFOKPATHbIV BBOZA 3TUX KOMaHJ, MPUBOANT K TEM Xe U3MEHEHUAM, YTO U
OofHOKpaTHbIN. Hanpumep, komaHAa service http gob6aBnseT cTpoky «service http» B
TeKyLe HaCTPOMKMN, 1 NPV MOBTOPHOM BBOJE HMYEro He MeHseT.

OAHaKo, YacTb KOMaHZ No3BosifeT 406aBNATb He OfHY, a8 HECKOIbKO 3anuceri, ecnu
BBOAWTb MX C pasHbIMU aprymMeHTamu. Hanpumep, ctatmyeckve 3anucu B Tabanue
MapLipyTusaumu ip route nnv ¢punbTpbl access-list Job6aBnAOTCA NocnefoBaTeNbHO, U
3aTeM NPUCYTCTBYIOT B HAaCTPOKKax B BUAE CINCKA:

Hpmmep 2.1. Ucnonb3oBaHVie KOMaHAbI C MHOrIroKkpaTHbiM BBOAOM

(config)> ip route 1.1.1.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.1.0/24 via PPTPO.
(config)> ip route 1.1.2.0/24 PPTPO

Network: :RoutingTable: Added static route: 1.1.2.0/24 via PPTPO.
(config)> ip route 1.1.3.0/24 PPTP1

Network: :RoutingTable: Added static route: 1.1.3.0/24 via PPTP1.
(config)> show running-config

ip route 1.1.1.0 255.255.255.0 PPTPO
ip route 1.1.2.0 255.255.255.0 PPTPO
ip route 1.1.3.0 255.255.255.0 PPTP1

3anuncm n3 Takux TabanL, MoXxHo YAaNnATb No OZHOMN, ncnonb3yq npec|>l/||<c no, 1 yKa3blBas
B aprymeHTe kKoMmaHAbl, Kakyto MMe€HHO 3anncb Tp66yETCF| YAANNTb:

(config)> no ip route 1.1.2.0/24
Network: :RoutingTable: Deleted static route: 1.1.2.0/24 via PPTPO.
(config)> show running-config
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.1,

ip route 1.
.1.3.

ip route

55.255.255.0 PPTPO
55.255.255.0 PPTP1

(R gy

02
02

2.5 CoxpaHeHue HacTpoekK

TekyLie 1 CTapTOBble HACTPOMKM XpaHATCS B dpalinax running-config n startup-config.
Ansi Toro 4To6bl COXPaHUTL TeKyLLME HACTPOKN B SHEPrOHE3aBUCMMYIO NMaMsATb, HYXXHO
BBECTM KOMaHJY KOMMPOBaHWs:

(config)> copy running-config startup-config
Copied: running-config -> startup-config

2.6 OTno)eHHas nepes3arpys3ka

Ecnin 4G HaxoAMTCA Ha 3HAUYUTENIbHOM yAaneHnn OT orepaTopa v ynpasaseTcs rno cety,
BO3HMKAEeT OMacHOCTb NOTEPATb CBA3b C HAM MO NPUYNHE OLLNGOYHbIX AEeACTBUN

onepaTopa. B 3Tom cniyyae nepesarpyska 1 BO3BPAT K COXPaHEHHbIM HacTpoikam 6yayT
3aTPYAHEHbI.

KomaHza system reboot no3BonsieT ycTaHOBUTL TaliMep OT/I0XEHHO nepesarpysku,

BbINOHUTb «OMaCHbIe» HACTPOIKM, 3aTeM BbIK/TIOUNTb TaliMep Y COXPaHUTb U3MEHEHUS.
Ecnv B npoLiecce HaCcTPOLiKM CBSI3b C YCTPONCTBOM ByAeT NoTepsiHa, onepaTopy A0CTaTOUHO
BYAeT A0XAaTbCA aBTOMATNUECKOW nepesarpysku 1 NOAKIHUYNTLCS K YCTPOCTBY CHOBA.
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OnuncaHme KoOMaHA

3.1 ba3zoBble KOMaHAbI

Ba3oBble KOMaHAbI CMOMb3YHTCA ANS yNpaBieHUs ¢ainamMm Ha BalLeM yCTpPoICTBe.

3.1.1 copy

OnucaHwne

Mpedukc no
MeHsieT HacTpoOVKu
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHThl

Mpumep

UcTopuns nameHeHui

KonunpoBsaTb cogepxunmoe ogHoro dalina B Apyroii. Micnonb3yeTcs ans
06HOB/IEHNSA NMPOLUVBKYM, COXPAaHEH WS TEKYLLIMX HACcTpoeK, Cbpoca HacTpoek
Ha 3aBOACKME 1 Ap.

Het
Het

Het

(config)>  copy ¢«sources «destinations

AprymeHT 3HayeHne |OnucaHue

source Wms ganna  |MNyTb K paiiny, KOTOPLIA HEO6XOANMO
CKONMPOBAaTh.

destination Wmsa gavina  |MNyTb K KaTanory, Kyga éyaeT ckonmpoBaH
dann.

Hanpumep, coxpaHeHme HacTpoek Aenaertcs Tak:
(config)> copy running-config startup-config

(config)> copy log MyPassport:/log.txt

NmeHa dainnoB B 3TOM NpuMepe ABASTCA NceBAOHVMMaMU. MoiHble MeHa
darinoB koHUrypaumm 3To system: running-config u
flash:startup-config, cooTBeTCTBEHHO.

Bepcus OnucaHve

2.00 [JlobaBneHa KoOMaHza copy.
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3.1.2 erase

OnucaHwne Yaanutb paiin ns namatu 4G.
Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBOg, [a

Cunoncuc (config)> erase «filename>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHune
filename Mms ¢anna  |MyTb K ariny, KOTOPbIA HEO6XOANMO
yAaNUThb.
Mpumep (config)> erase ext-opkg:/.dlna_files.db
FileSystem: :Repository: "ext-opkg:/.dlna files.db" erased.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie
2.00 JlobaBneHa KoMaH/a erase.
3.1.3 exit
OnucaHue BbIViTV 13 rpynnbl KOMaHA,
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiia BBog, Het

Cunoncnc I (config)> exit
Mpumep (show)> exit
Core::Configurator: Done.
(config)>
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.00 JobaBneHa komaHaa exit.
3.141s
OonucaHue BbiBecTV Ha akpaH cnncok ¢ainos B yKkazaHHOM KaTtanore.
Mpejukc no Het
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MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

CuHoncuc

(config)> s [«directory:]

AprymeHTbl

AprymeHT 3HaueHue

OonwucaHune

directory CTpoka

MNyTb K KaTanory. JlofixxeH cogep>xxaTb UMSA
balinoBo cUCTeMbI 1 HEMOCPEACTBEHHO
nyTb K KaTanory B popmate < paiinosas
cucTema >: < nyTb >. Mpumepsl ¢painosbix
cuctem — flash, temp, proc, usb n 1. 4.

Mpumep (config)> 1s FILES:

rel: FILES:

com

entry, type
name:

entry, type
name:

size: 188

entry, type
name: spe

entry, type
name: por

entry, type
name: vid

Hos

entry, type
name:

D:

R:

IMAX.mkv

6912512

D:
edfan

D:
table

D:
eo

D:
af nanka

WcTopusa nsmeHeHwnii

Bepcus OnucaHve

2.00 JlobaBneHa

KomaHaa ls.

3.1.5 mkdir

OnucaHwue Co3paTb HOBbI KaTasnor.
Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiia BBog Het
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Cunoncuc (config)> mkdir «directory»

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
directory CTpoka MyTb K KaTanory.

Mpumep (config)> mkdir SANDSK:/test

FileSystem: :Repository: "SANDSK:/test" created.

(config)> mkdir SANDSK:/test/onetest
FileSystem: :Repository: "SANDSK:/test/onetest" created.

UcTopuns nsmeHeHnii

Bepcus OnucaHve

212 JobaBneHa komaHaa mkdir.

3.1.6 more
OnucaHune BbiBeCTV Ha 3KpaH cofepXXMMoe TeKCToBoro gaiina NnocTpoUYHoO.
Mpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het
Cunoncuc (config)> more «filename>
AprymeHTbI AprymeHT 3HayeHue |OnucaHue
filename Ums gavina |MonHoe nma gana nunm NCeBAOHUM.
Npumep (config)> more temp:/resolv.conf

UcTopuns nameHeHuii

nameserver 127.0.0.1
options timeout:1 attempts:1 rotate

Bepcus OnucaHve

2.00 JlobaBneHa KoMaHa more.

3.2 access-list

OnucaHwne

JocTyn K rpynne KOMaHz, A5 HaCTPOVKM BbIBPAaHHOIO CMCKa NpaBu
dunbTpaumm nakeToB. ECM CNNCOK He HalAeH, KOMaHAa NbITaeTcs ero
C03/aTb. TakoW CANCOK MOXET 6bITb NPUCBOEH CeTEBOMY UHTepdericy ¢
nomoLLblo KoMaHapl interface ip access-group.

KomaHgaa ¢ npedurKkcom no yaansieT Crimcok npasul.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOg, [a
Bxo)xaeHue B rpynny (config-acl)

CuHoncuc (config)> access-list <name»

(config)> no access-list name>

AprymeHTbI AprymeHT |3HauyeHue |OnucaHue

name Ctpoka Ha3BaHwne cnuncka npasun dunbTpaumm (Access
Control List, ACL).

Mpumep (config)> access-list test_acl
Network::Acl: "test acl" access list created.
(config-acl)>

(config)> no access-list test_acl
Network::Acl: "test acl" access list removed.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobaBneHa komaHaa access-list.

3.2.1 access-list deny

OnucaHwue Jo6aBnTb 3anpeLyatoLLiee NpaBuao GuabTPaL MM NakeToB B yKa3aHHbIN ACL.
KomaHga ¢ npedumkcom no yganset npasuso.

Mpejukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-acl)>  deny (tcp | udp) <source> <source-mask»
[ port((<«src-port-operator: <source-ports)|
( range <source-port <source-end-port;))]
«destinations <destination-mask>
[ port((<«dst-port-operator> «destination-port)|
(range «destination-ports «destination-end-port))]

(config-acl)>  deny (icmp | esp | gre | ipip | ip) <sources <source-mask>
<destinations «destination-mask»
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(config-acl)> no deny (tcp | udp) <sources <source-mask»
[port((<«src-port-operators<source-port)|
( range <source-ports <source-end-port»))]
«destination <destination-mask>
[ port((<«dst-port-operator «destination-port>)|
( range «destination-port> «destination-end-port,))]

(config-acl)> no deny (icmp | esp | gre | ipip | ip) <sources <source-mask>
«destinations <destination-mask>

AprymeHThl

AprymeHT 3HauyeHue |OnucaHue
tcp Knoyesoe TCP npoToKo”.
C/1080
udp Knoyesoe UDP npoToko”.
C/10B0
icmp Knyesoe ICMP npoTokon.
C/10B0
esp Knwyesoe ESP npoToko/I.
CJ1080
gre Kmouesoe GRE npoTokos.
CJ1080
ipip Knwyesoe IP in IP npoToOKO/.
CJ1080
ip KnwyeBoe IP-npoTokon (BkarouaeT B ceba TCP, UDP,
CJ/I0BO ICMP v npouyne).
source IP-agpec Ajpec ncToyHmka B 3aronoske IP-nakera.
source-mask IP-macka Macka, nprmeHeHAeMas K agpecy

NCTOYHMKa B 3aronoske IP-nakeTa, nepey
CpaBHeHVeM c source. CyllecTByeT ABa
cnocoba BBOJA MacKW: B KAHOHNYECKOM
dopme (Hanpumep, 255.255.255.0) u B
BUAe 6UTOBOV ANNHbI NpedurKca
(Hanpumep, /24).

source-port

Llennoe uucno

MopT nctouHwka B TCP nnmn UDP 3aronoBske.

source-end-port

Lenoe u4ucno

OkoHuaHue grnanasoHa NnopToBs
WNCTOYHMKA.

src-port-operator|lt OnepaTop «MeHbLUe» ANA CPpaBHEHUS
rnopTa C YKa3aHHbIM source-port.
eq OnepaTop «paBHO» A1S1 CPAaBHEHWNSA NOPTA
C YKasaHHbIM source-port.
gt OnepaTop «bosnbLUe» ANd CpaBHEHWS
nopTa C yKasaHHbIM source-port.
destination IP-agpec Appec Ha3HayeHwus B 3arosnioske IP-nakera.
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AprymeHT 3HayeHue |OnucaHue

destination-mask|IP-mMacka Macka, nprimeHeHsaemMas K agpecy
HasHayeHus B 3arosioske IP-nakera, nepej
CpaBHeHMeM c destination. CyuiecTByeT
ABa cnocoba BBOJA Macku: B
KaHOHMYecKon popMe (Hanpumep,
255.255.255.0) nBBUgE 6UTOBOIN A/IVIHbI
npedwukca (Hanpumep, /24).

destination-port|lenoe umucno |[lopT HasHayeHua B TCP nnn UDP

3arosoBke.
destination-end-port|lenoe uucno |OkoOHYaHWe grana3oHa NopToB
Ha3HayeHws.
dst-port-operator|lt OnepaTop «MeHbLUe» 415 CpaBHEHUS

rnopTa C yKa3aHHbIM destination-port.

eq OnepaTop «paBHO» A1 CPaBHEHKA NOPTa
C YKa3aHHbIM destination-port.

gt OnepaTtop «6obLue» 418 CpaBHEHUS
rnopTa C yKasaHHbIM destination-port.

Npumep (config-acl)> deny tcp 0.0.0.0/24 port eq 80 0.0.0.0/24 port »
range 18 88
Network::Acl: Rule accepted.

(config-acl)> deny icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule accepted.

(config-acl)> no deny tcp 0.0.0.0/24 port eq 80 0.0.0.0/24 port »
range 18 88
Network::Acl: Rule deleted.

(config-acl)> no deny icmp 192.168.0.0 255.255.255.0 192.168.1.1 »
255.255.255.0
Network::Acl: Rule deleted.

UcTopuns nsmeHeHni Bepcus onwvcaHuve
2.00 [JlobaeneHa komaHaa access-list deny.
2.06 HoBoe 3HaueHue ip 66110 f06aBNEHO B apryMeHT
protocol.
2.08 JlobaBneHbl HOBbIE MPOTOKO/bI €Sp,gre v ipip.
2.09.A.2.1 Jlob6aBneHbl AnanasoHbl MOPTOB.

3.2.2 access-list permit

OnucaHue Jo6aBnTb paspeLuatoLLiee NpaBuaIo GuabTpaLnm NakeToB B yKa3aHHbIN ACL.
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Mpedukc no

MeHsieT HacTpoiKkun

MHorokpaTHbIl/i BBog, /[la

CuvHoncuc

AprymeHTbl

(config-acl)>

KomaHga ¢ npedurkcom no yaansiet npasuso.
Ja
Aa

permit (tcp | udp) <source <source-mask>

[ port((<«src-port-operators <source-ports)|

( range <source-port <source-end-port;))]
«destinations <destination-mask>

[ port((<«dst-port-operators«destination-port)|
(range «destination-port>«destination-end-port))]

(config-acl)>

permit (icmp | esp | gre | ipip | ip)<source<source-mask»

«destinations «<destination-mask»

(config-acl)> no permit (tcp | udp) <sources <source-mask>
[ port((<«src-port-operator: <source-ports)|
( range <source-port <source-end-port;))]
«destinations <destination-mask>
[ port((<«dst-port-operator> «destination-port)|
(range «destination-port «destination-end-port>))]

(config-acl)> no permit (icmp | esp | gre | ipip | ip)<source><source-mask»
<destinations «destination-mask»

AprymeHT 3HayeHne |OnucaHue
tcp Knwyesoe TCP npoToKko7.
CJ1080
udp Knwyesoe UDP npoTokonn.
CJ1080
icmp Kmouesoe ICMP npoTtokon.
CJ/1080
esp Knoyesoe ESP npoToko/.
CJ1080
gre Knyesoe GRE npoToKo-.
CJ1080
ipip KnwyeBoe IP in IP npOTOKO.
CJ1080
ip KnwyeBoe IP-npoTokon (BKAtOYaeT B cebs TCP, UDP,
CJ/10BO ICMP n I'IpOl-II/IE).
source IP-agpec Ajpec ncrtoyHvika B 3arosioske IP-nakera.
source-mask IP-macka Macka, nprimeHeHaeMasn K agpecy

MCTOYHVKa B 3arosioBke IP-nakeTa, nepey,
CpaBHeHMeM c source. CyllecTByeT ABa
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AprymeHT

3HauyeHue

OnucaHue

cnocoba BBOAA MaCKW: B KAHOHNYECKOW
dopme (Hanpumep, 255.255.255.0) u B
BUAe 6UTOBOIN ANVHbI NpeduKca
(Hanpumep, /24).

source-port

Lenoe u4ucno

MopT nctouHmka B TCP vnn UDP 3aronoske.

source-end-port

Lenoe uucno

OkoOH4YaHVe ananasoHa nopTtoB

NCTOYHMKA.
src-port-operator|lt OnepaTop «MeHbLUe» A5 CPaBHEHUS
nopTa C yKasaHHbIM source-port.
eq OnepaTop «paBHO» A1 CPAaBHEHUSA NOPTa
C YKa3aHHbIM source-port.
gt OnepaTtop «6obLue» 418 CpaBHEHUS
nopra C yKasaHHbIM source-port.
destination IP-agpec Ajpec Ha3HayeHwuA B 3arosioske IP-nakera.
destination-mask|IP-macka Macka, nprmeHeHaemMas K agpecy

Ha3HayeHus B 3aronoske IP-nakeTa, nepey
CcpaBHeHMeM c destination. CywiecTByeT
ABa cnocoba BBOJA Macku: B
KaHOHM4YecKo popMe (Hanpumep,
255.255.255.0) n B BUAE 6UTOBOIN ANIVHbI
npedukca (Hanpumep, /24).

destination-port

Lenoe u4ucno

MopT Ha3HauyeHwaA B TCP nan UDP
3arosioBkKe.

destination-end-port

Lenoe w4ucno

OkoHuaHwue grnanasoHa nopTos

dst-port-operator

Ha3HayeHwus.

1t OnepaTop «MeHbLUe» AN CPpaBHEHUS
nopra C ykasaHHbIM destination-port.

eq OnepaTtop «paBHO» AN CPaBHEHUS NOPTa
C yKasaHHbIM destination-port.

gt Onepatop «b6onbLue» AN cpaBHEHNS

rnopTa C yKa3aHHbIM destination-port.

Mpumep
255.255.255.0

Network::Acl: Rule accepted.

(config-acl)> permit icmp 192.168.0.0 255.255.255.0 192.168.1.1 »

(config-acl)> permit tcp 0192.168.1.0/24 port eq 443 0.0.0.0/24 »

port range 8080

Network::Acl: Rule accepted.

9090

(config-acl)> no permit icmp 192.168.0.0 255.255.255.0 »

192.168.1.1 255,

255.255.0

Network: :Acl: Rule deleted.
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WcTopusa nsmeHeHum

(config-acl)> no permit tcp 0192.168.1.0/24 port eq 443 »
0.0.0.0/24 port range 8080 9090
Network::Acl: Rule deleted.

Bepcus OnucaHue

2.00 JobasneHa KomaHaa access-list permit.

2.06 HoBoe 3HaueHue ip 66110 A06aBNEHO B apryMeHT
protocol.

2.08 JlobaBneHbl HOBbIe MPOTOKO/bI esp,gre 1 ipip

2.09.A.2.1 Jlo6aBneHbl AnanasoHbl MOPTOB.

3.2.3 access-list rule

OnucaHwue
MNpejukc no
MeHsieT HacTpoikmn

MHorokpaTHbIVi BBOA,

CuHoncuc

AprymeHThl

Mpumep

OTKNUUTL NpaBuno ACL U OrpaHNYNTL BPEMS ero paboThbl pacnucaHmem.

KomaHaa ¢ npeprkcom no BkoUaeT NpPaBuio UM OTMEHSET pacnumcaHue.

Ja
Ja
Ja

(config-acl)>

rule <index> (disable | schedule <schedule»)

(config-acl)> no rule <index> (disable | schedule)

AprymeHT 3HauyeHue OnuncaHwue
index lenoe 4ucrno |Homep npasuna ACL.
disable Kriwyesoe OTKNtounTb Npasmno ACL.
C/10B0
schedule Pacnucaune |HasBaHMe pacnncaHums, CoO3gaHHOro npu

nomMoLum rpynnel KoMaHa schedule.

(config-acl)>

Network: :Acl:

(config-acl)>

Network: :Acl:

(config-acl)>

Network: :Acl:

(config-acl)>

Network: :Acl:

rule 0 disable

Rule disabled.

rule 0 schedule acl_schedule

Rule schedule set to "acl schedule".

no rule 0 disable

Rule enabled.

no rule 0 schedule

Rule schedule removed.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.08 JobaBneHa komaHaa access-list rule.

3.3 adguard-dns

OnucaHwue
Mpe¢ukc no

MeHsieT HacTpoViKKn

JocTtyn K rpynne KoMaHa Ans HacTporikm npodbunei 3awmnTel AdGuard DNS.
Het

Het

MHorokpaTtHbiiA BBog, Her

Bxo>kaeHue B rpynny

CuvHoncuc

Mpumep

NcTopus nsmeHeHum

3.3.1 adguard-

OnuncaHune

MNpe¢ukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CunHoncuc

AprymeHThl

(adguard-dns)
I (config)> adguard-dns

(config)> adgquard-dns
Core::Configurator: Done.
(adguard-dns)>

Bepcus OnucaHue

2.12 Job6asneHa komaHaa adguard-dns.

dns assign

HasHauunTb npodunb 3awmThl XOCTy. 10 yMONYaHMIO 415 BCEX XOCTOB
ncnonb3yetca npodunb standard.

KomaHga c npedrkcom no Bo3BpaLLlaeT 3HaueHre No yMonyaHuo — npodusib
standard.

Aa
[Ja
Ja
(adguard-dns)>  assign [ <host» ] <type»

(adguard-dns)> no assign [ <host> ]

AprymeHT |3HaueHue OnucaHve

host MAC-agpec XOoCT, K KOTOpOMY NpuMeHsieTcs npodunb
3aWmnThl. Ecnn He ykasaH, npodpunb
NPUMeHsIeTCA KO BCEM XOCTaM.
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Mpumep

UcTopusa nsmeHeHwnii

3.3.2 adguard-

OnucaHwue
Mpedukc no

MeHsieT HacTpoiKkmn

AprymeHT |3HauyeHue OnucaHve
type default 3awmTa He UCNoJib3yeTcs.
base Bnoknposka peknamel, TpekuHra n ¢uLinHra
standard BesonacHoe npeobpasoBaHume DNS, 6e3
610KNPOBKMU.
family BnokvpoBKka peknamebl, TPeKNHra, pULLMHTa,
CalTOB AN51 B3POCUbIX, BKNHOUUTL 6e30MNacHbI
nounck B 6paysepe.

(adguard-dns)> assign base
AdguardDns::Client: Default type set.

(adguard-dns)> assign 4C:0F:6E:4B:3C:BA default
AdguardDns::Client: "4C:0F:6E:4B:3C:BA" has been associated with »
"default" profile.

(adguard-dns)> assign 4C:0F:6E:4B:3C:BA standard
AdguardDns::Client: "4C:0F:6E:4B:3C:BA" has been reassociated »
with "standard" profile.

(adguard-dns)> assign 4C:0F:6E:4B:3C:BA family
AdguardDns::Client: "4C:0F:6E:4B:3C:BA" has been reassociated »
with "family" profile.

(adguard-dns)> no assign a8:1e:84:85:f2:72
AdguardDns::Client: Host "a8:1e:84:85:f2:72" has been removed.

(adguard-dns)> no assign
AdguardDns::Client: Default type set.

Bepcus OnucaHue

2.12 JlobasneHa komaHaa adguard-dns assign.

dns check-availability
MpoBepnTb AOCTYNHOCTL CyX6bl AdGuard DNS.
Het

Het

MHorokpaTtHbIiA BBog Het

CuvHoncuc

Mpumep

I(adguard—dns)> check-availability

(adguard-dns)> check-availability
AdguardDns::Client: AdGuard DNS is available.
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.12

JobasneHa

koMaHga adguard-dns check-availability.

3.3.3 adguard-dns enable

OnucaHune
Mpejukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIii BBOA,

CviHoncuc

Mpumep

UcTopuns nameHeHuii

BrntounTs cnyxby AdGuard DNS.

KomaHga c nped1KcomM no ocTaHaBNNBAET CAy>XOby.

Ja
Aa

Het

I (adguard-dns)>  enable

I (adguard-dns)> no enable

(adguard-dns)> enable
AdguardDns::Client: AdGuard DNS enabled.

(adguard-dns)> no enable
AdguardDns::Client: AdGuard DNS disabled.

Bepcusa

OnucaHwune

2.12

Jlo6aBneHa komaHza adguard-dns enable.

3.4 cloud control2 security-level

YcTaHOoBUTL YpoBeHb 6e3onacHocTu cepBuca Cloud Control2 ans MmobuaeHoro
npunoxeHuns Keenetic. Mo ymonyaHmio HasHayeH ypoBeHb 6e30MacHOCTH

OnucaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

public.

Het

Ja

Het

(config)> cloud control2 security-level (public | private)

AprymeHT |3HauyeHue OnucaHue

public Knwuesoe cnoso |Joctyn Kk Cloud Control2 paspelueH ans
public, private n protected nHTepdeiicos.

private |Kmoyesoe cnoso |[ocTtyn Kk Cloud Control2 paspeLueH To1bKO
Ans private nHTepodericos.
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naBa 3 OnncaHme KoOMaHp,

Mpumep

UcTopuns nameHeHuii

(config)> cloud control2 security-level public
CloudControl2::Agent: Security level changed to public.

(config)> cloud control2 security-level private
CloudControl2::Agent: Security level changed to private.

Bepcus OnucaHve

3.05 [JobaeneHa komaHaa cloud control2 security-level.

3.5 cloudflare-dns

OnucaHwue
Mpe¢ukc no

MeHsieT HacTpoWiKKn

JocTyn K rpynne KOMaHZA ANns HacTporiku npodunein 3awmtel Cloudflare DNS.

Het

Het

MHorokpaTtHbiia BBog, Het

BxoXkaeHue B rpynmny

CuvHoncuc

Mpumep

NcTopus nsmeHeHum

(cloudflare-dns)

I (config)> cloudflare-dns

(config)> cloudflare-dns
Core::Configurator: Done.
(cloudflare-dns)>

Bepcus OnucaHue

3.05 JobasneHa komaHaa cloudflare-dns.

3.5.1 cloudflare-dns assign

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

HasHaunTb npodunb 3awmThl XOCTy. 10 yMONYaHMIO 415 BCEX XOCTOB
ncnonb3yetca npodunb standard.

KomaHgaa ¢ npedprKcom no Bo3BpaLLaeT 3Ha4YeHne Mo YMOAYaHUIO.
Aa
Ja

MHorokpaTtHbIiA BBOg, [a

CuHoncuc

I (cloudflare-dns)>  assign [ <host>] <types

I (cloudflare-dns)> no assign [ <host> ]
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AprymeHTbI AprymeHT |3HaueHue OonucaHune
host MAC-agpec XOCT, K KOTOpPOMY NpuMeHsieTcsa Npodub
3awmTel. ECnn He yKasaH, npodunb
NPVYMeEHSAETCH KO BCEM XOCTaM.
type default 3almTa He UCNoJib3yeTcs.
standard BesonacHbii DNS, 6e3 610K1MpOBKN.
malware Brioknposka BpeJOHOCHbLIX NPOrpamMMm.
family BrokvpoBKa Bpe;JOHOCHbLIX MPOrpamMMm 1 CaliToB
4NS B3POCAbIX. .
Mpumep (cloudflare-dns)> assign default

CloudflareDns::Client: Default type set.

(cloudflare-dns)> assign c0:b8:83:c2:cb:11 default

CloudflareDns::Client:
with "default" profile.

"c0:b8:83:c2:cb:11" has been reassociated

v

(cloudflare-dns)> assign c0:b8:83:c2:cb:11 standard

CloudflareDns: :Client:
with "standard" profile.

"c0:b8:83:c2:cb:11" has been reassociated

\J

(cloudflare-dns)> assign c0:b8:83:c2:cb:11 malware

CloudflareDns: :Client:
with "malware" profile.

"c0:b8:83:c2:cb:11" has been reassociated

\J

(cloudflare-dns)> assign c0:b8:83:c2:cb:11 family

CloudflareDns::Client:
with "family" profile.

"c0:b8:83:c2:cb:11" has been reassociated

v

(cloudflare-dns)> no assign c0:b8:83:c2:ch:11
CloudflareDns::Client: Host "c0:b8:83:c2:cb:11" has been removed.

(cloudflare-dns)> no assign
CloudflareDns::Client: Default type set.

WcTopuns nsmeHeHwnit |Bepcusa

OnucaHune

3.05

JobasneHa komaHaa cloudflare-dns assign.

3.5.2 cloudflare-dns check-availability

OnucaHune MpoBepuTb AOCTYNHOCTL cnyXx6bl Cloudflare DNS.

Mpedunkc no Het
MeHsieT HacTpoiikm  HeTt

MHorokpaTtHbiiA BBog, Het
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CuHoncuc I(cloudflare-dns)> check-availability

Mpumep (cloudflare-dns)> check-availability
CloudflareDns::Client: Cloudflare DNS is available.

VICTOleﬂ V|3MEHEH|/||7| Bepcmﬂ onucaHvie

3.05 [JlobaBneHa komaHga cloudflare-dns check-availability.

3.5.3 cloudflare-dns enable

OnucaHwue Brntouuntb cnyx6y Cloudflare DNS.
KomaHga ¢ npedurkcom no ocTaHaBAMBAET CyX6Y.
Mpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het

CrHoncuc I (cloudflare-dns)>  enable

I (cloudflare-dns)> no enable

Mpumep (cloudflare-dns)> enable
CloudflareDns: :Client: Cloudflare DNS enabled.

(cloudflare-dns)> no enable
CloudflareDns: :Client: Cloudflare DNS disabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.05 JobasneHa komaHaa cloudflare-dns.

3.6 components

OnucaHwue JocTyn K rpynne KoMaHA 415 ynpasneHns KOMMOHEHTaMN MUKPOMPOrpamMMel.
MNpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbIiA BBOg, Het

Bxo>xaeHue B rpynny (config-comp)

CuHoncuc I (config)>  components
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 [JobaeneHa KomaHza components.

3.6.1 components auto-update channel

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

3a4aTb UCTOYHMK KOMMOHEHTOB AN CI)yHKLl,VII/I aBToO6HOBNEHMA. 1o
YMOTYaHUKO NCNOIb3yeTCA 3Ha4YeHne stable.

KomaHga ¢ npednkcom no BO3BpAaLLLAET 3HaUYeHMe No YMOTHaHMIO.
Ja

Ja

Het

(config-comp)>  auto-update channel «channel>

(config-comp)> no auto-update channel

AprymeHT 3HauyeHue OnuncaHwue

channel stable KOMMOHEHTLI MOSIHOCTHLIO MPOTECTUPOBAHI
1 peKoMeHAyHTCs A9 yCTaHOBKU. B
Be6-nHTepdence 3TOT KaHaN yKasaH Kak
Penus.

beta KomnoHeHTbI cogep>kaTt HoBeliLme pyHKLMN
N yCOBepLLEHCTBOBaHWS, HO NMPOTECTUPOBAaHbI
He NOMIHOCTLHO. B Be6-MHTepderice 3TOT KaHan
yKa3aH Kak lpepBapuTenbHas Bepcus.

draft KoMnoHeHTbI cogepikaTt HoBelilme GyHKLMK
1 NCNONb3YHTCA AN8 TeCTUPOBaHMA. B
Beb-nHTepdeince 3TOT KaHaN yKasaH Kak
TectoBasa cbopka.

(config-comp)> auto-update channel beta
Components: :Manager: Auto-update channel is "beta".

(config-comp)> no auto-update channel
Components: :Manager: Auto-update channel reset to default.

Bepcus OnucaHue

3.01 JobaBneHa komaHAa components auto-update channel.
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3.6.2 components auto-update disable

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncuc

Mpumep

UcTopuns nameHeHuii

CDyHKLI,I/IFI aBTOMATUYeckoro 06HOBNEHUSA KOMIMOHEHTOB. Mo YyMO/T4aHUIO
aBTOMaTU4Yeckoe 06HOBIEHME BKIHOUEHO.

KomaHga ¢ npedrKcoM no Bk/tOUaeT aBToMaTu4veckoe 0bHoBMEeHMe.
Ja
Ja
Aa

I(config-comp)> auto-update disable

I (config-comp)> no auto-update disable

(config-comp)> auto-update disable
Components: :Manager: Components auto-update disabled.

(config-comp)> no auto-update disable
Components: :Manager: Components auto-update enabled.

Bepcus OnucaHve

2.09 JobaeneHa komaHza components auto-update disable.

3.6.3 components auto-update schedule

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

MprcBOUTL pacnucaHmne Ana paboTbl PyHKLMN aBTOMATNYECKOrO O6HOBEHWS.
Mepes BbINOAHEHNEM KOMaHAbI pacnuncaHme Ao/KHO 6biTb CO34aHO U
HaCTpoeHOo npw NnomoLLm komaHabl schedule action.

KomaHga ¢ npedrkcom No pa3pbiBAET CBSI3b MeXAY PacnmcaHnem n
aBTOMATUNYECKMM OBHOB/IEHMEM.

Ja

[Ja

Het

(config-comp)>  auto-update schedule «<schedule;

(config-comp)> no auto-update schedule

AprymeHT 3HauyeHue OnuncaHwue

schedule Pacnncanne |Ha3BaHMe pacrnmncaHus, CO3A4aHHOro npu

nomMoLum rpynnel KoMaHa schedule.
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

(config-comp)> auto-update schedule Update
Components: :Manager: Set auto-update schedule "Update".

(config-comp)> no auto-update schedule
Components: :Manager: Schedule disabled.

Bepcus OnucaHve
3.03 [JobaeneHa KkomaHAa components auto-update
schedule.

3.6.4 components check-update

OnucaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHThl

Mpumep

NcTopus nsmeHeHum

MpoBepuTb 06HOBNAEHME NPOLUNBKA AN1A KaHAMAATa U BEAOMOTO
ycTpoinctBa MogynbHoi Wi-Fi Cuctembl.

Het
Het

HeTt

(config-comp)>  check-update [ force]

AprymeHT 3HauyeHue OnucaHue

force Knoyesoe [MoCTOAHHO NMPOBEPATL Hannyne
C/I0BO 06HOBNEHUIA.

(config-comp)> check-update

release: 2.15.A.3.0-2
sandbox: draft
timestamp: Dec 17 18:58:55
valid: no

(config-comp)> check-update force

release: 2.15.A.3.0-2
sandbox: draft
timestamp: Dec 17 18:58:55

valid: no
Bepcus OnucaHue
2.14 JobasneHa komaHaa components check-update.
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naBa 3 OnncaHme KoOMaHp,

3.6.5 components commit

OnuncaHwune

Mpejukc no

an/IMeHI/ITb N3MeHeHNs, BHECEHHbIe KOMaHAaMn components install n
components remove.

Het

MeHsieT HacTpoliku  [a

MHorokpaTHbIVi BBOA,

CuHoncuc

WcTopus nsmeHeHwnii

Hert
(config-comp)>  commit
Bepcus OnucaHve
2.00 [JlobaBneHa KoMaHAa components commit.

3.6.6 components install

OnucaHwue OTMeTUTb KOMMOHEHT and nocne,qyrou_q,eﬁl YCTaHOBKW. OkoHu4aTenbHas
YCTaHOBKa BbIMOJIHAETCA KOMaHAOI‘/JI components commit.

Mpejukc no Het

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, [a

CnHoncuc (config-comp)>  install <component;
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
component Crpoka Ha3sBaHwne komnoHeHTa. CNncok
AOCTYMHbIX AN YCTAHOBKW KOMMOHEHTOB
MOXeT 6bITb BblBeZeH Ha 3KpaH KOMaHAOoM
components list.
Mpumep (config-comp)> install ntfs

Components: :Manager: Component "ntfs" is queued for installation.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onucaHvie
2.00 JobasneHa koMaHAa components install.
3.6.7 components list
OonucaHune MepeknUnNTbCA Ha BbIGPaHHYH MeCOYHMLY N OTMETUTb A8 YCTaHOBKM BCe

KOMMOHEHTbI, TpebyoLe N3MeHeHVs A/19 COOTBETCTBUSA BEPCUN B
necoYHuue. Ecnn BbINOAHUTL KOMaHAy 6e3 aprymeHTa, To byseT BbiBejeH
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naBa 3 OnncaHme KOMaHA,

Mpejukc no

MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

BeCb CNMNCOK BCeX KOMMOHEHTOB TeKyLLl,eI‘/JI necoYvHuMubl (yCTaHOB}'IeHHbIX n
AOCTYNHbIX ANnA yCTaHOBKVI). Ecnn OTCYTCTBYET NOAKMHYEHNE K |/|HTepHeT, TO
6yp,eT BblBE€4EH TO/NIbKO CMNCOK y>Ke YCTaHOB/ME€HHbIX KOMMOHEHTOB.

Het
Het

Het

(config-comp)>

list [ sandbox ]

AprymeHT

3HavyeHue

OnucaHue

sandbox

CTpoka

YpaneHHasa necoyHunLa, Hanpumep stable
nnu beta.

(config-comp)> list

firmware:
version: 2.13.C.0.0-1
sandbox: stable
local:
sandbox: beta
component:
name: base
priority: optional
size: 35233
version: 2.13.C.0.0-1
hash: f65428af2a6fd636db779370deb58T40
installed: 2.13.B.1.0-1
preset: minimal
preset: recommended
queued: yes
Bepcus OnucaHue
2.00 JobasneHa koMaHaa components list.
2.06.A.6 [JobaeneH napameTp sandbox. KomaHaa components
list Ao/KHa NCNONB30BaTLCSA BMECTO yCTapeBLUeit
components sync.
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3.6.8 components preset

OnuncaHwune

Mpedukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbliA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHwnii

Bbl6paTh roToBbI HA6OP KOMMOHEHTOB. YCTaHOBKa Habopa BbIMOHSAETCS
KoMaHZol components commit.

Mpexae Yem ycTaHOBUTbL HabOp KOMMOHEHTOB, NMPOBepbLTE NoC/eHNE BEpCUn
KOMMOHEHTOB Ha cepBepe 06HOBNEeHW KoMaHAol components list.
TpebyeTca nogkntoueHve K VIHTepHeTy.

Het
Ja

Het

I (config-comp)>  preset ¢presets

KonnuecTtBo 1 Ha3BaHWsA roToBbIX HA6OPOB KOMMOHEHTOB MOTYT HbITb
N3MeHEeHbI, MO3TOMY PeKOMeHAyeTCs MPOBEPUTL CINCOK AOCTYMHbIX HA6OPOB
KoMaHZol preset [Tab].

AprymeHT 3HauyeHue OnuncaHwue

preset minimal MWH1UManbHO BO3MOXHBbIW ANS paboThl
yCTporicTBa Habop KOMMOHEHTOB byaeT
OTMeYeH.

recommended |PekomeHAyeMbli HA6OpP KOMMOHEHTOB byaeT
OTMeYeH ANs YCTaHOBKM.

(config-comp)> preset [Tabl]

Usage template:
preset {preset}

Choose:
minimal
recommended

(config-comp)> preset recommended

lib::libndmComponents error[268369922]: updates are available »
for this system.

(config-comp)> commit

Components: :Manager: Update task started.

Bepcus OnucaHue

2.00 JlobaBneHa komaHAa components preset.
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3.6.9 components preview

OnucaHune MokasaTb pasMep NPOLUMBKW, COCTABNIEHHOM 13 KOMMOHEHTOB, BbI6paHHbIX
C MOMOLLBI0 KOMaHAbl components install.

Mpe¢ukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-comp)>  preview
Mpumep (config-comp)> preview
preview:
size: 7733308
WcTopus nsmeHeHnit |Bepcus onuncaHue

2.06 [JlobaBneHa KomaHza components preview.

3.6.10 components remove

OnucaHune OTMeTUTb KOMMOHEHT ANs nocneayroLwiero yganeHuma. OkoHu4aTenbHoe
yAaneHume BbINMOJIHAETCA KOMaHA0m components commit.

Mpedunkc no Het
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CnHoncuc (config-comp)>  remove <component»
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
component Crpoka HasBaHue koMrnoHeHTa. Cnncok
AOCTYMNHbIX ANA YAaneHNs KOMNOHEHTOB
MOXeT ObITb BbiBeAeH Ha 3KpaH KOMaHAOM
components list.
NMpumep (config-comp)> remove ntfs
Components: :Manager: Component "ntfs" is queued for removal.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.00 JobaBneHa KoMaHAa components remove.
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3.6.11 components validity-period

OnucaHue YCTaHOBUTbL CPOK aKTyasNlbHOCTU IOKANIbHOIO CNCKa KOMMOHEHTOB. Mo
NCTeUYEHUM 3TOro BpeMeHu byeT aBToMaTUYeCck BbIMOAHEeHa KOMaHAa
components list 4na nonyyeHns TekyLLLero cnucka KOMMNOHEHTOB € cepBepa
06HOBIEHUA.

KomaHaa c npedurkcoM no ycTaHaBNVBaEeT 3HaUeHMe No yMOIYaHWIo, KOTopoe
pasHo 1800.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc (config-comp)>  validity-period <seconds>
(config-comp)> no validity-period
AprymeHTbI AprymeHT 3HaueHune OnucaHue
seconds Lenoe uucno CpoK aKTyanbHOCTU IOKaIbHOrO
CMMCKa KOMMNOHEHTOB B CEKYHAAX.
Mo>eT NpuHMMaTb 3HaYeHUS B
AvanasoHe ot 0 go 604800
BKJTIOUYNTENBHO.
Npumep (config-comp)> validity-period 500
Components: :Manager: Validity period set to 500 seconds.
(config-comp)> no validity-period
Components: :Manager: Validity period reset to 1800 seconds.
VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.03 Jlo6aBneHa koMaHAa components validity-period.

3.7 crypto engine

OnucaHwue Bbl6paTh TN 06paboTku ESP IPsec nakeToB. [10 yMOAYaHWUIO UCMONb3yeTcs
annapaTHbIA pexuM.

KomaHga c npedumkcom no otkaroyaeT GyHKLMIO.
MNpedukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, Het
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naBa 3 OnncaHme KOMaHA,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3.8 crypto ike key

OnucaHwne

Mpejukc no

MeHsieT HacTpoikmn

(config)>

crypto engine <type

(config)> no crypto engine

AprymeHT 3HaueHve |OnucaHve
type software |[porpaMmHbIN pexmnm.
hardware |AnnapaTHbI peXnMm.

(config)> crypto engine software
IpSec::CryptoEngineManager: IPsec crypto engine set to "software".

(config)> no crypto engine
IpSec::CryptoEngineManager: IPsec crypto engine was disabled.

Bepcus

OnucaHue

2.06

JlobaBneHa komaHAa crypto engine.

Jo6asuTb kntoY IKE ¢ aeHTUGNKATOPOM YAANEeHHOW CTOPOHBI.

KomaHga ¢ npedurkcom no yganseT yKasaHHbIA Koy,

Ja
Ja

MHorokpaTtHbiiA BBOg, [a

CuHoncuc

AprymeHThl

(config)>

crypto ike key names psk> (<type> <id> | any)

(config)> no crypto ike key <name>

AprymeHT 3HauyeHue OnucaHwue
name Crpoka Ha3BaHue kntoYa. lonyckaeTtcs
1Crnofib30BaHVe CIMBOJIOB JIATUHCKOro
andasnTa, UNPP, TOUKK, MOJUEPKNBAHNSA 1
fedwuca.
psk Ctpoka Maponb ans ayteHTUdGUKaLUn.
type address VaeHTnounkatopom aensetca IP-agpec.
fqdn NaeHTndrnkaTopom ABnseTCs NoaHoe
JOMEHHOoe NMs.
dn NaeHTndurKaTopom aBAseTCA JOMEHHOE NMS.
email NaeHTdnKaTopoM SBNAETCH INEKTPOHHbI

agpec e-mail.
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naBa 3 OnncaHme KoOMaHp,

Mpumep

WcTopusa nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue
id Ctpoka 3HauveHVe ngeHTndmnKaTopa yaaneHHom
CTOPOHHI.
any Kmiwyesoe Pa3peluaeT ncnonb3oBaHue Ko4a A1s
C/10BO no60oi yaaneHHoM CTOPOHBI.

(config)> crypto ike key test 12345678 email ipsec@example.org
IpSec::Manager: "test": crypto ike key successfully added.

(config)> no crypto ike key test
IpSec::Manager: "test": crypto ike key successfully removed.

Bepcus OnucaHue

2.06 JobaBneHa komaHAa crypto ike key.

3.9 crypto ike nat-keepalive

OnucaHune

Mpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

YcTaHOBUTL TaliM-ayT Mexay naketamu keepalive B cnyuae o6Hapy>xeHUs
NAT mexay KnimeHToM n cepsepom IPsec. 1o yMOYaHWIO yCTaHOBNEHO
3HaueHwVe 20.

KomaHgaa ¢ npedprKcom no Bo3BpaLLaeT 3Ha4YeHNe N0 YMONYaHUIO.

Ja

Ja

Hert

(config)> crypto ike nat-keepalive «nat-keepalives

(config)> no crypto ike nat-keepalive

AprymeHT 3HaueHue OnucaHwue

nat-keepalive Lenoe 4ucrio Tanm-ayT mexay naketamm
keepalive B cekyHpax. MoxeTt
NMPUHMMaTL 3HaYeHWs oT 5 10 3600

BKHOUNTENBHO.

(config)> crypto ike nat-keepalive 90
IpSec::Manager: Set crypto ike nat-keepalive timeout to 90 s.

(config)> no crypto ike nat-keepalive
IpSec: :Manager: Reset crypto ike nat-keepalive timeout to 20 s.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

3.10 crypto

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CunHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

Bepcusa

OnucaHwmne

2.06

[JobaeneHa komaHaa crypto ike nat-keepalive.

ike policy

JocTtyn K rpynne KOMaHA ANs HaCcTPOViKM BblbpaHHOW nonnTtuku IKE. Ecnu
nonntuka IKE He HalijleHa, KOMaHAa NblTaeTca eé co3aathb.

KomaHga c npedurkcom no yaanset nonnTtuky IKE. NMpn 3TOM AaHHas NOANTUKA
IKE aBTOMaTu4yeckn ygansaeTcs 13 scex npounen IPsec.

Ja
Aa
Ja

(config-ike-policy)

(config)>

crypto ike policy name>

(config)> no crypto ike policy name>

AprymeHT

3HaueHve

OnucaHue

name

Crpoka

Ha3BaHune nonutukun IKE.
JonyckaeTca ncnonb3oBaHue
CVIMBOJIOB NlaTUHCKOro andaBuTa,
umdp, ToUKN, NofYEepKNBAHNA U

feduca.

(config)> crypto ike policy test
IpSec: :Manager:

"test": crypto ike policy successfully created.

(config)> no crypto ike policy test
IpSec: :Manager: Crypto ike policy "test" removed.

Bepcus

OnucaHune

2.06

JobasneHa komaHaa crypto ike policy.

3.10.1 crypto ike policy lifetime

OnuncaHune

Mpe¢ukc no

YcTaHOBUTL BpeMs XN3HWM accouunaumm IPsec IKE. o ymonuyaHuto
ncnonb3yeTca 3HayeHre 86400.

KomaHga ¢ npe¢|/||<c0M No BO3BpalLlaeT 3HaveHne No yMmoa4aHuio.

Ja
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naBa 3 OnncaHme KoOMaHp,

MeHsieT HacTpoAKK
MHorokpaTHbIVi BBOj,

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

Ja

Het

(config-ike-policy)>  lifetime <lifetime>

(config-ike-policy)> no lifetime

AprymeHT 3HauyeHue OnucaHue

lifetime Llenoe 4ncno Bpemsa xusHu accoupmaummn IPsec
IKE B cekyHAax. MoxeT npUHUMaTb
3HauveHWs ot 60 go 2147483647.

(config-ike-policy)> lifetime 3600
IpSec: :Manager: "test": crypto ike policy lifetime set to 3600 s.

(config-ike-policy)> no lifetime
IpSec::Manager: "test": crypto ike policy lifetime reset.

Bepcus OnucaHve

2.06 JobasneHa koMmaHgaa crypto ike policy lifetime.

3.10.2 crypto ike policy mode

OnuncaHwne

Mpe¢ukc no
MeHseT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

3afaTb Bepcuto npoTtokosa IKE. [To yMon4YaHUIo UCMOJIb3YyeTCa 3HaYeHne
ikevl.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3HaueHme no yMonyaHuio.
Ja

Ja

Het

(config-ike-policy)>  mode mode>

(config-ike-policy)> no mode

AprymeHT 3HayeHue OnuncaHwue

mode ikevl Bepcusa npoTtokona IKEv1.

ikev2 Bepcus npoTokona IKEv2.

(config-ike-policy)> mode ikev2
IpSec::Manager: "test": crypto ike policy mode set to "ikev2".
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naBa 3 OnncaHme KOMaHA,

(config-ike-policy)> no mode
IpSec: :Manager: "test": crypto ike policy mode reset.

VICTOleﬂ n3MeHeHuiA Bepc”ﬂ onvucaHue

2.06 JobasneHa komaHgaa crypto ike policy mode.

3.10.3 crypto ike policy negotiation-mode

OnucaHwue YcTaHoBUTE pexnm obmeHa ans IKEv1 (cMm. komaHgy crypto ike policy mode).
Mo ymonuaHuio Ncnonb3yeTcsa 3HaveHre main.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMoAYaHuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het

CnHoncuc (config-ike-policy)>  negotiation-mode <negotiation-modes

(config-ike-policy)> no negotiation-mode

AprymeHTbI AprymeHT 3HauyeHune ‘Onwcal-wle

negotiation-mode main OCHOBHOV pexum, 3aLmiiaeT
naeHTndmKaumo nmpa.

aggressive |ArpeccmBHbIN pexum, He 3almulaeT
naeHTndMKaumo nmpa.

Mpumep (config-ike-policy)> negotiation-mode aggressive
IpSec::Manager: "test": crypto ike policy negotiation-mode set »
to "aggressive".

(config-ike-policy)> no negotiation-mode
IpSec: :Manager: "test": crypto ike policy negotiation-mode reset.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.06 JlobaBneHa komaHga crypto ike policy
negotiation-mode.

3.10.4 crypto ike policy proposal

OnucaHwue Jo6aBunTb B NoAUTUKY IKE CCbINKY Ha BblbpaHHbIN IKE proposal. OuepegHOCTb
fo6aBneHns MeeT 3HaveHne Ans obmMeHa JaHHbIMY No npoTokony IKE.

KomaHga c npedunkcom no yaanseTt ccoinky Ha IKE proposal.
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naBa 3 OnncaHme KoOMaHp,

Mpedukc no
MeHsieT HaCTPOUKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

3.11 crypto

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Bxo>xaeHue B rpynny

CuvHoncuc

Ja
Ja
Aa
(config-ike-policy)>  proposal <proposal

(config-ike-policy)> no proposal <proposal

AprymeHT 3HaueHue OnucaHwue

proposal Ctpoka HasaHue IKE proposal.
JonyckakTca CMMBO/IbI
natunHckoro andasuTa, undpsl,
TOYKW, Nog4epkmBaHNA N geducol.

(config-ike-policy)> proposal test
IpSec: :Manager: "test": crypto ike proposal "test" successfully »
added.

(config-ike-policy)> no proposal
IpSec::Manager: "test": crypto ike policy proposal "test" »
successfully removed.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga crypto ike policy proposal.

ike proposal

JocTtyn K rpynne koMaHg, 415t HacTpoliku BbibpaHHoOro IKE proposal. Ecnu IKE
proposal He HaligeH, KOMaH/Aa NbITaeTca ero co3Aathb.

MONHbBIA CNNCOK aNropUTMOB LWNGPOBaAHMSA peann3oBaHHbIX B CUCTEME
npuBegeH B [prnoxeHnn.

KomaHga c npedurkcom no yaanset IKE proposal. Mpu 3Tom 13 Bcex NOANTUK
IKE aBTOMaTM4eCcKn yAansaoTcsa CCbIIKU Ha AaHHbIN [KE proposal.

Aa

[Ja

Ja

(config-ike-proposal)

I(config)> crypto ike proposal names

I (config)> no crypto ike proposal name>
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

name Ctpoka HassaHwue IKE proposal. lonyckaroTcs
CUMBO/bI 1aTUHCKOTO andasuTa, Undpsl,
TOYKM, NogvepkmMBaHUA 1 geduchl.

Mpumep (config)> crypto ike proposal test
IpSec: :Manager: "test": crypto ike proposal successfully created.

(config)> no crypto ike proposal test
IpSec::Manager: Crypto ike proposal "test" removed.

VICTOpI/Iﬂ M3MeHeHuniA Bepcmﬂ onucaHvie

2.06 [Jlo6baBneHa komaHgaa crypto ike proposal.

3.11.1 crypto ike proposal aead

OnucaHwue BkntounTb pexum wngposaHua AEADans IKE proposal.
Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(config—ike—proposal)> aead

NMpumep (config-ike-proposal)> aead
IpSec: :Manager: "TEST": crypto ike proposal "TEST" enabled AEAD »
mode.

VICTOleﬂ M3MeHeHuniA Bepcmﬂ onucaHvie
3.05 JobaBneHa komaHAa crypto ike proposal aead.

3.11.2 crypto ike proposal dh-group

OnucaHune Job6aBunTb BbibpaHHyto DH rpynny B IKE proposal ans paboTbl B pexunme PFS.
OuepegHoCTb f06aBNeHNS NMeeT 3HaueHre 419 obMeHa JaHHbIMY MO
npotokony IKE.

KomaHaa ¢ npepunkcom no yaanseT BblopaHHYO rpynmny.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBOg, [a
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naBa 3 OnncaHme KoOMaHp,

CuvHoncuc

(config-ike-proposal)>

dh-group «dh-group

(config-ike-proposal)> no dh-group «dh-group»

AprymeHTbl

AprymeHT

3HayeHue

OnucaHue

dh-group

1

2

5

14

15

16

17

18

19

20

21

25

26

31

32

DH rpynna ans paboTbl B pexume PFS.

Mpumep

WcTopusa nsmeHeHwnii

(config-ike-proposal)> dh-group 14
"test": crypto ike proposal DH group "14" »

IpSec: :Manager:
successfully added.

(config-ike-proposal)> no dh-group 14
"test": crypto ike proposal "test" group type »

IpSec: :Manager:
successfully removed.

Bepcus

OnucaHue

2.06

Jlo6aBneHa komaHga crypto ike proposal dh-group.

3.11.3 crypto ike proposal encryption

OnucaHune

MNpedukc no

MeHsieT HacTpoikmn

Jlo6aBuTb BbI6paHHbI TN WndpoBaHua B IKE proposal. OuepeaHoCTb

f06aBneHns MeeT 3HaveHne ans obmMeHa JaHHbIMKY No npoTokony IKE.

KomaHga c npedurkcom no yaanset BbIbpaHHbIA TUMN WNPPOBaAHMS.

Ja
Ja
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naBa 3 OnncaHme KOMaHA,

MHorokpaTHbIl/i BBog, /[la

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-ike-proposal)>  encryption encryptions

(config-ike-proposal)> no encryption <encryption;

AprymeHT 3HauyeHue OnuncaHwue

encryption |des

3des

aes-chc-128
aes-cbc-192
aes-chc-256
aes-ctr-128
aes-ctr-192
aes-ctr-256

Tun wndposaHus IKE.

(config-ike-proposal)> encryption des
IpSec::Manager: "test": crypto ike proposal encryption algorithm »
"des" added.

(config-ike-proposal)> no encryption des
IpSec::Manager: "test": crypto ike proposal "test" encryption »
type successfully removed.

Bepcusa OnucaHve

2.06 [JobaeneHa komaHaa crypto ike proposal encryption.

3.11.4 crypto ike proposal integrity

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn

[lo6aBuTb BbIGpaHHOe 3HaveHue anroputma nognucy HVIAC B IKE proposal.
OuepegHoCTb fo6aBNeHNA MMeeT 3HaueHKe 419 obMeHa JaHHbIMK NO
npotokony IKE.

KomaHga ¢ npednkcom no yaanseTt BblIOpaHHbI anropuTM.
Ja
[Ja

MHorokpaTtHbIiA BBOg, [a

CuvHoncuc

I(conﬁg4ke—proposaD> integrity <integritys

I(conﬁnge—proposaD>lu)integritycintegrity>
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naBa 3 OnncaHme KoOMaHp,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
integrity md5 Anroputm nognucu HMAC IKE
shal COOBLLIeHWIA.
sha256
sha384
sha512
Mpumep (config-ike-proposal)> integrity sha256

IpSec::Manager: "test": crypto ike proposal integrity algorithm »
"sha256" successfully added.

(config-ike-proposal)> no integrity sha256
IpSec::Manager: "test": crypto ike proposal "test" integrity »
type successfully removed.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.06 Jlo6aBneHa komaHga crypto ike proposal integrity.

3.11.5 crypto ike proposal prf

OnucaHune Jo6aBuTb BbibpaHHyto rpynny PRF B IKE proposal.
KomaHga c npedunkcom no yganseT BbI6paHHbIN airopuTM.

MNpedukc no Ja

MeHsieT HacTpoilikn  [a

MHorokpaTHbIli BBog, /[la

CuHoncuc (config-ike-proposal)>  prf «prf>
(config-ike-proposal)>  no prf prf>
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
prf md5 Anropunt™m nognuicy HMAC ansa IKE
shal COOOLLEeHWIA.
aes-xchc
sha256
sha384
sha512
aes-cmac
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naBa 3 OnncaHme KOMaHA,

Mpumep (config-ike-proposal)> prf sha256
IpSec::Manager: "TEST": crypto ike proposal prf algorithm »
"sha256" successfully added.

(config-ike-proposal)> no prf sha256
IpSec::Manager: "TEST": crypto ike proposal "TEST" prf type »
successfully removed.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.05 Jlo6aBneHa komaHga crypto ike proposal prf.

3.12 crypto ipsec incompatible

OonucaHue OTKNOUNTb NPOBEPKY COBMECTUMOCTM IPsec TyHHenei. Mo yMonyaHuo
HacTpoiKa OTK/I0YEHa.

KomaHga ¢ npedurkcom no BktoUaeT nposepky obpaTHoO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOg, Het

Cunoncnc I(config)> crypto ipsec incompatible

I (config)> no crypto ipsec incompatible

Npumep (config)> crypto ipsec incompatible
IpSec: :Manager: Compatibility checks is disabled.

(config)> no crypto ipsec incompatible
IpSec::Manager: Compatibility checks is enabled.

VlCTOleﬂ n3MeHeHuniA Bepcmﬂ onvicaHue

2.10 Jlo6aBneHa komaHga crypto ipsec incompatible.

3.13 crypto ipsec mtu

OnucaHwue YcTaHOBUTbL 3HaueHune MTU, koTopoe byaeT nepefaHo IPsec. Mo ymonyaHuto
NCnonb3yeTca 3HaveHne auto.

MNpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KoOMaHp,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHui

3.14 crypto

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CuHoncuc

AprymeHThl

Mpumep

(config)> crypto ipsec mtu (auto | <value))

AprymeHT 3HauyeHue OnucaHwue

auto KnwyeBoe MTU Ha3Ha4vaeTcs aBTOMaTUYeCKU.
C/10BO
value lenoe 4ucno |3HauveHuve MTU. MOXeT NPUHVMATL 3HaUYeHNS

oT 128 po 1500 BkAKOUUTENBHO.

(config)> crypto ipsec mtu auto
IpSec::Manager: MTU is set to auto.

(config)> crypto ipsec mtu 1400
IpSec::Manager: Static MTU value is set to 1400.

Bepcus OnucaHve

2.08 [JlobaeneHa komaHaa crypto ipsec mtu.

ipsec profile

[oCTyn K rpynne KOMaHz ANst HACTPONKM BbiI6paHHOro npoduns IPsec. Ecan
npodunb He HalifleH, KOMaHAa NbITaeTcs ero co3Aathb.

KomaHga ¢ npedumkcom no yaanset npodusb. MNpm 3TOM CCbIIKU HA AaHHbIN
npoduab aBTOMaTUYECKW YAANSATCS 30 BCeX KPUMTOKapT IPsec.

Ja

Ja

Ja

(config-ipsec-profile)

(config)> crypto ipsec profile <name

(config)> no crypto ipsec profile name»

AprymeHT 3HaueHue OnucaHwue

name Ctpoka HassaHwne npodunsa IPsec.
JonyckaroTca CMMBONbI
naTuHckoro andasuTa, udpsl,
TOUKMW, MoAYepKMBaHNA U Aeduchl.

(config)> crypto ipsec profile test
IpSec::Manager: "test": crypto ipsec profile successfully created.
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

(config)> no crypto ipsec profile test
IpSec: :Manager: Crypto ipsec profile "test" removed.

Bepcus

OnucaHmne

2.06

JobasneHa KoMaHaa crypto ipsec profile

3.14.1 crypto ipsec profile authentication-local

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

3aAaTh TMN ayTeHTMUKALMM TOKaNbHOMO XOcTa. Mo ymon4aHuto
MCNONb3yeTcs 3HayeHne pre-share.

KomaHga ¢ I'Ipeq)I/IKCOM Nno BO3BpaLlaeT 3HayeHne no yMmoad4aHuio.

Ja
Ja

HeTt

(config-ipsec-profile)>

authentication-local auth»

(config-ipsec-profile)> no authentication-local

AprymeHT

3HayeHue

OnucaHue

auth

pre-share

Ha AaHHbI MOMEHT eANHCTBEHHOE
AOCTYMHOE 3HaYeHwue.

(config-ipsec-profile)> authentication-local pre-share
IpSec::Manager: "test": crypto ipsec profile authentication-local »
type "pre-share" is set.

(config-ipsec-profile)> no authentication-local
IpSec: :Manager: "test": crypto ipsec profile authentication-local »

reset.
Bepcus OnucaHve
2.06 Jlo6aBneHa koMaHga crypto ipsec profile

authentication-local.

3.14.2 crypto ipsec profile authentication-remote

OnucaHwne

Mpedukc no

3aaatb TMN ayTEHTI/I(bI/IKaLI,I/IVI YAaNE€HHOro XocTta. Mo YMONYaHUNKO
Mncnonb3yeTcqd 3HaveHne pre- share.

KomaHga ¢ I'Ipe¢I/IKCOM Nno BO3BpaLlaeT 3HaveHne No yMmoa4aHuio.

Ja
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naBa 3 OnncaHme KoOMaHp,

MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het

CnHoncuc (config-ipsec-profile)>  authentication-remote auths

(config-ipsec-profile)> no authentication-remote

AprymeHTbI AprymeHT |3HayeHue |OnucaHue

auth pre-share Ha gaHHbIN MOMEHT eANHCTBEHHOE
JOCTYMNHOe 3HayeHwue.

Mpumep (config-ipsec-profile)> authentication-remote pre-share
IpSec::Manager: "test": crypto ipsec profile »
authentication-remote type "pre-share" is set.

(config-ipsec-profile)> no authentication-remote
IpSec::Manager: "test": crypto ipsec profile »
authentication-remote reset.

VICTOleH I/I3MEHeHI/II7I Bepcwﬂ OonvcaHuvie

2.06 JobasneHa KoMaHga crypto ipsec profile
authentication-remote.

3.14.3 crypto ipsec profile dpd-clear

OnucaHue 3ajaTb CNocob AecTBMA Npu 06HapyXeHnn HepaboTatoLero nupa IKE. Mo
YMOYaHMIO NapaMeTp BKAOYEH, YTO 03Ha4vaeT yaaneHne nHgopmaumm o
nupe.

KomaHga ¢ npedunkcom no ycTaHaB/IMBaET JeincTBue B restart.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc I (config-ipsec-profile)>  dpd-clear
I (config-ipsec-profile)> no dpd-clear
Mpumep (config-ipsec-profile)> dpd-clear

IpSec::Manager: "VPNL2TPServer": crypto ipsec profile DPD action »
set to "clear".

(config-ipsec-profile)> no dpd-clear
IpSec: :Manager: "VPNL2TPServer": crypto ipsec profile DPD action »
set to "restart".
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.11 Jlo6aBneHa koMaHgaa crypto ipsec profile dpd-clear.

3.14.4 crypto ipsec profile dpd-interval

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

3afaTb NapameTpbl MeToAa AN O6HapyXeHUs HepaboTatowmx IKE NMpoB..
Mo ymonuaHuto 3HaveHue interval paBHo 30, retry-count paBHo 3.

KomMaHgza ¢ npedprKcoM no BO3BpaLLaeT 3HAUYEHWS MO YMONYAHUIO.
Ja

Ja

Het

(config-ipsec-profile)>  dpd-interval<intervals[retry-count]

(config-ipsec-profile)> no dpd-interval

AprymeHT 3HauyeHue OnucaHwue

interval Lenoe uucno WHTepBan oTnpasku DPD nakeToB
B cekyHAax. MoxeT npuHnMaTb
3Ha4yeHus oT 2 40 3600.

retry-count Lenoe 4ucno KonnyectBo MomnbITOK OTMpaBKy
DPD naketoB. MoXeT npnHMMaTh
3Ha4yeHus oT 3 40 60.

(config-ipsec-profile)> dpd-interval 5 30
IpSec::Manager: "test": crypto ipsec profile dpd retry count is »
set to 30.

(config-ipsec-profile)> no dpd-interval
IpSec::Manager: "test": crypto ipsec profile dpd retry count »
reset.

Bepcus OnucaHue

2.06 JlobaBneHa komaHga crypto ipsec profile dpd-interval.

3.14.5 crypto ipsec profile identity-local

OnucaHune

Mpe¢ukc no

3aAaTb NIoKanbHbIN nageHTUdUKaTOp Anst npoduns IPsec.

KomaHza c npedurkcom no yaansieT nokanbHbll ngeHTnduKaTop.

Aa
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naBa 3 OnncaHme KoOMaHp,

MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

CnHoncuc (config-ipsec-profile)>  identity-local type> «<id>
(config-ipsec-profile)> no identity-local
AprymeHTbI AprymeHT 3HaueHue OnucaHue
type address Tun nageHTnomkatopa — IP-agpec.
fqdn Tvn ngeHTndmrkatopa — nonaHoe
AOMeHHoe nMS.
dn Tun naeHTndrkKaTopa — JOMeHHoe
M.
email Tun nageHtTndumkatopa — agpec e-mail.
id CTtpoka 3HaueHVe NoKasbHOro
naeHTndumkaTopa.

Example (config-ipsec-profile)> identity-local address 10.10.10.5
IpSec::Manager: "test": crypto ipsec profile identity-local is »
set to "10.10.10.5" with type "address".
(config-ipsec-profile)> no identity-local
IpSec::Manager: "test": crypto ipsec profile identity-local reset.

WcTopuns nsmeHeHwnit |Bepcusa onucaHue

2.06 JobaeneHa komaHAa crypto ipsec profile identity-local.

3.14.6 crypto ipsec profile match-identity-remote

OnucaHune 3afaTb MAEHTUPNKATOP YAaNEHHOI0 XOCTa AN BbIBpaHHOro npoduns IPsec.
KomaHga ¢ npedunkcom no yganaet naeHTuGuKaTop yaaneHHoro xocra.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-ipsec-profile)> match-identity-remote («type><ids | any)
(config-ipsec-profile)> no match-identity-remote
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
type address Tun naeHtTndumkatopa — IP-agpec.
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue
fqdn Tun naeHTndrkaTopa — NoJHOe JOMEeHHOoe
nms.
dn Tun ngeHTndunkaTopa — AOMEHHOE NUMS.
email Tun naeHtTndurkatopa — agpec e-mail.
id CTpoka 3HadveHne naeHTUdMKaTopa yaaneHHoro
XocTa.
any Kriw4yesoe Pa3spewwnTb ncnonb3oBaHme no60ro
CJ1080 yAa/leHHOro xocTa.

(config-ipsec-profile)> match-identity-remote any

IpSec: :Manager:

"test": crypto ipsec profile »

match-identity-remote is set to any.

(config-ipsec-profile)> no match-identity-remote

IpSec: :Manager:

"test": crypto ipsec profile »

match-identity-remote reset.

Bepcusa

OnucaHue

2.06

JlobaBneHa komaHAa crypto ipsec profile
match-identity-remote.

3.14.7 crypto ipsec profile mode

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

YCTaHOBUTb pexmnM paboThl [Psec. Mo yMon4aHMIo NCNo/b3yeTcs 3HaveHre

tunnel.

KomaHga ¢ npedrikcoM no BO3BpaLLAET 3HaYEHME MO YMONYAHNIO.

Ja
Aa

Het

(config-ipsec-profile)>

mode «node»

(config-ipsec-profile)> no mode

AprymeHT

3Haue

Hue |OnucaHue

mode

tunnel TYHHeNbHbIN pexuMm, Npu KOTOPOM

Becb IP nakeT wupyetca n/mam
npoBepseTcs Ha NOA/IMHHOCTb.

transport |TpaHCNOPTHbIV pexuMm, korga

wndpyeTcs TONbKO CoOAepXMMOoe
IP-nakeTa.
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naBa 3 OnncaHme KoOMaHp,

Mpumep

UcTopuns nameHeHuii

(config-ipsec-profile)> mode transport
IpSec: :Manager: "test": crypto ipsec profile mode set to »
"transport".

(config-ipsec-profile)> no mode
IpSec::Manager: "test": crypto ipsec profile mode reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMaHga crypto ipsec profile mode.

3.14.8 crypto ipsec profile policy

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbI

Mpumep

WcTopusa nsmeHeHum

3ajaTb CCbIIKY Ha CyLlecTBYyHOLLYO NoanTuky IKE (cM. KomaHay crypto ike
policy).

KomMaHza ¢ npeprKCoM No yaansaeT cCbiaky.
Ja
Aa
Het
(config-ipsec-profile)>  policy «policy»

(config-ipsec-profile)> no policy

AprymeHT 3HaueHue OnucaHwue

policy Crpoka HasBaHwue nonntmnkun IKE. Cnmncok
AOCTYMHbIX MOUTUK MOXHO YBUAETH

€ nomoLbto KomaHabl policy [Tabl.

(config-ipsec-profile)> policy [Tabl
Usage template:
policy {name: {A-Z, a-z, 0-9, ., , -}}

Choose:
VirtualIPServer
VPNL2TPServer

(config-ipsec-profile)> policy test
IpSec::Manager: "test": crypto ipsec profile policy set to "test".

(config-ipsec-profile)> no policy
IpSec::Manager: "test": crypto ipsec profile policy reset.

Bepcus OnucaHve

2.06 Job6asneHa KkomaHaa crypto ipsec profile policy.
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naBa 3 OnncaHme KOMaHA,

3.14.9 crypto ipsec profile preshared-key

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3afaTb CBA3aHHYO KtoueByto dpasy Ans jaHHOro npoduns IPsec.
KomaHga c npedunkcom no yganseT kio4veByr Gpasy.

Ja

Ja

Het

(config-ipsec-profile)>  preshared-key preshare-key»

(config-ipsec-profile)> no preshared-key

AprymeHT 3HauyeHue OnucaHwue

preshare-key CTpoka 3HauyeHMe KatoueBon ¢ppasbl.

(config-ipsec-profile)> preshared-key testkey
IpSec::Manager: "test": crypto ipsec profile preshared key was »
set.

(config-ipsec-profile)> no preshared-key
IpSec: :Manager: "test": crypto ipsec profile preshared key reset.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMmaHga crypto ipsec profile
preshared-key.

3.14.10 crypto ipsec profile xauth

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

BkntounTb foNoAHUTENBHY0 ayTeHTUdUrKauumio XAuth ana pexuma IKEv1. Mo
YMONYaHUIO QYHKLMA OTKIOYEHa.

KoMaHAa ¢ NpedurkcoM no OTKIHOUAET AOMONHUTENIbHYH NPOBEPKY
NOA/IMHHOCTM.

Ja

Aa

Het

I (config-ipsec-profile)>  xauth <type>

I (config-ipsec-profile)> no xauth
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naBa 3 OnncaHme KoOMaHp,

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

AprymeHT 3HaueHve |OnucaHve
type client KnveHTckuin pexxmm.
server CepBepHbI pexmnm.

(config-ipsec-profile)> xauth client
IpSec::Manager: "test": crypto ipsec profile xauth set to »
"client".

(config-ipsec-profile)> no xauth
IpSec::Manager: "test": crypto ipsec profile xauth is disabled.

Bepcus OnucaHue

2.06 JlobaBneHa komaHAa crypto ipsec profile xauth.

3.14.11 crypto ipsec profile xauth-identity

OnucaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YKa3aTb 0rviH 415 AONONHUTENbHOM ayTeHTUdukaumm XAuth B KTMEHTCKOM
pexvme.

KomaHaa ¢ npepurkcom no yaanseT noruH.

Aa

Ja

Het

(config-ipsec-profile)>  xauth-identity <identity»

(config-ipsec-profile)> no xauth-identity

AprymeHT 3HauyeHue OnucaHue
identity Ctpoka JIorviH Ansa KNMEHTCKOro pexunma
XAuth.

(config-ipsec-profile)> xauth-identity ident
IpSec::Manager: "test": crypto ipsec profile xauth-identity is »
set to "ident".

(config-ipsec-profile)> no xauth-identity
IpSec::Manager: "test": crypto ipsec profile xauth identity is »
deleted.

Bepcusa OnucaHue

2.06 JobasneHa komaHza crypto ipsec profile xauth-identity.
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naBa 3 OnncaHme KOMaHA,

3.14.12 crypto ipsec profile xauth-password

OnuncaHwune

Mpedukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.15 crypto

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

YKazaTb Naposib AN JONONHUTENbHOM ayTeHTUdMKaLmmM XAuth B KIMEHTCKOM
pexvme.

KomaHga ¢ npedrKcOM no CcTMpaeT 3HaYeHne Naponsi.
Ja
Ja
Het
(config-ipsec-profile)>  xauth-password password>

(config-ipsec-profile)> no xauth-password

AprymeHT 3HauyeHue OnucaHwue
password CTtpoka Maposnb ANA KNNEHTCKOro pexviMa
XAuth.

(config-ipsec-profile)> xauth-password password
IpSec::Manager: "test": crypto ipsec profile xauth-password is »
set.

(config-ipsec-profile)> no xauth-password
IpSec::Manager: "test": crypto ipsec profile xauth password is »
deleted.

Bepcus OnucaHve

2.06 Jlo6aBneHa koMmaHga crypto ipsec profile
xauth-password.

ipsec rekey delete-delay

3aaatb MHTepBas nepeg yaaneHviem IKE SA nocsie nonyyeHns KOMaHAbl
DELETE OT yAaneHHON CTOPOHbI. [10 yMon4aHMIo Ncnonb3yeTcs 3HaueHre 10.

KomaHga ¢ npednKcom no BO3BpALLLAET 3HaUYeHme No YMOYaHMIo.
Ja
Aa

Het

I(config)> crypto ipsec rekey delete-delay «delay»
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naBa 3 OnncaHme KoOMaHp,

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

3.16 crypto

OnuncaHwme

Mpedukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbliA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

(config)> no crypto ipsec rekey delete-delay

AprymeHT 3HauyeHue OnucaHwue

delay Lenoe 4ucno |3HayeHwe 3afepXKn B cekyHAax. MoxeT
NPVHVMAaTL 3Ha4YeHWs B gnanasoHe oT 1 Ao
60.

(config)> crypto ipsec rekey delete-delay 1
IpSec: :Manager: Rekey delete-delay value is set to 1.

(config)> no crypto ipsec rekey delete-delay
IpSec::Manager: Rekey delete-delay value is set to 10.

Bepcus OnucaHve

2.1 JobaeneHa koMaHaa crypto ipsec rekey delete-delay.

ipsec rekey make-before

Bkntoumntb pexum yctaHoBKM HOBbIX IKE SA fio paspbiBa npeabiayLux. o
YMONYaHUIO QYHKLMSA OTKIOYEHaA.

KomaHga ¢ npedrKcoM NO OTK/AHOUAET 3TOT peXxXmM.
Ja
Ja

Het

I(config)> crypto ipsec rekey make-before

I (config)> no crypto ipsec rekey make-before

(config)> crypto ipsec rekey make-before
IpSec: :Manager: Enable make-before-brake scheme for IKEv2 rekey.

(config)> no crypto ipsec rekey make-before
IpSec: :Manager: Disable make-before-brake scheme for IKEv2 rekey.

Bepcus OnucaHve

2.11 Jlo6aBneHa koMaHga crypto ipsec rekey make-before.
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naBa 3 OnncaHme KOMaHA,

3.17 crypto ipsec transform-set

OnuncaHwne

Mpedunkc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

JocTyn K rpynne KOMaHA A5 HACTPOMKW BbIGpaHHOro npeobpasosaHuns IPsec
ESP BO 2 da3ze. Ecnm npeobpasoBaHme He HalgeHo, KOMaHAa MbiTaeTcs ero
Co3/aThb.

KomaHga ¢ npedurkcom no yaanseTt npeobpasosaHme. MNpu 3ToM U3 BCeEX
KPUNTOKAPT IPsec aBTOMaTUYECKW YAANAOTCA CCbIIKU Ha JaHHOe
npeobpa3oBaHue.

Ja

Ja

Aa

(config-ipsec-transform)

(config)> crypto ipsec transform-set name>

(config)> no crypto ipsec transform-set name>

AprymeHT 3HaueHue OnucaHwue

name CTpoka HasBaHune npeobpasoBaHus IPsec.
JonyckaroTca CMMBObI
natunHckoro andasuTa, undpbl,
TOUKW, MoAYepKMBaHNSA U Aeduchl.

(config)> crypto ipsec transform-set test
IpSec: :Manager: "test": crypto ipsec transform-set successfully »
created.

(config)> no crypto ipsec transform-set test
IpSec::Manager: Crypto ipsec transform-set "test" removed.

Bepcus OnucaHue

2.06 JobaBneHa komaHAa crypto ipsec transform-set.

3.17.1 crypto ipsec transform-set aead

OnucaHwue
MNpejukc no
MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

BkntounTb pexum wndposaHua AEADANA IPsec.
Het
Het

Het
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naBa 3 OnncaHme KoOMaHp,

CuvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

I(conﬁngsec¢ransfornﬂ> aead

(config-ipsec-transform)> dh-group 14
IpSec::Manager: "TEST": crypto ipsec transform-set "TEST" enabled »

AEAD mode.
Bepcus OnucaHve
3.05 JobaBneHa komaHga crypto ipsec transform-set aead.

3.17.2 crypto ipsec transform-set cypher

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHwnii

Jo6aBunTb BbI6paHHbIN TUN WNdpPOBaHMA B Npeobpa3oBaHue IPsec.
OuepepHoCTb fobaBneHNs UMeeT 3HaveHe 415 obMeHa AaHHbIMY Mo

npotokony IKE.

KomaHga ¢ npedurkcom no yaanset BbIGpaHHbIA TUMN WNPPOBaAHMS.

Ja
Ja
Ja

(config-ipsec-transform)>

cypher «cypher;

(config-ipsec-transform)> no cypher <«cypher>

AprymeHT

3HayeHue

OnucaHune

cypher

esp-des

esp-3des

esp-aes-128

esp-aes-192

esp-aes-256

Tun wndpoBaHma NpeobpaszoBaHUs
IPsec ESP.

(config-ipsec-transform)> cypher esp-3des
"test": crypto ipsec transform-set cypher »
"esp-3des" successfully added.

IpSec: :Manager:

(config-ipsec-transform)> no cypher esp-3des
IpSec::Manager: "test": crypto ipsec transform-set "test" cypher »
successfully removed.

Bepcus

OnucaHune

2.06

JlobaBneHa komaHga crypto ipsec transform-set cypher.
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naBa 3 OnncaHme KOMaHA,

3.17.3 crypto ipsec transform-set dh-group

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbliA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

Jo6aBuTb BbibpaHHyto DH rpynny B npeobpasoBaHue IPsec anst paboTbl B
pexuvme PFS. O4epeaHOCTb J0baBneHNs MeeT 3HaveHne 415 obMeHa
AaHHbIMK o npoTtokony IKE.

KomaHgaa ¢ npedurKcom no yaanseT BolopaHHYHO rpynny.
Ja

Ja

Aa

(config-ipsec-transform)>  dh-group «dh-group>

(config-ipsec-transform)> no dh-group «dh-group>

AprymeHT 3HauyeHue |OnucaHve

dh-group 1 DH rpynna ans pa6oTbl B pexume PFS.
2
5

14
15
16
17
18

(config-ipsec-transform)> dh-group 14
IpSec::Manager: "test": crypto ipsec transform-set dh-group "14" »
successfully added.

(config-ipsec-transform)> no dh-group 14
IpSec::Manager: "test": crypto ipsec transform-set "test" »
dh-group successfully removed.

Bepcus OnucaHue
2.06 JobasneHa koMaHaa crypto ipsec transform-set
dh-group.

3.17.4 crypto ipsec transform-set hmac

OnuncaHwne

J06aBunTb BbIbpaHHbI anropntm nognucn HVAC B npeobpasoBaHue IPsec.
OuepegHocTb fo6aBneHNs MMeeT 3HaueHne 419 obMeHa JaHHbIMM NO
npotokony IKE.
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naBa 3 OnncaHme KoOMaHp,

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

KomaHga c npedunkcom no yganseT BbI6paHHbIA afiropuTM.
Ja

Aa

Ja

(config-ipsec-transform)>  hmac <hmac>

(config-ipsec-transform)> no hmac <hmac>

AprymeHT |3HayeHmne OnucaHve

hmac esp-md5-hmac Anroputm noanmuecn HMAC
npeobpasoBaHus IPsec ESP.

esp-shal-hmac

esp-sha256-hmac

(config-ipsec-transform)> hmac esp-shal-hmac
IpSec::Manager: "test": crypto ipsec transform-set hmac »
"esp-shal-hmac" successfully added.

(config-ipsec-transform)> no hmac esp-shal-hmac
IpSec::Manager: "test": crypto ipsec transform-set "test" hmac »
successfully removed.

Bepcus OnucaHve

2.06 JobaBneHa koMaHga crypto ipsec transform-set hmac.

3.17.5 crypto ipsec transform-set lifetime

OnuncaHwme

Mpedukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

YCTaHOBUTL BpeMsi XXN3HW BbIbpaHHOro npeobpasoBaHus IPsec. Mo
YMOJIYaHUIO NCMNOJIb3YyeTca 3HadeHre 3600.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3HaueHme no yMonyaHuio.
Ja

Ja

Het

I (config-ipsec-transform)>  lifetime <lifetimes

I (config-ipsec-transform)> no lifetime
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

3.18 crypto

OnucaHune

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Bxo>xaeHue B rpynny

CuHoncuc

AprymeHTsl

Mpumep

AprymeHT 3HaueHue OnucaHwue

lifetime Lenoe uucsno Bpemsi x13Hn npeobpazoBaHus
IPsec B cekyHaax. MoxeTt
npMHMMaTh 3HavyeHus ot 60 go
2147483647.

(config-ipsec-transform)> lifetime 8640
IpSec: :Manager: "test": crypto ipsec transform-set lifetime set »
to 8640 s.

(config-ipsec-transform)> no lifetime
IpSec::Manager: "test": crypto ipsec transform-set lifetime reset.

Bepcus OnucaHve

2.06 [Jlo6aBneHa KkoMaHga crypto ipsec transform-set
lifetime.

map

JocTyn K rpynne KoOMaHA AN HaCTPOMKN BbIGPaHHOW KPUATOKAapPTLI IPsec.
Ecnv kpynTokapTa He HadeHa, KOMaHAa NblTaeTcs eé co3aaThb.

KomaHgaa ¢ npedurkcom no yaanset KpUnTokapTy.
[Ja
Ja
Aa

(config-crypto-map)

(config)> crypto map name»

(config)> no crypto map <name»

AprymeHT 3HaueHue OnucaHwue

name CTpoka Ha3BaHue KpunTokapThl IPsec.
JlonyckarTca CUMBObI
naTtuHckoro andasuTa, udpsl,
TOUKMW, MoAYepKMBaHNSA U AeduCchl.

(config)> crypto map test
IpSec::Manager: "test": crypto map successfully created.

(config)> no crypto map test
IpSec::Manager: Crypto map profile "test" removed.
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naBa 3 OnncaHme KoOMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.06 [JobaeneHa komaHaa crypto map.

3.18.1 crypto map connect

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

Mpumep

UcTopuns nameHeHuii

BkntoumTb aBTOMaTUYeCcKoe 6e3ycnoBHOe coearHeHre IPsec ¢ yaaneHHowm
CTOPOHOIA. HacTpolika He MMeeT CMbICa, eC/I OCHOBHOMY YAaneHHOMY XOCTy
NPUCBOEHO 3HaYeHMe any (CM. KOMaHZy crypto map set-peer). Mo

YMO/YaHUIO HAaCTPOIKa OTK/IIOUEHa U coeanHeHne byeT yCTaHOBNEHO Mpu
nonbITke nepeAatb Tpadumk Yepes npeobpasoBaHme IPsec ESP.

KomaHga ¢ I'Iped)I/IKCOM NOo OTK/IKDYaeT aBTOMaTun4yeckoe 6€3yCJ'IOBHO€
coeanHeHwme.

Ja
Ja
HeTt
I(config—crypto—map)> connect

I (config-crypto-map)> no connect

(config-crypto-map)> connect
IpSec::Manager: "test": crypto map autoconnect enabled.

(config-crypto-map)> no connect
IpSec::Manager: "test": crypto map autoconnect disabled.

Bepcus OnucaHve

2.06 Jlo6aBneHa KoMaHza crypto map connect.

3.18.2 crypto map enable

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

BkntounTb BbIGpaHHYO KpUnToKapTy IPsec. Mo ymonyaHuio napameTp
BKJIHOYEH.

KomMaHgza ¢ npedprKcoM No OTK/KOUAET KPUNTOKAPTY.
Ja
Aa

HeTt

I (config-crypto-map)>  enable
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Mpumep

WcTopus nsmeHeHum

I (config-crypto-map)> no enable

(config-crypto-map)> enable
IpSec::Manager: "test": crypto map enabled.

(config-crypto-map)> no enable
IpSec::Manager: "test": crypto map disabled.

Bepcus OnucaHue

2.06 JobasneHa KoMaHAa crypto map enable.

3.18.3 crypto map fallback-check-interval

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CviHoncumc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

BknounTb neprogmyeckyto NpoBepKy AOCTYMHOCTY OCHOBHOMO XOCTa U
BO3BpaTa Ha Hero B TOM C/ly4ae, Korfa HasHayeHbl 1 OCHOBHOW 1 pe3epBHbIi
yAaneHHble XOCTbl. [10 yMONYaHNIO HAaCTPOiKa OTKtOYEeHa.

KomaHga ¢ npednkKcom no oTKIoUaeT NpoBepkKy.

Ja

Ja

Het

(config-crypto-map)>  fallback-check-interval <interval-value

(config-crypto-map)> no fallback-check-interval

AprymeHT 3HauyeHue OnucaHue

interval-value Lenoe uucrno MNeproa NpoBepKkn B CEKYHAAX.
Mo>eT NnpnHMMaThL 3HayYeHnsa oT
60 a0 86400.

(config-crypto-map)> fallback-check-interval 120
IpSec::Manager: "test": crypto map fallback check interval is »
set to 120.

(config-crypto-map)> no fallback-check-interval
IpSec::Manager: "test": crypto map fallback check interval is »
cleared.

Bepcusa OnucaHve

2.06 [JlobaeneHa komaHaa crypto map
fallback-check-interval.
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3.18.4 crypto map force-encaps

OnucaHue MpUHYANTENbHO BKAOYNTL PEXUM YNaKoBKM ESP-nakeToB B UDP ansi obxoaa
firewall n NAT.

KomaHga ¢ npedrnKcom no OTKA0YAET 3TOT PEXUM.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc I (config-crypto-map)>  force-encaps
I (config-crypto-map)> no force-encaps
Mpumep (config-crypto-map)> force-encaps
IpSec::Manager: "test": crypto map force ESP in UDP encapsulation »
enabled.
(config-crypto-map)> no force-encaps
IpSec::Manager: "test": crypto map force ESP in UDP encapsulation »
disabled.
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue
2.08 JobasneHa koMmaHaa crypto map force-encaps.

3.18.5 crypto map I2tp-server dhcp route

OnucaHwue HasHaunTb MapLupyT, nepesaBaeMblii yepes coobuieHmns DHCP INFORM,
KnneHTtam L2TP-cepBepa.

KomaHaa ¢ npeprKcom no oTMeHsIeT Nosly4eHne yKkasaHHOro MapLupyTa.
Ecnu BBeCTM KOMaHAy 6e3 aprymMeHTOB, 6yAeT OTMEHEHO NoJlyyeHme Bcex
MapLUpYTOB.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-crypto-map)>  12tp-server dhcp route «address» inask»
(config-crypto-map)> no 12tp-server dhcp route [ addresss amasks ]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
address IP-agpec Ajpec ceTeBOro K/MeHTa.
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Mpumep

UcTopus nsmeHeHwnii

AprymeHT 3HayeHue |OnucaHue

mask IP-macka Macka ceteBoro knmeHTa. CyLlecTByeT ABa
cnocoba BBOAA MaCKW: B KAHOHNYECKOW
dopme (Hanpumep, 255.255.255.0) u B
BUAe 6UTOBOIN ANVHbI NpeduKca
(Hanpumep, /24).

(config-crypto-map)> 12tp-server dhcp route 192.168.2.0/24
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
added DHCP INFORM route to 192.168.2.0/255.255.255.0.

(config-crypto-map)> 12tp-server no dhcp route
IpSec::Manager: "VPNL2TPServer": Cleared DHCP INFORM routes.

Bepcus OnucaHve
2.12 Jlo6aBneHa koMaHza crypto map I2tp-server dhcp
route.

3.18.6 crypto map I2tp-server enable

OnucaHwne

MNpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

Mpumep

UcTopusa nsmeHeHwnii

Bkntountb L2TP-cepBep Ha KpunTokapTe IPsec. [1o ymonyaHuio napameTp
BKJ/IOYEH.

KomaHga ¢ npedurkcom no oTKAYaeT HaCTPOKY.
[Ja
Ja

Het

I(conﬁg«xypto«napﬁ> 12tp-server enable

I(conﬁg«ryptoqnapﬁ>nothp-serverenable

(config-crypto-map)> 12tp-server enable
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
enabled.

(config-crypto-map)> no 12tp-server enable
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
disabled.

Bepcusa OnucaHue

2.1 JlobaBneHa komaHAa crypto map I2tp-server enable.
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3.18.7 crypto map I2tp-server interface

OnucaHue Cesi3aTb cepBep L2TP ¢ yKa3aHHbIM UHTepdeicoMm.

KomaHaa ¢ npedunKcom no paspbiBaeT CBS3b MeXAy CepBEPOM U1
nHTepdericom.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-crypto-map)>  12tp-server interface <interface
(config-crypto-map)> no 12tp-server interface
AprymeHTbI AprymeHT |3HaueHune OnucaHue
interface |WMa uHTeppeiica MonHoe nmsa nHTepderica NI NCEBLOHNM.
CnncoK AOCTYMNHbIX AN5 Bblbopa
NHTepdericoB MOXHO yBUAETb BBEAA
KkomaHgay I12tp-server interface [Tab].
Npumep (config-crypto-map)> 12tp-server interface [Tab]
Usage template:
interface {interface}
Choose:
GigabitEthernetl
ISP
WifiMaster@/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0
AccessPoint
WifiMasterl/AccessPoint2
WifiMaster@/AccessPointl
GuestWiFi
(config-crypto-map)> 12tp-server interface ISP
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
is bound to ISP.
(config-crypto-map)> no 12tp-server interface ISP
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
is unbound.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.1 JlobasneHa koMaHAa crypto map I12tp-server interface.
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3.18.8 crypto map I2tp-server ipvecp

OnucaHwue Bkntoumntb nogaepxky IPv6. [lnga kaxgoro L2TP-cepBepa co34atoTcs
DHCP-nynbl IPv6. Mo ymMon4aHmio HacTpoKa OTK/IOUeHa.

KomaHga ¢ npednkcom no oTKAYaeT HaCTPOKKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc I (config-crypto-map)>  12tp-server ipvécp
I (config-crypto-map)> no 12tp-server ipvécp

Mpumep (config-crypto-map)> 12tp-server ipv6cp
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
IPv6CP is enabled.
(config-crypto-map)> no 12tp-server ipvécp
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
IPv6CP is disabled.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

3.00 JobaeneHa koMaHaa crypto map I2tp-server ipvécp.

3.18.9 crypto map I2tp-server Icp echo

OnucaHune 3afaTb NpaBuia TeCTUPOBAHUA coefnHeHna L2TP-cepBepa cpeactsamu LCP
echo.

KomaHga ¢ npedurkcom no oTknto4aeT LCP echo.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-crypto-map)>  12tp-server lcp echo <interval> «count»
(config-crypto-map)> no 12tp-server lcp echo
AprymeHTbI AprymeHT |3HaueHme |OnucaHue

interval Uenoe uucno |VIHTepBan mexay otnpaskamm LCP echo, B
cekyHzax. Ecniv B TeueHme ykasaHHOro
WHTepBana BpemMeHu oT yAa/IeHHOMN CTOPOHbI
He 6bln nonydeH LCP 3anpoc, el byaet
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Mpumep

WcTopus nsmeHeHum

3.18.10 crypto

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

AprymeHT 3HauyeHue OnuncaHwue

OTNpPaB/ieH TakoW 3anpoc € OXUAaHNEM
oTteeTa LCP reply.

count Uenoe uncno |Konm4yecTBo OTMpPaBAEeHHbIX NOAPSA 3arpocoB
LCP echo Ha KoTOpble He bbi1 Mony4yeH oTBeT
LCP reply. Ecnn count 3anpocos LCP echo
ocTanuckb 6e3 oTBeTa, coeanHeHVe byaeT
pa3opBaHo.

(config-crypto-map)> 12tp-server lcp echo 5 3
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set LCP echo to "5" : "3".

(config-crypto-map)> no 12tp-server lcp echo
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
LCP echo disabled.

Bepcus OnucaHue

2.1 Job6aBneHa koMaHaa crypto map I2tp-server Icp echo.

map I2tp-server mru

YcTaHoBUTb 3HaueHne VRU, koTopoe byaeT nepegaHo cepsepy L2TP. Mo
YMONYaHUIO NCNOJIb3yeTcd 3HaueHve 1200.

KomaHAa ¢ npedrKcom no ycTaHaBNMBaeT 3HaUYEHME MO YMOTYAHUIO.
Aa

Ja

Het

(config-crypto-map)>  12tp-server mru anru»

(config-crypto-map)> no 12tp-server mru

AprymeHT 3HayeHue OnucaHue

mru Uenoe 4ucno |3HauveHve MRU. MoxeT MpUHUMAaTb 3HaYeHNs

oT 128 po 1500 BKAKOUNTENLHO.

(config-crypto-map)> 12tp-server mru 1500
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set MRU to "1500".

(config-crypto-map)> no 12tp-server mru
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
MRU reset to default.

90

CnpaBoyHUK koMaHg — 4G (KN-1211)



naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.11 [JobaeneHa komaHza crypto map I2tp-server mru.

3.18.11 crypto map I2tp-server mtu

OnucaHwne

Mpedukc no
MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3.18.12 crypto

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIVi BBOA,

YcTaHOBUTbL 3Ha4veHue MTU, KoTopoe byaeT nepegaHo L2TP. Mo ymondaHuto
ncnonb3lyeTca 3HadveHue 1400.

KomaHga c npedunkcom no yctaHaBAMBaET 3HaUYEHMe MO YMOAYaHUI0.
Ja

[Ja

HeTt

(config-crypto-map)>  12tp-server mtu wmtw

(config-crypto-map)> no 12tp-server mtu

AprymeHT 3HauyeHue OnuncaHwue

mtu UYenoe uucro |3HauveHme MTU. MoxeT NPUHUMAaTb 3HaUeHNS
oT 576 go 1500 BkAOUNTENLHO.

(config-crypto-map)> 12tp-server mtu 1400
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
set MTU to "1400".

(config-crypto-map)> no 12tp-server mtu
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
MTU reset to default.

Bepcus OnucaHve

2.11 [Ao6asneHa komaHga crypto map I2tp-server mtu.

map I2tp-server multi-login

PaspelunTb nogkaroveHue K cepeepy L2TP HeCKONbKMX Nosb30oBaTenei ¢
OJZIHOr0 aKKayHTa.

KomaHga ¢ npedurkcom no oTKAYaeT HaCTPOKY.
[Ja
Ja

Het
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CuvHoncuc

Mpumep

UcTopuns nameHeHuii

3.18.13 crypto

OnucaHune
Mpedunkc no
MeHsieT HacTpoiKkmn

MHorokpaTtHbIiA BBOJ,

CvHoncuc

Mpumep

UcTopuns nameHeHuii

3.18.14 crypto

OnucaHwne

I(conﬂg«xyptoqnapﬁ> 12tp-server multi-login

I(conﬁg«xyptownapﬁ>nothp-servermulti-login

(config-crypto-map)> 12tp-server multi-login
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
multiple login is enabled.

(config-crypto-map)> no 12tp-server multi-login
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
multiple login is disabled.

Bepcus OnucaHve
2.1 JobasneHa koMaHaa crypto map I2tp-server
multi-login.

map I2tp-server nat

BkntoumnTb TpaHCcAaUuo agpecos AN cepsepa L2TP.
KomaHga ¢ npedprKcoOM No OTKAOYaeT TPAHCAALMIO.
Ja
[Ja

HeT

I(conﬁg«xyptownapp> 12tp-server nat

I(conﬁg«xyptoqnapr>nothp-servernat

(config-crypto-map)> 12tp-server nat
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
SNAT is enabled.

(config-crypto-map)> no 12tp-server nat
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
SNAT is disabled.

Bepcus OnucaHve

2.11 [JobaeneHa komaHaa crypto map I2tp-server nat.

map I2tp-server range

Ha3HaunTb Nyn agpecos AN4 KINEHTOB cepBepa L2TP. [1o yMon4YaHuio
ncnonb3lyeTca pasmep nyna 100.
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KomaHga c npedumkcom no yganset nyn.
Mpedukc no Ja
MeHsieT HacTpoilikn  [a
MHorokpaTtHbIiA BBOg, Het

CnHoncuc (config-crypto-map)>  12tp-server range <begin (<ends | «<sizes)

(config-crypto-map)> no 12tp-server range

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue

begin IP-agpec HauanbHbI agpec nyna.

end IP-agpec KoHeuHbIll agpec nyna.

size lenoe 4ucno |Pasmep nyna.

Mpumep (config-crypto-map)> 12tp-server range 172.16.2.33 172.16.2.38
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range set from "172.16.2.33" to "172.16.2.38".

(config-crypto-map)> 12tp-server range 172.16.2.33 100
IpSec::Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range set from "172.16.2.33" to "172.16.2.132".

(config-crypto-map)> no 12tp-server range
IpSec: :Manager: "VPNL2TPServer": crypto map L2TP/IPsec server »
pool range deleted.

VICTOpI/Iﬂ M3MeHeHuniA Bepcmﬂ onucaHvie

2.11 Jlo6aBneHa koMaHga crypto map l2tp-server range.

3.18.15 crypto map I2tp-server static-ip

OnucaHue Ha3HaunTb NnocTosHHbLIN IP-agpec nonb3oBaTento. lonb3oBaTtenb B cUCTEME
JONXKEH UMeTb MeTKy ipsec-12tp.

KomaHga c npedunkcom no yganseT NpuBsa3Ky.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOg, Het

CnHoncuc I (config-crypto-map)>  static-ip wsenr @address»

I (config-crypto-map)> no static-ip wsenr
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AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

3.18.16 crypto

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

AprymeHT 3HauyeHue OnuncaHwue
user CTpoka VM nonb3osaTtens.
address IP-agpec HasHauaemblli IP-agpec.

(config-crypto-map)> 12tp-server static-ip admin 172.16.2.33

IpSec: :Manager:

"VPNL2TPServer": crypto map L2TP/IPsec server »

static IP "172.16.2.33" assigned to user "admin".

(config-crypto-map)> no 12tp-server static-ip admin

IpSec: :Manager:

"VPNL2TPServer": crypto map L2TP/IPsec server »

static IP removed for user "admin".

Bepcus

OnucaHune

2.11

JlobaBneHa komaHAa crypto map I2tp-server static-ip.

map match-address

YCTaHOBUTL CCbIIKY Ha CyLLECTBYHOLLINI CMNCOK NPaBuUa GpUAbTPaLMM NakeToB
(cM. koMaHay access-list). NepBoe NpaBWo B Crincke ByAeT NCNOMb30BaTLCA
ansa ¢asbl 2 IPsec.

KomaHza ¢ npedurKcom no yAansieT CCbinky.

Aa
Ja

Het

(config-crypto-map)>  matc

h-address <access-list»

(config-crypto-map)> no match-address

AprymeHT

3HayeHue

OnwvcaHune

access-list

CTpoka

HasBaHwue cnucka npasun dpunbTpaLmmn.
Habop gocTynHbIx Anst Bbi6opa CNNCKOB
MOXHO YBUAETb BBEAst KOMaHAY
match-address [Tab].

(config-crypto-map)> match-address [Tab]

Usage template:
match-address {access-list}

Choose:

_WEBADMIN GigabitEthernet0/Vlan4
_WEBADMIN ISP
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UcTopus nsmeHeHwnii

3.18.17 crypto

OnucaHune

MNpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

3.18.18 crypto

OnuncaHune

Mpe¢ukc no

MeHsieT HacTpoiAKK

_WEBADMIN Home
_WEBADMIN Bridge2
_WEBADMIN Wireguard?2

(config-crypto-map)> match-address test
IpSec::Manager: "test": crypto map match-address set to "test".

(config-crypto-map)> no match-address
IpSec::Manager: "test": crypto map match-address reset.

Bepcus OnucaHue
2.06 JlobaBneHa komaHAa crypto map match-address.
map nail-up

Bk/tounTb aBTOMaTMYECKOe NepecoriacoBaHme npeobpasoBaHuii IPsec ESP
npwv Ux yctapesaHun. Mo ymonyaHmio napaMmeTp OTK/IHOYUEH.

KomaHpaa c npedrKCOM no oTK/HOYaeT aBTOMaTMYeCKOe rnepecoranacoBaHue.
Aa
Ja

Het

I (config-crypto-map)>  nail-up

I (config-crypto-map)> no nail-up

(config-crypto-map)> nail-up
IpSec::Manager: "test": crypto map SA renegotiation enabled.

(config-crypto-map)> no nail-up
IpSec::Manager: "test": crypto map SA renegotiation disabled.

Bepcus OnucaHue

2.06 JobaBneHa koMaHaa crypto map nail-up.

map priority

YcTaHOBUTL NpUOpUTET ANA KPUNTOKapPTbI [Psec. 10 yMOMYaHMIO NCMO/b3YeTcs
3Ha4yeHue 0.

KomaHga ¢ npedpurKcom no yctaHaBAMBaeT 3HavYeHme Nno yMo4aHuio.
Aa
Ja
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MHorokpaTtHbIiA BBOg, Het

CnHoncuc (config-crypto-map)>  priority priority»
(config-crypto-map)> no priority
AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
priority Uenoe 4ucno |3HayeHwue npuoputeta. MoxeT NpUHMNMaTb
3HayveHus B gnanasoHe ot 0 go 255
BKJTIOYNTENBHO.
Mpumep (config-crypto-map)> priority 255

IpSec::Manager: "VPNL2TPServer": crypto map priority set to 255.

(config-crypto-map)> no priority

IpSec: :Manager:

"VPNL2TPServer": crypto map priority reset.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.06

JobaBneHa KoMaHAa crypto map priority.

3.18.19 crypto map reauth-passive

OnucaHwue Bk1tounTb MaccrBHYO NepernposBepkKy NOAJNHHOCTY KpUNTOKapThl IPsec. 1o
YMOJIHaHWIO NapamMeTp BK/HOYEH.

KomaHza c nped1KcomM no oTKIOYaeT NacCMBHYHO NepenpoBepky

NOA/IMHHOCTM.
Mpejukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

CnHoncuc I(config-crypto-map)> reauth-passive
I (config-crypto-map)> no reauth-passive
Mpumep (config-crypto-map)> reauth-passive

IpSec: :Manager:

reauthentication enabled.

"VPNL2TPServer": crypto map SA passive »

(config-crypto-map)> no reauth-passive

IpSec: :Manager:

"VPNL2TPServer": crypto map SA passive »

reauthentication disabled.

WcTopuns nsmeHeHnit |Bepcus

OnucaHune

2.11

JobasneHa KomaHaa crypto map reauth-passive.
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naBa 3 OnncaHme KOMaHA,

3.18.20 crypto map set-peer

OnuncaHwune

Mpedukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Ha3HaunTb OCHOBHOW yaNeHHbI XOCT 415 YCTaHOBAEHUSA coefHeHns IPsec.
KomaHga ¢ npednkcom no yganset HacTPOnKy.

Ja

Ja

Het

(config-crypto-map)>  set-peer <remote-ip»

(config-crypto-map)> no set-peer

AprymeHT 3HauyeHue OnuncaHwue
remote-ip Ctpoka IP-agpec nnn gomeHHoe NMA yaaneHHoro
XOoCTa.
any MpuHUMaTL Nobbie BXOASALLME COeANHEHNS.

(config-crypto-map)> set-peer ipsec.test.com
IpSec::Manager: "test": crypto map primary remote peer is set »
to "ipsec.test.com".

(config-crypto-map)> no set-peer
IpSec::Manager: "test": crypto map remote primary and fallback »
peer reset.

Bepcusa OnucaHue

2.06 JlobaBneHa komaHAa crypto map set-peer.

3.18.21 crypto map set-peer-fallback

OnucaHune

MNpejukc no

MeHsieT HacTpoiAKK

Ha3HaunTb pe3epBHbI yaaneHHbI XOCT A/18 YCTaHOBNEHWS COeANHEHNS
IPsec. 3Ta HaCTPOMKa MOXET BbITb BbIMO/IHEHA MNOC/e Ha3HAaYeHWs1 OCHOBHOTO
y3na (CM. KOMaHay crypto map set-peer).

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.
[Ja
Ja

MHorokpaTtHbiiA BBog, Het

CuHoncuc

I (config-crypto-map)>  set-peer-fallback «remote-ip»
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naBa 3 OnncaHme KoOMaHp,

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

3.18.22 crypto

OnuncaHwme

Mpedukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbliA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

(config-crypto-map)> no set-peer-fallback

AprymeHT 3HaueHue OnucaHue

remote-ip Ctpoka IP-agpec nnm goMeHHoe nms
YAaJIeHHOro XocTa.

(config-crypto-map)> set-peer-fallback test.com
IpSec: :Manager: "test": crypto map fallback remote peer cannot »
be set without primary peer.

(config-crypto-map)> no set-peer-fallback
IpSec::Manager: "test": crypto map fallback remote peer reset.

Bepcus OnucaHve

2.06 JobasneHa KoMaHaa crypto map set-peer-fallback.

map set-profile

3aAaThb CCbUIKY Ha CyLLecTBYOLWMIA Npodunb IPsec (cM. KoMaHay crypto ipsec
profile).

KomaHga ¢ npednkcom no yaanser cCbiky.

Ja

Ja

Het

(config-crypto-map)>  set-profile profile

(config-crypto-map)> no set-profile

AprymeHT 3HauyeHue OnucaHwue

profile CTpoka Nmsa npogung IPsec. Cnncok
AOCTYMHbIX 419 Bbl6opa npodunen
MOXHO YBUAETb BBeAS KOMaHAy
set-profile [Tab].

(config-crypto-map)> set-profile [Tab]

Usage template:

set-profile {name: {A-Z, a-z, 0-9, ., , -}}
Choose:
TEST
MYMY
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naBa 3 OnncaHme KOMaHA,

UcTopus nsmeHeHwnii

3.18.23 crypto

OnucaHune

Mpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

UcTopuns nameHeHuii

VirtualIPServer
VPNL2TPServer

(config-crypto-map)> set-profile test
IpSec::Manager: "test": crypto map ipsec profile is set to "test".

(config-crypto-map)> no set-profile
IpSec::Manager: "test": crypto map ipsec profile reset.

Bepcus OnucaHue

2.06 JlobaBneHa komaHAa crypto map set-profile.

map set-tcpmss

YCTaHOBWUTb OrpaHnyeHne MakCMMaabHOro pasMepa cerMeHTa UCXoAALLMX
ceccuin TCP B pamMkax faHHoOro TyHHens IPsec. Ecny 3HaueHme MSS, koTopoe
nepegaeTcs B noJsie 3arosioBka SYN-MakeToB, MpeBbILLaeT 3a4aHHOe, KOMaHAa
MeHsieT ero. Pexxum Path MTU Discovery no3BossieT aBToMaTnyecku
onpeaensTb orpaHnyeHune NMSS.

KomaHga ¢ npedurkcom no cHUMaeT Bce orpaHnyeHuns ¢ MSS.
Aa

Ja

Hert

(config-crypto-map)>  set-tcpmss wnss-value

(config-crypto-map)> no set-tcpmss

AprymeHT 3HauyeHue OnucaHwue

mss-value Lenoe umucno |3HayveHme BepxHel rpaHuubl MSS. MoxeT
NpUHMMaTbL 3HayeHusa ot 576 go 1500.

pmtu Bknountb pexum Path MTU Discovery.

(config-crypto-map)> set-tcpmss 1280
IpSec::Manager: "test": crypto map tcpmss set to 1280.

(config-crypto-map)> no set-tcpmss
IpSec::Manager: "test": crypto map tcpmss reset.

Bepcus OnucaHve

2.06 JobaeneHa KoMaHaa crypto map set-tcpmss.

4G (KN-1211) — CnpaBOYHNK KOMaHZA 99



naBa 3 OnncaHme KoOMaHp,

3.18.24 crypto map set-transform

OnucaHue 3ajaTb CCbUIKY Ha CyLlecTByloLLee npeobpasoBaHue IPsec ESP (CM. KOMaHAay
crypto ipsec transform-set).

KomaHga ¢ npednkcom no yaanser cCbiky.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-crypto-map)>  set-transformtransform-set»
(config-crypto-map)> no set-transform
AprymeHTbI AprymeHT 3HaueHue |OnncaHve
transform-set |Crpoka HasBaHune npeobpasoBaHus IPsec. CNNCOK
JOCTYMHbIX Npeobpa3oBaHN MOXHO YBUAETL
C MoMoLLblo KoMaHAbl set-transform [Tab].
Mpumep (config-crypto-map)> set-transform [Tab]
Usage template:
set-transform {name: {A-Z, a-z, 0-9, ., , -}}
Choose:
VirtualIPServer
VPNL2TPServer
(config-crypto-map)> set-transform test
IpSec::Manager: "test": crypto map ipsec transform-set is set »
to "test".
(config-crypto-map)> no set-transform
IpSec::Manager: "test": crypto map ipsec transform-set reset.
VICTOleﬂ M3MeHeHWA Bepcmﬂ onucaHvie

2.06 JlobaBneHa komaHAa crypto map set-transform.

3.18.25 crypto map virtual-ip dhcp route

OnucaHwue Ha3HaunTb MapLupyT, nepegaBaemblii Yepes coobuieHns DHCP INFORM,
kAneHTam cepsepa Virtual IP.

KomaHza c nped1KcomM no 0TMeHsIeT NoslyYeHne ykazaHHOro MapLupyTa.
Ecnv BBeCcTV KOMaHAy 6e3 apryMeHToB, 6yAeT OTMEHEHO NoJyYeHre BCexX
MapLUpyTOB.

1 OO CnpaBoyHUK koMaHg — 4G (KN-1211)



naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-crypto-map)>  virtual-ip dhcp route addresss mask»

(config-crypto-map)> no virtual-ip dhcp route [<address: mask> ]

AprymeHTbI AprymeHT |3HaueHme |OnucaHue
address IP-appec Ajpec ceTeBOro K/MeHTa.

mask IP-macka Macka ceTeBoro knmeHTa. CyLlecTsyeT ABa
crnocoba BBOJA Macku: B KAHOHWNYECKOW
dopme (Hanpumep, 255.255.255.0) n B Buge
61TOBOI ANNHbLI Npedukca (Hanpumep, /24).

Mpumep (config-crypto-map)> virtual-ip dhcp route 192.168.2.0/24
IpSec::ManagerVirtualIp: "VirtualIPServerIKE2": crypto map »
Virtual IP server added DHCP INFORM route to »
192.168.2.0/255.255.255.0.

(config-crypto-map)> no virtual-ip dhcp route 192.168.2.0/24
IpSec::ManagerVirtualIp: "VirtualIPServerIKE2": crypto map »
Virtual IP server DHCP INFORM route to 192.168.2.0/255.255.255.0 »
removed.

(config-crypto-map)> no virtual-ip dhcp route
IpSec: :ManagerVirtuallIp: "VirtualIPServerIKE2": crypto map »
Virtual IP server DHCP INFORM routes cleared.

VICTOleﬂ M3MeHeHuniA Bepcmﬂ onucaHvie

3.06 JobasneHa KomaHAa crypto map virtual-ip dhcp route.

3.18.26 crypto map virtual-ip dns-server

OnucaHue YkazaTb DNS-cepBep 415 BblJauu KAvieHTaM B cepBepHoM pexxme Virtual
IP.

KomaHaa ¢ npedurkcom no yaanseT agpec cepsepa.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-crypto-map)>  virtual-ip dns-server address»
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naBa 3 OnncaHme KoOMaHp,

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

3.18.27 crypto

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

(config-crypto-map)> no virtual-ip dns-server

AprymeHT 3HaueHue OnucaHue

address IP-agpec IP-agpec cepBepa DNS.

(config-crypto-map)> virtual-ip dns-server 10.5.5.5
IpSec::Manager: "test": crypto map Virtual IP DNS server set to »
"10.5.5.5".

(config-crypto-map)> no virtual-ip dns-server
IpSec: :Manager: "test": crypto map Virtual IP DNS server deleted.

Bepcus OnucaHve

2.08 JobasneHa komaHaa crypto map virtual-ip dns-server.

map virtual-ip enable

BkntounTb cepBepHbIi pexxm Virtual IP, npy KoTopoM KniveHTam
NpPoOn3BOAMTCA pasjada ajpecoB 13 3ajaHHOro guanasoHa. lMpy aTom B
KayecTBe yAaneHHON nogcetn B cooTBeTCTBYOLEM ACL MOXHO yKasaTb
Npoun3BOAbHOE 3HaYeHMe, OHO ByAeT MPOUrHOPMPOBAHO. [0 yMOAYaHMIO
PEXVM OTKJIHOYEH.

KomaHga ¢ npedprKcoOM no OTK/IHOYaEeT HaCTPOIKY.
Ja
Ja

Het

I (config-crypto-map)>  virtual-ip enable

I (config-crypto-map)> no virtual-ip enable

(config-crypto-map)> virtual-ip enable
IpSec: :Manager: "test": crypto map Virtual IP mode enabled.

(config-crypto-map)> no virtual-ip enable
IpSec::Manager: "test": crypto map Virtual IP mode disabled.

Bepcus OnucaHve

2.08 JobasneHa koMaHaa crypto map virtual-ip enable.
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3.18.28 crypto map virtual-ip multi-login

OnucaHue PaspewnTtb noakntoueHne kK cepaepy Virtual IP HeckonbKkmx nonb3oBatenei
C OZJHOr0 aKkKayHTa.

KomaHga ¢ npednkKcom no oTKAoYaeT HaCTPOKKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc I (config-crypto-map)>  virtual-ip multi-login
I (config-crypto-map)> no virtual-ip multi-login

Npumep (config-crypto-map)> virtual-ip multi-login
IpSec::Manager: "VirtualIPServer": crypto map Virtual IP server »
multiple login is enabled.
(config-crypto-map)> no virtual-ip multi-login
IpSec::Manager: "VirtualIPServer": crypto map Virtual IP server »
multiple login is disabled.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

3.05 Job6asneHa koMaHga crypto map virtual-ip multi-login.

3.18.29 crypto map virtual-ip nat

OonucaHue BKNOUNTL TPAHC/ISILIMIO 4PECOB ANS KIMEHTOB B cepBEpPHOM pexume Virtual
IP.

KomaHga ¢ npedunkcom no yganset npasuo.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CnHoncuc I (config-crypto-map)>  virtual-ip nat
I (config-crypto-map)> no virtual-ip nat

Mpumep (config-crypto-map)> virtual-ip nat
IpSec::Manager: "test": crypto map Virtual IP remote pool SNAT »
is enabled.
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WcTopusa nsmeHeHum

3.18.30 crypto

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

3.18.31 crypto

OnucaHune

(config-crypto-map)> no virtual-ip nat
IpSec::Manager: "test": crypto map Virtual IP remote pool SNAT »
is disabled.

Bepcus OnucaHue

2.08 JobasneHa KoMaHaa crypto map virtual-ip nat.

map virtual-ip range

HactpouTb frana3oH agpecoB A9 BblAauu K/IeHTaM B CEPBEPHOM pexnme
Virtual IP.

KomaHga ¢ npedunkcom no yaansaeT jManasoH.

Ja

Ja

Het

(config-crypto-map)>  virtual-ip range <begin (<end> | <sizes)

(config-crypto-map)> no virtual-ip range

AprymeHT 3HauyeHue |OnucaHue

begin IP-appec Ha4ano ArnanasoHa agpecos.
end IP-apgpec KoHeL anarna3oHa agpecos.
size Uenoe 4ucno |Pa3mep ananasoHa ajpecos.

(config-crypto-map)> virtual-ip range 10.5.0.0 20
IpSec::Manager: "test": crypto map Virtual IP pool range set »
from "10.5.0.0" to "10.5.0.19" (CIDR 10.5.0.0/27).

(config-crypto-map)> no virtual-ip range
IpSec: :Manager: "test": crypto map Virtual IP pool range deleted.

Bepcus OnucaHue

2.08 JobaBneHa komaHAa crypto map virtual-ip range.

map virtual-ip static-ip

Ha3sHaunTb NocToAHHbLIV [P-agpec nonb3oBaTento. Nonb3oBaTeNb B cUCTEME
JONXKEH MeTb MeTKy ipsec-xauth.

KomaHaa ¢ npeprkcom no yaanset npmBsa3Ky.
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Mpedukc no
MeHsieT HaCTPOUKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

Ja
Ja
Aa
(config-crypto-map)>  virtual-ip static-ip wsen <address>

(config-crypto-map)> no virtual-ip static-ip wsenr

AprymeHT 3HauyeHue OnuncaHwue

user Crpoka Nms nonb3oBaTensi.

address IP-agpec HasHauaemsbli IP-agpec.

(config-crypto-map)> virtual-ip static-ip admin 172.20.0.1
IpSec::ManagerVirtualIp: "VirtualIPServer": crypto map Virtual »
IP server static address "172.20.0.1" assigned to user "admin".

(config-crypto-map)> no virtual-ip static-ip admin
IpSec::ManagerVirtualIp: "VirtualIPServer": crypto map Virtual »
IP server static address removed for user "admin".

Bepcus OnucaHve

3.05 [JlobaBneHa koMaHza crypto map virtual-ip static-ip.

3.19 dns-proxy

OnucaHwue

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuvHoncuc

Mpumep

WcTopus nsmeHeHum

JocTyn K rpynne KoMaHA ans ynpasneHus cnyxé6oit DNS-npokcu.
Het
Het
HeTt

(config-dnspx)
I (config)>  dns-proxy

(config)> dns-proxy
Core::Configurator: Done.
(config-dnspx)>

Bepcus OnucaHue

2.04 JobasneHa KoMaHaa dns-proxy.
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naBa 3 OnncaHme KoOMaHp,

3.19.1 dns-proxy https upstream

OnuncaHwne

Mpedukc no

MeHsieT HaCTpoWKKn

MHorokpaTtHbIiA BBOJ,

CviHoncuc

AprymeHTsl

Mpumep

[Jo6aButb cepep DNS nosepx HTTPS.

KomaHza c npedurKcom no yAansieT ykasaHHbIn cepep 13 cnvcka. Ecam
BbINONHUTL KOMaHAYy 6e3 apryMeHTa, To BeCb CMMCOK CepBepoB byaeT

OuVILLLEH.
Ja
Ja
Aa

<interface]

(config-dnspx)>

https upstream «wris [«formats>] [ sni <hash>][on

(config-dnspx)> no https upstream [«vr 5]

AprymeHT 3HauyeHue OnuncaHue
url CTpoka Monb3oBaTenbckmii URL-agpec cny>6bl DNS.
format dnsm dopmat oTobpaxeHusa gaHHbIX DNS.
json
hash Ctpoka Xaw ceptudukaTta TLS.
interface Umsa Nms nHTepdelica Ana HaCTPOKK
MHTeppenca

(config-dnspx)>https upstream »
https://cloudflare-dns.com/dns-query?ct=application/dns-json json
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://cloudflare-dns.com/dns-query?ct=application/dns-json" »
(json) added.

(config-dnspx)>https upstream https://dns.adguard.com/dns-query »
dnsm

Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" (dnsm) added.

(config-dnspx)>https upstream https://dns.adguard.com/dns-query »
dnsm on ISP

Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" (dnsm) added.

(config-dnspx)>no https upstream https://dns.adguard.com/dns-query
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name server »
"https://dns.adguard.com/dns-query" deleted.

(config-dnspx)>no https upstream
Dns::Secure: :ManagerDoh: DNS-over-HTTPS name servers cleared.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.01 [JobaeneHa komaHaa dns-proxy https upstream.

3.19.2 dns-proxy intercept enable

OnucaHune BrntounTb nepexsat DNS-3anpocos. 10 yMonyaHWIo HacTpoiiKka BKAOYEHa.
KomaHga ¢ npednkcom no oTkItoYaeT rnepexsar.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

CuHoncuc I (config-dnspx)>  intercept enable

I (config-dnspx)> no intercept enable

Mpumep (config-dnspx)> intercept enable
Dns::Filter::Interceptor: Enabled.
(config-dnspx)> no intercept enable
Dns::Manager: Disabled rebind protection.

WcTopuns nsmeHeHWit |Bepcusa onucaHue

3.06 JobasneHa komaHaa dns-proxy intercept enable.

3.19.3 dns-proxy max-ttl

OnucaHue 3agaTb MakcMManbHbIv TTL Ana kawmrpoBaHHbIX 3anuvcet DNS-npokcu.
KomaHga ¢ npedurkcom no yaanset 3HadeHue TTL.

Mpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog Het

CuHoncuc (config-dnspx)>  max-ttl max-ttl
(config-dnspx)> no max-ttl
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
max-ttl Lenoe uucno |MakcmmanbHoe 3HayeHue TTL. Moxet
npMHMMaTkL 3HayeHus ot 1 Ao 604800000
MunancekyHa (1 Hegens).
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Mpumep (config-dnspx)> max-ttl 10000
Dns::Proxy: Dns-proxy set max-ttl to 10000.

(config-dnspx)> no max-ttl
Dns::Proxy: Dns-proxy max-ttl cleared.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.05 [JobaeneHa komaHaa dns-proxy max-ttl.

3.19.4 dns-proxy proceed

OnucaHune 3agaTb HTepBaJ MexJay napasnefibHbIMVY 3anpocamMmn, KOTopble OTrpasiseT
DNS-npokcu Heckonbkm DNS-cepsepam. Mo yMOAYaHUIO UCMO/b3yeTCs
3HauyeHVe 500.

KomaHaa ¢ npedrkcom no Bo3BpaLLaeT 3HayeHre o yMONYaHUI0.
Mpejukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog Het

CuHoncuc (config-dnspx)>  proceed proceed>
(config-dnspx)> no proceed
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
proceed Uenoe umncno |Bpemsa pabotbl DNS-npokcn B
MuAancekyHaax. MoxeTt npMHMMaThb
3HauyeHusa ot 1 go 50000.
Npumep (config-dnspx)> proceed 600
Dns::Proxy: Dns-proxy set 600 msec. proceed.
(config-dnspx)> no proceed
Dns::Proxy: Dns-proxy proceed timeout reset.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.04 [Jlo6baBneHa komaHaa dns-proxy proceed.

3.19.5 dns-proxy rebind-protect

OnucaHwue BkntounTb 3aWwmnTy oT atak DNS rebinding. Mo yMONYaHWIO NCNONb3YeTCs
napameTp auto.

KoMaHAa ¢ NpedrKCcoM No OTKIHOYAET 3aLLUUTY.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no

MeHsieT HaCTpoViKKn

Ja
Ja

MHorokpaTtHbiia BBog, Het

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

(config-dnspx)>  rebind-protect (auto | strict)

(config-dnspx)> no rebind-protect

AprymeHT 3HauyeHue OnuncaHwue

auto Knouesoe 3awmTa nHTepdeiicos private.
C/10B0

strict Knwyesoe 3awwmTa noacetein us cnucka IANA IPv4
C/I0BO Special-Purpose Address Registry1.

(config-dnspx)> rebind-protect auto
Dns::Manager: Enabled rebind protection.
(config-dnspx)> no rebind-protect
Dns::Manager: Disabled rebind protection.

Bepcus OnucaHve

3.04 JobasneHa komaHaa dns-proxy rebind-protect.

3.19.6 dns-proxy srr-reset

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOMKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbI

YCTaHOBUTL BpeMs, Yepe3 KoTopoe byaeT copacbiBaTbCA PeNTUHT
3anpocos-oTBeToB DNS-npokcu. 1o yMOA4YaHUIo NCMOb3yeTcs 3HaueHne
600000.

KomaHga ¢ npedrKcomM no Bo3BpaLLaeT 3Ha4YeHre Mo YMOAYaHUIO.

Ja

Ja

Het

(config-dnspx)>  srr-reset «<srr-reset

(config-dnspx)> no srr-reset

Argument 3HauyeHue OnuncaHwue

srr-reset Lenoe 4ucro |3Ha4veHVe BpeMEHHOro NPoMeXyTKa B
MuaancekyHaax. MoxeT npuHMMaTb
3HauyeHusa ot 0 go 600000.

! https://www.iana.org/assignments/iana-ipv4-special-registry/iana-ipv4-special-registry.xhtml
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naBa 3 OnncaHme KoOMaHp,

Mpumep

UcTopuns nameHeHuii

(config-dnspx)> srr-reset 111
Dns::Manager: Set send-response rating reset time to 111 ms.

(config-dnspx)> no srr-reset
Dns::Manager: Reset send-response rating reset time to default.

Bepcus OnucaHve

2.12 [JobaeneHa komaHaa dns-proxy srr-reset.

3.19.7 dns-proxy tls upstream

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbl

Mpumep

Job6asuTb cepsep DNS nosepx TLS.

KomaHga c npedpurkcom no yaansieT ykasaHHbIn cepBep 13 cnmcka. Ecim
BbIMNO/IHUTL KOMaHAy 6e3 aprymMeHTa, TO BECb CMMCOK CepBepOB byaeT
OUULLIEH.

Ja
Aa
Ja

(config-dnspx)>  tls upstream address; [port>] [ sni «fqdns] [ spki
<hash>][on dnterface ]

(config-dnspx)> no tls upstream [«addresss] [«ports]

AprymeHT 3HauyeHue OnuncaHwue

address IP-agpec IP-agpec cepBepa.

port Lenoe 4ucno |lMopT cepBepa.

fqdn CTpoka JomMmeHHOoe nwvs.

hash CTpoka Xaw ceptmndukaTa TLS.

interface nms Vimsa nHtepdeiica Ana HaCcTpPomkm
MHTEpgerica

(config-dnspx)>tls upstream 1.1.1.1 853 sni cloudflare-dns.com
Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »
added.

(config-dnspx)>tls upstream 1.1.1.1 853 sni cloudflare-dns.com »
on ISP
Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »
added.
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naBa 3 OnncaHme KOMaHA,

(config-dnspx)>no tls upstream 1.1.1.1 853
Dns::Secure: :ManagerDot: DNS-over-TLS name server 1.1.1.1:853 »
deleted.

(config-dnspx)>no tls upstream
Dns::Secure: :ManagerDot: DNS-over-TLS name servers cleared.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.01 [JlobaeneHa komaHza dns-proxy tls upstream.

3.20 dpn accept

OnucaHwne MprHATL Nosb30BaTeNbCKoe cornaweHve DPN. 1o NpUHATUA cornawleHmns
KOH®UrypaTop He NpUHMMaeT HMKaKne KOMaHAbl, KPOMe KOMaHA Ha YTeHue.

MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbiia BBog, Het

CuHoncuc I(config)> dpn accept
Npumep (config)> dpn accept

Core::Legal: Accepted dpn version 20200330.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie

3.05 Jlob6aBneHa komaHza dpn accept.

3.21 dyndns profile

OnucaHue JocTyn K rpynne KOMaHZA A5t HACTPOMKK ykazaHHoro npoouns DynDns. Ecin
npodunb He HalieH, KOMaHAa NbITaeTcst ero cosgatb. MOXHO co3gaTh He
6onee 32 npodunein.

KomaHga c npedumkcom no yganset npoduab DynDns.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBOg, [a
BxoxxaeHue B rpynny (config-dyndns)

CrnHoncuc I (config)> dyndns profile name>
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naBa 3 OnncaHme KoOMaHp,

(config)> no dyndns profile name>

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name CTpoka Ha3sBaHuve npodpuna. MakcmmanbHas A/MHa
VMeHU — 64 cnmBora.

Mpumep (config)> dyndns profile _WEBADMIN
Core::Configurator: Done.
(config-dyndns)>

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 Job6asneHa komaHaa dyndns profile.

3.21.1 dyndns profile domain

OnucaHwue Ha3HauunTb MK nocTtosiHHOE foMeHHOoe nMS. [epe BbIMOSIHEHVIEM KOMgHAbI
Heob6X0AVIMO 3aperncTprpoBaTh JOMEHHOE UMS Ha caliTe dyndns.com” unm
no-ip.com-.

KomaHga ¢ npedurkcom no yganseTt HacTPOKY.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het

CuHoncunc (config-dyndns)>  domain «domain

(config-dyndns)> no domain

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

domain CTpoka JomeHHoe nvsa. MakcmmanbHasa 411MHa
AOMEHHOro nmeHm — 254 cumBona.

NMpumep (config-dyndns)> domain support.ddns.net
DynDns::Profile: " WEBADMIN": domain saved..

(config-dyndns)> no domain
ynDns::Profile: " WEBADMIN" domain cleared.

WcTopuns nsmeHeHwnit |Bepcusa onucaHue

2.00 Job6asneHa komaHaa dyndns profile domain.

2 http:\\www.dyndns.com
http:\\www.no-ip.com

1 1 2 CnpaBoyHUK koMaHg — 4G (KN-1211)


http:\\www.dyndns.com
http:\\www.no-ip.com
http:\\www.dyndns.com
http:\\www.no-ip.com

naBa 3 OnncaHme KOMaHA,

3.21.2 dyndns

OnucaHwue

Mpe¢ukc no

MeHsieT HaCTpPOUKM
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHThl

Mpumep

UcTopuns nsmeHeHnii

profile password

YcTaHOBWUTL Naposib 4N Aoctyna Yepes DynDns.
Aa

Ja

Het

(config-dyndns)>  password «password>

(config-dyndns)> no password

AprymeHT 3HayeHue OnucaHue

password CTpoka Maponb anda asTopusaymn. MakcrmanbHas
ANViHa napons — 64 cmBona.

(config-dyndns)> password 123456789
DynDns::Profile: " WEBADMIN": password saved.

(config-dyndns)> no password
DynDns::Profile: " WEBADMIN" password cleared.

Bepcus OnucaHve

2.00 Job6asneHa komaHaa dyndns profile password.

3.21.3 dyndns profile send-address

OnuncaHwmne

Mpedukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

BKOUMTL HEO6XOANMOCTL YKasaHua IP-agpeca HTepHeT-coeANHEH s B
3anpoce DynDns.

KomaHgaa ¢ npedprKcoM no yaanset HaCcTPOKY.
Ja
Ja

Het

I (config-dyndns)>  send-address

I (config-dyndns)> no send-address

(config-dyndns)> send-address
DynDns::Profile: Send address is enabled.

(config-dyndns)> no send-address
DynDns::Profile: Send address is disabled.
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naBa 3 OnncaHme KoOMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.03 Jo6aeneHa komaHaa dyndns profile send-address.

3.21.4 dyndns profile type

OonucaHue MpucBonTe DynDns-npodunto TvM, B 3aBUCMMOCTY OT CaiiTa, Ha KOTOPOM
6b110 3aPEerncTPMPOBaHO AOMEHHOE MMSI.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-dyndns)>  type <type>
(config-dyndns)> no type
AprymeHTbI AprymMeHT |3HaueHue |OnucaHue
type dyndns YKa3blBaeTcd, ecim JOMEeHHOe MS 4
3aperncTpupoBaHo Ha caiite dyndns.com'.
noip YKasblBaeTcs, ecin JOMeHHOoe UMS
3aperncTpupoBaHoO Ha canTe no—ip.coms.
rucenter |YKasbiBaeTcs, eCnv JOMEHHOE NMS
3aperncTpupoBaHo Ha calite rucenter®,
custom YKasblBaeTcd, eciv JOMEHHOEe M4
3aperncTpupoBaHo Ha Apyrom caiTe (canT
onpegensetca komaHgo dyndns profile url).
Mpumep (config-dyndns)> type noip
DynDns::Profile: " WEBADMIN": type saved.
(config-dyndns)> no type
DynDns::Profile: " WEBADMIN" type cleared.
MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobasneHa komaHaa dyndns profile type.

3.21.5 dyndns profile update-interval

OonucaHue YCTaHOBUTb MHTepBas 06HOBNEHMS agpeca Anst DynDns.

KomaHga ¢ npeq)l/n(com NO OTMeHSIET BO3MOXHOCTb OBHOBNEHUS.

4 http:\\www.dyndns.com
http:\\www.no-ip.com
http:\\www.dns-master.ru
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naBa 3 OnncaHme KOMaHA,

Mpedukc no
MeHsieT HaCTPOUKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHui

Ja
Ja

Het

(config-dyndns)>  update-interval «days> days [ <hourss hours ]
[ minutes> minutes ] [ <seconds> seconds ]

(config-dyndns)> no update-interval

AprymeHT 3HayeHue OnuncaHwue

days Lenoe umucno |BpemeHHOWN NHTepBan B AHAX.
hours Lenoe 4ucno |BpemeHHON MHTepBa B Yacax.
minutes lenoe uncno |BpeMeHHOI MHTepBaa B MUHYTaX.
seconds Lenoe umucno |BpemMeHHON NHTepBan B CekyHAax.

(config-dyndns)> update-interval 5 days 5 hours 5 minutes 5 »
seconds
DynDns::Profile: Interval is set to 450305 seconds.

(config-dyndns)> update-interval 5 days
DynDns::Profile: Interval is set to 432000 seconds.

(config-dyndns)> no update-interval
DynDns: :Profile: Periodic registration disabled.

Bepcusa OnucaHve

2.03 Jo6aBneHa komaHaa dyndns profile update-interval.

3.21.6 dyndns profile url

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOUKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Yka3zaTb URL ncnonb3yemoro caiita cnyxosl DynDns.
[Ja

Ja

Het

(config-dyndns)>  urlwrb

(config-dyndns)> no url

AprymeHT 3HauyeHue OnuncaHwue

url CTpoka Monb3oBaTenbckmini URL-agpec cyx6bl
DynDns.
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naBa 3 OnncaHme KoOMaHp,

Mpumep

UcTopuns nameHeHuii

(config-dyndns)>
DynDns: :Profile:

(config-dyndns)> no url

DynDns: :Profile:

url http://members.dyndns.org/nic/update
" WEBADMIN": URL saved.

" WEBADMIN" URL cleared.

Bepcusa

OnucaHwmne

2.05

Job6aeneHa komaHaa dyndns profile url.

3.21.7 dyndns profile username

OnucaHune
Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YKa3aTb JIOTVH YYeTHO 3anuncun ans goctyna Yepes DynDns.

Ja
Ja

HeTt

(config-dyndns)>

username <username»

(config-dyndns)> no username

AprymeHT

3HayeHue

OnuncaHue

username

CTpoka

MImsa nonb3oBartens s aBTopu3aunn.
MakcrnmManbHasa ganMHa uMeHn — 64 cumBona.

(config-dyndns)> username

DynDns: :Profile:

(config-dyndns)>
DynDns: :Profile:

test@gmail.com

" WEBADMIN": username saved.

no username
" WEBADMIN" username cleared.

Bepcusa

OnucaHune

2.00

JobaBneHa

komaHaa dyndns profile username.

3.22 easyconfig check

OnucaHwne

Mpe¢ukc no

[oCTyn K rpynne KOMaHA ANst HACTPOWKM NPOBePKM AOCTYNa B UHTEPHET. 15

npoBepKn A0CTYMNa B MHTEPHET CHa4daa OTNpPaBAAOTCA 3arnpochl K W3y
no ymosi4aHuio. Ecnn otBet nosiy4deH, Torga onpawnBaroTCcA yaaieHHble

XOCThbl, YKa3aHHbIE B HaCTpOVIKaX. Takxe B HaCTpOMKaX YKa3blBaeTCA

NPOAO/IKNUTENBHOCTb U YaCTOTa 3anpocCoB. Ecnn Bce NnpoBeEPKN ﬂpOVIﬂ,EHbI,

Het

3Ha4YUT 4OCTYN B MUHTEPHET eCThb.
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpouikm  Hert

MHorokpaTtHbIiA BBog, Het

BxoxxaeHue B rpynny (ezconfig-check)
CuHoncuc (config)> easyconfig check

Mpumep (config)> easyconfig check
(ezconfig-check)>

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobasneHa komaHaa easyconfig check.

3.22.1 easyconfig check exclude-gateway

OonucaHue OTK/OUMTE MPOBEPKY LLK03a MO YyMOAYaHW0. [0 yMOYaHWNO 3TOT NapameTp
BK/TOYEH.

KomaHaa ¢ npedpurKcom no BktoUaeT NpoBepKy ob6paTHoO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

CuHoncuc I (ezconfig-check)>  exclude-gateway

I (ezconfig-check)> no exclude-gateway

Mpumep (ezconfig-check)> exclude-gateway
Network: :InternetChecker: Gateway checking disabled.

(ezconfig-check)> no exclude-gateway
Network: :InternetChecker: Gateway checking enabled.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.05 Jlo6aBneHa komaHga easyconfig check
exclude-gateway.

3.22.2 easyconfig check host

OonucaHue 3agaTb MMsI XOCTa, K KOTOPOMY 6yAyT OTNPaBAATLCS 3aNpocChl 47151 TPOBEPKN
AOCTyrNa B UHTEpHET. [0 yMONYaHMIo NCNONb3YTCA agpeca ya. ru, nic. ru,

google.com.

KomaHpa ¢ I'Ipeq)I/IKCOM Nno BO3BpaLlaeT MMeHa XOCTOB No yMOo/14aHUIo.
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naBa 3 OnncaHme KoOMaHp,

Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOg, [a

CuHoncuc (ezconfig-check)>  host <host>

(ezconfig-check)> no host [ <host> ]

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

host Crtpoka VIMa yaaneHHoOro xocra.

Mpumep (ezconfig-check)> host google.com
Network: :InternetChecker: "google.com" name added.

(ezconfig-check)> no host google.com
Network: :InternetChecker: "google.com" name removed.

(ezconfig-check)> no host
Network: :InternetChecker: Domain name set reset to default.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JlobasneHa komaHaa easyconfig check host.

3.22.3 easyconfig check max-fails

OnucaHue YKaszaTb KOM4ecTBO Noc/eA0BaTe/IbHbIX HeYAAaUHbIX 3anNpOCOB K XOCTaM,
3aZ,aHHbIM € NoMoLbto koMaHabl easyconfig check host. Mo ymonuanuio
ncnosb3yeTcd 3HayeHuve 3.

KomaHgaa ¢ npedprKcom no Bo3BpaLLaeT 3HaYeHNe N0 YMONYaHUIO.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

Cunoncuc (ezconfig-check)>  max-fails «count»
(ezconfig-check)> no max-fails
AprymeHTbI AprymeHT 3HayeHue |OnucaHue
count Lenoe umncno |KonnuectBo HeyAauHbIX 3arnpocoB. MoxeT
NPVHMMaTb 3HaYeHWA B Npeenax oT 2 4o
8 BKNHOUNTENBHO.
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopuns nameHeHuii

(ezconfig-check)> max-fails 5
Network: :InternetChecker: A new maximum fail count set to 5.

(ezconfig-check)> no max-fails
Network: :InternetChecker: The maximum fail count reset to the »
default value (3).

Bepcus OnucaHve

2.00 Jo6aeneHa komaHaa easyconfig check max-fails.

3.22.4 easyconfig check period

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3a4aTb MPOAO/IKNTENBHOCTL NPOBEPKU. [10 YMONUYAHNIO NCNONb3YeTCH
3HayeHune 15.

KomMaHza ¢ npedprKcomM no BO3BpaLLAEeT 3HAUEHME MO YMOAYAHUIO,
Ja

Ja

Het

(ezconfig-check)>  period period>

(ezconfig-check)> no period

AprymeHT 3HauyeHue OnuncaHwue

period UYenoe uucno |/IHTepBan npoBepku B cekyHAax. MoxeT
NPpMHMMaTbL 3HayYeHuns B gnanasoHe ot 10 go
60 BKNOUNTENBHO.

(ezconfig-check)> period 20
Network: :InternetChecker: A new check period set to 20 seconds.

(ezconfig-check)> no period
Network: :InternetChecker: Check period reset to default (15 »
seconds) .

Bepcus OnucaHve

2.00 [JlobaBneHa komaHza easyconfig check period.

3.23 easyconfig disable

OnucaHwne

OTKAHOUNTL Macrtep HepBMHHOVI HaCTpOIZKI/I. Mo YMOJIH4aHWK 3TOT NapaMeTp
BK/THOYEH.
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naBa 3 OnncaHme KoOMaHp,

KomaHga c npedurkcom no BKAKOUaeT MacTep NepBUYHON HAaCTPOKM.
Mpedukc no Ja
MeHsieT HacTpoilikn  [a

MHorokpaTtHbIiA BBOg, Het

CuHoncnc I (config)> easyconfigdisable
I (config)> no easyconfig disable
NMpumep (config)> easyconfig disable
EasyConfig: :Manager: Disabled.
(config)> no easyconfig disable
EasyConfig: :Manager: Enabled.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie

3.01 Jlo6aBneHa komaHaa easyconfig disable.

3.24 eula accept

OnucaHwne MpuHATL Nonb3oBaTeNbCKOe cornaweHune EULA. o NpUHATUA cornallueHuns
KOHPUrypaTop He NpUHUMAaEeT HMKaKMe KOMaH/Abl, KpOMe KOMaHJA Ha YTeHue,

Mpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

Cunoncnc I (config)> eula accept
Mpumep (config)> eula accept

Core::Eula: "20181001" license accepted.
VICTOleﬂ I/I3MEHEHI/II7I Bepcwﬂ Orlv'caHV'e

2.15 Jo6aBneHa komaHaa eula accept.

3.25 igmp-proxy
OnucaHue JocTyn K rpynne KoMaHA AN HacTpomkn IGMP.

MNpedukc no Het

MeHsieT HacTpoiikn  Het
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naBa 3 OnncaHme KOMaHA,

MHorokpaTtHbIiA BBOg, Het

Bxo>xaeHue B rpynny (igmp-proxy)

CnHoncuc I (config)>  igmp-proxy

Mpumep (config)> igmp-proxy
(igmp-proxy)>

UcTopus nsmeHeHni Bepcus OonucaHue

2.06 JobasneHa KoMaHAa igmp-proxy.

3.25.1 igmp-proxy force

OnucaHune MprHYANTENLHO BKAOUYNTL CTapyto Bepcuto IGMP. Mo ymonyaHmio 31a
HaCTPOIMKa OTK/IFOYEHa 1 BEPCUA NPOTOKO/A BbI6MPaeTcs B aBTOMaTUYECKOM
pexvme.

KomaHgaa c npedprkcom no Bo3BpaLLaeT 3HaUYeHe Mo yMONYaHUIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc (igmp-proxy)>  force «protocol»
(igmp-proxy)> no force
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
protocol igmp-vl MpuMeHUTb GUNLTPALMNIO K BXOAALLINM
naketam.
igmp-v2 MpUMeHUTb GUABLTPALMIO K MCXOASALLIAM
naketam.
Mpumep (igmp-proxy)> force igmp-vl
Igmp::Proxy: Forced protocol: igmp-vl.
(igmp-proxy)> no force
Igmp::Proxy: Enabled IGMP auto-detect.
VICTOleﬂ U3MeHeHUn Bepcmﬂ onucaHvie

2.08 JobaBneHa komaHaa igmp-proxy force.
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naBa 3 OnncaHme KoOMaHp,

3.26 igmp-snooping disable

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

NcTopus nsmeHeHum

OTxntounTb IGMP snooping. KomaHga A0CTyNHa TO/IbKO B pexumax KnveHr,
Yecnnutens nnu Toyka floctyna.

KomaHga ¢ npedurkcom no Bkatovaet IGMP snooping.
Ja
Ja

Het
I(config)> igmp-snooping disable

(config)> igmp-snooping disable
Igmp::Snooping: Disabled.

(config)> no igmp-snooping disable
Igmp::Snooping: Enabled.

Bepcus OnucaHue

2.12 JobasneHa komaHaa igmp-snooping disable.

3.27 interface

OnuncaHune

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CvHoncuc

JocTyn K rpynne KoOMaHZ4 ANs HaCTPOMKKM BbIbpaHHOMo NHTepdeiica. Ecnn
nHTepderic He HallieH, KOMaHAa NbITaeTCsa ero co3aaTb.

ima nHTepdelica 3agaeT ero knacc, KOTopblii HacledyeT onpeeNeHHble
CBOIACTBA, CM. AgnarpamMmbl B [punoxernin. KomaHabl paboTatoT
NPUMEHNTENBLHO K KnaccaM. COOTBETCTBYHOLLMIA Knacc MHTepdelica ykasaH
B OMMUCaHNN KOMaHAbI.

KomaHga ¢ npedukcom no yaanset nutepoeiic.
Ja

Ja

Ja

(config-if)

I (config)> interface name»

I (config)> no interface name>
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AprymeHTbI AprymeHT |3HaueHue OnucaHue

name Mms nHtepgesica|llonHoe NMA NHTepdenca nm NCeBioHUM.
CnncoK AOCTYMHbIX NHTePdEencoB MOXHO
yBUAeTb C MOMOLLbIo KOMaHAbl interface
[Tab].

Mpumep (config)> interface [Tabl

Usage template:
interface {name}

Choose:
Pvc
Vlan
CdcEthernet
UsbModem
RealtekEthernet
AsixEthernet
Davicom
UsbLte
Yota
Bridge
PPPoE
SSTP
PPTP
L2TP
Wireguard
OpenVPN
IPIP
TunnelSixInFour
Gre
EoIP
TunnelSixToFour
Chilli

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobaBneHa komaHja interface.

3.27.1 interface authentication chap

OnucaHune BkntounTb noaaepxky ayreHTudumkaumm CHAP
KomaHga ¢ npedpurkcom no oTknto4vaet CHAP

Mpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

4G (KN-1211) — CnpaBOYHNK KOMaHA 1 23



naBa 3 OnncaHme KoOMaHp,

Tun untepdeiica

CvHoncuc

Mpumep

UcTopus nsmeHeHwnii

Secure

I(conﬁ94ﬂ> authentication chap

I(conﬁg-ﬁﬁ>noauthenticationchap

(config-if)> authentication chap
Network::Interface::Supplicant: "PPTPO": added authentication: »
CHAP.

(config-if)> no authentication chap
Network::Interface: :Supplicant: "PPTPO": removed authentication: »
CHAP.

Bepcus OnucaHve

2.00 [Jlo6baBneHa komaHga interface authentication chap.

3.27.2 interface authentication eap-md5

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

Mpumep

WcTopusa nsmeHeHum

BkntounTb noagepxky ayteHTndumkaumm EAP-MD5.
KomaHga c npedurkcom no otkntoyaet EAP-MD5.
Ja

Ja

Het

Secure

I(conﬁg4ﬂ> authentication eap-md5

I(conﬁg—ﬁﬁ>noauthenticationeap-mdS

(config-if)> authentication eap-md5
Network: :Interface::Ethernet: "GigabitEthernetl": configured »
authentication: EAP-MD5.

(config-if)> no authentication eap-md5
Network::Interface: :Supplicant: "GigabitEthernetl": removed »
authentication: EAP-MD5.

Bepcus OnucaHue

2.00 JobaBneHa komaHga interface authentication eap-mds5.
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3.27.3 interface authentication eap-mschapv2

OnucaHue BkntounTtb noasepxky ayreHTudumkaumm EAP-MSCHAPV2.
KomaHga ¢ npedpurkcom no oTkntouaet EAP-MSCHAPvV2, MS-CHAPV2.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun untepdeiica Secure

CuHoncnc I (config-if)> authentication eap-mschapv2

I (config-if)> no authentication eap-mschapv2

Mpumep (config-if)> authentication eap-mschapv2
Network::Interface::Supplicant: "IKEO": authentication is »
unchanged.

(config-if)> no authentication eap-mschapv2
Network::Interface::Supplicant: "IKEO": removed authentication: »
EAP-MSCHAPv2, MS-CHAPv2.

VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onucaHvie
3.05 JobaBneHa komaHaa interface authentication
eap-mschapv2.

3.27.4 interface authentication eap-ttis

OnucaHwue BkntounTe noagepxky ayteHTndumkaumm EAP-TTLS.
KomaHga c npedurkcom no otknrouaet EAP-TTLS.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbI/i BBog, HeT

Tun nHTepdeiica Secure

Cunoncuc I (config-if)> authentication eap-ttls

I (config-if)> no authentication eap-ttls

Mpumep (config-if)> authentication eap-ttls
Network: :Interface::Ethernet: "GigabitEthernetl": configured »
authentication: EAP-TTLS.
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WcTopusa nsmeHeHum

(config-if)> no authentication eap-ttls
Network::Interface: :Supplicant: "GigabitEthernetl": removed »
authentication: EAP-TTLS.

Bepcus OnucaHue

2.00 JobaeneHa komaHaa interface authentication eap-ttls.

3.27.5 interface authentication identity

OnuncaHwne

Mpe¢ukc no

MeHseT HaCTPOUKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbI

Mpumep

UcTopusa nsmeHeHwnii

YKazaTtb MMS Nonb3oBaTens Ang ayTeHTudrKaLmm ycTponcTea Ha yAaneHHon
cucteme. MicnonbsyeTca Ana noakntodeHmnin PPTP, PPPoE 1 L2TP, a Takxe ans
nHTepdericos UsbQmi.

KomaHga ¢ npedpurKcom no cTmpaeT paHee 3ajaHHOE NMS No/ib30BaTenNs.
Ja

Ja

Het

Secure

(config-if)> authentication identity <identity»

(config-if)> no authentication identity

AprymeHT 3HauyeHue OnuncaHwue

identity Ctpoka Vma nonb3oBaTens Ansa ayteHTudmKaumn.

(config-if)> authentication identity mylogin
Network::Interface::Supplicant: "PPTPO": identity saved.

(config-if)> no authentication identity
Network: :Interface::Supplicant: "PPTPO": identity cleared.

Bepcus OnucaHve

2.00 [JlobaBneHa komaHga interface authentication identity.

3.27.6 interface authentication mschap

OnucaHwne

Mpejukc no

BkntounTb noagepxky ayteHTudumkaumm MS-CHAP.

KomaHga c npedumkcom no otkntovaet MS-CHAP.

Ja
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MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Secure

Cunoncuc I (config-if)> authentication mschap

I (config-if)> no authentication mschap

Mpumep (config-if)> authentication mschap
Network::Interface::Supplicant: "PPTPO": added authentication: »
MS - CHAP.

(config-if)> no authentication mschap
Network::Interface::Supplicant: "PPTPO": removed authentication: »

MS - CHAP.
MCTOPMH N3MeHeHUn Bepcmﬂ onvicaHue
2.00 Job6aeneHa komaHaa interface authentication mschap.

3.27.7 interface authentication mschap-v2

OnucaHwue BkntounTb noaaepxky ayreHTudmnkaumm MS-CHAPV2.
KomaHga ¢ npedpurkcom no oTkaroyaet MS-CHAPV2.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tvn uHTepdderica Secure

CuHoncnc I (config-if)> authentication mschap-v2

I (config-if)> no authentication mschap-v2

NMpumep (config-if)> authentication mschap-v2
Network: :Interface::Supplicant: "PPTPO": authnentication is »
unchanged.

(config-if)> no authentication mschap-v2
Network::Interface: :Supplicant: "PPTPO": removed authentication: »
MS-CHAPv2.
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.00

JlobaBneHa komaHaa interface authentication
mschap-v2.

3.27.8 interface authentication pap

OnucaHwne

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncuc

Het

Secure

BkntounTb noasaepxxky ayteHTudmMkaummn PAP.

KomaHga ¢ npedrkcom no oTkaroudaeT PAP.

I (config-if)>  authentication pap

I (config-if)> no authentication pap

Mpumep

(config-if)> authentication pap
Network::Interface::Supplicant: "PPTPO": added authentication: »
PAP.

(config-if)> no authentication pap

Network::Interface: :Supplicant: "PPTPO": removed authentication: »

WcTopusa nsmeHeHum

PAP.
Bepcus OnucaHue
2.00 JobasneHa komaHAa interface authentication pap.

3.27.9 interface authentication password

OnuncaHune

Mpe¢ukc no Ja

MeHsieT HacTpoliku  [a

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica

CvHoncuc

Secure

YkasaTb Naponb Ans ayTeHTUdmKaLmm yCTpoiCcTBa Ha yAaneHHOW cucTeme,
Wcnonb3yetca ana nogkntoueHuin PPTP, PPPoE n L2TP.

KomaHga ¢ I'Ipeq)I/IKCOM No CTUPAaEeT 3Ha4YeHne napona.

I (config-if)> authentication password «password»
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AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

(config-if)> no authentication password

AprymeHT 3HauyeHue OnucaHwue

password Ctpoka Maponb ans ayteHTUGUKaLUN.

(config-if)> authentication password Aihoi2chal
Network::Interface::Supplicant: "PPTPO": password saved.

(config-if)> no authentication password
Network: :Interface: :Supplicant: "PPTPO": password cleared.

Bepcus OnucaHve
2.00 JobaBneHa komaHaa interface authentication
password.

3.27.10 interface authentication peap

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

WcTopus nsmeHeHwnii

Bkntoumntb nogaepxky EAP-PEAP meToga npoBepKy MOAJIUHHOCTU.
KomaHga ¢ npedpurkcom no oTktouaeT wundpoBaHme EAP-PEAP.
Ja

Ja

Het

Secure

I (config-if)> authentication peap

I (config-if)> no authentication peap

(config-if)> authentication peap
Network: :Interface: :Ethernet: "WifiMasterl/AccessPoint0@": »
configured authentication: PEAP.

(config-if)> no authentication peap
Network: :Interface::Supplicant: "WifiMasterl/AccessPoint0": »
removed authentication: PEAP.

Bepcus OnucaHve

2.03 Jlo6aBneHa komaHaa interface authentication peap.
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3.27.11 interface authentication shared

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOVKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

WcTopus nsmeHeHwnii

BKAHOUUTL peXxnm ayTeHTUUKaLUNK € pazdesndembiM K1H4YoM. DTOT PEXUM
MNCNOIb3YeTCs TONbKO B coOdeTaHnK € LundpoBaHuem WEP. Pazdensembie karoyu
3ajaarTca KomaHgol interface encryption key.

KomaHga c npedrkcomM no nepeBoanT ayTeEHTUOUKALMIO B OTKPbITLIV PEXUM.
Ja

Ja

Het

WiFi

I (config-if)> authentication shared

I (config-if)> no authentication shared

(config-if)> authentication shared
Network: :Interface: :Rtx: :AccessPoint: "WifiMasterl/AccessPoint0": »
shared authentication mode enabled.

(config-if)> no authentication shared
Network::Interface: :Rtx: :AccessPoint: "WifiMasterl/AccessPoint0": »
shared authentication mode disabled.

Bepcus OnucaHve

2.00 JobaeneHa komaHaa interface authentication shared.

3.27.12 interface authentication wpa-psk

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

YCTaHOBUTb NMpeABapuTeNbHO COrNacoBaHHbIN KU A9 ayTeHTUGMKaumm
no npotokony WPA-PSK. Bo3MOXHO 3asaHune karoda B Buge 256-61MTHOro
LecTHaaLaTepnyHoro ymcna, 1nmbo B suge ctpokun ASCII-cumsonos. Bo
BTOPOM C/ly4ae CTpOKa 1UCMoNb3yeTcd Kak KogoBasi dpasa And reHepnpoBaHus
KnroYa (napons).

KomaHga ¢ npednkcom no oTMeHsAeT HaCTPOIKY.
Ja

Ja

Het

WiFi

I (config-if)> authentication wpa-psk psk>
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(config-if)> no authentication wpa-psk

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

psk Ctpoka MpeABapuTENbHO COrNacoBaHHbI KNHOY B
BUAe 256-6MTHOrO WecTHaALaTepnYHOro
yncna, CocTosiLero 13

64 WwecTHaguaTepuydHbIX undp, N1M60 B BUAE
cTpoku ASCII gnmHoii oT 8 40 63 CUMBO/OB.

Mpumep (config-if)> authentication wpa-psk Eethaich9z
Network::Interface::Wifi: "WifiMasterl/AccessPoint@": WPA PSK set.

(config-if)> no authentication wpa-psk
Network::Interface::Wifi: "WifiMasterl/AccessPoint0": WPA PSK »

removed.
WcTopuns nsmeHeHnit |Bepcusa onucaHue
2.00 JobaBneHa komaHAa interface authentication wpa-psk.

3.27.13 interface ccp

OnucaHue Bkntoumntb noaaepxky npotokosa CCP Ha 3Tane ycTaHOBNEHWA COe4NHEHUS.
KomaHga ¢ npedpurkcom no oTkatoyaet CCP.

Mpe¢ukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog Het

Tun nHtepdeiica PPP

CuHoncuc I (config-if)>  ccp

I (config-if)> no ccp

Mpumep (config-if)> ccp
CCP enabled.

(config-if)> no ccp
CCP disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 [JlobaBneHa komaHga interface ccp.
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3.27.14 interface channel

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOUKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YCTaHOBUTb pagnokKaHan (4acToTy BellaHuns) s 6ecnpoBoAHbIX
nHTepodericos. IHTepdeincol Wi-Fi npuHMMalOT B KavecTBe HOMepa KaHana
uenble uncna ot 1 4o 14 (ananasoH vactoT oT 2.412 My, 1o 2.484 I'Tw). No
YMOYaHMIO NCMONb3YeTca 3HayueHue auto.

KomaHga ¢ npedurKcom no ycTaHaBAMBAET 3HaYeHMe Mo yMOYaHUIO.
Ja

Ja

HeTt

Radio

(config-if)>  channel «channels

(config-if)> no channel

AprymeHT 3HaueHue |OnucaHue
channel number Homep paano kaHana.
auto Homep paavo kaHana onpejgensietcs
aBTOMaTU4YecKn.

(config-if)> channel 8
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": channel set »
to 8.

(config-if)> channel 36
Network: :Interface::Rtx::WifiMaster: "WifiMasterl": channel set »
to 36.

(config-if)> no channel
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": auto channel »
mode set.

Bepcus OnucaHve

2.00 JobaBneHa komaHaa interface channel.

3.27.15 interface channel auto-rescan

OnucaHwne

Mpedukc no

3agjatb pacnncaHmne And aBToMaTn4v4eckoro CKaHmMpoBaHuUAa paanmo KaHanoB.
Mo YMONYaHUIO NapaMeTp OTKJ/TKOYEH.

KomaHza c nped1KcomM no oTKAOYaEeT HaCTPOWKY.

Ja
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MeHsieT HacTpoAKK

Ja

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

Radio

(config-if)>

channel auto-

rescan [ <hh>:mm> Jinterval <interval

(config-if)> no channel auto-rescan

AprymeHT 3HaueHue OonuncaHue
interval 1 VIHTepBa/ NOBTOPHOro CKaHMPOBaHVIA B
yacax.
6
12
24

(config-if)> channel auto-rescan interval 1
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": scheduled »
interval 1 hour.

auto rescan,

(config-if)> no channel auto-rescan
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": auto rescan »

disabled.
Bepcusa OnucaHue
2.07 JobaBneHa komaHaa interface channel auto-rescan.

3.27.16 interface channel width

OnuncaHwne

Mpe¢ukc no

MeHsieT HacTpoViKKn

YCcTaHOBUTb LWNPUMHY NONOoChl nponyCckaHNA ANd YKa3aHHOro KaHarsa. Mo

YMOJTYaHUNIO NCMONb3YeTcs 3HaUeHue 40-below .

KomaHga ¢ ﬂpeq)I/IKCOM Nno yCTaHaBNMBaeT 3Ha4YeHWe Nno yMmoa4aHuio.

Ja
Ja

MHorokpaTtHbiiA BBog, Het

Tun untepdeiica

CviHoncuc

Radio

| (config-ifi>  channel width avidth

I (config-if)> no channel width
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AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

AprymeHT |(3HayeHue OnucaHwue
width 20 YCTaHOBUTbL M0OM0CY NPOMNYCKaHNSA PaBHYHO
20 Ml
40-above PacLumputb nonocy nponyckaHuns o 40 MIy,

NCNONb3YS CNefyroLLNi KaHan.

40-below Pacwumputb nonocy nponyckaHmsa o 40 MIy,
NCNOb3ysA NpeablAyLLNG KaHan.

(config-if)> channel width 20
Network: :Interface: :Rtx::WifiMaster: "WifiMaster@": channel »
bandwidth setting applied.

(config-if)> no channel width
Network::Interface::Rtx::WifiMaster: "WifiMaster0": channel »
bandwidth settings reset to default.

Bepcus OnucaHve

2.04 JobaBneHa komaHaa interface channel width.

3.27.17 interface chilli coaport

OnuncaHwne

Mpedukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

Yka3atb UDP-NopT, Ha KOTOPbIA 6yAyT OTNPaBAATLCSA 3anpockl Ha OTK/IHOYeHe
oT RADIUS-knneHTa.

KomaHga c npedurkcom no yganseTt HacTPOWKY.
Ja

Ja

Het

Chilli

(config-if)>  chilli coaport <coaport>

(config-if)> no chilli coaport

AprymeHT 3HauyeHue OnucaHwue

coaport Lenoe 4ucrno |Homep nopta CoA.

(config-if)> chilli coaport 3940
Chilli::Interface: "Chilli@": coaport set to 3940.

(config-if)> no chilli coaport
Chilli::Interface: "Chilli@": coaport reset to default.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.10 Jo6aBneHa komaHga interface chilli coaport.

3.27.18 interface chilli dhcpif

OnucaHune HasHaunTb nutepdeinc Chilli ceteBoMmy cncteMHomy nHTepdericy.
KomaHga ¢ npeprKcoM No oTMeHSAEeT NpUBA3KY.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli dhcpif «hcpifs

(config-if)> no chilli dhcpif

AprymeHTbI AprymeHT |[3HaueHue OnucaHue
dhcpif Ums uHtepgesica|lonHoe nMa nHTepdenca nnm NCeBaoHNM.
Mpumep (config-if)> chilli dhcpif Bridgel

Chilli::Interface: "Chilli@": bound to Bridgel.

(config-if)> no chilli dhcpif
Chilli::Interface: "Chilli@": unbound.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 Job6asneHa komaHgaa interface chilli dhcpif.

3.27.19 interface chilli dns

OnucaHue Ykasatb IP-agpec cepsepa DNS.
KomaHaa ¢ npedunKcom no yaanseT HacTPOWKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica Chilli
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CuHoncuc (config-ifi>  chilli dns «nsl [ «dns2» ]

(config-if)> no chilli dns

AprymeHTbI AprymeHT |3HaueHme |OnucaHue

dnsl IP-agpec Agpec nepsuyHoro DNS-cepsepa.

dns2 IP-agpec Appec sTopuyHoro DNS-cepBepa.

Mpumep (config-if)> chilli dns 8.8.8.8 1.1.1.1
Chilli::Interface: "Chilli®": DNS servers set to 8.8.8.8, 1.1.1.1.

(config-if)> no chilli dns
Chilli::Interface: "Chilli®": DNS servers reset to default.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 JobaeneHa komaHga interface chilli dns.

3.27.20 interface chilli lease

OnucaHue HacTpouTb Bpems apeHAbl NOAKIHYEHHOro KaneHTckoro IP-agpeca. lNo
YMOJIYaHUIO NCMNOJIb3YeTCcHa 3HaueHe 3600.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHUIO.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, Het
Tun nHTepdeiica Chilli

CnHoncumc (config-if)>  chilli lease <lease

(config-if)> no chilli lease

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
lease lenoe uucro |Bpema apeHabl B cekyHAax. MakcMmMasnbHoe
3HayveHue 259200.

MNpumep (config-if)> chilli lease 1000
Chilli::Interface: "Chilli@": lease has been set 1000 seconds.

(config-if)> no chilli lease
Chilli::Interface: "Chilli0": lease has been reset to default »
(3600 seconds).
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WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

2.11

JobaeneHa komaHaa interface chilli lease.

3.27.21 interface chilli logout

OnucaHune
MNpedukc no Het
MeHsieT HacTpoiikm  Het

MHorokpaTtHbIiA BBog, Het

MpUHYANTENBHO OTKNOUNTL MAC-agpec yka3aHHOro KINeHTa.

Tun nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli logout (<mac> | all)

AprymeHTbI AprymMeHT  |3HaueHme |OnucaHue
mac MAC-agpec MAC-agpec 3aperncTpmpoBaHHOro KIneHTa.
all Keyword OtknrounTb Bce MAC-agpeca.

Mpumep (config-if)> chilli logout 64:a2:22:51:b4:11

(config-if)> chilli logout all
Chilli::Interface: "Chilli®": service restarted.

WcTopus nsmeHeHnit |Bepcus

OnucaHue

2.10

JlobaBneHa komaHga interface chilli logout.

3.27.22 interface chilli macauth

OnucaHune

MNpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

OCHoBaHWW rnpoBepkn MAC-agpeca.

KomaHga ¢ npedurkcom no oTKAYaeT HaCTPOIKY.

Ja
Ja

Het

Chilli

CunHoncuc I (config-ify>

chilli macauth

I (config-if)> no chilli macauth
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naBa 3 OnncaHme KoOMaHp,

NMpumep (config-if)> chilli macauth
Chilli::Interface: "Chilli0": macauth set to "".

(config-if)> no chilli macauth
Chilli::Interface: "Chilli®": macauth cleared.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.10 JlobaeneHa komaHaa interface chilli macauth.

3.27.23 interface chilli macpasswd

OnuncaHmne YcTaHOBUTbL Naponb AN NpoBepkun noaanHHocTn MAC-agpeca.
KomaHga ¢ npedunKcom no yaanset HacTPOnKy.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog Het

Tun nHTepdeiica Chilli

CuHoncuc (config-if)>  chilli macpasswd <macpasswd>

(config-if)> no chilli macpasswd

AprymeHTbI AprymeHTt 3HayeHue |OnucaHue
macpasswd CTpoka Maponb nonb3osaTens.
Mpumep (config-if)> chilli macpasswd 1234567890

Chilli::Interface: "Chilli@": macpasswd set to "1234567890".

(config-if)> no chilli macpasswd
Chilli::Interface: "Chilli@": macpasswd cleared.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.11 Job6asneHa komaHga interface chilli macpasswd.

3.27.24 interface chilli nasip

OnucaHue YctaHoBUTL 3HaueHue RADIUS napameTtpa IP-agpec NAS. lMossonsieT
HaCTPOUTb 1 UCNOBb30BaTb NPOM3BO/bHLIN IP-agpec.

KomaHza c npedurKcom no yaansieT HacTpoiiky.

Mpe¢ukc no [Ja
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naBa 3 OnncaHme KOMaHA,

MeHsieT HacTpoAKK

Ja

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHwnii

Chilli

(config-if)>  chilli nasip («address> | interface wan> | auto)

(config-if)> no chilli nasip

AprymeHT |3HauyeHue OonuncaHue

address |IP-agpec KoHkpeTHbIN IP-agpec cepsepa.

wan Ums uHTeperica |IP-agpec ykasaHHoro WAN-uHTepoderica.
auto Knw4esoe cnoso |IP-agpec Tekywiero WAN-nHTepdelica.

(config-if)> chilli nasip 95.213.215.187
Chilli::Interface: "Chilli®": NAS IP address set to »
"95.213.215.187".

(config-if)> chilli nasip interface ISP
Chilli::Interface: "Chilli@": NAS IP interface set to »
"GigabitEthernetl".

(config-if)> chilli nasip auto
Chilli::Interface: "Chilli@": NAS IP address set to auto.

(config-if)> no chilli nasip
Chilli::Interface: "Chilli®": NAS IP address cleared.

Bepcus OnucaHve

2.10 [Jlo6aBneHa komaHga interface chilli nasip.

3.27.25 interface chilli nasmac

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKkmn

YcraHoBuUTb MAC-agpec ans atpmbyta RADIUS Called-Station-ID. MNo
yMonyaHuto ncnosnb3syetcd MAC-agpec rocteBoi ceTu.

KomaHga ¢ npedrikcoM no BO3BPALLAET 3HAYEHME MO YMONYAHNIO.

Ja
Aa

MHorokpaTtHbIiA BBOA, Het

Tun nHTepdeiica

CuHoncuc

Chilli

I (config-if)>  chilli nasmac mac>
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naBa 3 OnncaHme KoOMaHp,

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

(config-if)> no chilli nasmac

AprymeHT 3HauyeHue OnucaHwue

mac MAC-apgpec HoBsblin MAC-agpec ans RADIUS
Called-Station-ID.

(config-if)> chilli nasmac 50:ff:20:00:1e:86
Chilli::Interface: "Chilli@": NAS MAC address set to »
"50:ff:20:00:1e:86".

(config-if)> no chilli nasmac
Chilli::Interface: "Chilli0": NAS MAC address cleared.

Bepcus OnucaHve

2.1 JobaBneHa komaHaa interface chilli nasmac.

3.27.26 interface chilli profile

OnucaHue

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbliA BBOJ,

Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

HasHaunTb npodunb Chilli cooTBeTCTBYOWEMY NHTEpdeiicy.
KomaHaa ¢ npedrKcom no yaanseT HacTPOWKY.

Ja

Ja

Het

Chilli

(config-if)>  chilli profile ¢profile

(config-if)> no chilli profile

AprymeHT 3HaueHue |OnucaHue

profile Ctpoka HassaHwue npoduna RADIUS-cepBepa.

(config-if)> chilli profile Wi-Fi_SYSTEM
Chilli::Interface: "Chilli@": assigned profile: Wi-Fi.

(config-if)> no chilli profile
Chilli::Interface: "Chilli@": profile cleared.

Bepcus OnucaHue

2.10 JobaeneHa komaHgaa interface chilli profile.
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naBa 3 OnncaHme KOMaHA,

3.27.27 interface chilli radius

OnucaHue JobaBuTb agpeca RADIUS-cepBepa.
KomaHaa ¢ npedurkcom no yaanset agpeca.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

Tun nutepdeiica Chilli

CuHoncuc (config-if)>  chilli radius <serverl [ «server2s]

(config-if)> no chilli radius

AprymeHTbI AprymeHTt 3HaueHue |OnucaHune
serverl Ctpoka Appec nepsuyHoro RADIUS-cepBepa.
server2 CTpoka Agpec BTopuyHoro RADIUS-cepBepa.
Npumep (config-if)> chilli radius radius.wifisystem.ru »

radius2.wifisystem. ru
Chilli::Interface: "Chilli@": RADIUS servers set to »
radius.wifisystem.ru, radius2.wifisystem.ru.

(config-if)> no chilli radius
Chilli::Interface: "Chilli@": RADIUS servers cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 Job6aBneHa komaHza interface chilli radius.

3.27.28 interface chilli radiusacctport

OnucaHwue HasHaunTb UDP-nopT yuéta RADIUS-cepBepa. 10 ymonyaHmto NCrnosib3yeTcd

3HayeHVe 1813.

KomaHga ¢ npedrkcom no yctaHaBAMBaET MOPT MO YMOSYAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la
MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Chilli
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naBa 3 OnncaHme KoOMaHp,

CuHoncuc (config-if)>  chilli radiusacctport <radiusacctport;
(config-if)> no chilli radiusacctport
AprymeHTbI AprymeHT 3HaueHve |OnucaHune
radiusacctport Crtpoka Homep nopTa.
Mpumep (config-if)> chilli radiusacctport 1819
Chilli::Interface: "Chilli@": radiusacctport set to 1819.
(config-if)> no chilli radiusacctport
Chilli::Interface: "Chilli@": radiusacctport reset to default.
VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvcaHue

3.06 Jo6aBneHa komaHga interface chilli radiusacctport.

3.27.29 interface chilli radiusauthport

OnucaHwue HasHaunTte UDP-nopT ayteHTUdUKaumnm RADIUS-cepsepa. 1o ymondaHuio
ncnonb3yeTca 3HadeHVe 1812.

KomaHga c npedurkcom no yctaHaBAMBaeT NOPT MO YMOJTYaHUIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog Het
Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli radiusauthport <radiusauthport,

(config-if)> no chilli radiusauthport

AprymeHTbI AprymeHT 3HaueHue |(OnucaHue
radiusauthport Ctpoka Homep nopra.
Mpumep (config-if)> chilli radiusauthport 1820

Chilli::Interface: "Chilli@": radiusauthport set to 1820.

(config-if)> no chilli radiusauthport
Chilli::Interface: "Chilli@": radiusauthport reset to default.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.06 Job6asneHa komaHaa interface chilli radiusauthport.
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naBa 3 OnncaHme KOMaHA,

3.27.30 interface chilli radiuslocationid

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3apatb uaeHTUdVKaTOP MecTononoxeHns RADIUS-cepsepa. OH AOMXKEH 6bITb
B dopmate isocc=, cc=, ac=, network=.

KomaHga c npedunkcom no yganseTt HacTPOWKY.
Ja

Ja

Hert

Chilli

(config-if)>  chilli radiuslocationid «radiuslocationid»

(config-if)> no chilli radiuslocationid

AprymeHT 3HauyeHue |OnucaHue
radiuslocationid |CTpoka 3HaueHune ngeHTudmMKaTopa
MEeCTOMOIOXKEHUS.

(config-if)> chilli radiuslocationid »
isocc=,cc=,ac=,network=WiFiSYSTEM,

Chilli::Interface: "Chilli0": radiuslocationid set to »
"isocc=,cc=,ac=,network=WiFiSYSTEM, " .

(config-if)> no chilli radiuslocationid
Chilli::Interface: "Chilli@": radiuslocationid cleared.

Bepcus OnucaHue

2.10 JobaeneHa komaHaa interface chilli radiuslocationid.

3.27.31 interface chilli radiuslocationname

OnucaHune

Mpejukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

3ajaTb Ha3BaHWe MecTononoxeHua RADIUS-cepsepa.
KomaHga ¢ npedurkcom no yganseTt HaCTPOKY.

Aa

Ja

Hert

Chilli

I (config-if)>  chilli radiuslocationname <radiuslocationname;
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naBa 3 OnncaHme KoOMaHp,

(config-if)> no chilli radiuslocationname

AprymeHTbI AprymeHTt 3HayeHue |OnucaHue
radiuslocationname|CTpoka HasBaHVe MeCTonoN0XeHUA.

NMpumep (config-if)> chilli radiuslocationname MyHotSpot
Chilli::Interface: "Chilli@": radiuslocationname set to »
"MyHotSpot".

(config-if)> no chilli radiuslocationname
Chilli::Interface: "Chilli0": radiuslocationname cleared.

VICTOleH I/I3MEHeHI/II7I Bepcwﬂ Onv'caHv'e
2.10 JobaBneHa komaHaa interface chilli
radiuslocationname.

3.27.32 interface chilli radiusnasid

OnucaHue YcTaHOBUTb NAeHTUUKATOP CepBepa CeTEBOro AOCTyNa.
KomaHga ¢ npednkcom no yganseTt HacTPOnKy.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun nHutepdeiica Chilli

CuHoncuc (config-if)>  chilli radiusnasid <radiusnasids

(config-if)> no chilli radiusnasid

AprymeHTbI AprymeHTt 3HaueHue |OnucaHmne
radiusnasid CTpoka NaeHTudukaTop NAS.
Mpumep (config-if)> chilli radiusnasid keeneticru_12

Chilli::Interface: "Chilli@": radiusnasid set to "keeneticru 12".

(config-if)> no chilli radiusnasid
Chilli::Interface: "Chilli®": radiusnasid cleared.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.10 JobaeneHa komaHga interface chilli radiusnasid.
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naBa 3 OnncaHme KOMaHA,

3.27.33 interface chilli radiussecret

OnucaHue

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YCTaHOBUTL 06LLMIA KoY And 06omx RADIUS-cepBepoB.
KomaHaa ¢ npedurKcom no yaanseT HacTPOWKY.

Ja

Ja

Het

Chilli

(config-if)>  chilli radiussecret <radiussecret»

(config-if)> no chilli radiussecret

AprymeHT 3HayeHne |OnucaHue

radiussecret Crtpoka 3HauyeHue KKua.

(config-if)> chilli radiussecret 12df34fd
Chilli::Interface: "Chilli®": radiussecret set to "12df34fd".

(config-if)> no chilli radiussecret
Chilli::Interface: "Chilli®": radiussecret cleared.

Bepcus OnucaHue

2.10 JobaeneHa komaHga interface chilli radiussecret.

3.27.34 interface chilli uamallowed

OnuncaHune

Mpejukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

YKkasaTb pecypc, K KOTOPOMY KANEHT MMeeT A0CTyN 6e3 NepBUYHON
ayTeHTUPUKaLnm.

KomaHga ¢ npedurkcom no yaanseT pecypc U3 cnmcka. Ecnm BeinOAHUTb
KOMaHZAy 6e3 aprymMmeHTa, TO BeCb CMUCOK pecypcoB byAeT OUnLLEH.

Aa

Ja

Ja

Chilli

I (config-if)>  chilli uamallowed wamallowed>

I (config-if)> no chilli uamallowed [ wamallowed> ]
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naBa 3 OnncaHme KoOMaHp,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
uamallowed |CTpoka IP-agpec, URL nnu noaceTs.

Mpumep (config-if)> chilli uamallowed 188.166.114.0/24
Chilli::Interface: "Chilli@": "188.166.114.0/24" added to walled »
garden.

(config-if)> chilli uamallowed www.example.link
Chilli::Interface: "Chilli@": "www.example.link" added to walled
garden.

v

(config-if)> no chilli uamallowed 188.166.114.0/24
Chilli::Interface: "Chilli@": "188.166.114.0/24" removed from
walled garden.

\J

(config-if)> no chilli uamallowed www.example.link
Chilli::Interface: "Chilli@": "www.example.link" removed from
walled garden.

v

(config-if)> no chilli uamallowed
Chilli::Interface: "Chilli0@": walled garden cleared.

VICTOpI/Iﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.10 JobaeneHa komaHaa interface chilli uamallowed.

3.27.35 interface chilli uamdomain

OnucaHwune YKa3aTtb fOMEH, K KOTOPOMY KJ/IMEHT NMeeT A0CTYN be3 HepBMqHOVI
ayTEHTI/Iq)I/IKaLI,VIVI.

KomaHaa ¢ npepurkcom no yaanseTt JOMeH 13 cnucka. Ecam BbIMOAHUTL
KOMaHzy 6e3 apryMeHTa, TOo BeCb CMNCOK JOMEHOB ByAeT OUMLLEH.

MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTHbIli BBog, /[la
Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli uamdomain wamdomain>

(config-if)> no chilli uamdomain [ <«wuamdomain: ]

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
uamdomain CTpoka JloMeHHoe 1MA yaaneHHOoro XocTa.
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naBa 3 OnncaHme KOMaHA,

Mpumep

UcTopusa nsmeHeHwnii

(config-if)> chilli uamdomain wifisystem.ru
Chilli::Interface: "Chilli@": "wifisystem.ru" added to walled »
garden.

(config-if)> no chilli uamdomain wifisystem.ru
Chilli::Interface: "Chilli@": "wifisystem.ru" removed from walled »
garden.

(config-if)> no chilli uamdomain
Chilli::Interface: "Chilli0@": walled garden cleared.

Bepcus OnucaHue

2.10 JobaeneHa komaHga interface chilli uamdomain.

3.27.36 interface chilli uamhomepage

OnucaHune

MNpejukc no

MeHsieT HaCTPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YcraHoBuTb URL-agpec gomalluHel cTpaHuLbl ANA NepeHanpaBieHns
HeaBTOPV30BaHHbIX NOfib30BaTeNeN.

KomaHga ¢ npedurkcom no yganseTt HaCTPOKy.
Aa

Ja

Het

Chilli

(config-if)>  chilli uamhomepage wamhomepage>

(config-if)> no chilli uamhomepage

AprymeHT 3HauyeHue |OnucaHue

uamhomepage Crpoka Monb3oBaTenbckmini URL-agpec.

(config-if)> chilli uamhomepage http://192.168.2.1/welcome.html
Chilli::Interface: "Chilli@": uamhomepage set to »
"http://192.168.2.1/welcome.html".

(config-if)> no chilli uamhomepage
Chilli::Interface: "Chilli@": uamhomepage cleared.

Bepcusa OnucaHve

2.10 Jlo6aBneHa komaHga interface chilli uamhomepage.
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naBa 3 OnncaHme KoOMaHp,

3.27.37 interface chilli uamport

OnuncaHwne YKka3aTb TCP-nopT ANF NOAK/IHOYEHUNSA aBTOPU30BaHHbIX KAVMEHTOB. Mo
YMOJIYaHUIO NCNOJIb3yeTca 3HadeHre 3990.

KomaHga ¢ npedunkcom no yctaHaBAIMBaET MOPT MO YMOSTUAHUIO.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Chilli

CuHoncuc (config-if)>  chilli uamport wamport>

(config-if)> no chilli uamport

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
uamport lenoe 4ucno |Homep noprta.
NMpumep (config-if)> chilli uamport 3922

Chilli::Interface: "Chilli@": uamport set to 3922.

(config-if)> no chilli uamport
Chilli::Interface: "Chilli@": uamport reset to default.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.10 JobasneHa komaHga interface chilli uamport.

3.27.38 interface chilli uamsecret

OnucaHue YcTaHoBUTb 06LWmni karoy mexay UAM-cepsepom n Chilli. UAM-kntou
NCMNONb3yeTCa ANA X3LWMPOBaHNA 3anpoca nepes BbluncaeHneM napons.

KomaHga ¢ npedurkcom no yganseTt HaCTPOKY.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Chilli

Cunoncuc I (config-if)>  chilli uamsecret wamsecret>

I (config-if)> no chilli uamsecret
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naBa 3 OnncaHme KOMaHA,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
uamsecret Ctpoka 3HaueHwue Kava.
NMpumep (config-if)> chilli uamsecret 12df34fd

Chilli::Interface: "Chilli®": uamsecret set to "12df34fd".

(config-if)> no chilli uamsecret
Chilli::Interface: "Chilli®": uamsecret set to

VICTOpI/Iﬂ M3MeHeHuniA Bepcmﬂ onucaHvie

2.10 JobaeneHa komaHaa interface chilli uamsecret.

3.27.39 interface chilli uamserver

OnucaHue YctaHoBUTb URL-agpec Beb-cepsepa A/15 NpoBepKy NOASTIMHHOCTY KJINEHTOB.
KomaHza ¢ npedprKcom no yaanset HaCTPOKY.

MNpejukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica Chilli

Cunoncuc (config-if)>  chilli uamserver wamserver;

(config-if)> no chilli uamserver

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
uamserver CTpoka Monb3oBaTenbcknin URL-agpec
Beb-cepBepa.

Npumep (config-if)> chilli uamserver »
https://auth.wifisystem.ru/hotspotlogin
Chilli::Interface: "Chilli@": uamserver set to »
"https://auth.wifisystem.ru/hotspotlogin".

(config-if)> no chilli uamserver
Chilli::Interface: "Chilli@": uamserver cleared.

WcTopuns nsmeHeHnit |Bepcusa onucaHue

2.10 JobaBneHa komaHaa interface chilli uamserver.
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naBa 3 OnncaHme KoOMaHp,

3.27.40 interface compatibility

OnucaHune YCTaHOBUTbL CTaHAaPTbl 6eCNPOBOAHOI CBA3M, C KOTOPLIMUK AOJIXXEH bbITb
COBMECTVM JlaHHbI 6ecnpoBoaHol aganTep (MHTepdeiic). Ans nHtepdeiicos
Wi-Fi coBMeCcTMMOCTb 3a4aeTcs CTPOKOWM M3 naTUHCKMX 6yks B, G, N,
0603HavarLWKx fgononHeHns K ctaHaapTy IEEE 802.11. K npumepy, Hannume
B CTPOKe COBMeCTUMOCTW BykBbl N ByfeT 03HauaTb, YTO JaHHbIN aganTtep
CMOXeT B3anMogencTBoBaTh € 802.11Nn-COBMeCTUMbIMIN YCTPOMCTBaMM Yepes
pagnokaHan. Habop fonNyCTUMBbIX CTPOK COBMECTMMOCTU onpejenseTcs
annapaTHbIMY BO3MOXHOCTAMW KOHKPETHOro agantepa 1 TpeboBaHUaMN
COOTBETCTBYIOLUMX AONONHEHN K cTaHaapTy [EEE 802.11.

Mo ymonuaHuio ans yactoTsl 2,4 T ncnonb3syetcsd cTpoka «BGN».
Mpedukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica Radio

CuHoncnc (config-if)>  compatibility <annex>

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
annex B, G, N Ana 2,4T1Tu.
Mpumep (config-if)> compatibility N

Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": PHY mode set.

(config-if)> compatibility N+AC
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": PHY mode set.

VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.00 Jlo6aBneHa komaHga interface compatibility.

3.27.41 interface connect

OnucaHune 3anycTnTb Npouecc NOAKAYEHNS K YAaNeHHOMY Y311y.
KomaHga ¢ npedurkcom no npepbiBaeT coejnHeHMe.

Mpejukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica PPP, IP
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Cunoncuc (config-if)>  connect [ via wia]
(config-if)> no connect
AprymeHTbI AprymeHT|3HaueHune OnucaHue
via Wmsa unntepgerica |VIHTepdeinc, yepes KOTOpPbI
OCYLLLeCTBAsIeTCSA MOAKIYEeHMe K
yAaaneHHowmy y3ny. [ina PPPoE stot
napameTp ABAsieTC 0693aTe/IbHbIM.
Mpumep (config-if)> connect via ISP
(config-if)> no connect
VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.00 JobaeneHa komaHaa interface connect.

3.27.42 interface country-code

OnucaHwne HasHaunTb nHTepdeicy 6ykBeHHbIV KO CTPaHbl, KOTOPLIV BANSET Ha Habop
paAno-KaHanos. Mo yMon4aHnio yctTaHoBneHO 3HayeHme RU.

MNpedukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nHtepdeiica Radio

CnHoncuc (config-if)>  country-code «codes

AprymeHTbl AprymeHT 3HaueHue |OnucaHue
code Crtpoka Ko cTpaHbl.
Mpumep (config-if)> country-code RU
Network::Interface: :Rtx::WifiMaster: "WifiMaster@": country code »
set.
VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue
2.00 JobasneHa komaHaa interface country-code.
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3.27.43 interface debug

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

WcTopus nsmeHeHwnii

BKOUNTL OTAAAOUHbIN pexrM NoAkaYeHns PPP. B 0TNaf04HOM pexuvme
B CUCTEMHBbIV XXypHan BbIBOAUTCA NogpobHas nHpopmMaums o xoje
noaxnto4eHus. No ymonyaHuo GyHKLNSA OTKAOUEHaA.

KomaHga ¢ I'Ipeq)I/IKCOM No OTKJ/IFOYaeT OT/Ia40uUHbIN pexunm.

Ja
Ja
Het

PPP

I (config-if)>  debug

I (config-if)> no debug

(config-if)> debug
Network: :Interface: :Base:

(config-if)> no debug
Network: :Interface: :Base:

Debug enabled.

Debug disabled.

Bepcus

OnucaHue

2.00

Jlo6aBneHa komaHga interface debug.

3.27.44 interface description

OnucaHwune

MNpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

AprymeHTbl

Ha3HaunTb NpoV3BO/IbLHOE ONMCaHVe ceTeBOMY UHTepdelicy.

KomaHgaa c npedurkcom no cTrpaeT onmcaHue.

Ja
Ja

Het

(config-if)>

(config-if)> no description

description «description

AprymeHT

3HayeHue

OonwvcaHune

description

CTpoka

Mpown3BosibHOe onncaHne nHTepderica.
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Mpumep

UcTopuns nameHeHuii

(config-if)> description MYHOME
Network::Interface::Base: "Bridge0": description saved.

(config-if)> no description
Network::Interface::Base: "Bridge0": description saved.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface description.

3.27.45 interface down

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CviHoncuc

Mpumep

WcTopusa nsmeHeHwnii

OTKNOUYNTE ceTeBOV MHTepdEnC 1 3anncaTb B HACTPOMKN COCTOAHME «down».

KomaHga c npedrnKcomM no BKAOUAET ceTeBoO MHTepdeinc n yaanset «down»
N3 HacTpOeK.

Ja

Aa

Het

I (config-if)>  down

I (config-if)> no down

(config-if)> down
Network::Interface::Base: "GigabitEthernet0/2": interface is down.

(config-if)> up
Network::Interface::Base: "GigabitEthernet0/2": interface is up.

Bepcus OnucaHve

2.00 JobaeneHa komaHza interface down.

3.27.46 interface duplex

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

YCTaHOBUTb AynaeKcHbli pexum Ethernet-nopTa. Mo ymonyaHuto 3agaHo
3HayeHwue auto.

KomMaHza ¢ npedprKcomM no BO3BPAaLLAET 3HAYEHME MO YMONAYAHUIO,
Ja

Aa

HeTt

Ethernet
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CuvHoncuc

AprymeHTbl

Mpumep

NcTopus nsmeHeHum

(config-if)>  duplex mode>

(config-if)> no duplex

AprymeHT 3HayeHne |OnucaHue
mode full PeXxunm noaHoro gynnekca.
half MonyAynaeKCHbIN pexuvm.
auto ABTOMaTUYECKMIA JYNAEKCHbIV PeXUM.

(config-if)> duplex full
Network::Interface::Ethernet: "GigabitEthernet0/1": duplex set »
to "full".

(config-if)> no duplex
Network::Interface::Ethernet: "GigabitEthernet0/1": duplex reset »
to default.

Bepcus OnucaHue

2.06.B.1 Job6asneHa komaHaa interface duplex.

3.27.47 interface dyndns profile

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTsl

Mpumep

MpuBasaTk k ceTeBoMy NHTepdeicy npodunb DynDns. MNepea BbinoAHeHWEM
KOMaHAbl NPodu/b JOKEH BbITb CO34aH M HAaCTPOeH rpynnol komaHg dyndns
profile.

KomaHaa ¢ npedrKcom no paspbiBaeT CBsA3b MexXAy npoduaem n
nHTepdericom.

Aa
[Ja
Het
(config-if)>  dyndns profile (profile

(config-if)> no dyndns profile

AprymeHT 3HauyeHue OnucaHwue

profile Ctpoka HassaHune npodunsa DynDns.

(config-if)> dyndns profile TEST
DynDns::Profile: Interface set.
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(config-if)> no dyndns profile TEST
DynDns::Profile: Interface removed.

VICTOleﬂ n3MeHeHuiA Bepc”ﬂ onvucaHue

2.02 Job6asneHa komaHaa interface dyndns profile.

3.27.48 interface dyndns update

OnucaHwue O6HoBUTE BPyUYHYto IP-agpec ans DynDns. Mo ymonuaHuio komaHaa paboTaet
B COOTBETCTBMMW C MOAUTMKOM NocTaBLymka ycayr DynDns, KOTopblii He
rnossonseT 06HoBAATL IP cnvkom YacTo. KntoueBoe cnoBo force nossonseT

06HOBUTL IP B 06X0A4 MOAUTVKM MNOCTaBLLMKa YCAYT.
Mpejukc no Het
MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

Cunoncuc (config-if)>  dyndns update|[ force]
AprymeHTbl AprymeHT (3HauyeHue OnuncaHue
force KnwyeBoe cioBo |HeyuunTbiBaTb peKOMEHAO0BAHHYH YacToTy
0o6HOBNEHMSA.
Npumep (config-if)> dyndns update
VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue
2.00 Jlo6aBneHa komaHga interface dyndns update.

3.27.49 interface encryption anonymous-dh

OnucaHwue BkntounTts Anonymous DH ansa SSTP-cepepoB 6e3 cepTudukaTa.
KomaHga ¢ npedpurkcom no oTkatovaetT Anonymous DH.

Mpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica SSTP

CuHoncue I (config-if)>  encryption anonymous-dh

4G (KN-1211) — CnpaBOYHNK KOMaHZA 1 55



naBa 3 OnncaHme KoOMaHp,

I (config-if)> no encryption anonymous-dh

Mpumep (config-if)> encryption anonymous-dh
Network: :Interface::Sstp: "SSTPO": anonymous DH TLS is enabled.

(config-if)> no encryption anonymous-dh
Network::Interface::Sstp: "SSTPO": anonymous DH TLS is disabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie
2.13 JobasneHa komaHgaa interface encryption
anonymous-dh.

3.27.50 interface encryption disable

OnucaHune OTKNOUNTb WndpoBaHMe Ha 6ecnpoBogHOM NHTepdeiice.
Mpejukc no Het

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica WiFi

CuHoncuc I (config-if)>  encryption disable

Mpumep (config-if)> encryption disable
Network::Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
wireless encryption disabled.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa komaHga interface encryption disable.

3.27.51 interface encryption enable

OnucaHune BrntounTb WdpoBaHMe Ha 6ecnpoBogHOM MHTepdeiice. [To ymonyaHuio
ncnonb3yetcs wudposaHue WEP.

KomaHga c npedumkcom no otkaoyaeT wirdpoBaHve Ha 6ecnpoBOgHOM
nHTepderice.

MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica WiFi
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CuHoncuc I (config-if)> encryption enable

I (config-if)> no encryption enable

NMpumep (config-if)> encryption enable
Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0": »
wireless encryption enabled.

(config-if)> no encryption enable
Network::Interface: :Rtx::AccessPoint: "WifiMaster®/AccessPoint0": »
wireless encryption disabled.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobasneHa koMmaHga interface encryption enable.

3.27.52 interface encryption key

OnucaHwue HasHaunTtb Kntoum windpposaHuns WEP. B 3aBUCUMOCTIN OT pas3psigHOCTH, KoY
MOXeT ObITb 3a4aH 10 wecTHaauaTepnyHbIMU undpamm (5 cumeonamum ASCII)
— 40-6UTHbIN KNtoY, WEP — 40-6UTHBIN KNTOY, UK 26 LWeCTHaUuaTepUuYHbIMU
umdpamu (13 cumBonamm ASCII) WEP Bcero moxeT 6bITb 3agaHo oT 1 fo 4
KAtouen wndpoBaHUS, N OANH U3 HUX AOJSIXKEH OblTb Ha3Ha4YeH KAYOM Mo
YMOJIYaHWIO.

KomaHpaa c npeprKkcom no yaansieT Karou.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Tun uHTepdelrica WiFi

CuHoncnc (config-if)>  encryption key «ids («values [default] | default)

(config-if)> no encryption key <id>

AprymeHTbI AprymeHT 3HayeHue |OnucaHue

id UYenoe uyucro |Homep kntoya. Bcero MoxHo 3agath A0
yeTbIpex Katye.

value Ctpoka 3HaueHwue KYa B BUAe
LUeCTHaALLaTEPMYHOrO YMNCNA, COCTOSALLIErO
13 10 nnv n3 26 umdp.

default Knoyesoe YKasblBaeT, UTO JaHHbIV KoY byaeT
CJ/I0BO 1CMN0/Ib30BaH Mo YMOYaHUIO.
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Mpumep

UcTopuns nameHeHuii

(config-if)> encryption key 1 1231231234
Network: :Interface::Wifi: "WifiMaster@/AccessPoint0": WEP key 1 »
set.

(config-if)> no encryption key 1
Network: :Interface::Wifi: "WifiMaster®/AccessPoint0": WEP key 1 »
removed.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface encryption key.

3.27.53 interface encryption mppe

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncunc

Mpumep

NcTopusa nsmeHeHum

BkntounTb noasaepxky wndposaHua VMPPE.

KomaHga ¢ npedpurkcom no oTkntoyaeT wudposaHune MPPE.
Ja

Aa

Het

PPTP

I(conﬁ94ﬂ> encryption mppe

I (config-if)> no encryption mppe

(config-if)> encryption mppe
MPPE enabled.

(config-if)> no encryption mppe
MPPE disabled.

Bepcus OnucaHue

2.00 JobasneHa komaHAa interface encryption mppe.

3.27.54 interface encryption owe

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoAKK

BkntounTb anroputmel obecrneyeHmns 6esonacHoct OWE Ha 6ecnpoBOgHOM
nHTepoerice. Mo yMon4YaHMIO HaCTPOMKa OTKJTHOYEHaA.

KomaHga ¢ npedurkcom no oTkatouaeT nogaepxry OWE.
Aa
Ja
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MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica WifiMaster

CuHoncuc I (config-if)>  encryption owe

I (config-if)> no encryption owe

Mpumep (config-if)> encryption owe
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
OWE algorithms enabled.

(config-if)> no encryption owe
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0/AccessPoint0": »
OWE algorithms disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.00 Job6asneHa komaHaa interface encryption owe.

3.27.55 interface encryption wpa

OnucaHune BrkntoumnTb anropntmel obecneveHms 6esonacHocTn WPA Ha 6ecnpoBogHOM
nHTepderice. becnpoBogHoOl MHTepdeic MOXET MoAAePXMBaTb COBMECTHOE
ncnone3oBaHme WPA n WPA2, ogHako nogaep>ka WEP aBToMaTUUeCK
OTK/IH0YaEeTCA MpY BKAOYEHUN 1loboro u3 WPA.

KomaHga ¢ npedurkcom no oTkatouaet WPA.
Mpe¢ukc no [Ja
MeHsieT HacTpovikm  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica WiFi

CuHoncuc I (config-if)>  encryption wpa

I (config-if)> no encryption wpa

MNpumep (config-if)> encryption wpa
WPA algorithms enabled.

VICTOleﬂ n3MeHeHuiA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHaa interface encryption wpa.
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3.27.56 interface encryption wpa2

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOUKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

BkntounTb anroputmel obecneveHns 6esonacHoctun WPA2 (IEEE 802.11i, RSN)
Ha 6becnpoBoaHOM NHTepderice. becnpoBoaHO MHTepdelic MoXeT pa3peLlaTb
coBmMmecTHoe ncrnonb3osaHue WPA n WPAZ, oaHako nogaepxka WEP
aBTOMAaTM4YeCKM OTK/IIOHAETCA NPU BKIKYEHUN N1H060ro 13 WPA.

KomaHga ¢ npedurkcom no oTknro4aet WPA2.
[Ja

Ja

Het

WiFi

I (config-if)>  encryption wpa2

I (config-if)> no encryption wpa2

(config-if)> encryption wpa2
WPA2 algorithms enabled.

Bepcus OnucaHve
2.00 JobasneHa komaHgaa interface encryption wpa2.

3.27.57 interface encryption wpa3

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CvHoncuc

Mpumep

BkntounTb anroputMmel obecneveHums besonacHoctu WPA3 Ha 6ecnpoBogHOM
nHTepodeice. becnpoBogHO NHTepdENC MOXET NOAAEPXKNBATL COBMECTHOE
ncnonb3oBaHue WPA2 n WPA3. Mo yMONYaHUIO HAaCTPOIKa OTKAKOYEHa.

KomaHga ¢ npedprkKcom no oTktoUaeT noaaepxky WPA3.
Ja

[Ja

Het

WiFi

I (config-if)>  encryption wpa3

I (config-if)> no encryption wpa3

(config-if)> encryption wpa3
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
WPA3 algorithms enabled.
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(config-if)> no encryption wpa3
Network::Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
WPA3 algorithms disabled.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.00 JobasneHa komaHgaa interface encryption wpa3.

3.27.58 interface encryption wpa3 suite-b

OnucaHwue BkntounTb anroputmel obecnedeHuns 6esonacHoctn WPA3 ans 3awmnTel
KOH$UMAeHUMaNnbHbIX AaHHbIX Suite-B B WPA Enterprise. o ymonyaHuio
bYHKUMA OTKAOYEHa.

Mpejukc no Het
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica WiFi

CuHoncuc I (config-if)>  encryption wpa3 suite-b

Mpumep (config-if)> encryption wpa3 suite-b
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPointl": »
WPA3 SuiteB enabled.

VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onucaHvie

3.01 [JlobaBneHa komaHga interface encryption wpa3 suite-b.

3.27.59 interface flowcontrol

OnucaHwue HacTtpolika ynpasneHus notokoM Ethernet Tx/Rx. Mo ymonyaHuo GyHKLUNS
BK/ItOYEHa.

KomaHga ¢ npedurkcom no otkaroyaeT GyHKLMIO.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbI/i BBog, Het
Tun nHTepdeiica Ethernet

CuHoncuc I (config-if)>  flowcontrol on

I (config-if)> no flowcontrol [send]
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
send Kno4yesoe YnpaBneHve NoToKOM paboTaeT
c71080 ACUHXPOHHO.
Npumep (config-if)> flowcontrol on

Network::Interface::Ethernet: "GigabitEthernet0/0": flow control »
enabled.

(config-if)> no flowcontrol send
Network::Interface::Ethernet: "GigabitEthernet0/0": flow control »
send disabled.

UcTopuns nameHeHuii

Bepcus OnucaHve

3.27.60 interfa

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

2.08 JlobaBneHa komaHaa interface flowcontrol.

ce ft enable

BrntounTb nogaep>ky FT ana Toukm goctyna (FT Over the Air, OTA) B pamkax
cTaHpapTa IEEE 802.11r. o ymonuyaHuio napameTp OTK/HOYEH.

[na npaBunbHoOM paboTsl FT Mexay Toukamu goctyna 2,4 n 5 My Heobxoavmo
BbIMOJIHUTL C/lefytoLime YC10BUS:

* BKJ/tOYeHbl 06e Touku goctyna 2,4 Mun 5 My,
* Y HUX ofMHaKoBble SSID

* OHUV UMEIT OJMHAKOBbIE MapamMeTpbl 6e30MacHOCTY (TUM LWNPPOBaAHUA —
WPA2 nnn 6e3 napons, naposnb, N T. 4.).

KomaHga c npedunkcom no yganseTt HacTPOKy.
Aa

Ja

Hert

AccessPoint

I (config-if)>  ft enable

I (config-if)> no ft enable

(config-if)> ft enable
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0/AccessPoint0": »
fast transition enabled.
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WcTopusa nsmeHeHum

(config-if)> no ft enable
Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0": »
fast transition disabled.

Bepcus

OnucaHmne

2.13

JobaBneHa komaHaa interface ft enable.

3.27.61 interface ft mdid

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun nntepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3.27.62 interface ft otd

OnucaHwne

YcraHoBuTb ngeHTndmkatop Mobility Domain gns FT. Mo ymonvaHuio
ncnonb3yetcs 3HaveHmMe KN.

KomaHga ¢ I'Ipeq)I/IKCOM Nno BO3BpaLlaeT 3HayeHne no yMmoad4aHuio.

Ja
Ja

Het

AccessPoint

(config-if)>

ft mdid wndid>

(config-if)> no ft mdid

AprymeHT

3HavyeHue

OnucaHue

mdid

CTpoka

3HaueHwue ngeHTndurkatopa Mobility Domain.
CoctonT 13 2 cumeonos ASCIL

(config-if)> ft mdid 1F
Network::Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition MDID set to "1F".

(config-if)> no ft mdid
Network::Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
fast transition MDID reset to default.

Bepcus

OnucaHue

2.13

JobaeneHa komaHga interface ft mdid.

Brarountb nogaepxky FT Over-the-DS (Distribution System) B pamkax
ctaHgapTa IEEE 802.11r. 3TOT TMN FT UCMNONb3yeTCa A1 POYMUHIa B
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Mpe¢ukc no

MeHsieT HaCTpPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

yCTapeBLUMX aBOHEHTCKMX YCTPOMCTBaX, Hanpumep, B TenedoHe iPhone 4s.

Mo yMo/lYaHMIO MapaMeTp OTK/IHOUEH.

KomaHza c npedurKcom no yaansieT HacTpowiky.

Aa
Ja
Het

AccessPoint

I (config-if)> ftotd

I (config-if)> no ft otd

(config-if)> ft otd

Network::Interface: :Rtx::AccessPoint:

fast transition OTD enabled.

(config-if)> no ft otd

Network: :Interface: :Rtx: :AccessPoint:

fast transition OTD disabled.

"WifiMasterQ@/AccessPoint0": »

"WifiMaster0@/AccessPoint0": »

Bepcus OnucaHve

213 JobaBneHa komaHaa interface ft otd.

3.27.63 interface hide-ssid

BkntounTb pexxmm ckpbiTvs SSID. Mpr ncnonb30BaHMM 3TON GYHKLMK, TOUKa
A0CTyNa He oTobpaXaeTcs B CMcKe AOCTYMNHbIX 6ecnpoBOAHbIX ceTel. Ho
eCnu No/b30BaTe o N3BECTHO O CyLLLeCTBOBAHMN 3TON CeTN U OH 3HaeT ee
SSID, TO cMOXeT NOAKNHOUYNTLCA K 3TOM ceTu. 10 yMOnYaHMIo pexmum

OnucaHune

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuvHoncuc

OTK/1HOYEeH.

KomaHaa ¢ npe¢prKCcoM nNo OTKIHOYAET 3TOT PEXUM.

Ja

Ja

HeT

Access Point

I (config-if)>  hide-ssid

I (config-if)> no hide-ssid
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Npumep (config-if)> hide-ssid
Network: :Interface: :Rtx::AccessPoint: "WifiMasterQ/AccessPoint0": »
SSID broadcasting disabled.

(config-if)> no hide-ssid
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
SSID broadcasting enabled.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobaeneHa komaHaa interface hide-ssid.

3.27.64 interface iapp auto

OnucaHwue CreHepupoBaTb katouY JAPP B aBTOMaTU4YeCKOM pexunme. s Toro, YTobbl
Ha3Ha4YNTb KJIHOY BPYYHYHO, UCNONb3YyliTe KoMaHay interface iapp key.

MNpedukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica Bridge

CuHoncuc I (config-if)>  iapp auto

MNpumep (config-if)> iapp auto
Network: :Interface: :Rtx::Iapp: Bridge® autoconfigured.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.03 Job6asneHa komaHgaa interface iapp auto.

3.27.65 interface iapp key

OnucaHwue YCTaHOBUTB KJIHOY MOBUALHOIO loMeHa JAPP Ansl ycneLHOM CUHXPOHU3aLnmn
MeXxJay ToukamMm A0CTyna, rae BkatodeH FT (komaHaa interface ft enable).
Toukn gocTyna AONMXKHbI NpUHagnexatb ogHol IP-noaceTtu. Mo ymonyaHumio
KJIOY He Ha3HauyeH.

KomaHga ¢ npedurkcom no yaanseT kitou.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la
MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Bridge
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Cunoncuc (config-if)>  iapp key <key»
(config-if)> no iapp key
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
key Crtpoka 3HaueHwVe koYa IAPP. MakcmanbHasa AMHa
KIo4Ya — 64 cumBona.
MNpumep (config-if)> iapp key 11223344556677
Network::Interface::Rtx::Iapp: Bridge0® key applied.
(config-if)> no iapp key
Network: :Interface: :Rtx::Iapp: Bridge® key cleared.
VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.13 Jlo6aBneHa komaHga interface iapp key.

3.27.66 interface idle-timeout

OonucaHue YCTaHOBUTb MHTePBa OTKAOYEHWS KnveHTa STA OT TOUKM AOCTyna rno
TallMayTy HeaKTUBHOCTM. [10 yMONYaHMIO NCMONb3YyeTCs 3HaYeHne 600.

KomaHga ¢ npeprKcoM No OTKOUaET HAaCTPOIKY.
MNpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica WiFiMaster

Cunoncuc (config-if)>  idle-timeout <idle-timeout>

(config-if)> no idle-timeout

AprymeHTbI AprymeHT |3HayeHue |OnucaHue

idle-timeout|lenoe uucno |3HayeHune TalimayTa B cekyHAax. MoxeT
NprHMMaTbL 3HayeHnsa oT 60 40 2147483646.

MNpumep (config-if)> idle-timeout 500
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": idle timeout »
value is 500 sec.

(config-if)> no idle-timeout
Network: :Interface: :Rtx::WifiMaster: "WifiMasterl": idle timeout »
disabled.
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WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

3.06

JobaeneHa komaHaa interface idle-timeout.

3.27.67 interface igmp downstream

OnucaHwue BkntounTb pexum paboTel IGMP Ha nHTepdeiice No HanpaBAeHUIO K

noTpebuTensam rpynnoBoii paccblikv. Ha ycTpoicTBe A0/KHA ObIThb 3anyLueHa
cnyxba service igmp-proxy. lonyckaeTcs Haan4yme HeCKoNbKUX HTepdericos

downstream.

KomaHpa ¢ nped)l/n(com Nno oTMeHdeT ,Cl,eI7ICTBI/Ie KOMaH/Abl.

Mpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog Het
Tun nHTepdeiica IP

CuHoncuc

I (config-if)>  igmp downstream

I (config-if)> no igmp downstream

Mpumep (config-if)> igmp downstream

(config-if)> no igmp downstream

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.00

JobasneHa komaHAa interface igmp downstream.

3.27.68 interface igmp fork

OnucaHwune BktounTb fy6nnpoBaHme NcxoaaLmx naketoB /GMP upstream B 3aaHHbIN

nHTepderc. lonyckaeTca Hanmume TonbKo ogHoro nHtepdeiica fork.

KomaHza ¢ npedprKCcOM no oTMeHsIeT AeCTBME KOMaHAbI.

MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuviHoncumc

I (config-if)>  igmp fork
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Mpumep

WcTopusa nsmeHeHum

I (config-if)> no igmp fork

(config-if)> igmp fork

(config-if)> no igmp fork

Bepcus

OnucaHune

2.00

Job6asneHa KomaHga interface igmp fork.

3.27.69 interface igmp upstream

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTpPOVKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

3.27.70 interface include

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKmn

BkntounTb pexum paboTel IGMP Ha nHTepdeiice No HaNpaBIEHUIO K
NCTOYHMKY FPYNNOBOW paccblikn. Ha ycTpoicTBe fo/KHa 6bITb 3anyLyeHa
cnyxba service igmp-proxy. /lonyckaeTca Haanuve ToAbKo OAHOMO
nHTepderica upstream.

KomaHga ¢ npe¢|/||<c0M no oTmMeHsaeT AEVICTBVIE KOMaHAbl.

Ja
Ja
Het

IP

I (config-if)>  igmp upstream

I (config-if)> no igmp upstream

(config-if)> igmp upstream

(config-if)> no igmp upstream

Bepcusa

OnucaHune

2.00

Jlo6aBneHa komaHga interface igmp upstream.

Yka3zaTb Ethernet-uHTtepdeiic, koTopblii byaeT Aob6aBneH B NPorpaMmMHbIi
MOCT B KayecTBe nopra.

KomaHga ¢ npedukcom no yaanset nHtepdeinc n3 mocra.

Ja
Aa
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MHorokpaTHbIl/i BBog, /[la

Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

Bridge
(config-if)>  include <interface»

(config-if)> no include <interface»

AprymeHT 3HauyeHue OnucaHue

interface msa Nms nnm ncesgoHum Ethernet nHtepodeiica,
uHTepgesica |KOTOPbLIV AO/IKEH BbITb BK/IKOUYEH B MOCT.

(config-if)> include ISP
Network: :Interface::Bridge: "Bridge0": ISP included.

(config-if)> no include
Network::Interface::Bridge: "Bridge0": removed ISP.

Bepcus OnucaHue

2.00 JobasneHa komaHaa interface include.

3.27.71 interface inherit

OnuncaHwne

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

YkaszaTb Ethernet-uHtepdeliic, koTopbliin byaeT AobaBneH B NporpaMmMHbIii
MOCT B KayecTBe nopTa. B otanume ot komaHapl include, komaHaa inherit
nepejaeTt MOCTY HEKOTOpPbIE HAaCTPOIKK AobaBnseMoro nHTepdeiica, Takme
kak IP-agpec, macky v IP-ncesgoHnMbI. MNpuy yaaneHnn nmbo caMoro MocTa,
6o nHTepderica N3 MoCTa, 3T HACTPOIKU, AaXKe eCIN OHU BbLIV M3SMEHEHbI,
6yAyT CKONMpoBaHbl 06paTHO Ha 0CBO6OAMBLLNICA NHTEepdeC.

KomaHga nossonseT Aob6aBUTb B MOCT MHTepdeiic, Yepes KOTOpbIN
OCyLLeCTBNSIETCS yNpaBneHue yCTPOMCTBOM, U He NOTepsiTb ynpasBfeHue.

KomaHga ¢ npedpurkcom no yaanset nHtepderic 3 MocTa, Bo3BpallaeT
nHTepdency HaCTpPoVikK, yHacnef0BaHHbIe paHee MOCTOM, 1 copacbiBaeT 3Tn
HaCTPOMKM y MOCTa.

Ja

Ja

Ja

Bridge

I (config-if)>  inherit <interface

I (config-if)> no inherit <interface»
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AprymeHTbl

Mpumep

UcTopuns nameHeHuii

AprymeHT 3HauyeHue OnuncaHwue
interface nms Vmsa nnn ncesgoHuM Ethernet nHtepdeiica,
MHTeppeiica |KOTOPbIA AO/KEH 6bITb BKIOYEH B MOCT.

(config-if)> inherit GigabitEthernet6/Vl1an3

Network: :Interface: :Bridge:

inherited in Bridgel.

(config-if)> no inherit

Network: :Interface: :Bridge:

"Bridgel": GigabitEthernet@/Vlan3 »

"Bridgel": inherit removed.

Bepcusa

OnucaHue

2.00

JobaeneHa komaHga interface inherit.

3.27.72 interface ip access-group

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncunc

AprymeHThl

MpuBA3aTb MMEHOBaHHbIM CNUCOK NpaBun ¢punbTpaumm (ACL, cm. access-list)
K nHTepdericy. NapameTp in nam out ykasblBaeT HanpasneHve Tpadpurka Ans
KOTOpOro byaeT npumeHATbca ACL. K ogHOMY MHTepdelicy MoXeT 6biTb

npmBs3aHoO HeckonbKo ACL.

KomaHga ¢ npedpurkcom no oTkntoyaeT ACL Ana ykazaHHoro nHtepderica n
HanpasneHus Tpaduka.

Ja
Aa
Ja
IP

(config-if)>

ip access-group acl> «direction

(config-if)> no ip access-group «acls> «direction

AprymeHT 3HauyeHue OnucaHwue

acl Ctpoka Cnuncok npasun ¢uabTpaumy,
npeaBapuTeNibHO CO3aHHbIN C MOMOLLbIO
KomaHapbl access-list.

direction in MpUMeHUTb GUNbTPaLMIO K BXOAALLIM
nakeTam.

out MNprMeHNTb PUABTPAaLMIO K NCXOAALLVM

nakeTtam.

Mpumep

(config-if)> ip access-group BLOCK in
Network::Acl: Input "BLOCK" access list added to "CdcEthernetl".
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(config-if)> ip access-group BLOCK out
Network::Acl: Output "BLOCK" access list added to "CdcEthernetl".

(config-if)> no ip access-group BLOCK in
Network::Acl: "BLOCK" access group deleted from "CdcEthernetl".

(config-if)> no ip access-group
Network::Acl: ALl access groups deleted from "CdcEthernetl".

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHaa interface ip access-group.

3.27.73 interface ip address

OnucaHune N3meHnTL IP-agpec n macky ceTeBoro nHTepeiica. Ecnm Ha nHTepdeiice
3anylieHa c1yxba aBToMaTUYeCcKon HacTPOoMKK agpeca, Hanpumep,
DHCP-knueHT (cM. interface ip address dhcp), To BpyuHyto ycTaHOBNEHHbIN
ajpec MoXeT 6bITb rnepesanucaH.

KomaHga ¢ npedurkcom no copacbiBaeT agpec Ha 0.0.0.0.
Mpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc (config-if)>  ip address <address> amask>

(config-if)> no ip address

AprymeHTbI AprymeHT |3HayeHue |OnucaHue
address IP-agpec AZpec ceTeBOro nHTepodeiica.
mask IP-macka Macka ceTeBoro nHtepéerica. Ecte gBa

cnocoba BBOAA Mackun: B KAHOHUYECKOM Bue
(Hanpwnmep, 255.255.255.0) n B BUAe
61TOBOV ANNHLI Npedukca (Hanpumep, /24).

Mpumep OZHO 1 TO Xe 3HayeHue ajpeca ceTu, cocTosLero ns IP-agpeca 1 mackuy,
MOXHO BBECTU ABYMS CMOCObaMu: yKa3aTb MacKy B KAHOHUYECKOM BUAE U
3a4aTb 6BUTOBYH ANMHY NpeduKca.

(config)> ip address 192.168.9.1/24
Network::Interface::Ip: "Bridge3": IP address is 192.168.9.1/24.

(config)> no ip address
Network::Interface::Ip: "Bridge3": IP address cleared.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface ip address.

3.27.74 interface ip address dhcp

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

WcTopusa nsmeHeHum

3anyctuTe DHCP-KAMeHT Ana aBToOMaTUYeCKOM HacTPOIKN ceTeBblX
napameTpoB: IP-agpeca 1 mackm nHTepdeiica, cepsepos DNS n winto3a no
YMONYaHUIO.

KomaHga ¢ npedpurkcom no octaHaBnmBaeT cnyxby DHCP-knneHTa, yaanset
ANHaMU4YeCcKn HacTpoeHHble NapaMeTpbl 1 BO3BPAaLLL@eT npebiayLime
HacTpolku IP-agpeca 1 macku.

Ja
Aa
HeTt

Ethernet

(config-if)>  ip address dhcp [ hostname <hostnames ]

(config-if)> no ip address dhcp

AprymeHT 3HaueHue |OnucaHue

hostname CTpoka MMsa xocTa, KOTopoe nepejaeTcs B nose
12-oin onuymum DHCP. 310 nmsa He
0653aTeNIbHO AOMKHO 6bITb TaKMM Xe, Kak
NMS XOCTa, BBeJeHHOe B npoLiecce
rno6anbHON HACTPOKMN.

(config-if)> ip address dhcp hostname QWERTY2
Dhcp::Client: Started DHCP client on ISP.

(config-if)> no ip address dhcp
Dhcp::Client: Stopped DHCP client on ISP.

Bepcus OnucaHve

2.00 Job6asneHa komaHaa interface ip address dhcp.

3.27.75 interface ip adjust-ttl recv

OnuncaHwne

N3meHnTb napameTp TTL Bcex NakeToB ANSA BXOAALLNX COEANHEH I
nHTepderica.

KomaHza ¢ npedrKcoM no OTMeHsIET HaCTPOIAKy.
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Mpedukc no

MeHsieT HaCTPOUKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

Ja
Ja
Het

IP

(config-if)>

ip adjust-ttl recv «recvs

(config-if)> no ip adjust-ttl recv

AprymeHT

3HauyeHve OnucaHwue

recv

Llenoe uucno BennuynHa nameHeHuns TTL. MoxeT
MPUHMMaTb 3HayeHusa oT 1 Ao 255

BK/ZTHOUNTENBHO.

(config-if)>
Network: :Interface::Ip:

ip adjust-ttl recv 1

(config-if)> no ip adjust-ttl recv

Network::Interface::Ip:

"CdcEthernet0": incoming TTL set to 1.

"CdcEthernet@": incoming TTL settings »

removed.

Bepcus OnucaHue

3.07 JobasneHa komaHaa interface ip adjust-ttl recv.
MpeabiayLee Ha3BaHWe kKOMaHAbl interface ip adjust-ttl.

3.27.76 interface ip adjust-ttl send

OnucaHune

MNpe¢ukc no

MeHsieT HaCTpPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

M3meHnTb NnapameTp TTL BCcex NakeToB AN NCXOAALLNX COeAVNHEHMIA

nHTepderica.

KomaHga ¢ npedrkcom no oTMeHseT HaCTPOIKY.

Aa
Ja
HeTt

IP

I (config-if)>  ip adjust-ttl send <send>

I (config-if)> no ip adjust-ttl send
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AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue

send llenoe unucno |BennunHa nameHeHus TTL. MoxeT
nprHMMaTb 3HayeHusa oT 1 Ao 255

BK/TOYNTEJIbHO.

(config-if)> ip adjust-ttl send 65
Network: :Interface::Ip: "CdcEthernetl": outgoing TTL set to 65.

(config-if)> no ip adjust-ttl send
Network: :Interface::Ip: "CdcEthernetl": outgoing TTL settings »
removed.

Bepcus OnucaHve

2.09 Jlo6aBneHa komaHga interface ip adjust-ttl send.

3.27.77 interface ip alias

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

YCTaHOBUTbL AOMNOAHUTENbHBIN IP-agpec 1 Macky ceTeBOro nHTepdeiica
(mceBAOHUM).

KomaHga ¢ npedurkcom no cobpacbiBaeT ykaszaHHbIl NceBAOHUM Ha 0.0.0.0,

TEM CaMbIM yaansisi ero. ECiv BbINOMHUTE KOMaHAY 6€3 aprymMeHTa, TO BecCb
CNUCOK NCEBAOHNMOB BYAET OUULLEH.

Ja

Aa

[Ja

IP, Ethernet

(config-if)>  ip alias «address> anask»

(config-if)> no ip alias [ <address> anask> ]

AprymeHT 3HauyeHue OnucaHue

address IP-agpec JlononHUTeNbHbIN agpec ceTeBoro
nHTepoderica.
mask IP-macka JononHuntenbHaa Macka CeTeBoro

nHTepdeiica. EcTb ABa cnocoba BBOZa MacKU:
B KAHOHMYECKOM BUje (Hanpumep,
255.255.255.0u1 B Buge 6UTOBOI ANTNHBI

npedukca (Hanpumep, /24).
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Mpumep

UcTopus nsmeHeHwnii

(config-if)> ip alias 192.168.1.88/24
Network::Interface::Ip: "WifiMasterl/WifiStation@": alias 0 is »
192.168.1.88/24.

(config-if)> no ip alias 192.168.1.88/24
Network: :Interface::Ip: "WifiMasterl/WifiStation@": alias 0 reset »
to 0.0.0.0/0.

(config-if)> no ip alias
Network: :Interface::Ip: "WifiMasterl/WifiStation@": all aliases »
removed.

Bepcus OnucaHue

2.00 JobaBneHa komaHga interface ip alias.

3.27.78 interface ip dhcp client broadcast

OnucaHune

Mpejukc no

MeHsieT HaCTpPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nsmeHeHnii

YcTaHoBUTb 6UT broadcast B coobeHnsx DHCP Discover, ykasbiBatoLwmia
Ha CNocob oTrnpaBkK OTBeTa 06paTHO KANEHTY. Mo yMonyYaHuo napamMmeTp
OTKJIHOUEH.

KomaHga ¢ npedurkcom no yganseTt HaCTPOKy.

Aa

Ja

Het

Ethernet

I(conﬂ94ﬂ> ip dhcp client broadcast

IKonﬁg4ﬂ>noipdhcpclientbroadcast

(config-if)> ip dhcp client broadcast
Dhcp::Client: ISP DHCP client request broadcast enabled.

(config-if)> no ip dhcp client broadcast
Dhcp::Client: ISP DHCP client request broadcast disabled.

Bepcus OnucaHve

2.15 JobaeneHa komaHga interface ip dhcp client broadcast.

3.27.79 interface ip dhcp client class-id

OnuncaHwmne

YKasaTb Npon3BOAUTENS YCTPOCTBA, Ha KOTOPOM paboTtaeT DHCP-KNNeHT
(onuwusa dhcp 60).
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KomaHga c npedurkcom no yganseTt HacTPOWKy.
Mpedukc no Ja
MeHsieT HacTpoilikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Ethernet

CnHoncuc (config-if)>  ip dhcp client class-id «class>

(config-if)> no ip dhcp client class-id

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
class-id Ctpoka Ha3BaHuve npomnssoanTens yCTpoiicTBa,
3aKJIlOYeHHOe B /IBOViHble KaBblYKN.

NMpumep (config-if)> ip dhcp client class-id "4G"
Dhcp::Client: ISP DHCP client vendor class is set to "4G".

(config-if)> no ip dhcp client class-id
Dhcp::Client: ISP DHCP client vendor class is cleared.

VICTOleﬂ U3MeHeHUnA Bepc”ﬂ onvcaHue

2.02 Job6asneHa komaHga interface ip dhcp client class-id.

3.27.80 interface ip dhcp client debug

OnucaHune BKIOUNTL OTNAA0UHbIN PeXUM. B 0TIaZ0UHOM peXXrMe B CUCTEMHbIN XXypHan
BbIBOANTCA Noapo6bHasa nHbopmauymsa o pabote DHCP-knneHTa.

KomaHaa ¢ npedrKcom no oTKNHOYaeT OTAAA0UHbIN PEXMM.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nutepdeiica Ethernet

Cutoncnc I (config-if)>  ip dhcp client debug

I (config-if)> no ip dhcp client debug

Mpumep (config-if)> ip dhcp client debug
Dhcp::Client: ISP DHCP client debug enabled.
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(config-if)> no ip dhcp client debug
Dhcp::Client: ISP DHCP client debug disabled.

VICTOleﬂ n3MeHeHuiA Bepc”ﬂ onvucaHue

2.01 JobasneHa komaHgaa interface ip dhcp client debug.

3.27.81 interface ip dhcp client displace

OnucaHwne BbiTecHUTb CTaTUYeCcKN agpec nHTepdeiica what B cnydae ecnm oH
KOH®INKTYeT C agpecom, nonyvyeHHsiM DHCP-K11MeHTOM OCHOBHOIO
nHTepderica.

[JaHHasi KoMaHAa BbIMOHAETCA aBTOMATNYeCKM Npu nogkatoyeHnn USB
Ethernet aganTtepa. Mocne 3Toro NPOVCXOANT COXPaHeHe KOHGUrypaumm 1
nepesarpyska yCcTpoiicTBa.

KomaHga c npedrKkcom no oTMeHsIeT BbITeCHEHME AJIA YKa3aHHOTro
nHTepderica.

Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOg, [a
Tun nHTepdeiica Ethernet

Cunoncuc (config-if)>  ip dhcp client displace whats[ check-session ]

(config-if)> no ip dhcp client displace whats [ check-session ]

AprymeHTbI AprymeHT 3HauyeHue OonucaHue
what nms MMs nnm nceBAOHUM nHTepdeiica, yei
uHTeppeiica cTaTnyeckuin agpec byaeT BblITECHEH.
check-session |Knwuyesoe Mpu Hanu4nn akTMBHOM cecnm SCGI, He
C/1080 paspeLuaTb nepesarpysky 1 CMeHy

ceTeBOro agpeca poyrepa. [1o ymonyaHuwo
KomaHaa gobaensietca Bdefault-config.

Mpumep (config-if)> ip dhcp client displace Home
Dhcp::Client: ISP added "Home" displacement.

(config-if)> ip dhcp client displace Home check-session
Dhcp::Client: ISP added "Home" displacement.

(config-if)> no ip dhcp client displace Home
Dhcp::Client: ISP deleted "Home" displacement.
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WcTopusa nsmeHeHum

(config-if)> no ip dhcp client displace Home check-session
Dhcp::Client: ISP deleted "Home" displacement.

Bepcus OnucaHue
2.03 Job6asneHa komaHga interface ip dhcp client displace.
2.15 [JobasneH aprymeHT check-session.

3.27.82 interface ip dhcp client dns-routes

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CviHoncuc

Mpumep

UcTopus nsmeHeHwnii

BraounTb aBTOMaTryeckoe JobasneHme XocT-MapLupyTos 4o DNS-cepsepos,
nonyyeHHbIx oT DHCP-cepBepa. o yMon4yaHuo HaCcTPOoika BKAKOUEHa.

KomaHza c nped1KcomM no oTKIOYaeT HaCTPOWKY.

Ja
Ja

HeT

Ethernet

I (config-if)>  ip dhcp client dns-routes

I (config-if)> no ip dhcp client dns-routes

(config-if)> ip dhcp client dns-routes
Dhcp::Client: ISP DHCP client DNS host routes are enabled.

(config-if)> no ip dhcp client dns-routes
Dhcp::Client: ISP DHCP client DNS host routes are disabled.

Bepcusa

OnucaHune

2.00

[Jlo6aBneHa komaHga interface ip dhcp client
dns-routes.

3.27.83 interface ip dhcp client fallback

OnucaHune

MNpejukc no

MeHsieT HacTpoiKkmn

YCTaHOBUTbL 3af,aHHbI MONb30BaTeNeM CTaTUYeCKNi ajpec B ciiy4dae
BO3HMKHOBEHUs owmnboK npu pabote DHCP.

KomaHza c nped1KcoM no OTMeHsIeT HaCcTPOIAKy, 1 yCTaHaBVBaeT agpec

0.0.0.0..

Ja
Ja
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MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

Het

Ethernet

(config-if)>  ip dhcp client fallback <type>

(config-if)> no ip dhcp client fallback

AprymeHT 3HauyeHue OnucaHue

type CTpoka Tun IP-agpeca. B HacTosLee BpeMs
peanin3oBaH TONbKO OAMH TN — static.

(config-if)> ip dhcp client fallback static
Dhcp::Client: A DHCP address fallback is static.

(config-if)> no ip dhcp client fallback
Dhcp::Client: A DHCP address fallback set to zero for "ISP".

Bepcus OnucaHue

2.05 Job6asneHa komaHgaa interface ip dhcp client fallback.

3.27.84 interface ip dhcp client hostname

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbI

Mpumep

HasHaunTb nms xocta, koTopoe oTrnpasndetca B8 DHCP-3anpoce.
KomaHga ¢ npedunkcom no Bo3BpaLlaeT XocTy MMs Mo YMONYaHUIO.
Ja

Ja

Het

Ethernet

(config-if)>  ip dhcp client hostname <hostname>

(config-if)> no ip dhcp client hostname

AprymeHT 3HauyeHue OnucaHwue

hostname Crpoka MIMa xocTa Ana Ha3Ha4veHus.

(config-if)> ip dhcp client hostname MYHOME
Dhcp::Client: ISP DHCP client hostname is set to MYHOME.

(config-if)> no ip dhcp client hostname
Dhcp::Client: ISP DHCP client hostname is reset to default (HOME).
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.00

[JlobaBneHa komaHaa interface ip dhcp client hostname.

3.27.85 interface ip dhcp client name-servers

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

NcTopusa nsmeHeHum

Vicnonb3oBaTb agpeca cepsepos DNS nonyyeHHble no DHCP. 1o ymon4aHuio
3Ta $yHKLMSA BKAOYEHA.

KomaHga c npedpurkcom no 3anpeLLaeT NCnonb3oBaTh agpeca DNS-cepsepos
nosiydeHHble rno DHCP.

Ja
Aa
HeTt

Ethernet

I (config-if)>  ip dhcp client name-servers

I (config-if)> no ip dhcp client name-servers

(config-if)> ip dhcp client name-servers
Dhcp::Client: ISP DHCP name servers are enabled.

(config-if)> no ip dhcp client name-servers
Dhcp::Client: ISP DHCP name servers are disabled.

Bepcus

OnucaHune

2.00

Job6asneHa komaHgaa interface ip dhcp client
name-servers.

3.27.86 interface ip dhcp client release

OnucaHune

Mpejukc no

MeHsieT HacTpoiKkmn

DHCP-knneHT ocBoboxaaeT apeHay IP-agpeca 1 yxoauT B CALLNYT pexXnm.
ELLe ogHO BbINONHEHME 3TOM KOMaHAbl nepeBoauT DHCP-knreHT B pexunm
aBTOMaTu4yeckoro rnonyyeHus IP-agpeca.

Het

Aa

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica

CuHoncuc

Ethernet

I (config-if)>  ip dhcp client release
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Mpumep (config-if)> ip dhcp client release
Dhcp::Client: IP address released.

VICTOleﬂ Mn3MeHeHuiA Bepc”ﬂ onvucaHue

2.03 Job6asneHa komaHgaa interface ip dhcp client release.

3.27.87 interface ip dhcp client renew

OnucaHue DHCP-knueHT ocBoboxaaeT apeHay IP-agpeca n nepexoanT B pexunm
noay4yeHus HOBOroO.

Mpejukc no Het
MeHsieT HacTpouikm  [a
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Ethernet

CuHoncuc I (config-ify>  ip dhcp client renew

Mpumep (config-if)> ip dhcp client renew
Dhcp::Client: IP address renewed.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.03 Jlo6baBneHa komaHga interface ip dhcp client renew.

3.27.88 interface ip dhcp client routes

OnucaHwue BkntounTb nonyyeHre MapLUpyToB OoT npoBakigepa (onuum dhep 33, 121,
242). Mo ymon4vaHu1to BKIKOYEHO. B HacTpoiikax oTobpaxkaeTcsi TONbKO C
npednKcom no.

KomaHga ¢ npedurkcom no oTKAoYaeT HaCTPOKY.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbI/i BBog, Het
Tun nHTepdeiica Ethernet

CuHoncuc I (config-if)>  ip dhcp client routes

I (config-if)> no ip dhcp client routes
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Mpumep

UcTopuns nameHeHuii

(config-if)> ip dhcp client routes
Dhcp::Client: ISP DHCP client static routes are enabled.

(config-if)> no ip dhcp client routes
Dhcp::Client: ISP DHCP client static routes are disabled.

Bepcus OnucaHve

2.05 Jlo6aBneHa komaHga interface ip dhcp client routes.

3.27.89 interface ip flow

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CunHoncuc

AprymeHThl

Mpumep

BkntounTb ceHcop NetFlow Ha 3aaaHHOM UHTepdelice. Mo yMONYaHWIO 3TOT
napameTp OTK/IHOYEH.

KomaHga ¢ npedpurkcom no oTkatouaeT ceHcop NetFlow.
Ja

Aa

Het

IP

(config-if)> ip flow«directiom

(config-if)> no ip flow

AprymeHT 3HaueHue |OnucaHue
direction ingress Céop BxogdLero Tpaduka.
egress C6op ncxogsulero Tpaduka.
both C6op 1 BXOAALLEro, U NCXoAALLEro
Tpaduka.

(config-if)> ip flow ingress
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "ingress" direction.

(config-if)> ip flow egress
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "egress" direction.

(config-if)> ip flow both
Netflow: :Manager: NetFlow collector is enabled on interface »
"Home" in "both" direction.

182

CnpaBoyHUK koMaHg — 4G (KN-1211)



naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.1 Jlo6aBneHa komaHga interface ip flow.

3.27.90 interface ip global

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOMKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbI

Mpumep

YcTaHoBUTb Anst HTepdelica cBolicTBO «global» c napameTpoM. 3To CBONCTBO
Heo6X0AMMO ANS YCTaHOBKW MapLUpyTa No yMoa4aHunto, paboTsbl
DynDNS-knveHTa 1 NAT. MoxHo npeactaBnath global-nHtepdeincel, kak
BejyLLUue B r106anbHy0 CeTb (B MHTEPHET).

MNapameTp ceoicTBa «global» BavseT Ha npuopuTeT nHTepdelica B Npase
YCTaHOBUTb MapLUpPYT N0 yMOAYaHWI0. Yem npropuTeT 6onbLue, Tem
XenatenbHee 4151 NO/1b30BaTess BbIXOZ, B r1106a1bHY0 CeTb Yepes yKa3aHHbIN
nHTepdeiic. C NOMOLLIbIO NpropuUTeTa peanmsyeTcs PyHKLNSA pe3epBUpOBaHNSA
noaxntoveHns B HTepHeT (WAN backup) «global».

Mo ymonuaHuo HacTpolika OTKAOUYEHa.
KomaHgaa ¢ npedurKcom no yaanseTt CBOMCTBO.
Ja

Ja

HeTt

IP

(config-if)> ip global (xpriority> | order <order> | auto)

(config-if)> no ip global

AprymeHT 3HauyeHue |OnucaHue

priority lenoe uucno |MproputeT nHTepderica npm ycTaHOBKe
MapLupyTa no ymon4daHuto. Moxer
npMHMMaTb 3HayeHunsa ot 1 4o 65534.

order Lenoe umncno |OTHOCUTENBHbIA NPUOPUTET MEXAY
nHTepdericamn. MoxeT NPUHNMATb
3HaueHus ot 0 10 65534, Ho He 6osee, uem
KONN4YecTBO rnobanbHbIX MHTepdencoB.

auto Knio4yesoe ABTOMaTM4YeCcKoe BblUMCNeHne

C/1080 npuoputeta nHTepdeiica. iHtepdeiic
pacnonaraeTcs 6mxKe K KOHLY CrncKa, HO
BblLLe nopsaaka X.

(config-if)> ip global 10
Network::Interface::IP: "L2TPO": global priority is 10.

(config-if)> ip global order 0
Network: :Interface::IP: "L2TPO": order is 1.
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(config-if)> ip global auto
Network::Interface::IP: Global priority recalculated.

(config-if)> no ip global
Network::Interface::IP: "L2TP0": global priority cleared.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue
2.00 Jlo6aBneHa komaHga interface ip global.
2.09 Jlo6aBneHbl aprymeHThl order v auto.

3.27.91 interface ip mru

OnucaHue YcTtaHoBUTbL 3HaveHne MRU koTopoe byaeT nepesaHo yaaneHHOMY y3/1y Npu
yCTaHOBNeHNW coeanHeHuna PPP (IPCP). [lo ymon4yaHuIo Ucnonb3yeTca
3HaueHue 1460.

KomaHga c npedunkcom no oTMeHseT fecTBNe KOMaHAbI.
Mpedukc no Ja
MeHsieT HacTpoilikn  [a
MHorokpaTtHbIiA BBOA, Het
Tun nHTepdeiica PPP

CuHoncuc (config-if)>  ip mru amru

(config-if)> no ip mru

AprymeHTbI AprymeHT |3HayeHue |OnucaHue
mru Lenoe uucno |3HaveHune MRU.
Mpumep (config-if)> ip mru 1492

Network::Interface::Ppp: "PPPoEQ": MRU saved.

(config-if)> no ip mru
Network::Interface::Ppp: "PPPoEO": MRU reset to default.

VICTOleﬂ M3MeHeHWiA Bepc”ﬂ onvcaHue

2.00 JobasneHa koMmaHgaa interface ip mru.

3.27.92 interface ip mtu

OnucaHue YcTaHoBUTL 3HaveHue MTU Ha ceTeBOM MHTepdeiice. MNpu ycTaHOBAEHUN
coefMHeHWs No npoTokony PPP (IPCP), yaaneHHOMY y31y OyAyT OTAPaBAsaTLCA
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naBa 3 OnncaHme KOMaHA,

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

nakeTbl yka3aHHoOro pasmepa MTU aaxe ecnw ToT 3anpocun MTU MmeHbLUero
3HayeHws.

KomaHga c npedurkcom no cobpackiBaeT 3HadeHue MTU Ha To, KOTopoe 6b110
[0 NepBoOro NPUMeHeHNs KOMaHAbl.

Aa
Ja
Het

IP

(config-if)>  ip mtu wmtw

(config-if)> no ip mtu

AprymeHT 3HauyeHue OnuncaHwue

mtu UYenoe uucro |3HauveHune MTU. MoxeT NPUHUMAaTb 3HaYeHNs
oT 64 g0 65535 BKAOUNTENBHO.

(config-if)> ip mtu 1500
Network: :Interface::Base: "GigabitEthernetl": static MTU is 1500.

(config-if)> no ip mtu
Network::Interface::Base: "GigabitEthernetl": static MTU reset »
to default.

Bepcus OnucaHve

2.00 Jlo6aBneHa komaHga interface ip mtu.

3.27.93 interface ip nat loopback

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

BkntounTb 06paTHyto TpaHcnauuto agpecos (NAT loopback) ana otnpasku
NOKanbHbIX 3aNpPOCOB SI0KaNbHOMY cepBepy 13 VIHTepHeTa. [1o ymonyaHumto
3TOT NapamMeTp BKAtOUEH AN HTepdelicos JlomallHel ceTu (YypoBHU
b6e3onacHocTu private un protected).

KomaHga ¢ npedpurkcom no oTkntovaet NAT loopback.
Ja

Aa

Het

IP
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CuHoncuc I (config-if)>  ip nat loopback

I (config-if)> no ip nat loopback

Mpumep (config-if)> ip nat loopback
Network: :StaticNat: NAT loopback is explicitly enabled on "Home".

(config-if)> no ip nat loopback
Network::StaticNat: NAT loopback is explicitly disabled on "Home".

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.1 JobasneHa komaHaa ip nat loopback.

3.27.94 interface ip remote

OnucaHune YCTaHOBUTb CTaTUYeCcKni agpec yaaneHHoro ysna.
Mpe¢ukc no [Ja

MeHsieT HacTpouikm  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica PPP

CnHoncuc (config-if)>  ip remote address»

(config-if)> no ip remote

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
address IP-appec Ajpec yaaneHHOro ysna.
NMpumep (config-if)> ip remote 192.168.2.19

Network::Interface::Ppp: "L2TPO": remote address saved.

(config-if)> no ip remote
Network::Interface::Ppp: "L2TPO": remote address erased.

VlCTOleﬂ M3MeHeHunA Bepcmﬂ onvcaHue

2.00 Jlo6aBneHa komaHga interface ip remote.

3.27.95 interface ip tcp adjust-mss

OnucaHune YCTaHOBUTbL OrpaHNYeHre MakCMMasibHOro pasmepa cerMeHTa NCXoAALLMX
ceccmin TCP. Ecnm 3HaveHme MSS, KOTopoe nepegaeTcs B NoJie 3arofioBka
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naBa 3 OnncaHme KOMaHA,

Mpejukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

SYN-nakeToB, npeBbIllaeT 3ajaHHOe, KOMaH4a MeHdeT ero. KomaHza

npuMeHsieTcs K nHTepdeiicy 1 AecTByeT Ha Bce ncxoasaiyye TCP SYN-nakeTbl.

KomaHgaa ¢ npedrKcoM no oTMeHsIeT AeiCTBMEe KOMaHAbI.
Aa

Ja

HeTt

IP

(config-if)>  ip tcp adjust-mss (pmtu | anss>)

(config-if)> no ip tcp adjust-mss

AprymeHT (3HauyeHue OnucaHwue

pmtu KmiwyeBoe c¢1080|YCTaHOBWUTL BEPXHIOKO rpaHuLy MSS,
paBHYy0 MUHVManbHOMY MTU Ha nyTn K
yAaneHHoMmy y3ny.

mss Llenoe u4ucno MSS BepxHAsa rpaHuua.

(config-if)> ip tcp adjust-mss pmtu
Network::Interface::Ip: "L2TPO": TCP-MSS adjustment enabled.

(config-if)> ip tcp adjust-mss 1300
Network::Interface::Ip: "L2TPO": TCP-MSS adjustment enabled.

(config-if)> no ip tcp adjust-mss

Network::Interface::Ip: "L2TPO": TCP-MSS adjustment disabled.

Bepcus OnucaHue

2.00 Job6asneHa KkomaHga interface ip tcp adjust-mss.

3.27.96 interface ipcp default-route

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOUKN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

Ncnonb3oBaTb agpec yaaneHHOoro y3na Kak LUAt3 Mo YMOAYaHUI0.

KomaHga ¢ ﬂpe¢I/IKCOM no 3anpewiaeT nsSMeHeHre WaK3a No ymoa4aHuio.

Ja
Ja

Het

PPP
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CuvHoncuc

Mpumep

WcTopus nsmeHeHum

I (config-if)>  ipcp default-route

I (config-if)> no ipcp default-route

(config-if)> ipcp default-route
Using peer as a default gateway.

Bepcus OnucaHue

2.00 Job6asneHa komaHgaa interface ipcp default-route.

3.27.97 interface ipcp dns-routes

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

Ncnonb3oBaTtb MapLUpyThl nofy4eHHble no IPCP. Mo ymon4aHuio HacTpoiika
BK/IlOYEHa.

KomaHga c npedunkcom no yganseTt HacTPOKy.
Ja

Ja

Hert

PPP

I (config-if)>  ipcp dns-routes

I (config-if)> no ipcp dns-routes

(config-if)> ipcp dns-routes
DNS routes enabled

(config-if)> no ipcp dns-routes
DNS routes disabled

Bepcus OnucaHve

2.02 Jlo6aBneHa komaHga interface ipcp dns-routes.

3.27.98 interface ipcp name-servers

OnucaHwne

Mpedukc no

VMcnonb3oBaTk agpeca cepsepoB DNS, noayyeHHble no IPCP. o ymon4aHuio
HaCTpoiiKa BKIOYEHa.

KomaHga c npedumkcom no 3anpeLlaeT Ncnonb30oBaTh ajpeca cepsepos DNS
noJsiyyeHHsble ro IPCP.

Ja
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MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica PPP

Cunoncuc I (config-if)>  ipcp name-servers

I (config-if)> no ipcp name-servers

Mpumep (config-if)> ipcp name-servers
using remote name servers.

(config-if)> no ipcp name-servers
not using remote name servers.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobasneHa komaHgaa interface ipcp name-servers.

3.27.99 interface ipcp vj

OnucaHue Bkntountb cxaTtume 3aronoekoB TCP/IP meTogom BaH SlkobcoHa. Mo
YMONYaHMIO HAaCTPOIKa OTKIOUEHa.

KomaHaa ¢ npedrKcom no oTKNtouaeT oxaTume.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun uHTepdderica PPP

CuiHoncuc (config-if)>  ipcp vj [cid]

(config-if)> no ipcp vj

AprymeHTbI AprymeHT 3HaueHue OonucaHue
cid Knwyesoe Brnrountb coxatmne Connection ID B
C/10BO 3aroJioBKax.
Mpumep (config-if)> ipcp vj cid

V] compression enabled.

(config-if)> no ipcp vj
V] compression disabled.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.03 Jo6aBneHa komaHga interface ipcp vj.

3.27.100 interface ipsec encryption-level

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Mpumep

3asaTb YpoBeHb LNPOBaHUA Ans [Psec-COefNHEHWS], aBTOMATNYeCKM
CBSI3aHHOTO C TYHHesleM. 3HaueHue No ymon4vaHuto — normal.

Moapo6bHOe onrcaHme Kaxaoro ypoBHS MPUBOAUTCS B [1pUIoXeHN .

KomaHaa ¢ npepurKcom no ycTaHaBNMBaeT ypoBeHb LW$POBaHMA NO
YMONYaHUIO.

Ja
Ja
Het

Secure

(config-if)>

ipsec encryption-level <level>

(config-if)> no ipsec encryption-level

AprymeHT 3HauyeHue OnucaHwue
level weak Cnabblii ypoBeHb, BKAKOUYeHbl anropnTmbl DES
n MD5.
normal CoBMeCTUMBIN € 60BLLUNHCTBOM CUCTEM

ypoOBeHb, npuoputeT oTaaetca AES128 n
SHAT1.

normal-3des

CoBMeCTMbIN C 60NbLUNHCTBOM CUCTEM
ypoBeHb, npuoputeT otgaetca 3DES 1 SHA1T.

strong CaMblii CUNbHBI YpOBeHb, 06a3aTe/IbHO
BktoUeH PFS, npnopuTeT oTgaetcs AES256
n SHAT.

weak-pfs To xe camoe, UToO N weak, HO AN BTOPOWA
da3bl BKAOUeH PFS group 1w 2.

normal-pfs |To e camoe, YTO U normal, HO AN BTOPOWA

¢dasbl BkAto4veH PFS group 2 n 5.

normal-3des-pfs

To e camoe, uto N normal-3des, HO AN
BTOpPO ¢pa3bl BKAtoUeH PFS group 51 14.

(config-if)> ipsec encryption-level weak
Network: :Interface::Secure: "Gre0": security level is set to »

"weak" .
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(config-if)> no ipsec encryption-level
Network::Interface::Secure: "Gre0": security level was reset.

WcTopuns nsmeHeHunit |Bepcus

OnucaHmne

2.08

Job6asneHa komaHgaa interface ipsec encryption-level.

3.27.101 interface ipsec force-encaps

OnucaHue BkounTb noasepxky NpUHYANUTENbHOW nHKancynaumm ESP 8 UDP ans
KANEHTCKMX TyHHener. Mo yMonyaHuto ata yHKLMA OTKI0YEHa.

KomaHza ¢ npedrKcoM no OTMeHsIeT HaCTPOIAKy.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHtepdeiica Secure

CvHoncuc

I (config-if)>  ipsec force-encaps

I (config-if)> no ipsec force-encaps

Mpumep (config-if)> ipsec force-encaps
Network::Interface::Secure: Force ESP in UDP encapsulation »

enabled.

(config-if)> no ipsec force-encaps
Network: :Interface::Secure: Force ESP in UDP encapsulation »

disabled.

WcTopus nsmeHeHnii |Bepcus

OnucaHue

2.12

Jlo6aeneHa komaHga interface ipsec force-encaps.

3.27.102 interface ipsec ignore

OnucaHwne OTKNOUNTE 06paboTKy BXOAALLMX IKE-NakeToB CnyXbbl IPsec Ha nHTepdeiice.

KomaHga c npednkcom no oTMeHseT HaCTPOIKY.

MNpejukc no Ja
MeHsieT HacTpoilikn  [a
MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica Secure
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CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I (config-if)>  ipsec ignore

I (config-if)> no ipsec ignore

(config-if)> ipsec ignore
IpSec: :Manager: Interface "Gre0" added to IPsec ignore list.

(config-if)> no ipsec ignore
IpSec::Manager: Interface "Gre0" removed from IPsec ignore list.

Bepcus OnucaHve

2.10 JobasneHa komaHgaa interface ipsec ignore.

3.27.103 interface ipsec ikev2

OnucaHune

Mpedukc no
MN3MeHNTb HacTpoiiku
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CvHoncuc

Mpumep

WcTopusa nsmeHeHwnii

Bkntountb npotokon IKEV2 anqa IPsec-coeMHeEHUS, aBTOMaTU4eCcKmn
CBA3aHHOrO C TyHHeneM. 1o ymon4aHuio ncrnonbsyetca npotokon IKEv1.

KomaHga ¢ npednkcom no BO3BpaLLLAET 3HaUeHMe No YMOTHaHMIO.
Ja

Ja

Het

Secure

I (config-if)>  ipsec ikev2

I (config-if)> no ipsec ikev2

(config-if)> ipsec ikev2
Network: :Interface: :Secure: IKEv2 is enabled.

(config-if)> no ipsec ikev2
Network: :Interface: :Secure: IKEv2 is disabled, enable IKEvl.

Bepcus OnucaHue

2.10 Jo6aBneHa komaHaa interface ipsec ikev2,

3.27.104 interface ipsec nail-up

OnucaHune

BkaounTb aBTOMaTnyeckme NaMeHeH s CeKpeTHbIX Katouen aas TyHHenemn
L2TP/IPsec, EolP/IPsec, Gre/IPsec, IPIP/IPsec. o ymon4yaHuto napameTp
BKJ/THOUEH.

KomaHga ¢ npedurkcom no oTKAUaeT HaCTPOKY.
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Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiia BBog, Het

Tun nutepdeiica Secure

CuHoncnc I (config-if)>  ipsec nail-up
I (config-if)> no ipsec nail-up
Mpumep (config-if)> ipsec nail-up

Network::Interface::Secure: SA renegotiation enabled.

(config-if)> no ipsec nail-up

Network: :Interface::Secure: SA renegotiation disabled.

VICTOpI/Iﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.12 Jlo6aBneHa komaHga interface ipsec nail-up.

3.27.105 interface ipsec name-servers

OnucaHwue Mcnonb3oBatbk agpeca cepsepoB DNS nonyyeHHble yepes IKEv1 nan IKEv2
IPsec cepep. 1o ymonyaHumto GyHKLNS BKAKOYEHa.
KomaHga c npedurkcom no 3anpeLyaeT ncnosb3osatb agpeca DNS
nony4veHHble Yepes IKEv1 nnn IKEv2 IPsec cepsep.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la
MHorokpaTHbI/i BBog, Het

Tun nHTepdeiica Secure

CnHoncuc I (config-if)>  ipsec name-servers
I (config-if)> no ipsec name-servers
Mpumep (config-if)> ipsec name-servers

IpSec::Interface::Ike: "IKEQ":

automatic name servers via IKE »

Configuration Payload are enabled.

(config-if)> no ipsec name-servers

IpSec::Interface::Ike: "IKEQ":

automatic name servers via IKE »

Configuration Payload are disabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.06 Jlo6aBneHa komaHga interface ipsec name-servers.

3.27.106 interface ipsec preshared-key

OnucaHue YcTtaHoBUTb KNtoY PSK ans IPsec-coegnHeEHWs, aBTOMAaTUYeCK CBA3AaHHOIo
C TYHHesieM. TakxXe BK/IoYaeT UCrnosib3oBaHue IPsec ANs 3TOro TYHHeNs.

KomaHza ¢ npedpurkcom no cbpacbiBaeT 3Ha4eHMe Kaya.
MNpedukc no Ja
MN3meHuTb HacTpoiiku [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Secure

CuHoncuc (config-if)>  ipsec preshared-key <key>

(config-if)> no ipsec preshared-key

AprymeHTbI AprymeHT 3HayeHue |OnucaHue
key Crtpoka 3HauyeHue cekpeTHoro PSK-kntoua.
Mpumep (config-if)> ipsec preshared-key 12345678

Network: :Interface::Secure: "Gre@": preshared key was set.

(config-if)> no ipsec preshared-key
Network::Interface::Secure: "Gre0@": preshared key was reset.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 Job6asneHa KkoMmaHaa interface ipsec preshared-key.

3.27.107 interface ipsec proposal lifetime

OnucaHune YcTaHOBUTb BpeMs XM3HU TpaHcpopmauumm IPsec Phase1 Ha nHTepdelice.
o ymonuaHuto ncnonb3yercs 3HayveHe 28800.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHUIo.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la
MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica Secure
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CuHoncuc (config-if)>  ipsec proposal lifetime (lifetime>
(config-if)> no ipsec proposal lifetime
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
lifetime lenoe umucno |Bpems Xun3Hm npeobpasoBaHusa IPsec B
cekyHAax. MoxeT npuHMMaTb 3Ha4YeHns oT
60 no 2147483647.
Mpumep (config-if)> ipsec proposal lifetime 222222
Network: :Interface::Secure: IPsec IKE proposal lifetime set to »
222222 s.
(config-if)> no ipsec proposal lifetime
Network: :Interface::Secure: IPsec IKE proposal lifetime reset »
to 28800 s.
VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue
2.1 Jlo6aBneHa komaHaa interface ipsec proposal lifetime.

3.27.108 interface ipsec transform-set lifetime

OnucaHune YCTaHOBUTbL BpeMs XM3HWN TpaHchopmaumm IPsec Phase2 Ha nHTepdelice.
Mo ymonuaHmio ncnonb3syetcs 3HayeHve 28800.

KomaHga ¢ npedunkcom no Bo3BpaLlaeT 3Ha4eHme no yMonyaHuio.
Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Secure

Cunoncuc (config-if)> ipsec transform-set lifetime «lifetimes

(config-if)> no ipsec transform-set lifetime

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
lifetime Lenoe umucno |Bpems xun3Hm npeobpasoBaHusa IPsec B
cekyHAax. MoxeT NpMHUMaTb 3Ha4YeHns oT
60 g0 2147483647.
Mpumep (config-if)> ipsec transform-set lifetime 2222222

Network::Interface::Secure: IPsec ESP transform-set lifetime set »
to 2222222 s.

4G (KN-1211) — CnpaBOYHNK KOMaHZA 1 95



naBa 3 OnncaHme KoOMaHp,

WcTopusa nsmeHeHum

(config-if)> no ipsec transform-set lifetime

Network: :Interface: :Secure:

reset to 28800 s.

IPsec ESP transform-set lifetime »

Bepcus

OnucaHmne

2.1

JobasneHa KkomaHgaa interface ipsec transform-set

lifetime.

3.27.109 interface ipv6 address

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

HactponTb IPv6-agpec Ha nHTepdeiice. Ecnu ykasaH aprymeHT auto, agpec
HacTpavBaeTcs aBToMaTnyeckn. BeBog agpeca Bpy4Hyto fenaeT ero

CTaTn4eCcKnMm.

KomaHga c npedurKcom no yaansieT HacTpoiiky.

Ja
Ja
Ja

(config-if)>

ipv6 address ( «address> | auto)

(config-if)> no ipv6 address [ «address; | auto]

AprymeHT 3HayeHue |OnucaHue

address IPv6-agpec |Aapec DNS-cepBepa

auto Knwouyesoe BKIOUNTL AUHaMMYeCKOe Ha3HaveHe
CJ/10BO ajpeca.

(config-if)> ipv6 address 2001:db8::1
Static IPv6 address saved.

Bepcus

OnucaHmne

2.00

JobasneHa komaHaa interface ipv6 address.

3.27.110 interface ipv6 force-default

OnuncaHune

Mpe¢ukc no

Ncnonb3oBath MHTepdeinc B KauecTBe LW/03a Mo ymondaHuio ans IPv6. Mo
YMOJIHaHUVIO NapamMeTp OTK/IHOUEH.

KomaHza ¢ npedurKcom no yaansieT HacTpoiiKy.

Ja
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MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc I (config-if)>  ipv6 force-default

I (config-if)> no ipv6 force-default
Mpumep (config-if)> ipvé force-default

interface is forced to be the default IPv6 gateway
NcTopus nsmeHeHuimi Bepcus onucaHue

2.00 Jlo6aBneHa komaHga interface ipv6 force-default.

3.27.111 interface ipv6 nhame-servers

OnucaHue Hactpoutb nonyueHmne nHpopmaumm ot DNS. Ecim ykasaH aprymeHT auto,
BrktovaroTcss DNS-3anpocel DHCPv6.

KomaHga c npedurkcom no yganseTt HacTPOWKy.
MNpejukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOA, Het

CuHoncnc (config-if)>  ipv6 name-servers (auto)
(config-if)> no ipv6 name-servers [auto]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
auto Kmouesoe BkntounTtb aBTOKOH$Urypauymto DNS.
C/10BO
Mpumep (config-if)> ipv6é name-servers auto
Name servers provided by the interface network are accepted.
VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvcaHue

2.00 Jlo6aBneHa komaHga interface ipvé name-servers.

3.27.112 interface ipv6 prefix

OnucaHue HactponTb generaumnio npedukca. Ecam ykasaH apryMeHT auto , npedpukc
3anpawvsaeTtca Yyepes DHCPv6-PD.
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KomaHaa ¢ npedurkcom no yaanseT HacTPOWAKY.
Mpedukc no Ja
MeHsieT HacTpoilikn  [a

MHorokpaTtHbIiA BBOg, Het

CuHoncnc (config-if)>  ipv6 prefix («prefix> | auto)

(config-if)> no ipv6 prefix [ prefix» | auto]
AprymeHTbI AprymeHTt 3HaueHue |OnucaHune

auto Knwyesoe BkntounTb generayuto npedukca.

€/10B0

prefix lpegukc YKasaTtb npedurKc BPyUHYHO.
Mpumep (config-if)> ipv6 prefix 2001:db8:43:abl2::/64

Static IPv6 prefix added.
VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JlobaBneHa komaHaa interface ipvé prefix.

3.27.113 interface ipvécp

OnucaHwue Bkntountb nogaepxky IPv6CP Ha 3Tane ycTaHOBAeHNA coegNHEeHNS.
KomaHga c npedumkcom no otkntouaeT IPV6CP.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTHbIi BBog, Het

Tun nHTepdeiica PPP

CuHoncUc I (config-if)>  ipvécp

I (config-if)> no ipv6cp

Mpumep (config-if)> ipv6cp
IPv6CP enabled.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.00 [JlobaBneHa komaHga interface ipvécp.
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3.27.114 interface Icp acfc

OonuncaHmne BknounTb cornacoBaHve napaMeTpoB OKATUS nosell KOHA/bH020 YpPOo8Hs
Address u Control. Tlo yMON4YaHWIO HaCTPOIKa OTKAOYEHa.

KomaHga ¢ npedrkcom no oTKI0YaeT aHHYIO OMNLMIO 1 BCe 3arnpochl
yAaneHHO CTOPOHbI Ha cornacoBaHme ACFC OTKIOHAKOTCS.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nutepdeiica PPP

CnHoncuc (config-if)>  lcp acfc [cid]

(config-if)> no lcp acfc

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
cid Krouesoe Bkntountb cxatne Connection ID B
CJ10BO 3arojioBkax.
NMpumep (config-if)> lcp acfc cid

ACFC compression enabled

(config-if)> no lcp acfc cid
ACFC compression disabled

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.03 Jlob6aBneHa komaHga interface Icp acfc.

3.27.115 interface Icp echo

OnucaHue 3agaTtb NpaBuaa TeCTMpoBaHUA coeamnHeHnsa PPP cpeactBamm LCP echo.
Mo ymonuaHuto interval paBeH 30, count paBeH 3.
KomaHgaa ¢ npedurkcom no oTkntovaet LCP echo.

Mpe¢ukc no [Ja

MeHsieT HacTpouikm  [la

MHorokpaTtHbIiA BBog, Het

Tun nHtepdeiica PPP
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Cunoncuc (config-if)>  lcp echo <intervals <count> [adaptive]
(config-if)> no lcp echo
AprymeHTbI AprymeHT |3HaueHme |OnucaHue
interval Uenoe uucno |VHTepBan mexay otnpaskamm LCP echo, B
cekyHgax. Ecnu B TeueHVe yka3aHHOro
WNHTepBa/ia BPEMEHW OT yAaNeHHOM CTOPOHbI
He 6b1n1 nonyuyeH LCP 3anpoc, e byaeT
OTMpaB/ieH Takol 3anpoc C OXnAaHneMm
oTteeTa LCP reply.
count Lenoe umucno |Konuuyectso oTrpaBieHHbIX NOAPSL 3anpocoB
LCP echo Ha KoTOpbIe He 6bi1 Mony4YeH oTBeT
LCP reply. Ecnn count 3anpocos LCP echo
ocTanucb 6e3 oTBeTa, coeaviHeHVe byaeT
pa3opBaHo.
adaptive Knyesoe Pppd 6yaeT oTnpaBnATe 3anpoc LCP echo
C/10B0 TONbKO B TOM C/lyyae, ecv OT yAaneHHOro
y3na HeT Tpaduka.
NMpumep (config-if)> lcp echo 20 2

WcTopusa nsmeHeHum

Network::Interface: :Ppp: '

(config-if)> no lcp echo
Network::Interface::Ppp: '

'"PPPoEQ": LCP echo parameters updated.

'"PPPOEO": LCP echo disabled.

Bepcus OnucaHve
2.00 Job6asneHa komaHaa interface Icp echo.
2.06 [JobaeneH napameTtp adaptive.

3.27.116 interface Icp pfc

OnucaHune

Mpedunkc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuvHoncuc

BKkntoumnTb cornacoBaHme napamMeTpoB CKaTus nos/s Protocol 8 3020108KaX
PPP. 0 yMON4YaHWMIO HaCTPOiKa OTK/KOYEeHa.

KomaHgaa ¢ npedrKcoOM no oTKAKOHaeT AaHHYIO OMLMIO 1 BCe 3anpochl
YAaNIeHHOM CTOPOHbI Ha cornacoBaHme PFC OTKIOHSAHOTCS.

Ja
Ja
Het

PPP

| (config-if)>  Llcp pfe [cid]
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AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

(config-if)> no lcp pfc

AprymeHT 3HauyeHue OnucaHwue
cid KmwyeBoe Bkntountb okatne Connection ID B
CJ/10BO 3arojioBkax.

(config-if)> lcp pfc cid
PFC compression enabled

(config-if)> no lcp pfc cid
PFC compression disabled

Bepcus

OnucaHmne

2.03

JobasneHa komaHga interface lcp pfc.

3.27.117 interface lldp disable

OnuncaHwmne
Mpe¢ukc no
MeHsieT HacTpoiikmn

MHorokpaTtHbIiA BBOJ,

CvHoncuc

Mpumep

UcTopuns nsmeHeHnii

OTKNOUNTL areHT LLDP Ha nHTepderice. Mo ymonyaHuto GyHKLNS BKIOYEHA.

KomaHga ¢ npedurkcom no BkarouaeT LLDP areHT.

Ja
Ja

Het

I(config-if)> 1ldp disable

| (config-if)> no Lldp disable

(config-if)> 1ldp disable
Network: :DiscoveryManager:

"ISP".

LLDP agent is disabled on interface »

(config-if)> no 1ldp disable
Network::DiscoveryManager: LLDP agent is enabled on interface »

"ISP".
Bepcus OnucaHve
2.1 Job6asneHa komaHgaa interface lldp disable.

3.27.118 interface mac access-list address

OnuncaHwne

Jo6asutb MAC-agpec B cnncok npasua ¢uabtTpaunm uHtepderica. Tun
Cnucka AoCTyna ycTaHaBAnBaeTca koMaHaol interface mac access-list type.
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Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHui

KomaHga c npedumkcom no yaanset ykasaHHbIn MAC-agpec n3 ACL.
Ja

Aa

Ja

Access Point

(config-if)> mac access-list address «address>

(config-if)> no mac access-list address «address>

AprymeHT 3HauyeHue OnucaHue

address MAC-apgpec MAC-agpec, KOTOpbIi HE06X0AMMO J,06aBUTb
BACL.

(config-if)> mac access-list address 64:a2:f9:53:b2:12
Network: :Interface: :Ethernet: "WifiMaster@/AccessPointl": added »
64:a2:f9:53:b2:12 to the ACL.

(config-if)> no mac access-list address 64:a2:f9:53:b2:12
Network: :Interface::Ethernet: "WifiMaster0/AccessPointl": removed »
64:a2:f9:53:b2:12 from the ACL.

(config-if)> no mac access-list address
Network: :Interface: :Ethernet: "WifiMaster®/AccessPointl": ACL »
cleared.

Bepcus OnucaHve

2.00 Jo6aBneHa komaHaa interface mac access-list address.

3.27.119 interface mac access-list type

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpoWiKKn

YCTaHOBUTb TWM CNMCKa NpaBua ¢punbTpaumum nHtTepderica. Mo ymonyaHmo
TUN He onpegeneH (MPUCBOEHO 3HaYeHMe none).

Het

Ja

MHorokpaTtHbiiA BBog, Het

Tun untepdeiica

CuyHoncuc

Access Point

I (config-if)> mac access-list type <type
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AprymeHTbl

Mpumep

NcTopus nsmeHeHum

AprymeHT 3HauyeHue OnuncaHwue

type none Twn cnncka npasua GuabTpauun He
onpejesneH.
permit B cnncok 6yayT A06aBnATLCA TONbKO

paspeLwteHHble MAC-agpeca.

deny B cnvicok 6yayT 06aBNSiTECA TONBLKO

3anpeweHHble MAC-agpeca.

(config-if)> mac access-list type permit
Network: :Interface: :Ethernet: "WifiMaster0/AccessPointl": ACL »
type changed to permit.

Bepcus OnucaHue

2.00 Job6asneHa komaHaa interface mac access-list type.

3.27.120 interface mac address

OnuncaHune

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

Mpumep

HasHauntb MAC-agpec Ha yka3aHHbI ceTeBol nHTepderic. Agpec 3ajaeTcs
B LWecTHaAuUaTepnyHoM dopmaTe 00:00:00:00:00:00. KomaHga no3sonseT
YyCTaHOBUTL 1060V agpec, HO NpeaynpexaeT NoAb30BaTeNs, ec/vi B HOBOM
ajpece yctaHoBneH 6UT «multicast» nnm cépoweH 6uT «OUI enforced».

KomaHpaa c npedurkcom no BosBpaLlaeT nHTepdeiicy ncxogHeli MAC-agpec.

MpegynpexaeHve: V3meHeHre MAC-aapeca Ha uHTepdeiice Wi-Fi 3anpeLueHo.

Ja
Aa
HeTt

MAC

(config-if)> mac address mac>

(config-if)> no mac address

AprymeHT 3HayeHue OnucaHue

mac MAC-agpec HoBsblin MAC-agpec nHtepdeiica.

(config-if)> mac address 3C:1F:6E:2A:1C:BA

(config-if)> no mac address
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.00

JobaeneHa komaHaa interface mac address.

3.27.121 interface mac address factory

OnucaHwne HasHaunTb 3aBoackon MAC-agpec Ha yKa3aHHbIN ceTeBO MHTepdeiic.

MNpedukc no Het

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHtepdeiica MAC

CuHoncuc (config-if)> mac address factory name>

AprymeHTbI AprymeHT 3HaueHue ‘Onwcal-wle

name lan NHTepdelicy byaeT npuceoeH "LAN"
MAC-aapec.
wan NHTepdelicy 6yaet npmucsoeH "WAN"

MAC-agpec.

Mpumep (config-if)> mac address factory lan

Core::System::UConfig: done.

UcTopuns nameHeHuii

Bepcus OnucaHve

2.00

Jlo6aBneHa komaHga interface mac address factory.

3.27.122 interface mac bssid

OnucaHwne

YcTaHoBUTb HoBbI MAC-agpec Touku goctyna 2,4 unn 5 Iy B pexxume WISP.

KomaHga c npedukcom no Bo3BpaLlaeT nHTepdericy ncxoaHoln MAC-agpec.

MNpejukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica WifiStation

CuHoncuc

I (config-if)>  mac bssid <bssid

I (config-if)> no mac bssid
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
bssid MAC-agpec HoBsbln MAC-agpec nHTepdeiica ToUku
Joctyna.
Mpumep (config-if)> mac bssid 56:ff:20:00:1e:11

Network::Interface: :WifiStation: BSSID set to 56:ff:20:00:1e:11.

(config-if)> no mac bssid
Network: :Interface: :WifiStation: BSSID cleared.

VICTOpI/Iﬂ M3MeHeHuniA Bepcmﬂ onucaHvie

2.13 JobaeneHa komaHaa interface mac bssid.

3.27.123 interface mac clone

OnucaHue MpuceonTtb MHTepdeicy MAC-aapec Bawero MK.
Mpedunkc no Het

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Tvn uHTepderica MAC, IP

CuHoncuc I (config-ify>  mac clone

Mpumep (config-if)> mac clone
VICTOleﬂ N3MeHeHUnA Bepc”ﬂ onvcaHue
2.00 JobaBneHa komaHa interface mac clone.

3.27.124 interface mobile Ite disable-band

OnucaHue OTKNKUUTL yKa3aHHbIM gnana3oH LTE.

KomaHza ¢ npedurKcom no BKIHOYAeT AManasoH. ECv BbINOAHUTL KOMaHAy
6e3 aprymMeHTa, To BCe AnanasoHbl LTE 6yayT BKAOYEHbI.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBOg, [a

Tun nHtepdeiica Usb
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CuvHoncuc

(config-if)> mobile lte disable-band <band;

(config-if)> no mobile 1te disable-band [ <band> ]
AprymeHTbI AprymeHT |3HaueHme |OnucaHue

band Uenoe uucno |LTE ananasoH oT 1 g0 43 BKAOUUTENBHO.
Mpumep (config-if)> mobile 1lte disable-band 22

UsbQmi::Interface:

"UsbQmiO®": LTE band 22 disabled.

(config-if)> no mobile lte disable-band 22

UsbQmi::Interface:

(config-if)>

UsbQmi::Interface:

"UsbQmi®": LTE band 22 enabled.

no mobile lte disable-band

"UsbQmi®": all LTE bands are enabled.

UcTopusa nsmeHeHwnii

Bepcus

OnucaHune

3.04

Jo6aBneHa

koMaHga interface mobile Ite disable-band.

3.27.125 interface mobile name-servers

OnucaHune

Mpe¢ukc no

MeHsieT HaCTpPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

Wcnonb3oBath agpeca cepeepoB DNS nonyyeHHbIe OT MOBUIBHOIO
onepatopa. Mo ymonyaHmno GyHKLUMS BKAOUEHaA.

KomaHga ¢ npedurkcom no 3anpeLlaeT 1cnonab3oBaTtb agpeca DNS
noJiy4yeHHble 0T MOBMIbHOro onepaTopa.

Aa
Ja
HeTt

Usb

I(conﬂ94ﬂ> mobile name-servers

I(conﬁg-ﬁﬁ>nomobilename-servers

(config-if)> mobile name-servers
UsbQmi::Interface: "UsbQmiO": automatic name servers via QMI are »

enabled.

(config-if)> no mobile name-servers
UsbQmi::Interface: "UsbQmi@": automatic name servers via QMI are »

disabled.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.06 JlobaBneHa komaHaa interface mobile name-servers.

3.27.126 interface mobile operator

OnucaHune 3agaTb naeHtnoukartop cetu ana PLVN.
KomaHga ¢ npedunKcom no yaanset HacTpOnKy.

MNpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica Usb

CrnHoncuc (config-if)> mobile operator «PLMN>

(config-if)> no mobile operator

AprymeHTbI AprymeHTt 3HayeHue |OnucaHue
PLMN Crtpoka NaeHTudunkaTop onepatopa.
Mpumep (config-if)> mobile operator 25011

UsbQmi::Interface: Operator PLMN is set to "25011".

(config-if)> no mobile operator
UsbQmi::Interface: Operator PLMN cleared.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.04 Job6asneHa komaHaa interface mobile operator.

3.27.127 interface mobile pdp

OnucaHune BbibpaTb Bepcuto npoTokona IP ana USB-mogema. IPv6 MOXHO BblbpaTh
TO/IbKO €CNW YCTaHOB/IEH COOTBETCTBYIOLLNIM CUCTEMHbI KOMMOHEHT.

MNpejukc no Het
MeHsieT HacTpoiikn  Yes
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Usb

CuHoncuc I (config-if)>  mobile pdp (ipv4 | ipv4v6)
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue

ipv4 CTpoka Tonbko IPv4.

ipv4v6 CTpoka ABonHol ctek IPv4 u IPv6.
Mpumep (config-if)> mobile pdp ipv4

UsbQmi::Interface: Packet data protocol is set to "ipv4".

(config-if)> mobile pdp ipv4v6
UsbQmi::Interface: Packet data protocol is set to "ipv4v6e".

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.04 JobasneHa komaHaa interface mobile pdp.

3.27.128 interface mobile roaming

OnucaHue BKIOUNTB MOBUALHBIA POYMUHT,
KomaHga ¢ npedrKcom no oTKAYaeT HaCcTPOKY.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Usb

CuHoncuc I (config-if)>  mobile roaming

I (config-if)> no mobile roaming

Mpumep (config-if)> mobile roaming
UsbQmi::Interface: "UsbQmi®": roaming is enabled.

(config-if)> no mobile roaming
UsbQmi::Interface: "UsbQmi@": roaming is disabled.

WcTopuns nsmeHeHunit |Bepcus onucaHue

3.03 JobasneHa komaHaa interface mobile roaming.

3.27.129 interface mobile scan

OnucaHune 3anycTuUTb CKaHVpOBaHMe MObUNLHOM ceTu. MNpoLecc ckaHNPoBaHKUA
3aHMMaeT 20-50 cekyHA,.

KomaHaa ¢ npedrkcom no npepbiBaeT CkaHMPOBaHMe.
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Mpedukc no Ja

MeHsieT HacTpoiikn  Het
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica Usb

CnHoncuc I (config-if)> mobile scan

I (config-if)> no mobile scan

Npumep (config-if)> mobile scan
UsbQmi::Interface: Network scanning started.

(config-if)> no mobile scan
UsbQmi::Interface: Network scanning stopped.

VICTOpI/Iﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.05 JlobaBneHa komaHaa interface mobile scan.

3.27.130 interface mobile umts disable-band

OnucaHue OTKNOUNTL YKazaHHbIV gnana3zoH UMTS.

KomaHga ¢ npedurkcom no BKAOYaeT AnanasoH. Eciv BbINOAHNTE KOMaHAY
6e3 aprymeHTa, To BCe gmnanasoHbl UMTS 6yayT BKAOUEHbI.

Mpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBOg, [a
Tun nHTepdeiica Usb

CuHoncuc (config-if)> mobile umts disable-band <band>

(config-if)> no mobile umts disable-band [ <band> ]

AprymeHTbI AprymeHT |3HayeHue |OnucaHue
band Uenoe 4ucno |AnanasoH UMTS. MoxeT npyHMMaTb
3HaueHus 1, 2,3,4,5,6,7,8,9, 11, 26.

NMpumep (config-if)> mobile umts disable-band 6
UsbQmi::Interface: "UsbQmi@": WCDMA band 6 disabled.

(config-if)> no mobile lte disable-band 6
UsbQmi::Interface: "UsbQmi@": WCDMA band 6 enabled.
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WcTopusa nsmeHeHum

(config-if)> no mobile lte disable-band
UsbQmi::Interface: "UsbQmi®": all WCDMA bands are enabled.

Bepcus OnucaHue
3.05 JobaBneHa komaHaa interface mobile umts
disable-band.

3.27.131 interface modem connect

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbI

Mpumep

NcTopusa nsmeHeHum

Moaxntountsb USB-mozgem. Mepes BbINONHEHMEM KOMaHAbI HEOBX0ANMO
WHNLMANU3NPOBaTb MOAeM KOMaHAoM modem init.

KomaHgaa ¢ npedrKcOM no npepbIBaeT coegnHeHme.
Ja

Ja

HeTt

UsbModem

(config-if)> modem connect ( dial phone> | <strings)

(config-if)> no modem connect

AprymeHT 3HauyeHue |OnucaHue
phone CTpoka TenedoHHbLIVi HOMep Ans Habopa.
string Crpoka MpounsBonbHasa KOMaHAa.

(config-if)> modem connect dial *99#
Network::Interface: :UsbModem: "UsbModem@": connect sequence saved.

(config-if)> modem connect dial *99#
Network: :Interface: :UsbModem: "UsbModem@": connect sequence »
cleared.

Bepcus OnucaHue

2.00 Job6aBneHa koMmaHaa interface modem connect.

3.27.132 interface modem init

OnuncaHune

[lo6aBUTL CTPOKY MHMLMANN3ALMN MOAEMA Ha YKa3aHHYH NO3ULMI0 CAMCKa
index.

KomaHza ¢ npedurKcom no yaansieT HacTpoiiky.

210

CnpaBoyHUK koMaHg — 4G (KN-1211)



naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiia BBog, Het

Tun nutepdeiica UsbModem

CuHoncnc (config-if)> modem init [ <index> ] «string: [ sleep «delay: ]

(config-if)> no modem init [ <index: ]

AprymeHTbI AprymeHTt 3HaueHue |OnucaHune
index Uenoe 4ucno |[o3nums, HOMep CTPOKM Ky/ia BCTaB/IAETCH
yKa3aHHas cTpoka.
string Crpoka Ctpoka nHnyuanmsaumm Mogema.
delay lenoe 4ucno |3HaveHMe 3a4ep>XKU, B CEKYHAAX.
Npumep (config-if)> modem init AT~SYSCFG=14,2,3fffffff,0,1
Network::Interface: :UsbModem: "UsbModem@": initialization string »
inserted.

(config-if)> modem init AT~SYSCFG=14,2,3fffffff,0,1 sleep 1
Network::Interface: :UsbModem: "UsbModem@": initialization string »
inserted.

(config-if)> no modem init
Network: :Interface: :UsbModem: "UsbModem@": initialization strings »

erased.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onvcaHue
2.00 JobaeneHa komaHza interface modem init.

3.27.133 interface modem timeout

OnucaHue 3agaTtb TaiM-ayT NOAKIOUYEeHNSA Modema. HacTpoiika ncnonb3yeTcs ans
MeA/IeHHbIX MOAEMOB/coeANHEHN. [0 yMOAYaHKIO NCNONb3YeTCA 3HaUeHe
30.

KomMaHza ¢ npedpurKcom no yaanset HaCTPOKY.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOA, Het

Tun nHTepdeiica UsbModem
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Cunoncuc (config-if)> modem timeout «timeout>
(config-if)> no modem timeout
AprymeHTbI AprymeHT 3HaueHue OnucaHue
timeout Lenoe uucro 3HauyeHMe TaiM-ayTa B CeKyHAaX.
MoxeT MpUHMMaTh 3Ha4YeHUs oT
1 8o 600 BKAHOUNTENBHO.
Npumep (config-if)> modem timeout 300
Network::Interface: :UsbModem: "UsbModem0": connect timeout is »
300 seconds.
(config-if)> no modem timeout
Network: :Interface: :UsbModem: "UsbModem0": connect timeout is »
unchanged, defaults to 30 seconds.
VICTOpI/Iﬂ N3MeHeHU Bepcmﬂ onvcaHue

2.05 JobaeneHa komaHaa interface modem timeout.

3.27.134 interface openvpn accept-routes

OnuncaHmne BkAounTb NonyyeHme MapLUpyTOB OT yaneHHOM CTopoHbl Yepes OpenVPN.
KomaHga ¢ npedurkcom no oTKIoYaeT HaCTPOIKY.

Mpedukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbIiA BBOg, Het

Tun nHTepdeiica OpenVPN

Cunoncuc I (config-if)>  openvpn accept-routes

I (config-if)> no openvpn accept-routes

Mpumep (config-if)> openvpn accept-routes
Network::Interface: :0penVpn: "OpenVPNO": enable automatic routes »
accept via tunnel.

(config-if)> no openvpn accept-routes
Network: :Interface: :0OpenVpn: "OpenVPNO": disable automatic routes »
accept via tunnel.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.10 [JobaBneHa komaHga interface openvpn accept-routes.
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3.27.135 interface openvpn connect

OnuncaHwne

Mpejukc no

MeHsieT HaCTpPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YkazaTb nHTepdeinc ansa coegnHeHms OpenVPN. Ecnm aprymMeHT He 3ajaH,
coefMIHeHVe yCcTaHaBMBaeTcs Yepes Nboli nHTepdelic.

Het

Ja
Het

OpenVPN

(config-if)>  openvpn connect [viawias]

(config-if)>  openvpn connect

AprymeHT 3HauyeHue OnuncaHwue

via nms MonHoe nma nHTepderica nam NCeBLOHUM.
MHTepPenca

(config-if)> openvpn connect via ISP
Network: :Interface: :0penVpn: "OpenVPNO": set connection via ISP.

(config-if)> openvpn connect
Network: :Interface: :0penVpn: "OpenVPNO": set connection via any »
interface.

Bepcus OnucaHve

2.10 Jlo6aBneHa koMmaHga interface openvpn connect.

3.27.136 interface openvpn name-servers

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CuHoncuc

VMcnonb3oBaTtb agpeca cepsepoB DNS nonyyeHHble oT cepsepa OpenVPN.
Mo ymonuaHuio GpyHKLMSA BKAOUEHA.

KomaHga ¢ npedurkcom no 3anpeLiaeT 1cnonb3osaTth agpeca DNS
noJsiydyeHHble oT cepepa OpenVPN.

Ja
Ja
HeT

OpenVPN

I (config-if)>  openvpn name-servers
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Mpumep

WcTopusa nsmeHeHum

I (config-if)> no openvpn name-servers

(config-if)> openvpn name-servers
Network: :Interface: :0penVpn: "OpenVPNO": automatic name servers »
via tunnel are enabled.

(config-if)> no openvpn name-servers
Network: :Interface: :0OpenVpn: "OpenVPNO": automatic name servers »
via tunnel are disabled.

Bepcus OnucaHue

3.06 JobaBneHa koMaHga interface openvpn name-servers.

3.27.137 interface peer

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tuyn untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

Ha3HaunTb ngeHTndurkaTop yaaneHHoro ysna K KoTopomy byget
OCYLLeCTBAATLCA NoAKIoUeHVe PPP. bonee TOUHbI CMbIC/T HACTPOKW 3aBUCUT
oT TMna uHTepderica. Hanpumep, ana PPPoE komaHaa interface peer 3agaet
MS KOHLLeHTpaTopa gocTyna, ana PPTP — nmsa yaaneHHOro Xxocta niamn ero
IP-agpec, a ana SSTP — 3agaeT yaaneHHbI cepBep C NOPTOM 443 nnm nobbim

Apyrum.

KomaHga ¢ npedrKkcoM Nno 0TMeHsAeT HaCTPOIAKY.
Ja

Ja

Het

PPP

(config-if)>  peer peenr

(config-if)> no peer

AprymeHT 3HayeHne |OnucaHue

peer CTpoka NaeHTdmnKaTOp yAaNneHHOM ToOUKN
NMOAKMOYEHUA UKW agpec yaaneHHoro
cepBepa host.example.net:port. o

yMo/l4aHUio, HoOMep nopTa 443.

(config-if)> peer 111

(config-if)> peer host.example.net:5555

214

CnpaBoyHUK koMaHg — 4G (KN-1211)



naBa 3 OnncaHme KOMaHA,

VICTOpI/Iﬂ N3MeHeHWiA Bepcmﬂ onvicaHue
2.00 JlobasneHa komaHza interface peer.
2.12 JlobaBneHa BO3MOXHOCTb N3MEHSTb MOPT yAaNeHHOro
cepsepa.

3.27.138 interface peer-isolation

OnucaHue BkarounTb n3018LM0 6€CNPOBOAHbLIX KTMEHTOB B JOMAaLLHEeM CerMeHTe.
Hactpolika npumeHseTcs Ha uHTepdelice Bridge n pacnpocTpaHsaeTcs Ha
BCe BK/IOYEHHbIe B HEro Toukm goctyna. Kpome Toro, 6/10kmpyeTcd nepegaya
Tpadurka oT 6ecnpoBOAHbIX KNIVEHTOB BHYTpWY L2-ceTu.

KomaHga ¢ npedrkcom no oTMeHsAeT HaCTPOIKY.
Mpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica Bridge

CuHoncuc I (config-if)>  peer-isolation

I (config-if)> no peer-isolation

Mpumep (config-if)> peer-isolation
Network::Interface::Ethernet: "Bridge0": peer isolation enabled.

(config-if)> no peer-isolation
Network: :Interface::Ethernet: "Bridge0": peer isolation disabled.

VICTOleﬂ Mn3MeHeHWiA Bepc”ﬂ onvcaHue

2.10 JobasneHa komaHaa interface peer-isolation.

3.27.139 interface ping-check profile

OnucaHwne HasHaunTb nHTepdeincy npodunes Ping Check.
KomaHaa c npeprkcom no oTMeHSeT HaCTPOAKY.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

Cunoncuc I (config-if)>  ping-check profile profile
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AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

(config-if)> no ping-check profile

AprymeHT 3HaueHue |OnucaHue

profile CTpoka HasBaHune Ha3Hayaemoro npoouns.

(config-if)> ping-check profile test
PingCheck::Client: Set ping-check profile for interface "ISP".

(config-if)> no ping-check profile
PingCheck::Client: Reset ping-check profile for interface "ISP".

Bepcus OnucaHve

2.04 Job6asneHa KkomaHaa interface ping-check profile.

3.27.140 interface ping-check restart

OnuncaHwune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

BkntounTb nepesarpysky nHTepderica npu cpabaTtbiBaHUM Ping Check (ans
interface HegocTtyneH NHTepHeT). o ymMon4aHmio GyHKLMS OTKAKOYEHa.

KomaHgaa ¢ npedurkcom no oTkaro4aeT GyHKLUMIO.
Ja

Ja

Het

(config-if)>  ping-check restart[<interface]

(config-if)> no ping-check restart

AprymeHT 3HayeHue OnuncaHwue

interface nmsa MonHoe nmsa nnan nceBgoHNM UHTepderica,
uHTeppeiica |KOTOPbIA ByseT nepesanyckaTbCsa Npu
cpabaTbiBaHUWM Ping Check Ha CBA3aHHOM
nHTepderice. ECNM 3TOT apryMeHT He yKasaH,
nepesanyckaTbcsa 6yaeT nHTepodeiic,
CBA3aHHbIN ¢ Nnpodunem Ping Check.

(config-if)> ping-check restart
PingCheck::Client: Enabled "PPPoE®" interface restart.

(config-if)> ping-check restart ISP
PingCheck::Client: Enabled "ISP" interface restart for "PPPoEO".

(config-if)> no ping-check restart
PingCheck: :Client: Remove restart settings for "PPPoEQ".
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UcTopuns nameHeHuii

Bepcus OnucaHve

3.04 Jlo6aBneHa komaHga interface ping-check restart.

3.27.141 interface pmf

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncunc

Mpumep

WcTopusa nsmeHeHum

BkntounTb GyHKUMOHaNbLHOCTL PMIF.

KomaHga ¢ npeprKcoM No OTKOUaET HaCTPOIKY.

Ja

Aa

Het

WiFi

I (config-if)>  pmf

I (config-if)> no pmf

(config-if)> pmf

Network: :Interface: :Rtx::WifiStation:

PMF enabled.

(config-if)> no pmf

Network::Interface: :Rtx::WifiStation:

PMF disabled.

"WifiMasterQ/WifiStation0": »

"WifiMaster@/WifiStation0": »

Bepcus OnucaHue

2.09 Job6aBneHa komaHgaa interface pmf.

3.27.142 interface power

OnucaHune

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

YCTaHOBWTb MOLLHOCTb NepeAaTymka ANs pagno-nHTepdelicos.
MakcrManbHasi MOLLHOCTb nepejaTyrka orpaHMyeHa ero annapaTHbIMU
BO3MOXHOCTSIMU 1 rOCYyAapCTBEHHBIMM 3aKOHaMM O PaAnoCcBa3n. laHHas
KOMaHZa No3BoAsieT IMLUb YyMEHbLUMTbL MOLLHOCTb MepeAatoLLEero ycTporicTBa
OTHOCUTENIbHO ero MakCVManbHOM MOLLHOCTH, C LieNbio BO3MOXHOr0
CHUXXEHWSI MOMeX ANSt APYTMX YCTPOMCTB B 3TOM AManasoHe.

Het
Aa
Het

Radio
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CuvHoncuc

AprymeHTsl

Mpumep

NcTopus nsmeHeHum

(config-if)>  power powenr

AprymeHT 3HaueHue |OnucaHue

power lenoe umucno |MoLHOCTb NepejaTymka B NpoLeHTax ot
MakcMManbHoW mowHocTh (oT 1 Ao 100).

(config-if)> power 1
Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": TX power »
level set.

Bepcus OnucaHue

2.00 JobasneHa komaHaa interface power.

3.27.143 interface pppoe service

OnuncaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

Ykazatb cny6y PPPoE. Ecnn cnyxba He onpesaeneHa, To PPPoE-knneHT byaeT
NOAKIYEH K MPOU3BOLHOM cnyxbe.,

Ja
Aa
HeTt

PPPOE

(config-if)>  pppoe service «<service»

(config-if)> no pppoe service

AprymeHT 3HauyeHue OnucaHwue

service Ctpoka HasBaHune cnyx6bl PPPOE.

(config-if)> pppoe service TEST
Network::Interface: :Pppoe: "PPPoOEQ": service set.

(config-if)> no pppoe service
Network::Interface: :Pppoe: "PPPoOEQ": service removed.

Bepcus OnucaHve

2.05 JobasneHa komaHgaa interface pppoe service.
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3.27.144 interface pppoe session auto-cleanup

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbliA BBOJ,
Tun untepdeiica

CuvHoncuc

Mpumep

WcTopus nsmeHeHwnii

BkntounTb otnpaeky PADT nakeTta Ans He3aBepLueHHo ceccum PPPOE. Mo

YMONYaHUIO QYHKLMSA BKIKOYEHaA.

KomaHga ¢ npedurkcom no oTkaro4aeT oTnpaeky PADT nakeTa.
Ja

Ja

Het

PPPOE

I(conﬁ94ﬂ> pppoe session auto-cleanup

I(conﬁg-ﬁp>nopppoesession auto-cleanup

(config-if)> pppoe session auto-cleanup

Network: :Interface: :Ppp: "PPPoEQ": enabled session auto cleanup.

(config-if)> no pppoe session auto-cleanup

Network: :Interface: :Ppp: "PPPOEQ@": disabled session auto cleanup.

Bepcus OnucaHve

3.03 Jlo6baBneHa komaHga interface pppoe session
auto-cleanup.

3.27.145 interface preamble-short

OnucaHwue
Mpedukc no

MeHsieT HacTpoiKkmn

Vicnonb3oBaTb KOPOTKYH npeambyy.
Ja
Ja

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica

CvHoncuc

Mpumep

Radio

I (config-if)>  preamble-short

I (config-if)> no preamble-short

(config-if)> preamble-short

Network: :Interface: :Rtx::WifiMaster: "WifiMaster0": short »

preamble enabled.
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WcTopusa nsmeHeHum

(config-if)> no preamble-short
Network::Interface: :Rtx::WifiMaster: "WifiMaster@": short »
preamble disabled.

Bepcus

OnucaHmne

2.00

Job6asneHa komaHaa interface preamble-short.

3.27.146 interface reconnect-delay

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOVKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbI

Mpumep

UcTopus nsmeHeHwnii

YCTaHOBUTb Nepunog BpeMeHU Mexzay nonbiTkaMmu nepenogkiatodeHms. Mo
YMONYaHMIO NCMOJb3YyeTCs 3HauYeHue 3.

KomaHga ¢ ﬂpe¢I/IKCOM Nno BO3BpaLlaeT 3HayeHne no yMmoadaHuio.

Ja
Ja
Het

PPP

(config-if)>

reconnect-delay «sec»

(config-if)> no reconnect-delay

AprymeHT

3HauyeHue

OnucaHue

sec

Lenoe u4ucno

MNepuog BpemeHn B cekyHaax. MoxeT
npMHMMaTbL 3HayeHuns ot 3 Ao 600.

(config-if)> reconnect-delay 3
Network::Interface::Ppp: '

seconds.

'PPTP1": reconnect delay set to 3 »

(config-if)> no reconnect-delay
Network: :Interface::Ppp: '

'PPTPO": reconnect delay reset to »

default.
Bepcusa OnucaHue
2.11 Job6aBneHa komaHaa interface reconnect-delay.

3.27.147 interface rekey-interval

OnucaHune

YKa3aTb nepuoj BpeMeHun Mexay aBToMaTuyeckKMMy UsMeHeHUAMU
CeKpeTHbIX K/K4el Ana AoCTyna K ceTeBbIM yCTPOMCcTBaM. 1o ymon4vaHuto
ncnonb3lyetca 3HayeHve 86400.
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Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

KomMaHga ¢ npepurKcOM NO OTK/HOYAET N3MEHEHME KITHOYUEI.
Ja

Aa

HeTt

WiFi

(config-if)>  rekey-interval <interval>

(config-if)> no rekey-interval

AprymeHT 3HauyeHue OnucaHue

interval lesoe uucso |3HayeHUe B CeKyHAaX NMHTepBasa CMeHbl
Knroya.

(config-if)> rekey-interval 3000
Network::Interface::Rtx::WifiMaster: Rekey interval is 3000 sec.

(config-if)> no rekey-interval
Network::Interface: :Rtx::WifiMaster: "WifiMaster0": rekey »
interval disabled.

Bepcus OnucaHve

2.06 Job6asneHa komaHaa interface rekey-interval.

2.15 [JobaeneHo 3HaueHme no ymon4vaHuo 3600 cekyHA,
3.04 3HayeHVe No ymMonyaHumo nsmeHeHo Ha 86400 cekyHA,.

3.27.148 interface rename

OnucaHwne

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Ha3HauunTb Npon3BoALHOE NMS ceTeBOMY MHTepdeiicy. KnHTepdercy MoXHO
obpalwaTbca No HOBOMY MMeHU Kak o ID.

KomaHga ¢ npedurkcom no yganseTt HacTPOKY.

MpeaynpexzeHne: He nepenmeHoBbIBaliTe MHTepdelic Home. 3To MoxeT
NPUBECTU K HEMPeACKa3yeMbIM CUCTEMHbIM OLLMGKAM.

Ja
Ja

HeT

I (config-if)>  rename <rename>
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AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

(config-if)> no rename

AprymeHT

3HaueHue

OonvicaHune

rename

Ctpoka

HoBoe nmsa nHTepdeiica.

(config-if)> rename PPPoEl

Network: :Interface: :Base:

(config-if)> no rename

Network::Interface: :Base:

"PPPoEO": renamed to "PPPoEl".

"PPPOEQ": name cleared.

Bepcus

OnucaHune

2.08

JobaBneHa komaHaa interface rename.

3.27.149 interface rf e2p set

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTpPOVKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CvHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

V3MeHUTb 3HaUeHMe AaYelikn NamMaTL KaMBPOBOYHBIX AaHHbIX, HAX0AsLLEeACs
Mo cMelleHWto of fset Ha 3HaueHMe value Ans yKasaHHoro nHTepoelica.

Het
Het
HeTt
Radio
(config-if) rf e2p set«offset>walue
AprymeHT 3HayeHne |OnucaHue
offset lecran preprHoe| CMeLLeHne aveiikn namatn. MoxeT
yucso NnPpUHMMaTb 3HaveHusa oT 1E0 go 1FE.
value llecren preptoe| HOBOE 3Ha4veHme A5 3anncK B SUeinky
yucno namat. MoXeT NpuH1MaTb 3HaYeHUS OT
0 ao FFFF.

(config-if)> rf e2p set 1f6 0
Network: :Interface: :Rtx::WifiMaster: EEPROM [Ox01F6]:0000 set.

Bepcus

OnucaHune

2.04

JobasneHa komaHgaa interface rf e2p set.

222

CnpaBoyHUK koMaHg — 4G (KN-1211)




naBa 3 OnncaHme KOMaHA,

3.27.150 interface role

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbliA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

HasHaunTtb ponb nHtepdeincy. OgHomy nHTepdericy MoXeT 6bITb Ha3HaYeHO
HecKo/ibko posnieil. KoMaHAa NCnob3yeTcs 415 NPaBUAbHOro oTobpaxeHus
cBszeii VLAN B Beb-uHTepdeiice 1 He BmsieT Ha GyHKLMOHan.

KomaHaa ¢ npedpurkcom no yaanset posb. ECav BbINOAHUTL KOMaHZy 6e3
aprymeHTa, To BeCb CNNCOK poseil MHTepdeiica byaeT oumLLEeH.

Ja

HeTt
Aa
(config-if)> role«roles[ forifor:]

(config-if)> no role[ role]

AprymeHT 3HauyeHue OnuncaHwue

role inet VHTepdeinc ncnonblyetca Ans NoAKIHOYEHNS
K NHTepHeTy.
iptv WNHTepdelic ncnonbsyetcsa Ansa cayxonl IPTV.
voip NHTepdelic ncnonbsyetcsa ans cnyxoésl VoIP.
misc NHTepdelic ncnonbsyetca ans [P Policy.
ifor Nmsa MonHoe nmsa nHTepderica Nan NCeBAOHMM.
MHTepPenca

(config-if)> role iptv for GigabitEthernetl
Network::Interface::Base: "GigabitEthernetl": assigned role »
"iptv" for GigabitEthernetl.

(config-if)> no role iptv for GigabitEthernetl
Network::Interface: :Base: "GigabitEthernetl": deleted role "iptv".

(config-if)> no role
Network::Interface::Base: "GigabitEthernetl": deleted all roles.

Bepcus OnucaHve
2.06 JobaeneHa komaHza interface role.
2.10 JobasneH aprymeHT misc.

3.27.151 interface rrm

OnuncaHune

Bkntountb RRM gna nomcka cocefHUX Tovek AocTyna no ctaHgapty IEEE
802.11k c uenbto NpeAoCTaBNEHNS CMINCKA 3TUX TOYEK A0CTyNa aboHEeHTCKOMY
YCTPOWCTBY MO 3anpocy. Mo yMOAYaHUIO 3Ta ONuUMS OTK/IOHeHa.
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naBa 3 OnncaHme KoOMaHp,

KomaHga c npedurkcom no yganseTt HacTPOWKy.
Mpedukc no Ja
MeHsieT HacTpoilikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica AccessPoint

Cunoncuc I (config-if)>  rrm

I (config-if)> no rrm

MNpumep (config-if)> rrm
Network: :Interface: :Rtx: :AccessPoint: "WifiMaster@/AccessPoint0": »
RRM enabled.

(config-if)> no rrm
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0/AccessPoint0": »
RRM disabled.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.13 [obaBneHa komaHaa interface rrm.

3.27.152 interface schedule

OnucaHune MpucBonTb NHTepdelicy pacnucaHue. Mepes BbINONHEHNEM KOMaHAbI,
pacnmcaHme JOMKHO ObiTb CO34aHO 1 HACTPOEHO MPY MOMOLLM KOMaHAbI
schedule action.

KomaHaa ¢ npedunKcom no pa3pbiBaeT CBSA3b MeXAY pacnuncaHem u
nHTepdericom.

Mpe¢ukc no [Ja
MeHsieT HacTpovikm  [la

MHorokpaTtHbiiA BBog, Het

CuHoncuc (config-if)>  schedule <schedule>
(config-if)> no schedule
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
schedule Pacnucaune |HasBaHMe pacnmncaHums, CoO3gaHHOro npu
nomMoLum rpynnel KoMaHa schedule.
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Mpumep

UcTopuns nameHeHuii

(config-if)> schedule WIFI
Network: :Interface: :Base: "WifiMaster0": schedule is "WiFi".

(config-if)> no schedule
Network: :Interface: :Base: "WifiMaster0": schedule cleared.

Bepcus OnucaHve

2.06 JobaeneHa komaHaa interface schedule.

3.27.153 interface security-level

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKkmn

YCTaHOBUTb YpOBeHb 6€30MacHOCTY ANt JaHHOTO UHTepdeiica. YpoBHU
6e30MacHOCTV onpeAenstoT IOrnKy paboTbl MeXCeTEBOro 3KpaHa:

+ Pa3pelueHo ycTaHaBAVBaTb COeANHEHWS B HarnpaBieHnn
private - public.

* 3anpeLleHo yCTaHaBANBaTb COeAMHEHMSA, MPUXoAsALLMe Ha MHTepdelic
public, T. e. B HanpasneHun public - private n public - public.

+ CaMo yCTpOICTBO NPMHMMAET CeTeBble NOAKNOYEHMS (pa3peLuaeT
ynpas/ieHue) ToNbKO ¢ MHTepdeiicoB private.

* TNepeaaya AaHHbIX MEXAY HTepdelicamy private MOXeT 6bIThb pa3peLleHa

WK 3anpeLlieHa B 3aBUCUMOCTY OT YCTaHOBKM rnobanbHOro napamerpa
isolate-private.

+ protected nHTepdelicbl He MMerT AOCTyNa K YCTPONCTBY U APYTVM
private/protected nogcetsim, HO OHM UMeEIOT JOCTYM K public
nHTepdericaM n nHTepHeTy. YCTPOWCTBO obecneymBaeT 3aLLnLLEHHbIM
cerMeHTam To/bKOo gocTyn K cny>xb6am DHCP 1 DNS.

*+ MNepepaya gaHHbIX OT private nHTepdeiica Kk protected No ymonuyaHuto

3anpeLleHa. Ytobbl paspelnTb Takoe B3aMMoaelicTeme, Heo6XxoAnMo
BbINOJIHUTL KOMaHAy no isolate-private.

MNpumMeyaHune: 0 yMONYaHUIO BCEM BHOBb CO3JaHHbIM MHTepdeicam
npucBavBaeTcs ypoBeHb 6e3onacHOCTU public.

Cnuckn goctyna access-list nmetoT 6onee BbICOKNN
npuopuTeT, YeM YPOBHU 6€30MacHOCTH, MO3TOMY C
MOMOLLIbO HUX MOXHO BBOAUTL AOMONHUTE/IbHbIE MpaBuaa
dnnbTpaUMn NakeToB.

Het

Aa

MHorokpaTtHbIiA BBOA, Het

Tun nHTepdeiica

IP
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CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I (config-if)> security-level (public | private | protected)

HecmoTps Ha To, UTO He cylecTByeT QYHKLMN MONHOIO OTKIOYEH S
MeXCeTeBOro 3KpaHa, MOXHO OTK/1H0UaTb €ro Ha OTAe/NbHbIX HanpaB/eHUAX.
JonycTm, TpebyeTcs NOMHOCTBLIO paspeLlnTb Nepegady AaHHbIX MeXay
«JJOMaLLHen» ceTbto Home 1 rnobanbHoOM ceTbto PPPOEQ. ns 3Toro o6ounm

NHTepdelicaM HY>XHO Ha3Ha4YNTb YpPOBEeHb 6e30nacHOCT private u
oTKNOUNTL dyHKUMIO isolate-private.

(config)> interface Home security-level private
Network::Interface::IP: "Bridge0": security level set to »
"private".

(config)> interface PPPOE® security-level private
Network::Interface::IP: "PPPoEO": security level set to "private".

(config)> no isolate-private
Netfilter::Manager: Private networks not isolated.

MprmMmedaHre:  MexceTeBOW 3KpaH N TpaHCaLMSA aapecoB — QYHKLNY,
npegHa3HayeHHble ANS peLleHVs NPUHLMNVANBHO Pa3HbIX
3ajay. BkntoueHvne NAT mexay nHtepdericamm Home u

PPPoEO B KOH®UIypaLmu, MOKa3aHHOM BbiLLe, He 3aKpbiBaeT
JOCTYN B ceTb Home CO CTOPOHBI rNobanbHon ceTn. [laxe

Npv BKIKOYEHHOW TPaHCAALMM aapecoB KOMaHAoM ip nat
Home nakeTkl 13 PPPOEO 6yayT cBO6OAHO MPOXOAMUTE B CETb

Home.
Bepcus OnucaHve
2.00 Jlo6aBneHa komaHga interface security-level.
2.06 JlobasneH napameTp protected.

3.27.154 interface sim pin

OnucaHwue
Mpedukc no

MeHsieT HacTpoiKkmn

YctaHoBuTb PIN-kog anda SIM-kapThl.
Het

Het

MHorokpaTtHbiiA BBog Het

Tun nHTepdeiica

CunHoncuc

AprymeHTbl

Usb

(config-if)>  sim pin«pin>

AprymeHT 3HauyeHue OnuncaHwue

pin CTpoka 4-8-3HayHbIV PIN-kog.
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Mpumep (config-if)> sim pin 1455
UsbQmi::Interface: "UsbQmil": PIN code set.

VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onvucaHue

3.02 Job6asneHa komaHgaa interface sim pin.

3.27.155 interface speed

OnucaHune HactpouTbk ckopocTtb Ethernet nHtepdeiica. Mo ymonyaHumio 3a4aHo 3HaueHme
auto.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3HaueHme no yMoAYaHuIo.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

Tun nHtepdeiica Ethernet
CuHoncuc (config-if)>  speed <speed>
(config-if)> no speed
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
10 Knwyesoe CKopOCTb coeanHeHnsa B MbuUT/c.
100 C/10B0
1000
auto Knwyesoe ABTOMaTM4Yeckas HaCcTpPOolika CKOPOCTWU.
C/10B0
Mpumep (config-if)> speed 1000
Network::Interface::Ethernet: "GigabitEthernetl/0": speed set »
to 1000.

(config-if)> no speed
Network: :Interface::Ethernet: "GigabitEthernetl/0": speed reset »
to default (auto-negotiation).

WcTopuns nsmeHeHwnit |Bepcusa onucaHue

2.06.B.1 JobaeneHa komaHgaa interface speed.

4G (KN-1211) — CnpaBOYHNK KOMaHZA 227



naBa 3 OnncaHme KoOMaHp,

3.27.156 interface speed nonegotiate

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

Mpumep

WcTopus nsmeHeHwnii

OTKNOUNTb aBTOMATUYECKYH HAaCTPOKY ckopocTu. Mo
YMO/IYaHWN0,aBTOMAaTNYeCKas HaCTpolika BK/IOUeHa.

KomaHgaa ¢ npedrKcoM no Bk/IOYaeT aBTOMaTUYeCKyo HaCTPOiKy.
Ja

Ja

Het

Ethernet

I (config-if)>  speed nonegotiate

I (config-if)> no speed nonegotiate

(config-if)> speed nonegotiate
Network::Interface::Ethernet: "GigabitEthernetl/0": »
autonegotiation will be disabled for fixed speed.

(config-if)> no speed nonegotiate
Network: :Interface::Ethernet: "GigabitEthernetl/0": »
autonegotiation enabled..

Bepcus OnucaHve
2.08 Jlob6aBneHa komaHaa interface speed nonegotiate.

3.27.157 interface ssid

OnucaHwune

Mpe¢ukc no

MeHsieT HacTpoWiKKn

Yka3zaTb nmsa 6ecnposogHolt ceTu (SSID) ana nHtepdeincos WiFiStation n
AccessPoint. B 3aB1CKMMOCTM OT TUNa MHTepdeiica 3HaueHme SSID
obpabaTtbiBaeTcs NO-pa3HOMY.

« [ins AccessPoint SSID — HeobxoAMMas HaACcTpolka, 63 KOTOPOW OHa He
6yp,eT NMPUHUMAaTb NOAK/THOYEHUA.

« naWiFiStation SSID onpesensieT, K Kakol Touke AOCTyna OHa byaeT
noakntouatbcd. bes 3agaHHoro SSID WiFiStation MoXeT noAKNoUNTLCA
K 10601 AOCTYNHOM 6eCnpoBOAHON CeTW MO CBOEMY YCMOTPEHMUIO.

KomaHza c npedurKcom no ycTaHaBnMBaeT UMs 6ecnpoBOAHOM CeTH No
YMONIYaHUIO.

Ja
Ja

MHorokpaTtHbiiA BBog, Het
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Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

WiFi
(config-if)>  ssid«(ssid

(config-if)> no ssid

AprymeHT 3HauyeHue OnuncaHwue

ssid CT1poka Mms 6ecnpoBogHoii ceTtu (SSID).

(config-if)> ssid MYNETWORK
Network::Interface: :Wireless: "WifiMaster@/AccessPoint0": SSID »
saved.

(config-if)> no ssid
Network: :Interface: :Rtx::AccessPoint: "WifiMaster0@/AccessPoint0": »
SSID reset.

Bepcus OnucaHue

2.00 JobaeneHa komaHgaa interface ssid.

3.27.158 interface switchport access

OnucaHune

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

YcTaHoBUTL naeHTUdUKaTop VLAN Ha MOpTY ANs paboThl B pexumMe JoCcTyna.
PaspelwuaeTt nepegavy KagpoBs ykasaHHoro VLAN B MOPT v BKIKOYAET yaaneHue
Mapkepa VLAN 13 nepegaBaemMbiX KagpoB.

KomaHga ¢ npedurkcom no yganseTt HacTPOKy.

Aa

Ja

Het

Port

(config-if)>  switchport access vlan «id»

(config-if)> no switchport access vlan

AprymeHT 3HauyeHne |OnucaHue

vid lenoe uucno (igeHtundukaTtop VLAN docmyna. MoxeT
NPUHMUMaTL 3HayveHus ot 1 Ao 4094
BKJTIOUYNTENBHO.
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Mpumep

WcTopusa nsmeHeHum

(config-if)> switchport access vlan 1
Network::Interface::Switch: "FastEthernet0/0": set access VLAN »
ID: 1.

Bepcus OnucaHue

2.06 Job6asneHa komaHgaa interface switchport access.

3.27.159 interface switchport friend

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CviHoncuc

AprymeHTbI

Mpumep

UcTopuns nameHeHuii

HacTpoutb ogHoHanpaBneHHbl VLAN ansa rpynnoBoro Tpadduvka B
pononHeHue K VLAN docmyna. NopT MOXeT BbITb YacTbio ogHoro VLAN
docmyna. KoMaHAa BKIOYaeT nepeajpecaumio ncxogailero tpaduka ¢
apyroro VLAN docmyna (HaseiBaemoro "friend"). MakeTwl "friend" nepeaatotca
6e3 Tera.

KomaHga c npedunkcom no yganseTt HacTPOWKy.
Ja

Ja

Hert

Port

(config-if)>  switchport friend vlan «vid>

(config-if)> no switchport friend vlan

AprymeHT 3HauyeHue |OnucaHue

vid Uenoe umucno |NaeHtnukartop "friend" VLAN. MoxeT
npuHMMaTb 3HayeHus ot 1 go 4094
BK/IFOUMTENBHO.

(config-if)> switchport friend vlan 2
Network::Interface: :Switch: "FastEthernet0/0": set friend VLAN »
ID: 2.

Bepcus OnucaHve

2.06 Jlo6aBneHa komaHga interface switchport friend.

3.27.160 interface switchport mode

OnucaHwne

YCTaHOBUTb pexuM access Unu trunk Ans seiopaHHoro VLAN. Mo ymonyaHuto

YCTaHOBJ/IEH PEXNM access.
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KomaHga ¢ npedurkcom no ycTaHaBAMBAaET 3HaUYEHKe MO YMOAYaHUIO.
Mpedukc no Ja
MeHsieT HacTpoilikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Port

Cunoncuc (config-if)>  switchport mode [ (access [q-in-q]) | trunk]

(config-if)> no switchport mode

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

mode access Bkntouunts pexum goctyna VLAN, To ecTb
TaKoOW pexunm, Korga yepes nopT
nepejaroTcs TOJIbKO HEMApPKVPOBaHHbIe
Kagapsbl. Ha BxogdLme kagpbl CTaBUTCA
Mapkep PVID, ycTaHOBNEHHbIi KOMaHAOM
switchport access. [opT aBnseTcs
BbIXO4HbIM TO/IbKO Ansg VLAN ¢
naeHTndumnkatopom PVID. Mpu nepegave
Kagpos B nopt, Mapkep VLAN ¢ HUX
CHUMaeTCS.

trunk BK/IIOUUTL pexxnm MynbTUNNEKCUPOBaHNSA
VLAN, korga yepes nopTt nepegarorca
Kagpbl, NpUHagnexalyme HeCKoNbKUM
VLAN. Mpwn 3TOM Kaxabli Kagp noMeyeH
MapkepoM. Cncok naeHTnemKaTopos
ceteln VLAN, B KOTOpble BXOAUT NOPT,
yCTaHaB/MBaeTCs KoMaHaol switchport

trunk.
g-in-q KnwyeBoe BklounTb ABOIHOE TErMpoBaHMe.
CJI0BO
Npumep (config-if)> switchport mode access
Network::Interface::Switch: "FastEthernet0/1": access mode »
enabled.
MCTOPMH N3MeHeHUn Bepc”ﬂ onvicaHue
2.06 JobasneHa komaHaa interface switchport mode.

3.27.161 interface switchport trunk

OnucaHwue Jo6asuTtb nopt BO VLAN. Paspelunts Nnprem 1 nepegavy KajpoB yKa3aHHOro
VLAN B nopT, npnyem mapkep VLAN 13 nepegaBaembiX KagpoB He yaanaeTcs.
B pexxume trunk gonyckaetcs gobaBneHune nopTta B Heckosibko VLAN.
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MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHwnii

KomaHga ¢ npedurkcom no yaanseTt nopT n3 ykaszaHHoro VLAN. Ecnun
NCNosib30BaTb KOMaHAy 6e3 aprymMeHTOB, NopT 6yaeT yaaneH ns scex VLAN.

Ja
Aa
Ja

Port

(config-if)>

switchport trunk vlan «vid»

(config-if)> no switchport trunk vlan [ vid]

AprymeHT

3HaueHue

OnvicaHune

vid

Lenoe u4ucno

NaeHTundukaTtop VLAN. JranasoH
AONYCTUMbIX 3HaYeHU — oT 1 fo 4094.

(config-if)> switchport trunk vlan 100
Network: :Interface: :Switch:

"FastEthernet0/1": set trunk VLAN »

ID: 100.
Bepcus OnucaHue
2.06 Job6asneHa komaHga interface switchport trunk.

3.27.162 interface traffic-counter action disconnect

OnucaHwue

MNpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTbl

Mpumep

MpepBaThb CBS3b C NPOBANAEPOM MPU AOCTVKEHUN NNMUTA Tpadpuka.

Het

Aa
Het

Usb

(config-if)>

traffic-counter action «trigger» disconnect

AprymeHT

3HayeHue OnwucaHune

trigger

limit Tpwurrep okaoYeHNs No AUMUTY Tpaduka.

(config-if)> traffic-counter action limit disconnect

UsbQmi::TrafficCounter:

trigger "limit".

"UsbQmi®": set disconnect action for »
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

3.06

JlobaBneHa koMmaHa interface traffic-counter action
disconnect.

3.27.163 interface traffic-counter action sms-alert message

OnucaHwue

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHwnii

YKkaszaTb TekcT SVS-onoBeLeHus.

Het
Ja
Hert
Usb
(config-if)>  traffic-counter action (trigger> sms-alert message
messages
AprymeHT 3HayeHue OnuncaHwue
trigger threshold Tpurrep SMS-onoseLleHNss — NOporosoe
3HauveHue.
limit Tpurrep SMS-onoseLleHNs — ANMUT
Tpaduka.
message CTtpoka Tekct SMS-onoseLyeHuns.

(config-if)> traffic-counter action threshold sms-alert message »

TEXT

UsbQmi::TrafficCounter: "UsbQmi@": set message for trigger »
"threshold".

Bepcus OnucaHve

3.06 JlobaBneHa koMmaHaa interface traffic-counter action

sms-alert message.

3.27.164 interface traffic-counter action sms-alert phone

OnucaHwue
Mpedukc no

MeHsieT HacTpoiKkmn

HeTt

Ja

MHorokpaTtHbiiA BBOg, [a

Tun nHTepdeiica

Usb

YkazaTb Homepa TenedpoHOB A5 SMS-onoBeLleHus.
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Cunoncuc (config-if)> traffic-counteraction«trigger> sms-alert phonephone;
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
trigger threshold Tpurrep SMS-onoseLleHNss — NOPoOrosoe
3HaueHue.
limit Tpurrep SMS-onoseLleHNs — ANMUT
Tpadwuka.
phone Ctpoka Homep TenedoHa ana SMS-onoseLLeHUs.
Mo>HO BBeCTU A0 Tpex TenePpoHHbIX
HOMepOoB.
Npumep (config-if)> traffic-counter action threshold sms-alert phone »

+71112223344
UsbQmi::TrafficCounter: "UsbQmi®": add phone number »
"+71112223344" for action "threshold".

UcTopuns nameHeHui

Bepcus OnucaHve

3.06 JlobaBneHa koMmaHaa interface traffic-counter action

3.27.165 interf

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

Mpumep

WcTopus nsmeHeHum

sms-alert phone.

ace traffic-counter enable

BkntounTb cHETUMK MOBUIBHOTO Tpad)VIKa. Mo YMOIYaHNIKO OnunsA OTK/IKOYeHa.
KomaHga ¢ npedrkcom no OTKI0UaeT CHeTUMIK.

Ja

Aa

Het

Usb

I (config-if)>  traffic-counter enable

I (config-if)> no traffic-counter enable

(config-if)> traffic-counter enable
UsbQmi::TrafficCounter: "UsbQmi®": enabled.

(config-if)> no traffic-counter enable
UsbQmi::TrafficCounter: "UsbQmi®": disabled.

Bepcus OnucaHue

3.06 JobaBneHa komaHaa interface traffic-counter enable.
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3.27.166 interface traffic-counter limit

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHum

YCTaHOBUTb INMUT cyeTHMKa Tpadurka B Merabaritax, rurabantax nam
TepabaiTax.

KomaHga ¢ npedurkcom no cbpacbiBaeT HaCTPOKY.
Ja

Ja

Het

Usb

(config-if)>  traffic-counter limit «values wnit

(config-if)> no traffic-counter limit

AprymeHT 3HauyeHue OnuncaHwue

value lenoe umucno |3HaveHme nuMmuTa Tpaduka.
unit CTpoka EanHuubl nsmepeHunsa: MB, GB, TB, MiB, GiB,
TiB.

(config-if)> traffic-counter limit 4 TB
UsbQmi::TrafficCounter: "UsbQmi®": set limit to 4 TB.

(config-if)> no traffic-counter limit
UsbQmi::TrafficCounter: "UsbQmi@": reset limit.

Bepcus OnucaHue

3.06 Job6aBneHa komaHaa interface traffic-counter limit.

3.27.167 interface traffic-counter monthly

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

3ajaTb AeHb Mecsua AN nepesanycka cyeTumka Tpaduka.
KomaHgaa ¢ npedurkcom no cbpacbiBaeT HaCTPOIKY.

Ja

Ja

Het

Usb

I (config-if)>  traffic-counter monthly «day-of-month>
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AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

(config-if)> no traffic-counter monthly

AprymeHT

3HayeHue

OonvicaHune

day-of-month

Lenoe uucno

JeHb mecsya ¢ 1 no 31 Ana nepesanycka

CHEeTUnKa 1T

paduka.

(config-if)> traffic-counter monthly 31

UsbQmi::TrafficCounter:

"UsbQmi0®": set day of month to "31".

(config-if)> no traffic-counter monthly

UsbQmi::TrafficCounter: "UsbQmi®": reset day of month.
Bepcus OnucaHve
3.06 JobaeneHa koMmaHga interface traffic-counter monthly.

3.27.168 interface traffic-counter set

OnucaHue

Mpe¢ukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

3apaTb Tekyulee s3Ha4vYeHne cH4eTHnKa Tpaq)vu(a.

Het

Ja

Het

Usb

(config-if)>  traffic-counter set «values wunit>

AprymeHTt 3HayeHue OnucaHue

value Lenoe uucno |YncnoBoe 3Ha4veHMe cyeTUMKa (Lenoe nnu ¢
MaBatoLLEN TOUKOMN).

unit CTpoka EavHVLbI U3MepeHnsa: MB, GB, TB, MiB, GiB,
TiB.

(config-if)> traffic-counter set 1.54 GB

UsbQmi::TrafficCounter: "UsbQmi®": set value to 1.54 GB.
Bepcusa OnucaHue
3.06 JobaBneHa komaHaa interface traffic-counter set.

3.27.169 interface traffic-counter threshold

OnuncaHwne

YCTaHOBUTb nopor onoeBeLeHnd cyeTyKa Tpaq)l/lKa.
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KomaHgaa ¢ npedpurkcom no cbpackiBaeT HaCTPOIKY.
MNpedukc no Ja
MeHsieT HacTpoilikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Usb

Cunoncuc (config-if)>  traffic-counter threshold «threshold>

(config-if)> no traffic-counter threshold

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

threshold Uesnoe uucso |[oporosoe 3HayeHMe B NPoLeHTax oT
nmmuTta. MoxeT NpUHMMaTh 3HadYeHus oT 1
[0 99 npoueHTOoB.

Mpumep (config-if)> traffic-counter threshold 99
UsbQmi::TrafficCounter: "UsbQmi@": set treshold to 99 percent »
of the limit.

(config-if)> no traffic-counter threshold
UsbQmi::TrafficCounter: "UsbQmi@": reset threshold.

VICTOleﬂ N3MeHeHUn Bepc”ﬂ onvcaHue
3.06 JobaBneHa komaHaa interface traffic-counter
threshold.

3.27.170 interface traffic-shape

OnucaHwue YcTaHOBUTb npeaen ckopoctn nepejayn JaHHbIX 4114 yKasaHHOro MHTep¢e|7|ca
B 0be CTOPOHDbI. Mo YMONYaHNKO CKOPOCTb He orpaHn4yeHa.

KomaHga ¢ npednkcom no yganseTt HacTPOnKy.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het

Cunoncuc (config-if)>  traffic-shape rate rate> [ asymmetric wpstream-rate;]

[ schedule <schedule> ]

I (config-if)> no traffic-shape
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AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

AprymeHT 3HauyeHue OnucaHwue

rate llenoe 4ncno |3HauyeHme CKOPOCTU Mepesaumn JaHHbIX
B K6uT/C. OrpaHnyeHvie fOMXHO ObIThb B
AanasoHe oT 64 Kéut/c go 1 rémt/c.

upstream-rate |Uenoe uwucno |CKOPOCTb OTAAUM AaHHbLIX B K6UT/C.
OrpaHunyeHue JOXKHO 6bITh B
AnanasoHe oT 64 Kéut/c go 1 remnt/c.

schedule Pacnuncanmne Ha3BaHwWe pacnuncaHus, Co34aHHOro npu
nomMoLuy rpynnel KomaHa schedule.

(config-if)> traffic-shape rate 800
TrafficControl::Manager: "AccessPoint" interface rate limited »
to 800 Kbps.

(config-if)> traffic-shape rate 80 asymmetric 64
TrafficControl::Manager: "WifiMasterl/WifiStation@" interface »
rate limited to 80/64 kbit/s.

(config-if)> no traffic-shape
TrafficControl::Manager: Rate limit removed for »
"WifiMasterl/WifiStation@" interface.

Bepcus OnucaHve
2.05 Jlo6aBneHa komaHga interface traffic-shape.
3.04 JlobaBneH aprymeHT upstream-rate.

3.27.171 interface tunnel destination

OnucaHune

Mpejukc no

MeHsieT HaCTpPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

3a4aTh yAaneHHbI KOHew, TYHHens. ECiv OH Ncnosb3yeTcs COBMECTHO C
aBTOMaTM4YecknM IPsec-coefMHEHVIEM, CBA3AHHbLIM C TYHHeNIeM, HTepderic
CTaHOBUTCA NHULIMATOPOM [Psec-coegVHEHNA.

KomaHpaa ¢ npedurkcom No oTMeHseT HacTPOIKY.
Aa

Ja

HeTt

Tunnel

I (config-if)>  tunnel destination «destination

I (config-if)> no tunnel destination
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AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

AprymeHT 3HayeHue |OnucaHue
destination CTpoka IP-agpec unn goMeHHoe MSA yAaNIeHHOTr o
XocTa.

(config-if)> tunnel destination ya.ru
Network::Interface::Tunnel: "Gre0": destination set to ya.ru.

(config-if)> no tunnel destination
Network: :Interface::Tunnel: "Gre0": destination was reset.

Bepcus OnucaHve

2.08 JobaeneHa komaHga interface tunnel destination.

3.27.172 interface tunnel eoip id

OnucaHwue

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

3agatb naeHTudukatop EolP-tyHHens.

KomaHga ¢ npedrkcom no oTMeHsAeT HaCTPOIKY.
Ja

Ja

Hert

Eoip

(config-if)>  tunnel eoip id «id>

(config-if)> no tunnel eoip id

AprymeHT 3HayeHne |OnucaHue

id Lenoe uucno |\ageHTUPUKATOP TYHHENS.

(config-if)> tunnel eoip id 50
Network::Interface::Tunnel: "Gre@": eoip id interface set to auto.

(config-if)> no tunnel eoip id
Network::Interface::Tunnel: "Gre0": eoip id was reset.

Bepcus OnucaHve

2.08 JobasneHa komaHgaa interface tunnel eoip id.
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3.27.173 interface tunnel gre keepalive

OnuncaHwune

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

Brntountb noaaepxky Cisco-like keepalive ans TyHHeneli GRE. Mo ymonyaHuto
interval paBHO 5, count paBHoO 3.

KomaHga c npedunkcom no yganseTt HacTPOKy.
Ja

Ja

Hert

Tunnel

(config-if)>  tunnel gre keepalive <intervals> [count]

(config-if)> no tunnel gre keepalive

AprymeHT 3HauyeHue OnuncaHwue

interval lenoe umncno |NHTepBan otnpaBku nakeToB keepalive B
cekyHAax. MoxeT NpMHMMaTb 3Ha4YeHUs oT
0 fo 60. Ecnv npucBouTb 3HaUYeHMe 0, TO
BKJ/IFOUAETCs TONIbKO OTBET Ha keepalive n
poyTep He byfeT pearmpoBaTh Ha M3MeHeHne
COCTOSAHUS TYHHenNS.

count UYesoe uucso |Konnuyectso MombITOK OTMPaBKMN NakeToB
keepalive. MoxeT NpyHMMaTb 3Ha4YeHUs OT
1 ao 20.

(config-if)> tunnel gre keepalive 10 7
Network: :Interface::Gre: "Gre0": set GRE keepalive to 10 s (7 »
retries).

(config-if)> no tunnel gre keepalive
Network::Interface::Gre: "Gre0": disable GRE keepalive.

(config-if)> tunnel gre keepalive 0
Network::Interface::Gre: "Gre0": enable only GRE keepalive »
replies.

Bepcus OnucaHve

2.10 JobasneHa KomaHga interface tunnel gre keepalive.

3.27.174 interface tunnel source

OnucaHune

3ajaTb NoKasNbHbIN KOHeL, TYHHeNA. Ecnn oH ncnonb3syeTcd COBMECTHO C
aBTOMaTn4yecknMm IPsec-coegMHeHNEM, CBA3aHHbIM C TYHHENEM, TO BKNIKOHaeTCA
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pexuvm npuema coegnHeHunii IPsec IKE Ha ycTaHOBNeHVe 3aLyLLeHHOro
TYHHeNs.

KomaHaa ¢ npepunKCcom no oTMeHseT HaCTPONKY.
Mpejukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Tunnel
CuHoncuc (config-if)>  tunnel source (auto | <interface | <address>)
(config-if)> no tunnel source
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
auto Knmiwyesoe YCTaHOBUTbL TeKyLLWIA paboTatoLnii
CJ/10B0 WAN-nHTepdeiic.
interface nms MonHoe nmsa nHtepderica N NCEBLOHNM.
MHTEepPeica
address IP-agpec JNokanbHbIn IP-agpec TyHHens.
Mpumep (config-if)> tunnel source auto

Network: :Interface::Tunnel: "Gre0@": source interface set to auto.

(config-if)> no tunnel source
Network: :Interface::Tunnel: "Gre0": source was reset.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.08 JobaeneHa komaHga interface tunnel source.
2.09 JobasneH aprymeHT auto.

3.27.175 interface tx-burst

OnucaHue BrkntounTb arperaumio nakeTos Ha ypoBHe Wi-Fi gpatisepa (Tx Burst). Mo
YMOJIHaHUIO NapaMeTp OTK/IHOYEH.

KomaHga ¢ npedrkcom no oTKA0YaeT HaCTPOKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbIiA BBog, Het

CuHoncurc I (config-if)>  tx-burst
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I (config-if)> no tx-burst

Mpumep (config-if)> tx-burst
Network: :Interface: :Rtx::WifiMaster: Tx Burst enabled.

VICTOleﬂ n3MeHeHuA Bepcmﬂ onucaHvie

2.07 JobaBneHa komaHaa interface tx-burst.

3.27.176 interface tx-queue length

OnucaHue YCTaHOBUTbL pa3mMep ovepesm NCXOAALLMX MakeToB Ha nHTepdeiice. Mo
YMOYaHUIO yCTaHOBNeHO 3Ha4veHme 1000.

KomaHga ¢ npedurkcom no ycTaHaBAMBAaET 3HaUEHWE MO YMOAYaHUNIO.
Mpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het

CuHoncnc (config-if)>  tx-queue length <lengths

(config-if)> no tx-queue length

AprymeHTbI AprymeHT 3HaueHue OonucaHue

length UYesnoe uucro |[AnnHa ouepesn B npegenax ot 0 4o 65536.

Mpumep (config-if)> tx-queue length 255
Network::Interface::Base: "L2TPO": TX queue length is 255.

(config-if)> no tx-queue length
Network: :Interface::Base: "L2TPO": TX queue length reset to »
default.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.06 Job6asneHa komaHaa interface tx-queue length.

3.27.177 interface tx-queue scheduler cake

OnucaHwue YCTaHOBUTb NNaHUPOBLLUMK NakeToB CAKE ansa nHTepdelica. Mo ymonyaHumo
3HaueHwue cake ncnonbsyetca Ana DSL nHtepdericos n USB-mogemos,

fq_codel — anqa Bcex OCTanbHbIX.

KomaHga ¢ I'Ipeq)I/IKCOM NOo Ha3Ha4aeT N1aHNPOBLUMK MO YMONYaHUIO.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiia BBog, Het

CuHoncuc I (config-if)>  tx-queue scheduler cake

I (config-if)> no tx-queue scheduler cake

Mpumep (config-if)> tx-queue scheduler cake
Network::Interface::Base: "L2TPO": set TX queue scheduler to »
"cake".

(config-if)> no tx-queue scheduler cake
Network::Interface::Base: "L2TPO": set default TX queue scheduler.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

3.06 JobaeneHa komaHga interface tx-queue scheduler cake.

3.27.178 interface tx-queue scheduler fq_codel

OnucaHune YCTaHOBUTb NAaHNPOBLUMK NakeToB FQ_CODEL ana nHtepdeiica. Mo
YMOAN4YaHMo 3HaveHne cake ncnonbsyetca ana DSL nHTepdelicoB v

USB-mozemos, fq_codel — Ans BCcex oCTasibHbIX.

KomaHga ¢ npedprKcoM no Ha3HavaeT NAaHNPOBLUYVK MO YMOAYAHUIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-if)>  tx-queue scheduler fq_codel
I (config-if)> no tx-queue scheduler fq_codel
NMpumep (config-if)> tx-queue scheduler fq_codel
Network::Interface::Base: "L2TPO": set TX queue scheduler to »
"fg_codel".
(config-if)> no tx-queue scheduler fq_codel
Network::Interface::Base: "L2TPO": set default TX queue scheduler.
WcTopuns nsmeHeHnit |Bepcusa onucaHue
3.06 JobaeneHa koMmaHgaa interface tx-queue scheduler
fq_codel.
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3.27.179 interface up

OnucaHwne BkntounTb ceTeBoli MHTepdeliC 1 3anncaTb B HACTPOKN COCTOSIHME «Up».

KomaHga ¢ npedrKcOM no oTKAOHaeT ceTeBON MHTepdenc 1 yaanseT «up»
13 HacTpoek. TakXe MOXeT bbITb NCNONb30BaHa koMaHga interface down.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CunHoncmc I (config-if)>  up

I (config-if)> no up
MNpumep (config-if)> up

Interface enabled.
WcTopuns nsmeHeHnit |Bepcus onucaHne

2.00 Job6asneHa KomaHga interface up.

3.27.180 interface usb acq

OnucaHwue 3adukcnpoBaTb pexm 3G\LTE gna USB-mogemoB Huawei.
KomaHaa ¢ npepunKcom no yaanseT HacTPOWKY.

Mpe¢ukc no [Ja

MeHsieT HacTpouikm  [la

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica Usb

CuHoncuc (config-if)>  usb acq acq

(config-if)> no usb acq

AprymeHTbI AprymeHT |3HaueHme |OnucaHune
acq gsm CeTtb 2G.
umts Cetb 3G.
lte Cetb 4G.
Mpumep (config-if)> usb acq lte

Network: :Interface::Usb: "UsbLte0": ACQ saved.
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naBa 3 OnncaHme KOMaHA,

WcTopusa nsmeHeHum

(config-if)> no usb acq
Network::Interface::Usb: "UsbLte0@": ACQ cleared.

Bepcus OnucaHue

2.09 JobasneHa komaHgaa interface usb acq.

3.27.181 interface usb apn

OnuncaHune

Mpe¢ukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbI

Mpumep

UcTopusa nsmeHeHwnii

Ha3Hauuntb nma Touku goctyna (APN) ans USB-mogema B NDIS pexume.
Mogem nepesarpyxaeTcs nocse NnpuMeHeHnss KOMaHAbl.

KomaHga c npedunkcom no yganseTt HacTPOKy.
Ja

Ja

Hert

Usb

(config-if)>  usb apn apn>

(config-if)> no usb apn

AprymeHT 3HauyeHue OnuncaHwue

apn CTpoka Ha3sBaHwe ToukuM gocTyna.

(config-if)> usb apn example.net
Network: :Interface: :Usb: "UsbModem0": APN saved.

(config-if)> no usb apn
Network: :Interface: :Usb: "UsbModem0": APN cleared.

Bepcus OnucaHve

2.04 Jlo6baBneHa komaHga interface usb apn.

3.27.182 interface usb device-id

OnucaHwne

JobaBuTtb nHPOpmaumto o mogenu n npomnssogutene USB-mogema B
nHTepderc. 3To HE06XOAMMO ANA NPUBA3KN MOJeMa K UHTepdeicy.

Ecnn ectb nHtepdeinc UsbModem[N] c coBnagatorymm DevicelD, To npu
NOAK/IIOYEHMN MOoZeMa Npoun3oiieT aBToMaTveckas NpmBa3Ka ero K
nHTepdeiicy. Ecan takoro nHTepdeiica HeT, OH byaeT co34aH aBToMaTMYecKn
¢ DevicelD nogknto4eHHOro mogema.
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Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

KomMaHza ¢ npedprKcom No yaanset HaCTPOKY.
Ja

Aa

Het

Usb

(config-if)>  usb device-id «vendors amodels

(config-if)> no usb device-id

AprymeHT 3HayeHne |OnucaHue
vendor CTpoka MHpopmauums o npomssogmTene.
model CTpoka WHpopmaumsa o mogenn mogema.

(config-if)> usb device-id 12d1 1001
Device ID saved.

Bepcus OnucaHue

2.00 Job6aBneHa komaHaa interface usb device-id.

3.27.183 interface usb power-cycle

OnuncaHwune

Mpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncuc

AprymeHThl

Mpumep

OTKNOUNTb NNTaHMe Ha usb-Mogeme Ha 3aaHHbIN MPOMEXYTOK BPeMeHN.
STa GYHKLMSA UCMoNb3yeTca AN annapaTHoro copoca usb-mogema B cnyyae
3aBUCaHUA.

Het
HeT
Het

Usb

(config-if)>  usb power-cycle pause>

AprymeHT |[3HauyeHue |OnucaHue

pause Uenoe MpoMeXyTOK BPeMeHW OTK/II0UYEHWs Usb-Mogema

YUCno B MUIINCEKYHAAX.

(config-if)> usb power-cycle 3000
Network: :Interface::Usb: "UsbLte0": started 3000 ms. power cycle.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.03

Jlo6aBneHa komaHga interface usb power-cycle.

3.27.184 interface usb power-fail

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

WcTopus nsmeHeHwnii

YKazaTb ganbHellne AelicTBUSA B Clyyae, ecin BeikatoueHe USB-Mogema

He Nomorno.

HeTt

Ja

HeTt

Usb

(config-if)>  usb power-fail <interval> ( retry «pause> | reboot)

AprymeHT 3HayeHue |OnucaHue

interval Uenoe u4ucno |Bpems oxungaHnsa obHapyXeHus Mogema
nocne cbpoca ero no NUTaHUIO, B
cekyHAax. MoxeT NnpuHMUMaTb 3Ha4YeHUs
B Anana3oHe oT 0 Ao 60 BKAKOUUTENLHO.

pause UYenoe uucso |lpoMexyToK BpeMeHU OTKI0UEeHNS
USB-mogema B cekyHAax. MoxeT
NPYHMMaTb 3Ha4YeHusa B AnanasoHe ot 0
40 60 BKIHOUNTENbHO.

reboot Knoyesoe Mepe3arpyska Bcel CUCTEMBbI.

CJ10BO

(config-if)> usb power-fail 60 reboot
Network: :Interface::Usb: "YotaOnel": enabled power fail action: »

reboot.
Bepcus OnucaHve
2.10 [Jlo6aBneHa komaHga interface usb power-fail.

3.27.185 interface usb wwan-force-connected

OnucaHwne

MNpedukc no

OTknro4UNTE onpoc nmHka CDC-mogema rno HTTP. Mo ymonyaHuo gaHHas
GYHKLMS BbIKOYEHa.

KomaHga ¢ npedurkcom no otkaroyaeT GyHKLMIO.

Ja

4G (KN-1211) — CnpaBOYHNK KOMaHZA

247



naBa 3 OnncaHme KoOMaHp,

MeHsieT HaCTpPOWKMN
MHorokpaTHbIiA BBOA,
Tun nHTepdeiica

CuvHoncuc

Mpumep

UcTopuns nameHeHuii

Ja
Het

Usb

I(conﬂgJﬂ> usb wwan-force-connected

I(conﬁ94ﬂ>lu)usbwwan-force-connected

(config-if)> usb wwan-force-connected

Network: :Interface: :Usb:

"UsbLte0": force WWAN link status.

(config-if)> no usb wwan-force-connected

Network: :Interface: :Usb:

"UsbLte0": unforce WWAN link status.

Bepcusa

OnucaHune

2.12

JobaBneHa

komMmaHga interface wwan-force-connected.

3.27.186 interface wireguard listen-port

OnucaHune

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,
Tun nHTepdeiica

CvHoncuc

AprymeHThl

Mpumep

HasHaunTb HomMep nopTa UDP, Ha KOTOPbIV NPUHMMAKOTCA BXoAsLLme
noAktoYeHus. Mo ymonyaHuo Homep nopTa He onpegeneH.

KomaHgaa c npedurkcom no cbpackiBaeT 3HaueHne nopTa.

Ja
Ja
HeT

Wireguard

(config-if)>

wireguard listen-port port

(config-if)> no wireguard listen-port

AprymeHT

3HayeHue

OnwucaHune

port

Lenoe u4ucrno

Homep nopTa. MoxeT npyuHUMaTb 3Ha4YeHs
B npegenax ot 1 Ao 65535 BkntoumnTtesnibHO

(config-if)> wireguard listen-port 11633

Wireguard::Interface:

"Wireguard4": set listen port to "11633".

(config-if)> no wireguard listen-port

Wireguard::Interface:

"Wireguard4": reset listen port.
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UcTopuns nameHeHuii

Bepcus OnucaHve

3.03 Jo6aBneHa komaHga interface wireguard listen-port.

3.27.187 interface wireguard peer

OnucaHwne

Mpedukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica
Bxo>xaeHue B rpynny

CviHoncumc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

[06aBnTb NYBANYHbIA KOY YAaneHHOro N1pa, YTobbl HACTPOUTL He3onacHoe
coeAnHeHVe nocpeAcTBOM npotokona WireGuard.

KomaHga ¢ npedprKcoM no yaanseT yKa3aHHbIN KoY.
Ja

Aa

Ja

Wireguard

(config-wg-peer)

(config-if)>  wireguard peer <key>

(config-if)> no wireguard peer <key>

AprymeHT 3HayeHue |OnucaHue

key Crtpoka 3HauveHMe KnoYa. Jonyckaertca
NCMONb30BaHMe NAaTUHCKNX BYKB, Ldp n
3HaKoB paBeHCcTBa. JnnHa Kno4a
coctaBnset 44 cMmmBoa (npeactaBneHve
CTpoOkU B 32-6aliTHoO KoaMpoBKe base64).

(config-if)> wireguard peer »
gbplgW3pBQKssrAdahlhiib13J1123ZM8dBI j jPmmOg=
(config-wg-peer)>

(config-if)> no wireguard peer »
gbplgW3pBQKssrAdahlhiib13J1123ZM8dBI j jPmmOg=
Wireguard::Interface: "Wireguard4": removed peer »
"gbplgW3pBQKssrAdahlhiib1331123ZM8dBIjjPmmgo="".

Bepcus OnucaHve

3.03 Job6aBneHa komaHga interface wireguard peer.

3.27.187.1 interface wireguard peer allow-ips

OnucaHwne

[o6aBuTb NoaceTb IP-aApecoB, Ha KOTOpble paspeLleHa nepejada nakeTos
BHYTPY TYHHenNs.
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naBa 3 OnncaHme KoOMaHp,

Mpejukc no

MeHsieT HaCTpPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHwnii

3.27.187.2 interface wireguard peer endpoint

OnuncaHune

MNprMeyaHune:  YTOObI pa3pewnTb Nepedady Ha fobble agpeca,
HeobxoAMMO A06aBUTL NoAceTs 0.0.0.0/0.

KomaHpa ¢ npec|>|/||<c0M Nno yJandeTt noaceTb. Ecnn BbINONHUTL KOMaHAay 6e3
aprymeHTa, To BeCb CMNCOK I'IO/J,CGTEI7I 6yAET o4uLLEeH.

Aa
Ja
Ja

Wireguard

(config-wg-peer)>

allow-ips address> amask>

(config-wg-peer)> no allow-ips [ <address> amask> ]

AprymeHT 3HayeHne |OnucaHue

address IP-appec BmecTte c mackon mask 3agaeT nNoaceTb
IP-agpecos, nognexatyx TpaHcIAaunmn.

mask IP-macka Macka noacetu. EcTb ABa cnocoba BBOJAA

MacKu: B KAHOHNYEeCKOM BuAe
(Hanpumep,255.255.255.0) n B Buge
61TOBOI AMHbBI NpeduKca (HanpumMep,
/24).

(config-wg-peer)> allow-ips 0.0.0.0/0

Wireguard::Interface:

"Wireguard4": add allowed IPs »

"0.0.0.0/0.0.0.0" from peer »
"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmm2g="".

(config-wg-peer)> allow-ips 192.168.11.0 255.255.255.0

Wireguard::Interface:

"Wireguard4": add allowed IPs »

"192.168.11.0/255.255.255.0" from peer »
"gbplgW3pBQKssrAdahlhiib1331123ZM8dBIjjPmm2g="".

(config-wg-peer)> no allow-ips
face: "Wireguard4": clear allowed IPs of peer »
"gbplgW3pBQKssrAdahlhiib1331123ZM8dBIjjPmm2g="".

Wireguard::Inter

Bepcus

OnucaHune

3.03

Job6asneHa komaHgaa interface wireguard peer

allow-ips.

YKa3aTb afpec yAaneHHOoro nnpa, c KOTopbiM 6yAeT yCTaHOB/IEHO COeAMHEHME

WireGuard.
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naBa 3 OnncaHme KOMaHA,

KomaHga c npedurkcom no yganseT KOHeYHYH TOUKY TYHHens.
Mpedukc no Ja
MeHsieT HacTpoilikn  [a
MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica Wireguard

CuHoncuc (config-wg-peer)>  endpoint address: [:xports]

(config-wg-peer)> no endpoint

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
address IP-agpec IP-agpec nnn gomMeHHoe NMA yaaneHHoro
xocTa.
port UYenoe uucno |Homep nopta UDP.
Mpumep (config-wg-peer)> endpoint 10.0.1.10:11635

Wireguard::Interface: "Wireguard4": set peer »
"gbplgW3pBQKssrAdahlhiib13J11237ZM8dBIjjPmm2g=" endpoint to »
"10.0.1.10:11635".

(config-wg-peer)> no endpoint

Wireguard::Interface: "Wireguard4": reset endpoint for peer »

"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g="".

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onucaHvie
3.03 Job6aBneHa komaHaa interface wireguard peer
endpoint.

3.27.187.3 interface wireguard peer keepalive-interval

OonucaHue YCTaHOBUTb MHTepBa OTNpaBky nakeTos keepalive Ans MOHUTOPWHTa
coeanHeHns WireGuard. To yMONYaHNIO MHTEPBAn He 3ajaH.

KomaHga ¢ npedunKkcom no yaanset HaCTPOnKYy.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica Wireguard

CuHoncuc I (config-wg-peer)>  keepalive-interval <intervals
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naBa 3 OnncaHme KoOMaHp,

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

(config-wg-peer)> no keepalive-interval

AprymeHT 3HaueHue OnucaHue

interval Lenoe 4ucro ViHTepBan oTnpaBKy NakeTosB
keepalive B cekyHgax. MoxeTt
NnPUHMMaTL 3HaYeHWs oT 3 0 3600

BK/THOUNTENBHO.

(config-wg-peer)> keepalive-interval 3

Wireguard::Interface: "Wireguard4": set peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIj jPmm2g=" keepalive interval »
to II3II .

(config-wg-peer)> no keepalive-interval
Wireguard::Interface: "Wireguard4": reset persistent keepalive »
interval for peer "gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g="".

Bepcus OnucaHve

3.03 Job6asneHa komaHgaa interface wireguard peer
keepalive-interval.

3.27.187.4 interface wireguard peer preshared-key

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

3asaTb pasgenseMsblii knwou ana WireGuard coegnHeHUs K yaaneHHoMy nuvpy.
Pa3zgensemblii kntod (PSK) — 3710 gononHUTeNbHoe yay4lleHne 6e30nacHoOCTr
B COOTBETCTBMMU C MpoTokosioM WireGuard v ans MakCMManbHOW
3aLMLLEHHOCTN KaXA0MY KAVNEHTY A0/KeH OblTb Ha3HaveH YHUKaNbHbINA
PSK. No ymonuaHuio PSK He ncnosnbsyeTcs.

KomaHga c npedurkcom no yganseTt HacTPOKY.
Ja

Ja

Het

Wireguard

(config-wg-peer)>  preshared-key preshared-key>

(config-wg-peer)> no preshared-key

AprymeHT 3HauyeHne |OnucaHue

preshared-key |CTpoka 3HaueHwue kr4a PSK. lonyckaeTcs
NCNONb30BaHMe NaTUHCKUX BYKB, Ldp v
3HaKoB paBeHcTBa. [lnnHa kntova 44
cMMBoONa.
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Mpumep

UcTopuns nameHeHuii

(config-wg-peer)> preshared-key »
WY2fkhJZuDCbYew7L8whBMzkReVf8KKzWJrmaR79F8z=
Wireguard::Interface: "Wireguard4": set preshared key for peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g=".

(config-wg-peer)> no preshared-key
Wireguard::Interface: "Wireguard4": reset preshared key for peer »
"gbplgW3pBQKssrAdahlhiib13J1123ZM8dBIjjPmm2g="".

Bepcus OnucaHve

3.03 JobaBneHa komaHaa interface wireguard peer
preshared-key.

3.27.188 interface wireguard private-key

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTpPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

Ha3HaunTb UK creHeprpoBaTb NPUBATHBIN KUY ANSt MOAKIYEHWNS K
yAaneHHbIM NMpam Yepes npoTokon WireGuard. Mo ymon4aHuo NpyBaTHbI
KNHOY He HaCTPOEH.

Het
Het
Het

Wireguard

(config-if)> wireguard private-key [ private-key>]

AprymeHT 3HayeHne |OnucaHue

private-key CTtpoka 3HauyeHVie HOBOro NPYBATHOIO K/toYa.
JlonyckaeTcs NCNonb3oBaHMe NaTUHCKMUX
6yKB, Ldp 1 3HaKOB paBeHCTBa. AnnHa
Kntova 44 cnmsona.

(config-if)> wireguard private-key
Wireguard::Interface: "Wireguard4": generated new private key.

(config-if)> wireguard private-key »
Ushaeghezail7reo8iK6ear0eomujohkeen8jahX5uo=
Wireguard::Interface: "Wireguard4": set private key.

Bepcus OnucaHve
3.03 [Jlo6aBneHa komaHga interface wireguard private-key.
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3.27.189 interface wmm

OnucaHwne Bkntounts WMM Ha nHTepdelice.
Mpe¢ukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Access Point

CuHoncuc I (config-ify>  wmm

I (config-if)> no wmm

Mpumep (config-if)> wmm
WMM extensions enabled.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 JobaBneHa komaHaa interface wmm.

3.27.190 interface wpa-eap radius secret

OnucaHune YKa3zaTb COBMECTHO MCMOJIb3yeMblii CEKPETHbIN KoY A5 6e30nacHoro
B3anmogencTensa mexay RADIUS cepsepom 1 RADIUS knueHToM.

KomaHga ¢ npedurkcom no yaanseT ceKpeTHbIN Krou.
Mpe¢ukc no [Ja
MeHsieT HacTpouikm  [la
MHorokpaTtHbiiA BBog, Het
Tun untepdeiica Bridge

Cunoncnc (config-if)> wpa-eap radius secret <secret>

(config-if)> no wpa-eap radius secret

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
secret Ctpoka 3HaueHwue kr4a RADIUS cepBepa.
MakcmnmanbHas gnnHa coctaBnseT 64
cMMBoONa.
NMpumep (config-if)> wpa-eap radius secret »

(+>R#G™ }-INxru'i8i | LK}wBNIE~X0Xa{xFOG-N"%FaTnr|S(e(q$/1P2/tbX/#Q
Network: :Interface: :Rtx: :WpaEap: Bridge® RADIUS secret applied.
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naBa 3 OnncaHme KOMaHA,

(config-if)> no wpa-eap radius secret
Network::Interface: :Rtx::WpaEap: Bridge® RADIUS secret cleared.

VICTOleﬂ n3MeHeHuiA Bepc”ﬂ onvucaHue

3.01 Job6asneHa koMmaHga interface wpa-eap radius secret.

3.27.191 interface wpa-eap radius server

OnucaHue Ykasatb agpec RADIUS cepsepa.
KomaHaa ¢ npedurkcom no yaanseT agpec cepsepa.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het
Tun untepdeiica Bridge

CuHoncuc (config-if)> wpa-eap radius server «address: [: port>]

(config-if)> no wpa-eap radius server

AprymeHTbl AprymeHT 3HaueHue |OnucaHmne
address IP-appec IP-appec RADIUS cepsepa.
port Lenoe 4ucno |Homep nopta RADIUS cepBepa.
Mpumep (config-if)> wpa-eap radius server 192.168.10.10

Network: :Interface: :Rtx: :WpaEap: Bridge® RADIUS server set to »
192.168.10.10.

(config-if)> wpa-eap radius server 192.168.10.10:1111
Network: :Interface: :Rtx: :WpaEap: Bridge® RADIUS server set to »
192.168.10.10:1111.

(config-if)> no wpa-eap radius server
Network::Interface: :Rtx::WpaEap: Bridge® RADIUS server cleared.

WcTopuns nsmeHeHunit |Bepcus onucaHue

3.01 JobasneHa koMmaHza interface wpa-eap radius server.

3.27.192 interface wps

OnucaHue BkntounTb GyHKUMOHaNbLHOCTL WPS.
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naBa 3 OnncaHme KoOMaHp,

Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica WiFi

CuHoncuc I (config-if)>  wps

I (config-if)> no wps

Mpumep (config-if)> wps
WPS functionality enabled.

MCTOPMH U3MeHeHUnA Bepcmﬂ onvicaHue

2.00 JobasneHa koMmaHga interface wps.

3.27.193 interface wps auto-self-pin

OnuncaHmne Bxkaountb pexum WPS auto-self-pin. Mo ymonuaHuto pexxrm auto-self-pin
BK/THOYEH.

KomaHaa ¢ npedrKcom no OTKAHOUAET 3TOT PeXUM.
Mpedunkc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun uHTepdelrica WiFi

CuHoncuc I (config-if)>  wps auto-self-pin

I (config-if)> no wps auto-self-pin

Mpumep (config-if)> wps auto-self-pin
Network::Interface: :Rtx::Wps: an auto self PIN mode enabled.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.04 Jlo6aBneHa komaHga interface wps auto-self-pin.

3.27.194 interface wps button

OonucaHue HauaTb npouecc WPS ¢ ncnonb3oBaHMeM KHOMKMN. MPOoLLeCcc ANTCS 2 MUHYTHI,
NN MEHbLLIE, €C/IN COEAMNHEHME YCTAHOB/IEHO.
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naBa 3 OnncaHme KOMaHA,

Mpedukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica WiFi

CuHoncuc (config-ify>  wps button «directions

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
direction send OTnpasuTb HacTpoiiku Wi-Fi.
receive MonyunTtb HacTpoikn Wi-Fi oT 4G.
Mpumep (config-if)> wps button send

Sending WiFi configuration process started (software button mode).

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jlo6aBneHa komaHga interface wps button.

3.27.195 interface wps peer

OnucaHwue HauaTb npouecc WPS ncnonesysa PIN yaaneHHoro y3na. lNpouecc gantca 2
MUHYTbI, U MEHbLLIE, eC/IN COeAVHEHME YCTaHOB/IeHO. 10 yMONUYaHUIo
npouecc WPS PIN BbIKntOYeH.

MNpedukc no Het
MeHsieT HacTpoiikn  Het

MHorokpaTtHbIiA BBog, Het

Tun nHtepdeiica WiFi
Cunoncnc (config-if)>  wps peer «direction> pin
AprymeHTbl AprymeHT 3HaueHue |OnucaHue

direction send OTtnpasBuTb HacTporikn Wi-Fi.

receive MonyunTb HacTpoikn Wi-Fi oT yaaneHHoro
ysna.

pin Crtpoka PIN-koa yaaneHHoro ysna.

Mpumep (config-if)> wps peer send 53794141

Network::Interface: :Rtx::Wps: "WifiMaster0/AccessPoint0": peer »
PIN WPS session started.
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naBa 3 OnncaHme KoOMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.04 Jlo6aBneHa komaHga interface wps peer.

3.27.196 interface wps self-pin

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

3.28 ip arp

OnucaHune

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

HauaTb npouecc WPS ncnonb3sys PIN ycTpoiicTBa. [Mpouecc AnnTes 2 MUHYTHI,
NIV MeHbLLUE, ec/iN CoeAHeHNe YCTaHOBJIEHO.

Het
Hert
Hert
WiFi

(config-if)>  wps self-pin «direction

AprymeHT 3HayeHue |OnucaHue
direction send OTnpaBuTb HacTpoiiku Wi-Fi.
receive MonyunTb HacTpolku Wi-Fi oT 4G.

(config-if)> wps self-pin receive
Receiving WiFi configuration process started (self PIN mode).

Bepcus OnucaHve

2.00 JobaeneHa koMmaHga interface wps self-pin.

3ajaTtb cTaTuyeckoe conocTasneHne mexay IP n MAC agpecamm 411 XOCTOB,
He NoAJepPXMBAOLLNX ANHaMunYeckuin ARP.

KomaHga c npedukcom no yaansaet 3anncb 13 Tabnamubl ARP. ECv BbINOHUTL
KOMaHAy 6e3 apryMeHTOB, BeCb CN1COK 3anuncein ARP ByaeT ounLeH.

Ja
Ja
Ja
I (config)> ip arp «ips> mac

I (config)>noip arp[«ips]
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naBa 3 OnncaHme KOMaHA,

AprymeHTbl

Mpumep

WcTopuns nsmeHeHni

3.29 ip dhcp class

OnucaHune

Mpedukc no

MeHsieT HacTpoiKkmn

AprymeHT

3HauyeHve

OnucaHwue

ip

IP-agpec

IP-agpec B BUje yeTbIpéx
AECATUYHBIX YnCen, pa3aeNiéHHbIX
TOUYKaMu, COOTBETCTBYOLLMIA
JloKkanbHoOMy agpecy.

mac

MAC-agpec

MAC-aapec B Buje LecTy rpymnn
LecTHagLaTepuyHbIX L1op,
pa3jefieHHbIX 4BOeTOUNAMMN.

(config)> ip arp 192.168.2.50 al:2e:84:85:14:21
Network: :ArpTable: Static ARP entry saved.

(config)> no ip arp 192.168.2.50

Network: :ArpTable: Static ARP entry deleted for 192.168.2.50.

(config)> no ip arp
Network: :ArpTable: Static ARP table cleared.

Bepcusa

OnucaHune

2.00

JobasneHa KoMaHaa ip arp.

JocTtyn K rpynne KoMaHA AN HacTporKkn BeHAop-knacca DHCP (60 onuus).

Ecnn knacc BEHAOPOB He HaVIAEH, KOMaHZA4a NbITaeTcAa ero co3aatb.

KomaHga ¢ npedurkcom no yaanseT Bbl6paHHbIN Knacc.

Ja

Het

MHorokpaTtHbiiA BBOg, [a

BxoxxaeHue B rpynny (config-dhcp-class)

CvHoncuc

AprymeHTbl

Mpumep

(config)>

ip dhcp class «class»

(config)> no ip dhcp class «class»

AprymeHT

3HauyeHve

OnucaHwue

class

Crpoka

HasBaHuve BeHA0p-KNacca.

(config)> ip dhcp class STB-One
Dhcp::Server: Vendor class "STB-One" has been created.

4G (KN-1211) — CnpaBOYHNK KOMaHZA

259



naBa 3 OnncaHme KoOMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 [JobaeneHa komaHza ip dhcp class.

3.29.1 ip dhcp class option

OnucaHune
MNpedukc no
MeHsieT HacTpoiKmn

MHorokpaTHbIii BBOA,

CvHoncuc

AprymeHTbI

Mpumep

WcTopus nsmeHeHwnii

YKa3aTb 3HaueHue onunn 60 s NPUCBOEHUA BeHA0P-Kacca.
KomaHga ¢ npedpurKcom no yaanseT yKasaHHbIM Knacc.

Ja

Aa

Ja

(config-dhcp-class)>  option <cnumber> hex «data»

(config-dhcp-class)> no option <number>

AprymeHT 3HauyeHue OnuncaHwue

number lenoe uyucno |Homep onuuun. Ceilvac Ncnonb3yeTcs TONAbKO
3HauyeHue 60.

data Crpoka 3HayeHve onuun.

(config-dhcp-class)> option 60 hex FF
Dhcp::Server: Option 60 is set to FF.

Bepcus OnucaHve
2.00 [Jlo6aBneHa komaHga ip dhcp class option.

3.30 ip dhcp host

OnucaHune

Mpednkc no

MeHsieT HacTpoAKK

HactpouTk cTatnueckyto npmeasky IP-agpeca k MAC-agpecy xocrta. Ecnm xocT
C YKa3aHHbIM MMEeHEeM He HailjeH, KOMaHAa NblTaeTcs ero co3aath. Ecan
yKasaHHbI IP-agpec He BXOAUT B AMana3oH HWY OAHOro nyfna, KoMaHaa
COXPaHUTCA B HaCTpoKax, HO Ha paboTy cepeepa DHCP He noBauserT.

KomaHga nossosnget noMmeHATb MAC-agpec, 0OCTaBMB NpexHee 3HayveHue
IP-agpeca, n Hao60poT — NoMeHATb [P-agpec, ocTaBMB NpeXHee 3HaYeHNe
MAC-agpeca.

KomaHga ¢ npedpurkcom no yaansiet XocT.
Ja
Ja
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naBa 3 OnncaHme KOMaHA,

MHorokpaTHbIl/i BBog, /[la

CuHoncnc (config)> ipdhcp host chosts[mac ][ ip]
(config)> no ip dhcp host <host»
AprymeHTbI AprymeHTt 3HaueHue |OnucaHune
host CTpoka Mpon3Bo/ibHOE MMS XOCTa, UCMOJIb3yeTCs
ansa naeHtnoukaumm napsl MAC-IP B
HacTpoKax.
mac MAC-agpec |MAC-agpec xocTa Ans CTaTUYeckomn
npweasku IP-agpeca. Ecnv He ykasaH,
3HayeHne 6epeTca U3 NpeablayLuel
HaCTPOMKMN.
ip IP-agpec IP-agpec xocTta. Eciv He yKasaH, 3HadeHune
6epeTca U3 NpeablayLieit HacTPOKN.
Npumep (config)> ip dhcp host HOST 192.168.1.44
new host "HOST" has been created.
VICTOleﬂ M3MeHeHuiA Bepc”ﬂ onucaHvie

2.00 Job6asneHa komaHaa ip dhcp host.

3.31ip dhcp pool

OnucaHue JocTyn K rpynne komaHg ans Hactpoiiku DHCP-nyna. Ecam nyn He HaingeH,
KOMaHga nbiTaeTcs ero co3gaTth. [ng nyna 3agaetca cnncok DNS-cepsepos
(komaHaa dns-server), WAO3 N0 ymondaHuio (komaHaa default-router) n
BpeMms apeHabl (koMaHza lease), a Takke granasoH AnHamuyeckux IP-agpecos
(komaHga range).

Mocne HacTPOMKKM NyNOB HEOHXOAMMO BKIKOUNTL CNyx6y DHCP ¢ MOMOLLbIO
KomaHgbl service dhcp.

MO>HO €c034aTb He 6onbLue 32 nynoB. MakcMManbHas ANMHA UMEHU nyna
— 64 cumBoOna.

MpuMeyaHune: B Tekyllei Bepcun CUCTEeMbl peann3oBaHa NoAaepXKa He
6onee ogHOro nyna Ha nHTepderic. ns KOPpeKTHOM paboThbl
cepeepa DHCP TpebyeTcs, uTobbI Arana3oH IP-agpecos,
YCTaHOBJ/IEHHbIV KOMaHAOW range, NpuHaaiexan ceTu,
HaCTpOeHHO Ha ogHoM 13 Ethernet-nHtepdeiicos
yCTPOMCTBa.

KomaHza c npedurKcom no yaanset nyn.

Mpe¢ukc no [Ja
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naBa 3 OnncaHme KoOMaHp,

MeHsieT HacTpoAKK

Ja

MHorokpaTtHbIiA BBOg, [a

BxoxxaeHue B rpynny (config-dhcp-pool)

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

3.31.1 ip dhcp pool bind

OnucaHue

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncumc

AprymeHTsl

Mpumep

NcTopus nsmeHeHum

(config)>

ip dhcp pool name»

(config)> no ip dhcp pool <name>

AprymeHT

3HayeHMe |OnwucaHue

name

CTpoka Vmsa nyna DHCP.

(config)> ip dhcp pool test pool
pool "test pool" has been created.

Bepcus

OnucaHune

2.00

Job6asneHa komaHgaa ip dhcp pool.

MpwBA3aTb Ny K yKazaHHOMY nHTepdelicy.

Ja
Ja
Het

Ethernet

(config-dhcp-pool)>  bind <interfaces

(config-dhcp-pool)> no bind <interfaces

AprymeHT 3HayeHne |OnucaHue
interface nms MonHoe nma nHTepderica NN NCeBAOHUM.
MHTepdelica

(config-dhcp-pool)> bind FastEthernet0/Vlan2
pool "test pool" bound to interface FastEthernet@/Vlan2.

Bepcus

OnucaHune

2.00

Job6asneHa komaHgaa ip dhcp pool bind.
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naBa 3 OnncaHme KOMaHA,

3.31.2ip dhcp

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

3.31.3ip dhcp

OnucaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

Bxo>xaeHue B rpynny

pool bootfile

YkazaTb NyTb K paiiny HacTpoek Ha TFTP-cepBepe ans knveHta DHCP (onums
67).

KomaHga c npedunkcom no yganseTt HacTPOWKY.
Ja

Ja

Het

Ethernet

(config-dhcp-pool)>  bootfile <bootfile»

(config-dhcp-pool)> no bootfile

AprymeHT 3HauyeHue OnuncaHwue

bootfile Wmsa ganna MyTb K pariny HacTpoex.

(config-dhcp-pool)> bootfile test.cnf
Dhcp::Pool: " WEBADMIN": set bootfile option to "test.cnf".

(config-dhcp-pool)> no bootfile
Dhcp::Pool: " WEBADMIN": cleared bootfile option.

Bepcus OnucaHue
2.1 Job6asneHa komaHaa ip dhcp pool bootfile.
pool class

JocTyn K rpynne KOMaHz4 A9 HacTpOMKn BeHAop-knacca DHCP BbIGpaHHOro
nyna agpecos. Ecnu knacc BeHAOPOB He HaljeH, KOMaHAa MblTaeTcs ero
co3AaThb.

[na KoppekTHOM paboThl MMSA Kacca AO/IKHO BbITb TaKMM Xe, KaK U B
koMaHge ip dhcp class.

KomaHga ¢ npedpurkcom no yaansieT Bbl6paHHbIN Knacc.
Ja

Ja

Aa

(config-dhcp-pool-class)
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naBa 3 OnncaHme KoOMaHp,

CuHoncuc (config-dhcp-pool)>  class «class»

(config-dhcp-pool)> no class «class>
AprymeHTbI AprymeHT 3HaueHue OnucaHue

class CTpoka Ha3BaHve BeHAOp-Kacca.
Mpumep (config-dhcp-pool)> class STB-One

Dhcp::Server: Vendor class "STB-One" has been created.
VICTOleﬂ Mn3MeHeHuiA Bepc”ﬂ onucaHuve

2.00 Job6asneHa komaHgaa ip dhcp pool class.

3.31.3.1 ip dhcp pool class option

OnucaHwue YcTaHOBWUTL A0ONOJIHUTENIbHBIE onunmn anga DHCP knneHTa B c/iyyae
coBnajeHna BeHA0p-Kiacca.

KomaHga ¢ npedurnkcom no yaanseT ykasaHHYH onuuio.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

CuHoncuc (config-dhcp-pool-class)>  option <cnumber> <type> «data»
(config-dhcp-pool-class)> no option <number>
AprymeHTbI AprymMeHT  |3HaueHme |OnucaHune
number 6 Onuwsa 6, DNS-cepsep.
42 Onuwa 42, NTP-cepBep.
43 Onuws 43, nogpobHas nHpopmaums o
npovssoguTene.
type ip Tun aprymeHTa data — IP-agpec. 31oT TMnN
He 1cnosb3yeTca 4na onumm 43.
hex Tun aprymeHTa data — LwecTHaguaTepmyHoe
yumcno.
data CTpoka 3HayeHue onuun.
Mpumep (config-dhcp-pool-class)> option 6 ip 192.168.1.1

Dhcp::Server: Option 6 is set to 192.168.1.1.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

3.31.4ip dhcp

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

UcTopuns nameHeHuii

Bepcus OnucaHve

2.00 [JobaeneHa komaHza ip dhcp pool class option.

pool debug

Jo6aBnTb 0TNag04Hble COOBLLEHNS B CUCTEMHbIN XKypHarn. Mo YMONYaHUNKO
HaCTpOVIKa OTK/IKOYEeHa.

KomaHga c npedurkcom no oTk/ItoYaeT OTNaAKY.
Ja

Aa

Het

(config-dhcp-pool)>  debug

(config-dhcp-pool)> no debug

Bepcus OnucaHve

2.01 Jlo6aBneHa komaHga ip dhcp pool debug.

3.31.5 ip dhcp pool default-router

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

HactpouTtb IP-agpec wnto3a no ymonyaHuto. Ecnuv He ykasaH, To byget
NCNONb30BaTbCs afpec, HaCTPoeHHbI Ha Ethernet-nHtepdeiice,
ornpejesieHHOM aBTOMaTUYeCKM A1 3aJaHHOro JManasoHa range.

KomaHga c npedrkcom no oTMeHseT HaCTPOIKY.
Ja

Aa

Het

(config-dhcp-pool)>  default-router <address»

(config-dhcp-pool)> no default-router

AprymeHT 3HayeHue |OnucaHue

address IP-appec AJpec LWt3a no yMo4aHuio.

(config-dhcp-pool)> default-router 192.168.1.88
pool "test pool" router address has been saved.
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naBa 3 OnncaHme KoOMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.00 Jlo6aeneHa komaHga ip dhcp pool default-router.

3.31.6 ip dhcp pool dns-server

OnucaHwue HactpouTs IP-agpeca cepsepos DNS (DHCP-onums 6). Ecin He ykasaH, TO
byfeT 1Cnonb30BaThCA agpec, HaCTpoeHHbI Ha Ethernet-uHtepderice,
onpegeneHHOM aBToMaTUYeCcKn 419 3alaHHOro AnanasoHa range.

KomaHga ¢ npeprkcoM No OTMeHSAeT HaCTPOIKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (config-dhcp-pool)>  dns-server («@address1 [ address2] | disable)
(config-dhcp-pool)> no dns-server
AprymeHTbI AprymeHT 3HaueHue OonucaHue
addressl IP-agpec Agpec nepsnyHoro DNS-cepBepa.
address?2 IP-agpec Appec sTopuyHoro DNS-cepBepa.
disable Kmoyesoe cnoso |OTkntoumtb DHCP onuyumto 6.
NMpumep (config-dhcp-pool)> dns-server 192.168.1.88
pool "test pool" name server list has been saved.
VICTOleﬂ M3MeHeHuniA Bepcmﬂ onucaHvie
2.00 JobasneHa komaHaa ip dhcp pool dns-server.
2.11 Job6asneH aprymeHT disable.

3.31.7 ip dhcp pool domain

OnucaHune YKa3aTb JOMEHHOe VMS, KOTOPOe KIMEHT JO/KEH MCMO/b30BaTh Npu
pa3peLleHnn nmeH yepes DNS (option 15).

KomaHga ¢ npedprnkcom no oTMeHsAeT HaCTPOIKY.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het
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naBa 3 OnncaHme KOMaHA,

CuHoncuc (config-dhcp-pool)>  domain «domain»
(config-dhcp-pool)> no domain
AprymeHTbI AprymeHT 3HaueHue OnucaHue
domain CTtpoka JlokanbHOe JOMeHHOoe VMS.
Mpumep (config-dhcp-pool)> domain example.net
Dhcp::Pool: Domain option has been saved.
VICTOleﬂ U3MeHeHUn Bepc”ﬂ onvcaHue

2.05 Job6asneHa komaHgaa ip dhcp pool domain.

3.31.8 ip dhcp pool enable
OnucaHue HauaTb ncnonb3oBaTh Ny B CUCTEME.
KomaHaa ¢ npedunKcom no oTkNtoYaeT NCNOoNb30BaHMe nyna.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc I (config-dhcp-pool)>  enable
I (config-dhcp-pool)> no enable
NMpumep (config-dhcp-pool)> enable
Dhcp::Server: pool "111" is enabled.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.03 Job6asneHa komaHgaa ip dhcp pool enable.

3.31.9 ip dhcp pool lease

OnucaHue YcTaHoBWUTE Bpems apeHabl IP-agpecos nyna DHCP. Mo ymonyaHumio
MNCrosib3yeTcs 3HaueHne 25200 (7 yacos).

KomaHga ¢ I'Ipeq)I/IKCOM Nno BO3BpallaeT 3HavyeHne BpeMeHW apeHabl Mo
yMO/14aHuio.

Mpe¢ukc no Ja

MeHsieT HacTpoliku  [a
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naBa 3 OnncaHme KoOMaHp,

MHorokpaTtHbIiA BBOg, Het

CnHoncuc (config-dhcp-pool)>  lease <lease
(config-dhcp-pool)> no lease
AprymeHTbI AprymeHTt 3HaueHue |OnucaHune
lease lenoe 4ucno |Bpems apeHfbl B cekyHAax. MoxeT
NPVHMMAaTbL 3HaYeHVe B AnanasoHe oT 1
40 259200 (3 gHs).
Mpumep (config-dhcp-pool)> lease 259200
Dhcp::Pool: " WEBADMIN": set lease time: 259200 seconds.
(config-dhcp-pool)> no lease
Dhcp::Pool: " WEBADMIN": lease time reset to default (25200 »
seconds) .
VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie
2.00 [Jlob6aBneHa komaHga ip dhcp pool lease.

3.31.10 ip dhcp pool next-server

OnucaHue Yka3aTb agpec TFTP-cepBepa ansd DHCP-knmneHTa (onums 66).
KomaHga ¢ npedurkcom no yganseTt HacTPOKy.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica Ethernet

CuHoncunc (config-dhcp-pool)>  next-server address>

(config-dhcp-pool)> no next-server

AprymeHTbI AprymeHT  |3HaueHue |OnucaHune
address IP-agpec Appec cepepa TFTP.
NMpumep (config-dhcp-pool)> next-server 10.1.1.11

Dhcp::Pool: " WEBADMIN": set next server address: 10.1.1.11.

(config-dhcp-pool)> no next-server
Dhcp::Pool: " WEBADMIN": cleared next server address.
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naBa 3 OnncaHme KOMaHA,

UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.11

[JobaeneHa komaHaa ip dhcp pool next-server.

3.31.11 ip dhcp pool option

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn

3asaTb AOMONHUTENbHbIE NapameTpbl ans DHCP-knneHTa.

KomaHga c npedpurKcom no yaansieT AoNoNHUTENbHYH HACTPOLKY.

MHorokpaTHbI/i BBog, /[la

Tun nHTepdeiica

CuHoncunc

AprymeHThl

Mpumep

Ja
Aa
Ethernet
(config-dhcp-pool)>  option <numbers <type> «data»
(config-dhcp-pool)> no option <number>
AprymeHT 3HauyeHue OnucaHwue
number 4 Onuua 4, cepsep BpeMeHu.
6 Onuwsa 6, DNS-cepsep.
42 Onuuna 42, NTP-cepBep.
44 Onumna 44, NetBIOS-cepsep.
26 Onuwsa 26, MTU.
121 Onuua 121, becknaccoBble cTaTnyeckue
MapLUpyThl.
249 Onuwsa 249, MS MapLupyThl.
type ip Tun aprymeHTta data — IP-agpec. 3T1oT T”n
He 1cnosib3yeTca A8 onumm 26.
hex Tun aprymeHTa data — WecTHajLatepmyHoe
uncno.
ascii Tun aprymeHTa data — umncno ASCIL
mtu Twnn aprymeHTa data — pasmep MTU.
data CTpoka 3Ha4veHue onuun.

(config-dhcp-pool)> option 4 hex 00010203

(config-dhcp-pool)> option 4 ascii test

(config-dhcp-pool)> option 6 8.8.8.8,8.8.4.4,192.168.1.1

(config-dhcp-pool)> no option 6 8.8.8.8,8.8.4.4,192.168.1.1

4G (KN-1211) — CnpaBOYHNK KOMaHZA

269



naBa 3 OnncaHme KoOMaHp,

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.09 Jlo6aeneHa komaHga ip dhcp pool option.

3.31.12ip dhcp pool range

OnuncaHmne HacTpouTb Anana3oH AHaMNYeCcKX aApecos, BblgaBaeMbix DHCP-knveHTam
HekoTopol noaceTu. lnanasoH 3a4aeTcs HayanbHbIM N KOHEYHbIM
IP-agpecom, 60 Ha4anbHbLIM agpecoM 1 pa3mepoM. CeTeBoli MHTepdelic,
K KOTOPOMY 6yAyT NprIMeHeHbl HaCTPOWKK, BbIOMpaeTcs aBTOMaTUYEeCK.
AZpec BbIbpaHHOro MHTepdeca NCrnob3yeTcs B KayecTse LUA03a Mo
ymonyaHuto n DNS-cepBepa, eciv He 3aiaHbl Apyrve agpeca KoMaHAaMu ip
dhcp pool default-router v ip dhcp pool dns-server.

KomaHaa ¢ npedurkcom no yaanseT gnanasoH.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOog, Het

CuHoncuc (config-dhcp-pool)>  range <begin> (<end> | <sizes)
(config-dhcp-pool)> no range

AprymeHTbI AprymeHT 3HaueHue |OnucaHmne
begin IP-agpec HauanbHbI agpec nyna.
end IP-agpec KoHeuHbI agpec nyna.
size lenoe uucsno |Pasmep nyna.

NMpumep (config-dhcp-pool)> range 192.168.15.43 3
pool " WEBADMIN" range has been saved.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.00 JobasneHa komaHaa ip dhcp pool range.

3.31.13 ip dhcp pool update-dns

OnucaHue Jlo6aBnsaTb cTatuyeckme 3anmcm B DNS-npokcun npu Bbigave DHCP-agpecos.
B kauecTtBe nMeHn ncnonb3lyetcsa MM xocta n3 DHCP-3anpoca. Mo
YMONYaHUIO GYHKLNSA OTKHOUEHa.

KomaHza c npedurkcom no oTkno4aeT GyHKLKIO.

Mpe¢ukc no Ja
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MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

CuHoncue I(config-dhcp-pool)> update-dns
I (config-dhcp-pool)> no update-dns
Mpumep (config-dhcp-pool)> update-dns
Dhcp::Pool: DNS update has been enabled.
VICTOpI/Iﬂ U3MeHeHU Bepcmﬂ onucaHvie

2.06 [Jlo6aBneHa komaHga ip dhcp pool update-dns.

3.31.14 ip dhcp pool wpad

OnucaHue Hactpoute DHCP onuwuto 252 — npoTtokon WPAD. o ymMon4aHuio onuus
OTKJIHOUEHaA.

KomaHga ¢ npedurkcom no oTKAoYaeT HaCTPOIKY.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTHbI/i BBog, Het

CnHoncuc (config-dhcp-pool)>  wpad wpad>
(config-dhcp-pool)> no wpad
AprymeHTbI AprymeHT 3HayeHue |OnucaHue
wpad Ctpoka URL-agpec npokcu-cepsepa.
Mpumep (config-dhcp-pool)> wpad http://wpad/wpad.dat
Dhcp::Pool: WPAD option has been saved.
VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onvcaHue

2.05 Jlo6aBneHa komaHga ip dhcp pool wpad.

3.32ip dhcp relay lan

OnucaHwue YKa3aTb, Ha KakoM ceTeBOM NHTepdeiice peTpaHcnaTop DHCP 6yaeT
06pabaTbiBaTh 3aMNpPOChl KNMEHTOB. MOXHO YKa3aTb HECKONLKO MHTepdericoB
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Mpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

«lan», A15 3TOro HY>XHO BBECTW KOMaHJAy HeCko/IbKO pas, yka3as Bce
HeobxoaMMble NHTepdencel Mo O4HOMY.

KomaHga ¢ npedurkcom no oTktouaeT petpaHcnaTop DHCP Ha ykazaHHOM
nHTepderice. Ecm ncnonb3osatb KOMaHAy 6€3 apryMeHTOB, peTpaHCsaTop
DHCP byaeT oTkAtO4eH Ha BceX MHTepdelicax.

Aa
Ja
Ja
(config)>  ip dhcp relay lan <interface

(config)> no ip dhcp relay lan [ interface]

AprymeHT 3HayeHne |OnucaHue

interface nms MonHoe nmMsA nam nceBAoHUM NHTepdeiica
uHTepgesica |Ethernet, Ha KOTOpoM peTpaHCIATOP
DHCP 6yaeT npyHMMaTh 3anpocsk!
K/IMIEHTOB.

(config)> ip dhcp relay lan Home
added LAN interface Home.

Bepcus OnucaHue

2.00 Job6asneHa komaHaa ip dhep relay lan.

3.33 ip dhcp relay server

OnucaHune

Mpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CunHoncunc

AprymeHThl

YkaszaTb IP-agpec cepsepa DHCP, Ha KOTOpPLIA peTpaHciaTop byaeT
nepeHanpaBAATb 3aMpocChkl KANEHTOB U3 10KaJIbHOW ceTu.

KomaHga ¢ npedurkcom no yganseTt HaCTPOKY.
Aa

Ja

Het

(config)>  ip dhcp relay server «address;

(config)> no ip dhcp relay server [ address ]

AprymeHT 3HaueHue |OnucaHue

address IP-agpec IP-agpec cepsepa DHCP.
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naBa 3 OnncaHme KOMaHA,

Mpumep

WcTopusa nsmeHeHum

(config)> ip dhcp relay server 192.168.1.11
using DHCP server 192.168.1.11.

Bepcus OnucaHue

2.00 Job6asneHa komaHaa ip dhcp relay server.

3.34 ip dhcp relay wan

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

NcTopus nsmeHeHum

YKasbiBaeT, yepes Kakown ceTeBol nHTepdeiic petpaHcnaTop DHCP byaet
06paLLaThCs K BblLLecTosLeMy cepeepy DHCP. B cucteme MoXeT 6bITb TOIbKO
OAVNH nHTepdelic Takoro TMna. Ecnm TouHbIN agpec cepBepa He yKasaH (CMm.
ip dhcp relay server), 3anpocbl 6yayT nepesaBaTbCs LUMPOKOBELLATEIbHO.
PekomeHayeTcs yKasblBaTb ajpec cepeepa.

KomaHza ¢ npe$urKcom no yaanset HacTpowky.
Ja

Ja

Het

(config)>  ip dhcp relay wan <interfaces

(config)> no ip dhcp relay wan [ interface]

AprymeHT 3HauyeHue |OnucaHue

interface nms MonHoe NMsA nam NnceBAoHUM NHTepdeiica
uHTeppeiica |Ethernet, Ha koTopbI ByayT
HanpaBnATLCA 3anpockl OT
DHCP-knvieHTOB.

(config)> ip dhcp relay wan FastEthernet0/Vlan2
using WAN interface FastEthernet0/Vlan2.

Bepcus OnucaHue

2.00 Job6asneHa komaHgaa ip dhcp relay wan.

3.35ip esp alg enable

OnuncaHune

Mpe¢ukc no

Brntoumntb pexum IPSec Passthrough ana TyHHenei IPsec ESP. Mo ymonYaHuio
HaCTpoWKa BbIK/IlOYeHa.

KomaHza c nped1KcomM no oTKIOYaeT HaCTPOWAKY.

Ja
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naBa 3 OnncaHme KoOMaHp,

MeHsieT HacTpoAKK
MHorokpaTHbIVi BBOj,

CuHoncuc

Mpumep

WcTopus nsmeHeHum

Ja
HeTt
I(config)> ip esp alg enable

I (config)> no ip esp alg enable

(config)> ip esp alg enable
Esp::Alg: Enabled.

(config)> no ip esp alg enable
Esp::Alg: Disabled.

Bepcus OnucaHue

3.05 JobasneHa komaHgaa ip esp alg enable.

3.36 ip flow-cache timeout active

OnuncaHune

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

YCTaHOBUTb BPeMS XpaHeHs aKTUBHbIX CeCCUIA B Kelue. [0 yMon4aHuto

ncnonb3yeTtca 3HaveHue 10.

KomaHga ¢ I'Ipeq)I/IKCOM No BO3BpalLlaeT 3HaveHne No yMmoa4aHuio.

Ja

[Ja

Het

(config)> ip flow-cache timeout active <timeout»

(config)> no ip flow-cache timeout active

AprymeHT 3HaueHue |OnucaHue

a0 30.

(config)> ip flow-cache timeout active 1
Netflow: :Manager: Active timeout set to "1" min.

(config)> no ip flow-cache timeout active
Netflow: :Manager: Active timeout reset to "10" min.

Bepcus OnucaHve

2.1 JobasneHa komaHgaa ip flow-cache timeout active.
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naBa 3 OnncaHme KOMaHA,

3.37 ip flow-cache timeout inactive

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

YCTaHOBUTbL BpeMsi XpaHeHUst HeaKTUBHbIX CeCCUi B KeLle. 10 ymMondaHuto
ncnonb3lyeTca 3HayveHue 20.

KomaHga ¢ npedrkcom no Bo3BpaLLaeT 3Ha4YeHne Mo YMOAYaHUIO.
Ja

Ja

Het

(config)> ip flow-cache timeout inactive «timeout>

(config)> no ip flow-cache timeout inactive

AprymeHT 3HayeHne |OnucaHue

timeout lernoe umcno|3HaueHue TalimM-ayTa B cekyHAax. MoxeT
NPUHNMAaTbL 3HaueHVe B JranasoHe oT 1
40 600.

(config)> ip flow-cache timeout inactive 1
Netflow: :Manager: Inactive timeout set to "1" s.

(config)> no ip flow-cache timeout inactive
Netflow: :Manager: Inactive timeout reset to "20" s.

Bepcus OnucaHve

2.11 Jlo6aeneHa komaHga ip flow-cache timeout inactive.

3.38 ip flow-export destination

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CvHoncuc

3afatb NnapameTpbl Koninektopa NetFlow.

KomaHga c npedumkcom no yganseTt napameTpbl.

Ja

Aa

Het

I (config)> ip flow-export destination address port»

I (config)> no ip flow-export destination
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naBa 3 OnncaHme KoOMaHp,

AprymeHTbI AprymeHT 3HaueHue |OnucaHue
address IP-agpec IP-agpec coopLumKa JaHHBIX.
port lenoe 4ucno |Homep nopta UDP konnektopa. Moxert
npuHMMaTb 3HaueHusa 2055, 2056, 4432,
4739, 9025, 9026, 9995, 9996, 6343.

Mpumep (config)> ip flow-export destination 192.168.101.31 4739
Netflow: :Manager: Export destination is set to »
192.168.101.31:4739.

(config)> no ip flow-export destination
Netflow: :Manager: Export destination is unset.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.1 JobasneHa komaHaa ip flow-export destination.

3.39 ip flow-export version

OnucaHune YKaszaTtb Bepcuo konnektopa NetFlow. No yMOAYaHUIO UCMO/b3yeTcs
3HayeHue 5.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHUIo.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog, Het

CuHoncuc (config)> ip flow-export version «wersion

(config)> no ip flow-export version

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

version Ctpoka Bepcusa npoTtokona.

Mpumep (config)> ip flow-export version 9
Netflow: :Manager: Set export protocol version to 9.

(config)> no ip flow-export version
Netflow: :Manager: Reset export version to 5.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.05 Job6asneHa komaHgaa ip flow-export version.
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naBa 3 OnncaHme KOMaHA,

3.40 ip host

OnucaHwue
Mpejukc no

MeHsieT HaCTpPOUKM
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

Jlob6aBuTb JOMeHHOe nMa 1 agpec B Tabanuy DNS.

Aa
Ja
Ja

(config)>  ip host «domains <address>

(config)> no ip host [ <domains <address> ]

AprymeHT 3HayeHne |OnucaHue
domain Crpoka JomMmeHHOe nvs xocTa.
address IP-agpec IP-agpec xocTa.

(config)> ip

Dns: :Manager:
192.168.1.22.

(config)> no

Dns: :Manager:

host zydata.local 192.168.1.22
Added static record for "zydata.local", address »

ip host zydata.local 192.168.1.22
Record "zydata.local", address 192.168.1.22 deleted.

Bepcusa

OnucaHune

2.00

JobasneHa komaHgaa ip host.

3.41 ip hotspot

OnucaHune
Mpe¢ukc no

MeHsieT HaCTpPOWKMN
MHorokpaTtHbIiA BBOJ,

Tun untepdeiica

HeT

Het

Het

IP

BxoxxaeHue B rpynny (config-hotspot)

CuvHoncuc

Mpumep

I(conﬁg)> ip hotspot

(config)> ip hotspot
(config-hotspot)>
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naBa 3 OnncaHme KoOMaHp,

UcTopuns nameHeHuii

Bepcus OnucaHve

2.06 [JobaeneHa komaHaa ip hotspot.

3.41.1 ip hotspot auto-scan interface

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncunc

AprymeHThl

Mpumep

WcTopusa nsmeHeHum

BkntounTb GOHOBOE CKaHMpPOBaHWe Ha 3aaHHOM UHTepdelice. Mo
YMOTYaHUIO BK/IHOUEHO.

KomaHga ¢ npeprKcoM Nno OTKAOUaEeT HaCTPOKKY.
Ja
Aa
Ja
IP

(config-hotspot)>  auto-scan interface <interface

(config-hotspot)> no auto-scan interface <interface»

AprymeHT 3HaueHue OnucaHue
interface Ums uHtepgesica|NonHoe nma nHtepderica nnn
nceBAOHNM.

(config-hotspot)> auto-scan interface WifiMaster0/AccessPointl
Hotspot::Discovery: :Manager: Subnetwork scanning on interface »
"WifiMaster0/AccessPointl" is unchanged.

(config-hotspot)> auto-scan interface WifiMaster0/AccessPointl
Hotspot::Discovery: :Manager: Subnetwork scanning on interface »
"WifiMaster0/AccessPointl" is disabled.

Bepcus OnucaHve

2.08 Job6asneHa komaHgaa ip hotspot auto-scan interface.

3.41.2 ip hotspot auto-scan interval

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOUKN

MHorokpaTtHbIiA BBOJ,

3ajaTb MHTepBaa NPOBEPKUN XOCTOB, HAXOAALLIMXCA OHMAVH.
KomaHga ¢ npedrkcom no Bo3BpaLLaeT 3HaYeHne Mo YMOAYaHUIo.
Ja

Ja

HeTt
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naBa 3 OnncaHme KOMaHA,

Tun nutepdeiica IP

CuHoncnc (config-hotspot)>  auto-scan interval <intervals

(config-hotspot)> no auto-scan interval

AprymeHTbI AprymeHTt 3HaueHue OnucaHue

interval Lenoe uncsno VHTepBan ckaHMpoBaHWA B
cekyHzax. 1o ymonyaHuto
1cnosib3yeTcsa 3HaueHue 30.

Mpumep (config-hotspot)> auto-scan interval 10
Hotspot::Discovery::Manager: Auto-scan probe interval is set to »
10 s.

(config-hotspot)> no auto-scan interval
Hotspot::Discovery: :Manager: Auto-scan probe interval reset to »

default.
VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
2.08 JobasneHa komaHaa ip hotspot auto-scan interval.

3.41.3 ip hotspot auto-scan passive

OnucaHune 3afaTb CKOPOCTb NACCMBHOMO CKAHVMPOBAHUS B XOCTax B CEKYHAY.
KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHUIO.

Mpe¢ukc no Ja

MeHsieT HacTpoilikn  [a

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP

CuHoncuc (config-hotspot)>  auto-scan passive <rate> hps

(config-hotspot)> no auto-scan passive

AprymeHTbI AprymeHT 3HaueHune OnucaHue

rate llenoe uuciio CKOpPOCTb MAaCCUBHOTO
CKaHWpoBaHMsi. Mo yMoA4YaHmo
NCMONb3yeTCs 3HaYeHe 3.

Mpumep (config-hotspot)> auto-scan passive 5 hps
Hotspot::Discovery: :Manager: Auto-scan rate is set to 5 hps.
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naBa 3 OnncaHme KoOMaHp,

WcTopusa nsmeHeHum

(config-hotspot)> no auto-scan passive
Hotspot::Discovery: :Manager: Auto-scan rate reset to default.

Bepcus

OnucaHmne

2.08

JobasneHa komaHgaa ip hotspot auto-scan passive.

3.41.4 ip hotspot auto-scan timeout

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YcTaHOBUTE 0PPaNHOBbLIN TaliM-ayT ANs XOCTOB. [oc/ie yKazaHHOro BpemeHu
OTCYTCTBYIOLLMIA XOCT YAANAETCH U3 CNMCcKa 0BHapY>KEeHHbIX XOCTOB XOT-CroTa.

KomaHga ¢ ﬂpe¢I/IKCOM Nno BO3BpaLlaeT 3HayeHne no yMmoadaHuio.

Ja
Ja
Het

IP

(config-hotspot)>

auto-scan timeout <timeout

(config-hotspot)> no auto-scan timeout

AprymeHT

3HaueHve

OnucaHwue

timeout

Lenoe uucno

OddnanHoBLI TaiM-ayT B
cekyHzax. 1o ymonyaHuio
1cnosib3yeTcsa 3HaueHue 35.

(config-hotspot)> auto-scan timeout 31
Hotspot::Discovery: :Manager: Auto-scan host offline timeout is »

set to 31 s.

(config-hotspot)> no auto-scan timeout
Hotspot::Discovery: :Manager: Auto-scan host offline timeout reset »

to default.
Bepcus OnucaHve
2.08 Jlo6baBneHa komaHga ip hotspot auto-scan timeout.

3.41.5 ip hotspot default-policy

OnucaHwne

OnpegenuTtb NOANTUKY YnpaBneHus JomaluHeri CeTbio ANns Bcex
NHTepdelicoB N HasHaunTb Npoduab goctyna B HTepHeT. Moantmka
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naBa 3 OnncaHme KOMaHA,

NpUMeHseTcs KO BceM MHTepdeincam, He MMeroLLIM CO6CTBEHHOTO NMpaBua
faocTyna, ip hotspot policy.

MonnTtmka no ymonuyaHuo: permit.

KomaHga ¢ ﬂpeq)I/IKCOM Nno yCTaHaBNMBaeT 3Ha4YeHne NoJINTUKU No
yMO/T4aHUHO.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOg, [a
Tun nHtepdeiica IP

CuHoncuc (config-hotspot)>  default-policy (<access» | policys)

(config-hotspot)> no default-policy

AprymeHTbI AprymeHT |3HauyeHue OonucaHue
access permit PaspewnTb goctyn K cet UHTepHer.
deny 3anpeTuTb JOCTYyN K ceTu VIHTepHeT.
policy Mpogunb HassaHune npoduns goctyna.
pocryna
Mpumep (config-hotspot)> default-policy permit

FHotspot: :Manager: Default policy "permit" applied.

(config-hotspot)> default-policy deny
Hotspot: :Manager: Default policy "deny" applied.

(config-hotspot)> default-policy Policy®
Hotspot::Manager: Default policy "Policy0" applied.

(config-hotspot)> no default-policy
Hotspot: :Manager: Default policy cleared.

VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie
2.09 JobasneHa komaHaa ip hotspot default-policy.
2.12 Job6asneH aprymeHT policy.

3.41.6 ip hotspot host

OonucaHue HactpouTb npaBuia AocTyna nam 610KMPOBKU AN onpeseNieHHbIX KTMEeHTOB
YnpasneHnus [lomawHen CeTbro. laHHbIE NpaBuia MMerT 60Jiee BbICOKUN
nNpuopuTeT, YeM HaCTpoKa NOAUTUKM (CM. KomaHgy ip hotspot policy).

4G (KN-1211) — CnpaBOYHNK KOMaHZA 281



naBa 3 OnncaHme KoOMaHp,

Mpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CuHoncuc

AprymeHT

Mpumep

KomaHgaa ¢ npedurkcom no yaansieT HacTporiky.

Ja
Aa
Ja
IP

policy»)

(config-hotspot)>

host mac> (<access> | schedule <schedule> | policy

(config-hotspot)> no host wmac» (<access» | schedule | policy)

AprymeHT 3HauyeHue OnucaHwue
mac MAC-agpec MAC-agpec xocTa. XoCT Jo/mKeH 6bITb
3aperncTpupoBaH 3apaHee ¢ NOMOLLIbIO
komaHabl known host.
access permit PaspewwnTb goctyn K cet IHTepHerT.
deny 3anpeTuTb A0CTyN K ceTn VIHTepHeT.
schedule Pacnncanne |HasBaHMe pacnmncaHus, CO34aHHOro npu
nomMoLum rpynnel KoMmaHa schedule.
policy Mpogunb HasBaHune npoduns goctyna.
fgocryna

(config)> known host MYTEST 54:e4:3a:8a:f3:a7
Hotspot::Manager: Policy "permit" applied to interface "Home".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 permit
Hotspot::Manager: Rule "permit" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 deny
Hotspot: :Manager: Rule "deny" applied to host "54:e4:3a:8a:f3:a7".

(config-hotspot)> host 54:e4:3a:8a:f3:a7 schedule MYSCHEDULE
Hotspot: :Manager: Schedule "MYSCHEDULE" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> no host 54:e4:3a:8a:f3:a7 schedule
Hotspot::Manager: Host "54:e4:3a:8a:f3:a7" schedule disabled.

(config-hotspot)> host 54:e4:3a:8a:f3:a7 policy Policy0
Hotspot::Manager: Policy "Policy@" applied to host »
"54:e4:3a:8a:f3:a7".

(config-hotspot)> no host 54:e4:3a:8a:f3:a7 policy
Hotspot::Manager: Policy removed from host "54:e4:3a:8a:f3:a7".
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UcTopuns nameHeHuii

Bepcus OnucaHve
2.06 [JobaeneHa komaHza ip hotspot host.
2.12 [JlobaBneHbl aprymeHThl permit, deny, schedule, policy.

3.41.7 ip hotspot host service-class

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Mpumep

HasHaunTb onpegeneHHbI knacc Bcemy Tpaduky, HanpaBaeHHOMY K
3aperncTpMpoBaHHOMY XOCTY. Perncrpaumsa Xxocta BbINOAHSAETCA 3apaHee
npu noMoLm komaHasl known host.

KomaHga c npedumkcom no yganseTt HazHauyeHHbI knacc.
Ja

Ja

Het

IP

(config-hotspot)>  host anacs service-class «<service-class»

(config-hotspot)> no host mac» service-class

AprymeHT 3HayeHne |OnucaHue
mac MAC-agpec |MAC-agpec xocTa.
service-class|1 MwrHuManbHaa 3agep>xka (VolIP).
2 NHTepakTnBHasA CBA3b B peXnMe peasisHoro
BpeMeHU (Urpbl, BUAeOKOHPepeHLmn).
3 Cepsuckl TpaHcnauum (YouTube, NetFlix).
4 JaHHble ¢ He6obLLMMK 3a4epXKaMK (6a3bl

AaHHbIX, SSH).

5 JaHHble NOBbIWEHHOV NPOMNYCKHOMN
cnocobHocTn (web-Tpaduk).

6 HuskonpropuTeTHble AaHHble (COBMECTHbIN
Joctyn, BitTorrent).

(config-hotspot)> host 04:d4:c4:54:bc:11 service-class 3
Hotspot: :Manager: Service class "3" applied to host »
"04:d4:c4:54:bc:11".

(config-hotspot)> no host 04:d4:c4:54:bc:59 service-class
Hotspot::Manager: Service class removed from host »
"04:d4:c4:54:bc:59".
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UcTopuns nameHeHuii

3.41.8 ip hotspot policy

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Mpumep

Bepcusa

OnucaHwmne

3.05

[JobaeneHa komaHza ip hotspot host service-class.

OnpegennTtb NOANTUKY YNpasneHus [lomaluHeli CeTbo AN BbI6PaHHOro
NHTepdelica. MonnTnka NPUMEHSEeTCS KO BCEM XOCTaM, He MMeoLL MM
cobcTBeHHOro npaswuna goctyna ip hotspot host.

MoAnTMKa No ymon4vaHuto: permit.

KomaHaa ¢ npepunKcom no ycTaHaBNMBaET 3HayYeHne NOANTUKN Mo

YMONYaHUIO.

Ja
Ja
Ja
IP

(config-hotspot)>

policy <interface (<accesss | policy»)

(config-hotspot)> no policy <interfaces

AprymeHT 3HauyeHue OnucaHwue

interface msa MonHoe nmsa Ethernet nHtepderica nnn
nHTeppesica |NCEBAOHVM.

access permit Paspewwntb goctyn K cetn IHTepHer.
deny 3anpeTuTb AOCTYN K ceTn VIHTepHeT.

policy Mpogunb HasBaHune npoduns goctyna.
goctyna

(config-hotspot)> policy
Hotspot::Manager: Policy

(config-hotspot)> policy
Hotspot: :Manager: Policy

(config-hotspot)> policy
Hotspot::Manager: Policy

(config-hotspot)>
Hotspot: :Manager:

Home permit
"permit" applied to interface "Home".

Home deny
"deny" applied to interface "Home".

Home Policy0
"Policy0" applied to interface "Home".

no policy Home
Interface "Home" policy cleared.
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VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue
2.06 [JobaeneHa komaHza ip hotspot policy.
212 Jlo6aBneH aprymeHT policy.

3.41.9 ip hotspot wake

OnucaHue OtnpaBuTb Wake-on-LAN nakeT Ha private n protected nHTepdericbl xocTa.
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTtHbiiA BBog, Het

Tun uHTepderica IP

CuHoncuc (config-hotspot)>  wake mac»

AprymeHTbl AprymeHT 3HaueHue OnucaHue
mac MAC-apgpec MAC-aapec xocTa.
Npumep (config-hotspot)> wake a8:1e:84:11:f1:22

Hotspot::Manager: WoL sent to host: a8:1e:84:11:f1:22.

WcTopuns nsmeHeHwnit |Bepcusa onucaHue

2.08 JobasneHa komaHgaa ip hotspot wake.

3.42 ip http lockout-policy

OonuncaHmne 3aAaTb NapaMeTpbl OTCNEXNBAHWSA NOMbITOK BTOPXeHUS NyTéM nepebopa
naponeit HTTP gns nybnnyHbix nHTepdericos. Mo ymondaHuto GbyHKUNS
BK/tOYEHA.

KomaHga ¢ npedunkcom no oTkatoHaeT obHapyxeHme nogbopa.
Mpedukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog Het
Tun uHTepderica IP

Cuoncnc (config)>  ip http lockout-policy «thresholds [«durations

[cobservation-windows]]
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(config)> no ip http lockout-policy

AprymeHTbI AprymeHTt 3HayeHue OnucaHue

threshold Llenoe uucno Konnyectso HeyaauHbIX MOMbITOK
BX0Ja B cucTeMy. [10 yMO/I4YaHUIo
YCTaHOBJ/IEHO 3HaueHue 5.

duration lenoe uucno MpoAoNXKNTENbHOCTL 3arnpeTa
aBToOpM3aLUN ANIA YKa3aHHOTO
IP-agpeca B MuyHyTax. 1o
YMOJIYaHWIO YCTaHOB/IEHO
3Ha4yeHue 15.

observation-window |lenoe 4ucrio MpofoMKNTENBHOCTE HAbNAEHNS
3a NOA03PUTENbHON aKTUBHOCTLHO
B MUHyTax. [1o ymon4aHuio
YCTaHOB/IEHO 3HaYeHve 3.

Mpumep (config)> ip http lockout-policy 10 30 2
Http::Manager: Bruteforce detection is enabled.

(config)> no ip http lockout-policy
Http::Manager: Bruteforce detection is disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.08 Jlo6aBneHa komaHgaa ip http lockout-policy.

3.43 ip http log access

OonucaHmne BkntoumnTh pexunm oTnagkm Ha Beb-cepsepe (nginx). Mo ymonyaHuio yHKLUS
OTK/ItOYEeHa.

KomaHga ¢ npedurkcom no oTkIoYaeT 0TAAA0UHbBIN PEXMM.

MNpejukc no

MeHsieT HacTpoikmn

Ja
Ja

MHorokpaTHbIi BBog, Het

Tun nHTepdeiica

IP

CuHoncuc I (config)> ip http log access
I (config)> no ip http log access
Mpumep (config)> ip http log access

Http::Manager: Enabled access logging.
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(config)> no ip

http log access

Http::Manager: Disabled access logging.

WcTopuns nsmeHeHwnit |Bepcusa

OnucaHmne

3.00

Job6asneHa komaHgaa ip http log access.

3.44 ip http log auth

OnucaHue BKkntounTb NorMpoBaHne NonbITOK HeyAa4yHoM aBTopu3sauum B cucteme. Mo
YMOAYaHMIO QYHKLMSA OTKIOYEHa.

KomaHga ¢ ﬂpe¢I/IKCOM Nno OTKNKYaEeT IormpoBaHMe.

Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nHtepdeiica IP

CviHoncuc

I (config)> ip http log auth

I (config)> no ip http log auth

NMpumep (config)> ip http log auth
Http::Manager: Auth logging enabled.

(config)> no ip

http log auth

Http::Manager: Auth logging disabled.

WcTopus nsmeHeHnii |Bepcus

OnucaHue

2.08

Jo6aBneHa komaHga ip http log auth.

3.45 ip http log webdav

OnucaHune BktounTb normposaHvie NonbITOK HeyAauHoro NoAK/IHYEHUS K cepBepy
WebDAV. Mo ymon4aHuio GyHKLMA OTKAOYEHA.

KoMaHAa ¢ npedurkcom no oTKIOUAET IOrMpPOBaHMe.

MNpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOA, Het

Tun nHTepdeiica IP
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CuvHoncuc

Mpumep

UcTopuns nameHeHuii

I (config)>  ip http log webdav

I (config)> no ip http log webdav

(config)> ip http log webdav
WebDav: :Server: Enabled request tracing.

(config)> no ip http log webdav
WebDav: :Server: Disabled request tracing.

Bepcusa

OnucaHune

3.04

JobasneHa komaHgaa ip http log webdav.

3.46 ip http port

OnucaHune

Mpedukc no

MeHsieT HaCTPOUKN
MHorokpaTtHblIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

HasHaunTe HTTP nopt ans Beb-nHtepdeiica 4G. Mo ymMonyaHmMIo NCnosb3yeTcs

nopt 80.

KomaHga ¢ I'Ipe¢I/IKCOM Nno yCTaHaBNMBaeT NOPT NO yMONYaHWIO.

Ja
Ja
Het

IP

(config)>

ip http port port»

(config)> no ip http port

AprymeHT

3HaueHve OnucaHue

port

llenoe 4ucno HoBbin nopT HTTP.

(config)> ip http port 8080
Http::Manager: Port changed to 8080.

(config)> no ip http port
Http::Manager: Port reset to 80.

Bepcus

OnucaHune

2.08

JlobaBneHa komaHaa ip http port.
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3.47 ip http proxy

OnucaHue JocTtyn K rpynne KomaHa ans Hactpoikm HTTP npokcun. Ecam npokcn He
HaljeH, KOMaHJa nblTaeTcs ero co3gaTb.

KomaHaa ¢ npedurkcom no yaanseT npokcu.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOg, [a
Tun nutepdeiica IP

BxoxxaeHue B rpynny (config-http-proxy)

CuHoncue (config)>  ip http proxy name>
(config)> no ip http proxy name>
AprymeHTbI AprymeHT |3HayeHue |OnucaHue
name Ctpoka Wma HTTP npokcw.
Mpumep (config)> ip http proxy TEST
Http::Manager: Proxy "TEST" successfully created.
VICTOleﬂ M3MeHeHuniA Bepcmﬂ onucaHvie

2.08 JobasneHa komaHaa ip http proxy.

3.47.1 ip http proxy auth

OnucaHue Bkntountb aBTopusaumto ana HTTP-npokcu. Mo ymonyaHuio napameTp
OTKJIHOUEH.

KomaHga ¢ npedumkcom no otkaroyaeT asTopmsauuto ana HTTP-npokcn.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc | (config-http-proxy)>  auth

I (config-http-proxy)> no auth
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Mpumep

UcTopuns nameHeHuii

(config-http-proxy)> auth
Http::Manager: Proxy password auth is enabled.

(config-http-proxy)> no auth
Http::Manager: Proxy password auth is disabled.

Bepcus OnucaHve

2.10 [JobaeneHa komaHaa ip http proxy auth.

3.47.2 ip http proxy domain

OnucaHune

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

CunHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

YcTaHOBWUTL flOMEHHOE M4, onpegenatowee FQDN BUPTyanbHOro xXocTa.
KomaHga ¢ npedunKcom no yaanset HacTPOnKy.

Ja

Aa

Het

IP

(config-http-proxy)>  domain static «domain»

(config-http-proxy)> no domain

AprymeHT 3HaueHue |OnucaHue

domain Crpoka JomMmeHHOoe nwvs.

(config-http-proxy)> domain static example.net
Http::Manager: Configured base domain for proxy: test.

(config-http-proxy)> no domain
Http::Manager: Removed ndns domain for proxy: test.

Bepcus OnucaHue

2.08 Job6asneHa komaHga ip http proxy domain.

3.47.3 ip http proxy domain ndns

OnuncaHune

Mpe¢ukc no

Vcnonb3oBatb joMeHHoe 1M, noayyeHHoe oT cepsuca NDNS. Ecnun gaHHas
onumsa BKKOYEHa, HacTpoiika ip http proxy domain cTupaeTcs.

KomaHza c npedurKcom no yaansieT HacTpoiiky.

Ja
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MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica IP

CuHoncuc I(config-http-proxy)> domain ndns

I (config-http-proxy)> no domain ndns

Mpumep (config-http-proxy)> domain ndns
Http::Manager: Configured ndns domain for proxy: test.

(config-http-proxy)> no domain
Http::Manager: Removed ndns domain for proxy: test.

MCTOPMH N3MeHeHUnA Bepcmﬂ onvicaHue

2.08 JobasneHa koMmaHgaa ip http proxy domain ndns.

3.47.4 ip http proxy force-host

OnucaHue BkntounTb NepeonpegeneHune 3arosioska Host ana upstream.
KomaHaa ¢ npedrKcom no oTKNOYaeT HaCTPONKY.

Mpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Tun uHTepdderica IP

CuHoncuc (config-http-proxy)>  force-host «force-host>

(config-http-proxy)> no force-host

AprymeHTbI AprymeHT 3HaueHue OonucaHue
force-host |[Crpoka IP-agpec nnn gomeHHoe nms.
NMpumep (config-http-proxy)> force-host 192.168.8.1
Http::Proxy: "modem": enabled Host header enforcing to »
"192.168.8.1".

(config-http-proxy)> force-host modem.keenetic.pro
Http::Proxy: "modem": enabled Host header enforcing to »
"modem. keenetic.pro".

(config-http-proxy)> no force-host
Http::Proxy: "modem": disabled Host header enforcing.
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VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

3.06 Jlo6aBneHa komaHga ip http proxy force-host.

3.47.5 ip http proxy preserve-host

OnucaHune YCTaHOBUTb napamMeTp 414 CoOXpaHeHnA NCXO4HOTro 3arosioBka rnpu
NPOKCnpoBaHMN.

KomaHga ¢ npeprKcoM No OTKOUaEeT HaCTPOKY.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog, Het
Tun nHTepdeiica IP

CuHoncunc I (config-http-proxy)>  preserve-host

I (config-http-proxy)> no preserve-host

NMpumep (config-http-proxy)> preserve-host
Http::Manager: Proxy HTTP Host header preservation is enabled.

(config-http-proxy)> no preserve-host
Http::Manager: Proxy HTTP Host header preservation is disabled.

VICTOleﬂ M3MeHeHUA Bepcmﬂ onucaHvie

2.13 JobasneHa komaHaa ip http proxy preserve-host.

3.47.6 ip http proxy security-level

OnucaHue YcTaHOBUTL ypoBeHb 6e3onacHocTy aAng HTTP-npokcu. Mo ymonyaHuio
YCTaHOBJ/IEHO 3HayeHue private.

KomaHga ¢ npedurkcom no Bo3BpaLlaeT 3Ha4eHme No yMOAYaHUIo.
Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CnHoncuc I(config-http-proxy)> security-level (public | private)

I (config-http-proxy)> no security-level
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
public Knouesoe Joctyn K HTTP-npokcn paspelueH and public,
C/I0BO private u protected nHtepdeiicos.
private Knwyesoe Joctyn K HTTP-npokcu paspeLueH To/IbKO ANd
C/10BO private nHTepdelicos.
Mpumep (config-http-proxy)> security-level public

Http::Proxy: "testl": set public security level.

(config-http-proxy)> no security-level
Http::Proxy: "testl": unset public security level.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.05 Jlob6aBneHa komaHga ip http proxy security-level.

3.47.7 ip http proxy upstream

OnucaHue YctaHoBuTb agpec HTTP vnn HTTPS cepBepa, Ha KOTopbI 6yayT
nepeHanpaBnATbLCA 3aMNpochl.

KomaHga ¢ npedurkcom no yganseTt HaCTPOKY.
Mpejukc no Ja
MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP
Cunoncuc (config-http-proxy)> upstream(http | https)(imac> | <ip> | «fqdns) [«ports]
(config-http-proxy)> no upstream
AprymeHTbI AprymMeHT |3HayeHue onucaHue
http Knoyesoe cnoso |HTTP cepsep.
https Krouesoe cnoso |HTTPS cepsep.
mac MAC-appec MAC-aapec cepsepa.
ip IP-agpec IP-agpec cepBepa.
fqdn FQDN MNonHoe somMeHHOE NMS cepeepa.
port Uenoe uucno Homep nopra.
Mpumep (config-http-proxy)> upstream http 192.168.1.1 8080

Http::Manager: Proxy "TEST" upstream was set.
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(config-http-proxy)> upstream https google.com 443
Http::Proxy: "modem": set https upstream google.com, port 443.

(config-http-proxy)> no upstream
Http::Manager: Remove upstream info for proxy "test".

VICTOpI/Iﬂ N3MeHeHUn Bepcmﬂ onvicaHue
2.08 [JlobaeneHa komaHza ip http proxy upstream.
3.05 JlobaBneHo kn4eBoe CnoBo https.

3.47.8 ip http proxy x-real-ip

OnucaHue BknrounTb noaaep>kky 3aronoskos X-Real-IP and X-Forwarded-For gns HTTP
npoKcu.

KomaHga ¢ npedrkcom no oTKAKYaeT 3arooBKU.
MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTHbIi BBog, Het
Tun nHTepdeiica IP

Cunoncmc | (config-http-proxy)>  x-real-ip

I (config-http-proxy)> no x-real-ip

Mpumep (config-http-proxy)> x-real-ip
Http::Proxy: "testl": enabled X-Real-IP and X-Forwarded-For »
headers.

(config-http-proxy)> no x-real-ip
Http::Proxy: "testl": disabled X-Real-IP and X-Forwarded-For »

headers.
VICTOleﬂ U3MeHeHUn Bepcmﬂ onucaHvie
3.05 Job6asneHa komaHgaa ip http proxy x-real-ip.

3.48 ip http security-level

OonuncaHmne YCTaHOBUTb YpOBeHb 6€30MacHOCT ANS yAaNleHHOro A0CTyNa K Beb
nHTepdericy Keenetic. Mo ymon4aHmio ycTaHOB/MIEHO 3Ha4YeHe private.

Mpejukc no Het
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MeHsieT HacTpoAKK

Ja

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHum

IP

(config)>

ip http security-level (public [ssl] | private | protected)

AprymeHT

3HaueHve OnucaHue

public

Kno4yesoe cnoso|ocTyn Kk Be6 nHTepdeincy
paspeLueH A4na public, private n
protected nHtepdeiicos no HTTP
n HTTPS.

private

Knw4yesoe cnoso|ocTyn Kk Beb nHTepdeincy
pa3peLueH Ans private
nHTepdericos.

protected

KmoueBoe croso|f0cTyn K Be6 NHTepdency
paspeLueH ans private n protected
nHTepdericos.

ssl

Kn4yesoe cnoso|JocTyn Kk Be6 nHTepdeicy
paspeLueH ansa public
nHTepdelicoB TONbLKO Yepes
HTTPS.

(config)> ip http security-level protected
Http::Manager: Security level changed to protected.

(config)> ip http security-level public ssl
Http::Manager: Security level set to public SSL.

Bepcus OnucaHue
2.08 Job6asneHa koMmaHaa ip http security-level.
3.00 [JobasneH napameTp ssl.

3.49 ip http ssl acme get

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpoWiKKn

Co3aaTb U noAnuncaTb cepTudumkat SSL 419 ykazaHHOro JOMEHHOIo IMeHN
(no ymonyaHuto, KeenDNS). [lna Hero AosXeH 6blTb NpefoCcTaBaeH AOCTyn

13 NHTepHeTa.

HeT

Het

MHorokpaTtHbIiA BBog, Het

CuviHoncmc

I(config)> ip http ssl acme get [ <«domains ]
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AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

Argument

3HauyeHue

OnucaHue

domain

CTpoka

JomeHHoe nms KeenDNS.

(config)> ip http ssl acme get mytest.keenetic.pro
Acme::Client: Obtaining certificate for domain »
"mytest.keenetic.pro" is started.

Bepcus

OnucaHune

2.1

JobasneHa koMmaHgaa ip http ssl acme get.

3.50 ip http ssl acme revoke

OnuncaHwne

Mpe¢ukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuHoncuc

AprymeHThl

Mpumep

WcTopus nsmeHeHwnii

OTMeHUTb 1 yaanuTb SSL-cepTndurkat Ana ykazaHHOro AOMeHHOro UMeHu
(KeenDNS, no ymon4vaHuio).

Het

Het

Het

(config)> ip http ssl acme revoke <domain
AprymeHT 3HayeHve |OnucaHue

domain Crpoka JomeHHoe nms KeenDNS.

(config)> ip http ssl acme revoke mytest.keenetic.pro
Acme::Client: Revoking certificate for domain »
"mytest.keenetic.pro" is started.

Bepcusa

OnucaHwune

2.11

Jlo6aBneHa komaHga ip http ssl acme revoke.

3.51 ip http ssl acme list

OnucaHwue
Mpedukc no
MeHsieT HaCTPOUKN

MHorokpaTtHbIiA BBOJ,

Moka3aTb cnMcok 6ecnnaTHbIX cepTudurKaToB Let s Encrypt B cucteme.

Het
Het

Het
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CuvHoncuc

Mpumep (config
C

sh

C

sh

I(conﬂg)> ip http ssl acme list

)> ip http ssl acme list
ertificate:
domain: cc6b5a71a7644903b51a5454.keenetic.io
ould-be-renewed: no
is-expired: no
issue-time: 2018-06-20T09:16:30.000Z
expiration-time: 2018-09-17T09:16:30.000Z

ertificate:
domain: mytest.keenetic.pro
ould-be-renewed: no

is-expired: no
issue-time: 2018-06-28T16:36:56.000Z
expiration-time: 2018-09-25T16:36:56.000Z

WcTopus nsmeHeHnit |Bepcus

OnucaHune

2.11

[Jlo6aBneHa komaHga ip http ssl acme list.

3.52 ip http ssl enable

OnucaHue Bkntountb SSL Ha HTTP cepsepe. No ymonyaHuio, SSL oTktoueH.

KomaHga ¢ npedurkcom no otkarouaet SSL.

MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CviHoncmc

I(conﬂgﬁ> ip http ssl enable

I (config)> no ip http ssl enable

e
p::

(config
Http::M

)> ip http ssl enable
anager: Enabled SSL service.

)> no ip http ssl enable
anager: Disabled SSL service.

WcTopuns nsmeHeHwnit |Bepcus

OnucaHue

2.07

Job6asneHa komaHgaa ip http ssl enable.
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3.53 ip http ssl redirect

OnucaHune BrntounTb aBTOMaTUYECKOE NepeHanpaBneHmne Ha JOMeHax ¢ cepTudrKaTom
SSL. No ymonyaHuio nepeHanpas/ieHVie BKIFOYEHO.

KomaHga ¢ I'Ipeq)I/IKCOM Nno OTKNKYaeT nepeHanpaBneHne.

Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiia BBog, Het
Tun nutepdeiica IP

CuvHoncuc

I (config)> ip http ssl redirect

I (config)> no ip http ssl redirect

Mpumep (config)> ip http ssl redirect
Http::Manager: Redirect to SSL is enabled.

(config)> no ip http ssl redirect
Http::Manager: Redirect to SSL is disabled.

WcTopus nsmeHeHnit |Bepcus

OnucaHue

2.11

[Jlo6aBneHa komaHga ip http ssl redirect.

3.54 ip http x-frame-options

OonucaHue YcTaHOBUTb 3HaYeHMe 3aronoBka X-Frame-Options ans Be6-cepsepa (nginx)
B JOMALLHEM CEerMeHTe CeTu.

KomaHga ¢ npedurkcom no oTKAYaeT HaCTPOKY.

MNpejukc no Ja
MeHsieT HacTpouikm  /[la
MHorokpaTtHbiiA BBog, Het
Tun nHTepdeiica IP

CviHoncmc

(config)> ip http x-frame-options «x-frame-options»

(config)> no ip http x-frame-options «x-frame-options»

AprymeHTsl AprymeHT

3HaueHue

OonvcaHune

x-frame-options

Ctpoka

3HaueHune X-Frame-Option.
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Mpumep

UcTopuns nameHeHuii

(config)> ip http x-frame-options DENY
Http::Manager: Set X-Frame-Options to "DENY".

(config)> no ip http x-frame-options DENY
Http::Manager: Disabled X-Frame-Options header.

Bepcus OnucaHve

3.05 Jlo6aBneHa komaHga ip http x-frame-options.

3.55 ip name-server

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKMN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

HactpounTtb IP-agpeca cepeepoB DNS. CoxpaHeHHble TakiiM 06pa3om agpeca
Ha3bIBaKOTCA CTAaTUYECKUMWU, B MPOTUBOMOJIOXKHOCTb JUHAMUYECKUM —
3aperncTpmpoBaHHbIM ciyxbamu PPP nnan DHCP.

AKTUBHbBIMW, TO €CTb NCMO/b3yeMbIMU B JaHHBIA MOMEHT agpecamMu, ABAAI0TCA
Te, KOTOpble 6bIIN 3aperncTPUPOBaHbI MO3Xe ocTanbHbIX. O6bIYHO cuCTeMa
ncnonb3yeT ajgpeca, nNojiyuyeHHble HeECKO/IbKUMW MocaeAHUMU yCcneLHo
NOAK/TIOUNBLLUMMUNCS ciyxxbamu PPP nnn DHCP. Ecan H1 ogHa 13 ciyx6 He
pernctpupyet agpeca DNS akTUBHbIMYK ByAyT cTaTU4eckne HaCcTPOMKM.
OaHako, ecnv nocsie perncTpaumm JUHamMmm4eckmnx afpecos rnoJib3oBartesiem
6b1/11 3MEHeHbI CTaTuYeckre HaCTPOKM, OHW CTAHOBATCHA aKTUBHbLIMM, MOKa
He 6yayT 3aperncTpmpoBaHbl HOBblE VIHAMUYeCKMe ajpeca.

ip hame-server MOXHO BBOAMTb MHOTOKPaTHO, ecn TpebyeTcsa HacTpouTb
Heckosnbko agpecoB DNS-cepBepoB. Kpome Toro, Kaxaomy BBeeHHOMY
aipecy MOXHO COMOCTaBUTb OHO NN HECKO/IbKO JJOMEHHbIX UMEH A5
paboTbl co cneyndryeckMmn 30HaMK, HanpuMep, N0KabHBIMU UMEHaMn B
KOpnopaTuBHOM ceTu.

KomaHga c npedurKcom no yaansieT ykasaHHbIn agpec cepsepa DNS 13
CTaTMYECKOro 1 akKTUBHOIO CNCKa, eC/I KOMaHAA AAeTcs C apryMeHTamu,
NGO OUMLLLAET CMMCOK CTaTUYECKMX ajpecoB, e/l KOMaHAa JaeTcs 6e3
aprymMeHTOB.

Ja
Ja
Aa
IP

(config)> ipname-serveraddress>[: port>][«domains[on<interface

1]

(config)> no ip name-server [ «addresss [ : <port>]][ «domains [ on
<interfaces]]
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AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

3.56 ip nat

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHT

3HauyeHve

OnucaHue

address

IP-agpec

Afpec cepBepa NMeH.

port

Uenoe uucno

MNopT cepBepa NMeH.

domain

Crpoka

JloMeH, ans KoToporo byaeT
rcnonb3osBaTbca cepsep. DNS-npokcy npw
paspeLleHUn MeHN B MepByo oyepejb
BblOVpaeT agpec cepsepa C Hanbonee
6/IM3KMM K 3arnpocy AoMeHOoM. Ecav gomeH
He yKasblBaTb, cepBep byaeT
1CMob30BaTLCA A1 BCEX 3aMpoCoB.
BblpaxeHune "" 1cnonb3yeTcd Kak JoMeH
no ymonyaHuto. MakcrmansHoe
KONMYeCcTBO JOMEHOB A/t O4HOMo
DNS-cepsepa — 16.

interface

WmMs uHTepgerica

Nms nHTepdelica ana HacTPOnKL.

(config)> ip name-server 8.8.8.8 "" on ISP
Dns::InterfaceSpecific: Name server 8.8.8.8 added, domain »
(default), interface ISP.

(config)>

no ip name-server

Dns::Manager: Static name server list cleared.

Bepcus OnucaHve
2.00 JobasneHa KoMaHAa ip name-server.
2.14 Jlo6aBneH aprymeHT port.

BkoUNTb TpaHCNSALUMIO «N0KaNbHBIX» apecoB ceTu network nam ceTu 3a
nHTepdeiicom interface. Hanpumep, koMaHga ip nat Home o3HauvaeT, yTo
415 BCeX NaKeToB M3 ceTu Home, MPOXOAALLMX Yepes MapLupyTusaTop, byaet
BbIMO/IHEHA NOAMEHA aApecoB UCTOYHMKA.

Aa
Ja
Ja
IP

I(conﬁgﬁ> ip nat (<«interfaces | «address» amask>)

I (config)> no ip nat (<interfaces | <address> amask>)
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
interface nms VimMsa nHTepderica nctouHmka (moiHoe nms
uHTepgesica |VHTEpderica niv NceBAoHNM).
address IP-agpec BmecTe c Mackoii mask 3ajaeT AnanasoH
IP-agpecoB ncTouHMKa, NoanexaLmx
TpaHcaauun,
mask IP-macka Macka gmanasoHa TpaHcnauun. Ecte aBa

cnocoba BBOAA MacKU: B KAHOHNYECKOM
BUAe (Hanpumep, 255.255.255.0) n B
BUAe 6UTOBOV ANMHBLI NpedurKca
(Hanpumep, /24).

Mpumep (config)> ip nat Home
Network::Nat: A NAT rule added.

(config)> no ip nat Home
Network::Nat: A NAT rule removed.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.00 JobasneHa KkomaHaa ip nat.

3.57 ip nat full-cone

OnucaHwue BrntounTb pexum Full Cone NAT. TTo yMONYaHUIO PeXNM BbIK/IHOYEH.
KomaHga ¢ npedrKcom no OTKAYAET 3TOT PEXUM.

Mpe¢ukc no Ja

MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP

CrnHoncuc I (config)>  ip nat full-cone

I (config)> no ip nat full-cone

Mpumep (config)> ip nat full-cone
Network::Nat: Full cone mode enabled.

(config)> no ip nat full-cone
Network::Nat: Full cone mode disabled.

VICTOpI/IH N3MeHeHUnA Bepcmﬂ onvicaHue

3.01 Jlo6aBneHa komaHgaa ip nat full-cone.

4G (KN-1211) — CnpaBOYHNK KOMaHZA 301



naBa 3 OnncaHme KoOMaHp,

3.58 ip nat restricted-cone

OnucaHue BrntounTb pexum Restricted NAT. [0 yMOAYaHUIO PEXMM BbIK/THOYEH.
KomaHga ¢ npednKcom no OTKA0YAET 3TOT PEXUM.

Mpedukc no Ja

MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nutepdeiica IP

CnHoncuc I (config)> ip nat restricted-cone

I (config)> no ip nat restricted-cone

Npumep (config)> ip nat restricted-cone
Network::Nat: Restricted cone mode enabled.

(config)> no ip nat restricted-cone
Network: :Nat: Restricted cone mode disabled.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.01 [Jlo6baBneHa koMaHgaa ip nat restricted-cone.

3.59 ip nat sstp

OnucaHwue BknounTb TpaHCAALMIO aApecoB AN KAneHToB SSTP.
KomaHga ¢ npedurkcom no yaansiet npasuio.

MNpejukc no Ja

MeHsieT HacTpouikm  /[la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP

CuHoncuc I (config)>  ip nat sstp

I (config)> no ip nat sstp

Mpumep (config)> ip nat sstp
SstpServer::Nat: SSTP VPN NAT enabled.

(config)> no ip nat sstp
SstpServer::Nat: SSTP VPN NAT disabled.
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WcTopus nsmeHeHnii |Bepcus

OnucaHwmne

2.12

[JobaeneHa KomaHza ip nat sstp.

3.60 ip nat vpn

OnucaHue Bkntoumntb TpaHcnauuio agpecos ana VPN-KNVEHTOB.

KomaHga c npedurKcom no yaansiet npasuso.

MNpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBog Het
Tun nHTepdeiica IP

CunHoncuc

I (config)>  ip nat vpn

I (config)> no ip nat vpn

Mpumep (config)> ip nat vpn
VpnServer::Nat: PPTP VPN NAT enabled.

(config)> no ip nat vpn
VpnServer::Nat: PPTP VPN NAT disabled.

WcTopuns nsmeHeHnit |Bepcus

OnucaHune

2.04

Job6aBneHa komaHgaa ip nat vpn.

3.61 ip policy

OnucaHwue JocTyn K rpynne KoOMaHZ4 AN HacTPOkn Npoduns goctyna B VIHTepHeT —

npasuia Bblbopa MapLUpyTa Mo YMONAYAHWUIO A5t XOCTOB 1 CErMeHTOB

AoMaluHel cetu. Ecnim npodunb AocTyna He HalijeH, KOMaHAa NbITaeTcs ero
co3gatb. MOXHO co3gaTb He 6onee 16 npodunei.

KomaHza ¢ npedunkcom no yaanseTt ykasaHHbI Npoduab 4oCTyna U3 cnmcka.

Mpe¢ukc no Ja
MeHsieT HacTpoiikn  [la

MHorokpaTtHbiiA BBOg, [a

BxoxxaeHue B rpynny (config-policy)

CuvHoncuc

I (config)>  ip policy name>
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AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

(config)> no ip policy name>

AprymeHT 3HauyeHue OnucaHwue

name Wms npogunsa |HasaHwe npodwuns goctyna. JonyckaeTcs
NCMONb30BaHMe CMMBOJIOB JIAaTUHCKOro
andasuTa, udp, NnoguepkrBaHua 1 geduca.
He 6onee 32 cnmBoSIOB.

(config)> ip policy Policy®
Network: :PolicyTable: Created policy "Policy0@".

(config)> no ip policy Policy0
Network: :PolicyTable: Removed policy "Policy0".

Bepcus OnucaHve

2.12 JobaeneHa koMmaHgaa ip policy.

3.61.1 ip policy description

OnuncaHwme

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbliA BBOJ,
Tun untepdeiica

CvHoncuc

AprymeHTbl

Mpumep

HasHaunTb Npon3BobHOE onncaHve Npodunto goctyna B IHTepHeT.
KomaHga ¢ npedurkcom no cTmpaeT onvcaHue.

Ja

Ja

Het

IP

(config-policy)>  description «description

(config-policy)> no description

AprymeHT 3HaueHue |OnucaHue

description Ctpoka MNpon3BosbHOe onncaHve npoduna
poctyna. lonyckaeTcs UCnonb3oBaHne
CMMBOJIOB fIaTUHCKOro andasuTta, uudp,
noauvepkmeBaHusa n gedunca. He 6onee 256
CUMBOJIOB.

(config-policy)> description PolicyOne
Network::PolicyTable: "Policy0": updated description.

(config-policy)> no description
Network::PolicyTable: "Policy0": updated description.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.12

[JobaeneHa komaHgaa ip policy description.

3.61.2 ip policy multipath

Brntountb GyHKLNIO O4HOBPEMEHHOr0 Mcnoib3oBaHUA WAN-NoaKkIt0UeHWI

OnucaHune

B pexunmMe 6anaHCNPOBKU.

KomaHga ¢ npepurkcom no oTkaoHaeT GyHKLMIO.
MNpedukc no Ja

MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBOog, Het
Tun nHTepdeiica IP

CuHoncuc I (config-policy)>  multipath

I (config-policy)> no multipath

(config-policy)> multipath
Network: :PolicyTable:

Mpumep

(config-policy)> no multipath

"Policy0":

enable multipath.

Network: :PolicyTable: "Policy0": disable multipath.
VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie
2.14 JobasneHa komaHaa ip policy multipath.

3.61.3 ip policy permit

OnuncaHune

PaspeLuunTb ncnonb3oBaHme Npoduas 4oCTyna Ans rnobanbHOro nHTepderica.

Ecnn ogviH npodunnb focTyna pa3peLleH AN HeCKONbKMX MHTepdencos,
MO>XHO yKasaTb NPUOPUTET ASIA KaXA0ro 13 HUX.

KomaHaa ¢ npepurkcom no 3anpeLlaeT UCnosib3oBaHMe Nnpoduns goctyna
ANs ykasaHHoro nHtepdeiica. Ecim BBecTn KoMaHAy 6e3 aprymeHToB,
npodunb foctyna byaeT 3anpeLleH Aas Bcex MHTepdelicos.

Mpe¢ukc no Ja
MeHsieT HacTpouikm  [la
MHorokpaTtHbIiA BBOg, [a

Tun nHTepdeiica IP
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CuvHoncuc

AprymeHTsl

Mpumep

UcTopusa nsmeHeHwnii

(config-policy)>  permit global<interfaces[order corder ]

(config-policy)> no permit [ global <interfaces ]

AprymeHT (3HauyeHue OnucaHwue

interface |Wms uHTepgelica|llonHoe nmsa nHTepdeinca Nan NCEBAOHNM.

order Lenoe uucno MpuopuTeT rnobansHOro nHTepderica, Ans
KOTOpOro paspeLueH npoduab AoCTyna.
MoxxeT npuHUMaTL 3HayeHus oT 1 40 65534,
HO He bosiee, YeM KONNYECTBO r106anbHbIX
nHTepdericos.

(config-policy)> permit global L2TPO order 0
Network: :PolicyTable: "Policy0": set permission to use L2TPO.

(config-policy)> no permit global L2TPO
Network: :PolicyTable: "Policy0": set no permission to use L2TPO.

Bepcus OnucaHue

2.12 JlobaBneHa komaHaa ip policy permit.

3.61.4 ip policy permit auto

OnucaHune

MNpejukc no

MeHsieT HaCTpPOVKN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

Mpumep

ABTOMaTUYECKWN paspeLlaTb HOBble MOAKOYEeHVS AN npodunsa JocTtyna.
Mo ymon4yaHuio GyHKLMS OTKIOYEHa.

KomaHga ¢ npedurkcom no yaansieT aBToMaTnyeckoe paspeLleHue.
Ja

Ja

HeTt

IP

I(config-policy)> permit auto

I (config-policy)> no permit auto

(config-policy)> permit auto
Network::PolicyTable: "Policy0": set auto permission.

(config-policy)> no permit auto
Network::PolicyTable: "Policy0": set auto permission.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.12 [JobasneHa komaHza ip policy permit auto.

3.61.5 ip policy rate-limit input

OnucaHwne

MNpedukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncunc

AprymeHThl

Mpumep

WcTopus nsmeHeHum

[l06aBNTb NapaMeTpbl OrpaHNYEHN BXOASLLLE CKOPOCTU ANS TN06anbHbIX
nHTepdericos npoduna gocryna.

KomaHga ¢ npedunKcom no yaanset HacTPOnKy.
Ja

Aa

Het

IP

(config-policy)>  rate-limit <interfaces> input (<rate> | auto)

(config-policy)>  rate-limit <interfaces no input

AprymeHT |3HauyeHue OnucaHue

interface |Umsa uHTepgelica|IMa rnobaneHoro IP-nHTepdeiica ansa
orpaHunyeHuns Tpadumka rpynnom
Ha3Ha4eHHbIX Npodunen.

rate Lenoe uucno MNpeaenbHas cKOpOCTb Nepeaavn JaHHbIX
B K6ut/c. MoXeT NpMHMMaTh 3Ha4YeHus B
AvanasoHe oT 64 ao 1000000.

auto KrodeBoe cn10B0|PexXnM aBTOHaCTPOMNKMA.

(config-policy)> rate-limit WifiMasterl/WifiStation® input auto
Network::PolicyTable: "Policy@": set input rate limit to "auto".

(config-policy)> rate-limit WifiMasterl/WifiStation® input 100000
Network: :PolicyTable: "Policy0": set input rate limit to "100000" »
kbps.

(config-policy)> rate-limit WifiMasterl/WifiStation@® no input
Network: :PolicyTable: "Policy0": reset input rate limit.

Bepcus OnucaHue

3.05 Job6asneHa komaHgaa ip policy rate-limit input.
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3.61.6 ip policy rate-limit output

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

WcTopusa nsmeHeHum

[l06aBNTb NapamMeTpbl OrpaHNYEeHNS UCXOASALLLE CKOPOCTU AN TN06aNbHbIX
nHTepdericos npodumna gocryna.

KomaHga c npedunkcom no yganseTt HacTPOWKY.
Ja

Ja

Het

IP

(config-policy)>  rate-limit <interfaces> output «rate

(config-policy)>  rate-limit <interfaces no output

AprymeHT |3HauyeHue OnucaHwue

interface |Wmsa uHTepgeiica|Ima rnobanbHoro IP-nHTepdeiica ans
orpaHuyeHus Tpaduka rpynnom
Ha3Ha4YeHHbIX Npoduner.

rate Lenoe uucno MNpeaenbHas cKOPOCTb Nepeaayn JaHHbIX
B Kéut/c. MoxeT NpMHMMaTh 3Ha4YeHus B
AvarnasoHe oT 64 go 1000000.

(config-policy)> rate-limit WifiMasterl/WifiStation0 output 1000
Network::PolicyTable: "Policy0": set output rate limit to "1000" »
kbps.

(config-policy)> rate-limit WifiMasterl/WifiStation® no output
Network: :PolicyTable: "Policy0": reset ouput rate limit.

Bepcus OnucaHue

3.05 JobasneHa komaHaa ip policy rate-limit output.

3.62 ip route

OnuncaHwune

Mpedukc no

[o6aBuTb B TabnMLy MapLUpyTU3aLMnN CTaTUYECKUIA MapLUPYT, KOTOPbIA
3ajaeT npaBuno nepegayun IP-nakeToB Yepes onpegeneHHbIl W3 Uan
ceTeBo nHTepodelic.

B kauecTBe ceT Ha3HauYeHNA MOXHO yKasaTtb KntoyeBoe cnoBo default. B
3TOM C/lyyae byAeT co3aH MapLUPYT MO YMOAYaHUIO.

KomaHga ¢ npedurKcom no yaanseT MapLIpyT € yKa3aHHbIMU NapamMeTpamu.

Ja
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MeHsieT HacTpouikm  /la
MHorokpaTtHbIiA BBOg, [a
Tun nHTepdeiica IP

Cunoncuc (config)>  ip route ( «networks <mask> | <host> | default) («gateway> [

interface] | <interfaces ) [auto] [metric]

(config)> no ip route ( <network> amask> | <host> | default) [ «gateway: |
<ddnterface>][metric]

AprymeHTbI AprymeHT |3HaueHue OnucaHue
network IP-agpec IP-agpec ceTn Ha3HayeHus.
mask IP-macka Macka ceTu Ha3HadeHus. EcTb ABa cnocoba

BBOJA MAacku: B KAHOHNYECKOM BUAe
(HanpwumMep, 255.255.255.0) 1 B Buge

6uTOBON ANNHBI NpeduKca (Hanpumep, /24).

host IP-agpec IP-agpec y3na HasHayeHus.
default Knwuyesoe cnoso|/cnonb3yerca AN 3agaHna MapLLPYTOB Mo
YMONYaHUIO.

interface |Umsa uHTepgeiica|llonHoe nMsa HTepderica Nan NCeBAOHMM.
YKa3blBaeTcsl B KavecTBe HarnpaBneHus
nepesauyu nakeTos, ecnuv K nHTepdelicy
MOAKJ/IHOYEH KaHa/ TOYKa-Touka, He
TpebyroLLnii AONONHUTENbHOV agpecauunn
BHYTPW KaHana.

Ecnn Ha nHTepodelice yctaHOBNEH
npuopwuTteT interface ip global, mapwpyT
£[,06aBAAETCH B CUCTEMHYIO TabnLy TONbKO
B TOM CNyyae, ey He CyLLleCcTBYyeT 4pyroro
MapLUpyTa C TEM Xe apecoM Ha3HayYeHWs
1 661bLWIVM NPUOPUTETOM.

gateway IP-agpec IP-agpec mapLupyTmn3saTopa B
HernocpeACTBEHHO NOAK/IOUYEHHON ceTu.
MoxeT bbITb 3ajjaH BMecTe C UMeHeM
nHTepdelica, ecin TpebyeTcs ykasaTb
npuopwutet interface ip global. Ecan
nHTepderic He ykasaH, OH onpejensieTcs
CNCTEeMOI aBTOMATUYeCKM N3 TeKYLLX
HacTpoek IP.

auto Kriwyesoe cnoso|l1o3BoNSET MPUMEHUTL MapLUPYT TOrA4a,
KOrfa CTaHeT AOCTYyMneH YKa3aHHbI B HeM
LL/THO3.

metric Lenoe uucro MeTpuka MapLupyTa. B TekyLei

peanunsaunn UTHOPUPYeTCS.
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Mpumep

UcTopuns nameHeHuii

(config)> ip route default Home

Network: :RoutingTable: Added static route: 0.0.0.0/0 via Home.

(config)> ip route default Home

Bepcusa

OnucaHwmne

2.00

[JobaeneHa KomaHza ip route.

3.63 ip search-domain

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CviHoncuc

AprymeHTbI

Mpumep

WcTopusa nsmeHeHwnii

YKa3zaTb OMeH rnouncka 4Js pa3peleHnda HeNONHbIX NMeH XOCTOB.

KomMaHga ¢ npeprKcom no yaanset HaCcTPOKY.

Ja
Aa

HeTt

(config)>

(config)> no ip search-domain

ip search-domain «domain»

AprymeHT

3HaueHve

OnucaHwue

domain

Crpoka

JomeHHoe nms.

(config)> ip search-domain my.example

(config)> no ip search-domain my.example

Bepcus

OnucaHue

2.00

[Jlo6baBneHa komaHga ip search-domain.

3.64 ip sip alg direct-media

OnucaHwne

Mpejukc no

MeHsieT HacTpoikmn

3ameHuTb IP-agpec B none Owner Npotokona SDP. 3Ta $yHKLMA Ncnonb3yeTcs
UYTObbI HE HAaCTPaVBaTh OTAE/bHbLIN Npo6poc NnopToe Ans VoIP-Tpaduka. Mo

YMOTYaHWIO HACTPOIKa OTK/IOUYEHA

KomaHga ¢ npedurkcom no oTKAYaeT HaCTPOIKY.

Ja
Ja
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MHorokpaTtHbIiA BBOg, Het

CvHoncuc

Mpumep

UcTopusa nsmeHeHwnii

3.65 ip sip alg port

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

I(conﬁg)> ip sip alg direct-media

I(conﬁgﬁ>noip sip alg direct-media

(config)> ip sip alg direct-media

Sip::Alg: Direct media enabled.

(config)> no ip sip alg direct-media

Sip::Alg: Direct media disabled.

Bepcus

OnucaHue

2.11

Jlo6aBneHa komaHga ip sip alg direct-media.

Ykazatb HoMmep nopTta an4 SIP coobuieHni, OTINYHBIN OT CTaHAapTHOro. Mo
YMOJIYaHUIO NCNO/Ib3yeTcs HoMep nopTa 5060.

KomaHga ¢ npedurkcom no yctaHaBAMBaET MNOPT MO YMOJTUAHUIO.

Ja
Aa

HeTt

(config)>

ip sip alg port port;

(config)>no ip sip alg port

AprymeHT

3HaueHve

OnucaHue

port

Lenoe uucno

Howmep nopra.

(config)> ip sip alg port 7090
Sip::Alg: Port set to 7090.

(config)> no ip sip alg port

Sip::Alg: Port reset to default.

Bepcus

OnucaHune

2.12

JlobaBneHa komaHAa ip sip alg port.
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3.66 ip ssh

OnucaHue JocTyn K rpynne KomMaHza Ana ynpasneHua SSH-cepsepom.
Mpejukc no Het

MeHsieT HacTpouikm  Hert

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica IP

BxoxaeHue B rpynny (config-ssh)

Cunoncuc I (config)>  ip ssh

Npumep (config)> ip ssh
(config-ssh)>

WcTopuns nsmeHeHnit |Bepcus onucaHue

2.12 Job6asneHa komaHgaa ip ssh.

3.66.1 ip ssh cipher

OnucaHwue YCTaHOBUTb LWUNPPOBaHME CUMMETPUYHOIO K/to4a A5 ceaHca SSH.
KomaHga ¢ npedurkcom no yaanseT yKkasaHHbIn anroputMm LWNGpoBaHUS.

Mpe¢ukc no [Ja

MeHsieT HacTpovikm  [la

MHorokpaTtHbIiA BBOg, [a

Tun nHtepdeiica IP

CuHoncuc (config-ssh)>  cipher «ciphenr

(config-ssh)>  no cipher «cipher

AprymeHTbI AprymeHT |3HaueHue OnucaHue
cipher chacha20-poly1305@openssh.com|Anroputm WndpoBaHUS
ChaCha20-Poly1305.
aesl28-ctr AnropuTm WndpoBaHms
AES128-CTR.
aes256-ctr An encryption algorithm
AES1256-CTR.
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AprymeHT |3HayeHue OnucaHue
aes128-gcm@openssh.com ANropnT™ WndpoBaHMS
AES128-GCM.
aes256-gcm@openssh. com AnropuTm WwWndpoBaHms
AES256-GCM.
Mpumep (config-ssh)> cipher chacha20-polyl305@openssh.com

Ssh::Manager: Added cipher "chacha20-polyl305@openssh.com".

(config-ssh)> no cipher chacha20-polyl305@openssh.com
Ssh::Manager: Use default ciphers.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie
3.04 JobasneHa komaHaa ip ssh cipher.
Bepcus OnucaHve
3.05 JlobaBneHbl HOBbIe aNrOPUTMbI LLINGPOBAHNSA
aes128-gcm@openssh.com, aes256-gcm@openssh. com.

3.66.2 ip ssh keygen

OnucaHune O6HoBNEHME KNtoYa 3aJaHHOr0 TUNa.
Mpedukc no Het

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

Tun uHTepderica IP

CnHoncuc (config-ssh)>  keygen <keygen>

AprymeHTbI AprymeHT 3HaueHue OnwucaHue

keygen default ABTOMaTMUeCKas reHepauns HOBOro
OTKpbITOro Kito4a RSA2048 +
ECDSA-NISTP521.

rsa-1024 ABTOMaTM4YecKas reHepaLysa HOBOro
OTKpbITOro knto4a RSA gnavHoin 1024
6uT.

rsa-2048 ABTOMaTMYeCKasa reHepaLa HoBOro
OTKpPbITOro knto4a RSA gnanHoin 2048
6UT.

rsa-4096 ABTOMaTMUeCKas reHepauns HOBOro
OTKpbITOro katoya RSA annHoin 4096
ouT.
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AprymeHT

3HauyeHue

OnucaHune

ecdsa-nistp256

ABTOMaTU4yeckas reHepauuna HoBoro

OTKpbITOro kntova ECDSA gnaviHon 256
o6uT.

ecdsa-nistp384 |ABTOMaTU4YecKas reHepawys HOBOro
OTKpbITOro knto4va ECDSA annHoin 384

eur.

ecdsa-nistp521 |ABTOMaTU4YecKas reHepaumsa HOBOro
OoTKpbITOro knto4va ECDSA gnvHoin 521

eur.

ed25519 ABTOMaTMUeCKas reHepauuns HOBOro

OTKpbITOro Kro4va ED25519.

(config-ssh)> keygen default
Ssh::Manager: Key generation is in progress...

Mpumep

UcTopuns nsmeHeHnii

Bepcus OnucaHve

2.12 Job6asneHa komaHga ip ssh keygen.

3.66.3 ip ssh lockout-policy

OonuncaHmne 3aAaTb NapameTpbl OTCNEXNBAHWSA NOMbITOK BTOPXeHUS NyTéM nepebopa
naponeii SSH ans nybnuyHeix nHTepdeincos. Mo ymonvaHmo epyHKLmMA
BK/tOYEHa.
KomaHaa ¢ npedurKcom no oTkntouaeT obHapyeHue nogbopa.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog, Het
Tun nutepdeiica IP

CuHoncuc (config)>  ip ssh lockout-policy <threshold: [«durations

[<observation-window]]

(config)> no ip ssh lockout-policy

AprymeHTbl

AprymeHT 3HauyeHue OnuncaHwue

threshold

Lenoe uuncno Konuuectso HeyAauHbIX MOMNbITOK
BX0J4a B CUCTEMY. Mo YMON4YaHUNIO

yCTaHOBJIEHO 3HaveHune 5.

duration Uesnoe uyucno Mpojo/mKNTEeNbLHOCTL 3anpeTa
aBTopmM3auun AN yKasaHHoOro

IP-agpeca B mnHyTax. Mo
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Mpumep

WcTopusa nsmeHeHwnii

AprymeHT 3HauyeHue OnuncaHwue
YMOMYaHWIO YCTaHOB/IEHO 3HaYeHVe
15.

observation-window|les0e uuco MpoAoMKNTENBLHOCTL HabAeHNS

3a NOA03PUTE/IbHON aKTUBHOCTbBIO
B MUHYyTax. 1o ymoa4aHuo
yCTaHOBJIEHO 3HaveHue 3.

(config-ssh)> lockout-policy 10 30 2
Ssh::Manager: Bruteforce detection is reconfigured.

(config-ssh)> no lockout-policy
Ssh::Manager: Bruteforce detection is disabled.

Bepcus OnucaHue

2.12 JobasneHa komaHaa ip ssh lockout-policy.

3.66.4 ip ssh port

OnucaHune

MNpejukc no

MeHsieT HaCTPOWKMN
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

Ha3HauuTb nopT ana SSH-coegHeHMSA. 10 yMOTYaHUIO UCNOJIb3YeTC HOMep
nopra 22.

KomaHza c npedurKcom no ycTaHaBnMBaeT HOMep NopTa B 3HaYeHue no
YMOIYaHUIO.

Ja
Ja
Het

IP

(config-ssh)>  port <number;

(config-ssh)> no port

AprymeHT 3HayeHne |OnucaHue

number UYenoe uucno |Homep nopta. MoxeT NnpuHMUMaTh
3HaueHVs B Npegenax ot 1 o 65535
BK/IIOUMTE/IbHO.

(config-ssh)> port 2626
Ssh::Manager: Port changed to 2626.

(config-ssh)> no port
Ssh::Manager: Port reset to 22.
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UcTopuns nameHeHuii

Bepcusa

OnucaHwmne

2.12

[JobaeneHa komaHaa ip ssh port.

3.66.5 ip ssh security-level

OnucaHwne

Mpe¢ukc no

MeHsieT HaCTPOVKN
MHorokpaTtHbIiA BBOJ,
Tun nntepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopus nsmeHeHwnii

YCTaHOBUTb ypoBeHb 6e3onacHocTn SSH. Mo ymMon4aHunio yctaHOBAEHO
3HayeHue private.

HeT

Ja
HeTt

IP

(config-ssh)>

security-level (public | private | protected)

AprymeHT 3HaueHue OnucaHwue

public Knwuyesoe cnoso|floctyn K SSH-cepBepy pa3peLueH
ans public, private u protected
nHTepdelicos.

private Kmwyesoe cnoso|focTtyn kK SSH-cepBepy pa3peLueH
Ans private nHTepdpencos.

protected Kriwyesoe cnoso|flocTyn K SSH-cepBepy paspeLueH

Ans private u protected
nHTepdelicos.

(config-ssh)> security-level protected
Ssh::Manager: Security level changed to protected.

Bepcus

OnucaHue

2.12

[Jlo6baBneHa komaHgaa ip ssh security-level.

3.66.6 ip ssh session timeout

OnucaHwne

MNpedukc no
MeHsieT HacTpoikmn

MHorokpaTHbIiA BBOA,

YCTaHOBUTL BpeMs CyLLEeCTBOBaHMA HeaKTMBHOI ceccn ans SSH-coeguHeHus.
Mo ymonuaHuio TarmmayT paBeH 300, TO eCTb PyHKLNA OTCAEXMBAHUS

AKTUBHOCTU BHYTPW CECCNN OTK/THOYEHA.

KomaHga ¢ npedunkcom no yctaHaBAMBaET TaliMayT Mo YMOAYaHUIO.

Ja
Ja

HeTt
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Tun nutepdeiica IP

CuHoncnc (config-ssh)>  session timeout <timeout>

(config-ssh)> no session timeout

AprymeHTbI AprymeHTt 3HaueHue |OnucaHue
timeout Lenoe 4ucno |Bpems cyLLecTBOBaHUSA HEAKTUBHO CECCUN.
MoxeT NPUHMMATb 3Ha4eHNs B AuanasoHe
0T 510 2°%-1 cekyHa BKIIOUNTENBHO.
Mpumep (config-ssh)> session timeout 123456

Ssh::Manager: A session timeout value set to 123456 seconds.

(config-ssh)> no session timeout
Ssh::Manager: A session timeout reset.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

3.03 Job6aeneHa komaHga ip ssh session timeout.

3.67 ip static

OnucaHune Co3aaTb NpaBWJIO TPAHCAALMN NoKanbHbIX IP-agpecoB B rnobanbHble nam
HaoboporT. Ecnn interface wnn network cooTBeTCTBYeT MHTepdericy ¢

ypoBHeM 6e3onacHocT public, To 6yAeT BbINONHATLCA TPAHCAALUMSA agpeca
Ha3HayeHWs (DNAT). Ecnum to-address cooTBeTCTBYeT MHTepdeicy CypoBHEM
6e3onacHocTy public, TO ByAeT BbINOAHATLCA TPAHCAALMSA ajpeca UCTOYHMKA

(SNAT). Homep nopta TCP/UDP Bcerga paccMatpmBaeTcs Kak nopT
Ha3HaveHws.

Ecnu network cooTBeTCTBYeT O4HOMY ajipecy, 1 3TOT ajpec paBeH to-address,
TO Takoe NpaBuo ByaeT 3anpeLlaTb TPAHCAALMIO YKa3aHHOro ajgpeca,
KOTOpasi Morna 6bl 6bITb BbIMOJIHEHA UCXOAS U3 3afaHHbIX MpaBua ip nat.

Mpasuna ip static nmetoT 6o0s1ee BLICOKUIA MPUOPUTET MO CPABHEHUIO C
npaswnamu ip nat.

Mpe¢ukc no Ja
MeHsieT HacTpoilikn  [la
MHorokpaTtHbIiA BBOg, [a
Tun nHTepdeiica IP

Cunoncuc (config)> ip static protocols (<«interfaces | («address» asks))
(¢«port> through «end-port; (<to-address» | <to-host) |

[port] (<to-address> | <to-hosts) [to-port] |
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AprymeHTsl

Mpumep

<to-addresss | <to-hosts | <to-interface»)

(config)> no ip static [ (protocols] («interfaces | («address» inasks))
(«port> through «end-ports (<to-addresss | <to-host) |
[port] (<to-address» | <to-hosty) [to-port] |
<to-addresss | <to-hosts | <to-interface»)

AprymeHT 3HauyeHue ‘OnwcaHme
protocol tcp MpoTokon TCP.
udp MpoTtokon UDP.
interface msa Vmsa BxogHoro nHtepderica (moaHoe nms
uHTepgeiica |VHTepdelica Nnmn NCeBAOHUM).

comment CTpoka 3amMeTKM Nonb3oBaTess C CMUMBOJIOM !
nepej HUMMU.

address IP-agpec BmecTe c Mackoii mask 3ajaeT AnanasoH
IP-aapecoB HasHaueHUs, NoanexaLlmx
TpaHcasauun.

mask IP-Macka Macka gmnanasoHa TpaHcnauun. Ecte aBa
cnocoba BBOAA MacKW: B KAHOHNYECKOM
BUAe (Hanpumep, 255.255.255.0) n B
BUAe 6UTOBOV ANNHbI NpedurKca
(Hanpumep, /24).

port Uenoe u4ucno |Homep nopta TCP/UDP, Ha KOTOpbIN
NPUXOANT 3aNpoc, Noanexaluui
TpaHAUMN. ECnn He ykasaH, TpaHosaums
6yAeT BbINOAHATLCA 419 BCEX BXOAALLMX
3arnpocos.

end-port Lenoe 4ucso |OKoOH4YaHWe AranasoHa NnopTos.

to-address IP-agpec Afpec HasHayeHund nocne TpaHcAauun.

to-host MAC-agpec |MAC-agpec HasHauyeHus rnocsne
TpaHcnsauun. Ncnosb3yeTcs ToNIbKO
MAC-agpec n3 cnmucka known host. Ecau
known host yaanseTtcs, To CBA3aHHble C
HVM NpaBuna Takxe 6yayT yaaneHsoi.

to-port Yenoe uucno |Homep nopta TCP/UDP nocne TpaHcisiumu.

Ecnn He YKa3aH, NOpPT Ha3Ha4eHnA
OCTaeTCd NMpexHumm.

MycTb MeeTCa MapLUPYTU3aTOP MEXAY «10KaNbHOM» ceTbio 172.16.1.0/24
(ypoBeHbL 6e30macHOCTV private) n «rnobanbHoOM» ceTbio 10.0.0.0/16
(ypoBeHb 6e3onacHocTy public). TpebyeTcs, uTobbl BCE 3aMpOChI,
NPUXOASLLME Ha «TN0BaNbHbIA» MHTEPPENC 3TOro MapLUpyTM3aTopa Ha NopT
80, TPaHCAMPOBANNCh Ha «0KaNbHbIN» cepBep C agpecom 172.16.1.33.
MNMocnenoBaTeNbHOCTL KOMAHZA, PEaNU3YIOLLIMX TaKyt CXeMy, MOXET BbIMIAAEeTh

Tak:
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UcTopuns nameHeHuii

(config)> interface Home ip address 192.168.1.1/24
Network::Interface::Ip: "BridgeQ@": IP address is 192.168.1.1/24.

(config)> ip static tcp ISP 80
Network::StaticNat: Static NAT

(config)> ip static tcp ISP 21
Network: :StaticNat: Static NAT

(config)> ip static disable
Network: :StaticNat: Static NAT

(config)> no ip static
Network::StaticNat: Static NAT

172.16.1.33 80
rule has been added.

00:0e:c6:al:22:11 !test
rule is already there.

disable unchanged.

rules have been removed.

Bepcus OnucaHve
2.00 [JobaeneHa komaHzaa ip static.
2.06 JlobaBneH aprymeHT to-host.

3.68 ip static rule

OnucaHwne

MNpejukc no

MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CviHoncmc

AprymeHTsl

Mpumep

OTKAHUNTb npaBuao TpaHcnaunn IP-aApeCOB N OrpaHNYnNTb BpeMA ero

paboTbl pacnucaHmem.

KomaHga ¢ I'Ipeq)VIKCOM No BKIKOYaET NpPaBUNIO NN OTMEHAET pacnncaHne.

Ja
Ja
Ja
IP
(config)> ip static rule <index

(config)> no ip static rule <index

(disable | schedule «<schedule>)

(disable | schedule)

AprymeHT 3HauyeHue OnucaHue

index Lenoe 4ucro Homep npaBuna TpaHcaauun.

disable Knwuyesoe c1080|OTKIIOUNTL NPaABUIO TPAHCAALMN.

schedule Pacnucanune HasBaHue pacnucaHus,
CO3/laHHOr0 NPV NOMOLLM Fpynnbl
KomMaHg schedule.

(config)> ip static rule 0 schedule test_schedule

Network::StaticNat: Static NAT

rule schedule applied.
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UcTopusa nsmeHeHwnii

(config)> ip static rule 0 disable
Network::StaticNat: Static NAT rule disabled.

(config)> no ip static rule 0 disable
Network: :StaticNat: Static NAT rule enabled.

(config)> no ip static rule 0 schedule
Network::StaticNat: Static NAT rule schedule removed.

Bepcus OnucaHue

2.08 [JobaBneHa KkomaHaa ip static rule.

3.69 ip telnet

OnucaHwue
Mpejukc no

MeHsieT HacTpoiKmn

JocTyn K rpynne KkomaHz ans ynpasneHus Telnet-cepsepom.

Het

HeTt

MHorokpaTtHbIiA BBog, Het

Tun nHTepdeiica
Bxo>xaeHue B rpynny

CuviHoncuc

Mpumep

WcTopus nsmeHeHwnii

IP

(config-telnet)
I (config)> ip telnet

(config)> ip telnet
(config-telnet)>

Bepcus OnucaHve

2.08 Jlo6aBneHa komaHga ip telnet.

3.69.1 ip telnet lockout-policy

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKkmn

3aAaTb NapameTpbl OTCEXMBAHWSA NOMbITOK BTOPXeHUS NyTéM nepebopa
naponei Telnet Ana ny6anyHbIX MHTepdeincoB. Mo ymonyaHuio GyHKLMSA
BK/ItOYEHa.

KomaHgza ¢ npedurkcom no oTk/r0UYaeT obHapyxeHmne nogbopa.
Ja
Aa

MHorokpaTtHbIiA BBOA, Het
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ip telnet lockout-policy «thresholad [«duration,

(config)> no ip telnet lockout-policy

3HaueHve OnucaHwue

Lenoe uuncno Konvuectso HeyAauHbIX NONbITOK
BXO4a B CNCTEMY. Mo YMON4YaHUKO

yCTaHOBJ/IeHO 3HaveHune 5.

Lenoe uucno MpoaomKNTENLHOCTL 3anpeTa
aBTOpM3aLMKM 4151 yKa3aHHOro
IP-agpeca B MunHyTax. Mo
YMONYaHUIO YCTAaHOBEHO

3HayeHue 15.

observation-window |ljesioe yucro

MpPOACIKNTENBHOCTL HAabOAEHS
3a NoA03pUTENbHON aKTUBHOCTLHO
B MUHYTax. Mo yMonyaHuto
YCTAHOB/IEHO 3HAYeHNe 3.

Tun nHtepdeiica IP
CuHoncuc (config)>
[<observation-window]]
AprymeHTbI AprymeHT
threshold
duration
Mpumep

(config)> ip telnet lockout-policy 10 30 2

Telnet::Manager: Bruteforce detection is reconfigured.

WcTopus nsmeHeHnii |Bepcus

OnucaHune

2.08

JlobaBneHa komaHAa ip telnet lockout-policy.

3.69.2 ip telnet port

OnucaHue
HoMep noprTa 23.

HasHaunTb nopT ans telnet-coegriHeHms. Mo yMOAYaHMIO NCNONb3YeTCH

KomaHza c npedurkcom no ycTaHaBnMBaeT HOMep NopTa B 3HaYeHue no

yMONYaHWIo.
Mpejukc no Ja
MeHsieT HacTpoilikn  [la

MHorokpaTtHbiiA BBog, Het

Tun nHTepdeiica

CuvHoncuc

IP

I (config-telnet)>  port <qnumber

I (config-telnet)> no port
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
number Yenoe uucro |Homep nopta. MoxeT NnpuHMMaTh
3HaueHusa B npegenax ot 1 go 65535
BKHOUNTENbHO.
Npumep (config-telnet)> port 2525

Telnet::Server: Port unchanged.

(config-telnet)> no port
Telnet::Server: Port unchanged.

VICTOpI/Iﬂ M3MeHeHuniA Bepcmﬂ onucaHvie

2.08 [Jlo6baBneHa komaHga ip telnet port.

3.69.3 ip telnet security-level

OnucaHwue YcTaHoBUTbL ypoBeHb 6e3onacHocTu Telnet. Mo ymon4aHuo yctaHOBAEHO
3HayeHve private.

Mpedukc no Het
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog Het
Tun nutepdeiica IP

CuHoncnc (config-telnet)>  security-level (public | private | protected)

AprymeHTbI AprymeHT 3HaueHue OnucaHue

public Knwyesoe cnoso|foctyn Kk Telnet-cepsepy
paspeLueH ans public, private n
protected nHTepdeiicos.

private Knyesoe cnoso|focTyn K Telnet-cepsepy
paspelueH ans private
nHTepdericos.

protected Kno4yesoe cnoso|octyn Kk Telnet-cepsepy
pa3speLleH A4 private n protected
nHTepdelicos.

Npumep (config-telnet)> security-level protected
Telnet: :Manager: Security level changed to protected.

VICTOleﬂ M3MeHeHuiA Bepcmﬂ onucaHvie

2.08 Job6aBneHa koMmaHgaa ip telnet security-level.

322 CnpaBoyHUK koMaHg — 4G (KN-1211)




naBa 3 OnncaHme KOMaHA,

3.69.4 ip telnet session max-count

OnuncaHwne

Mpe¢ukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Tun untepdeiica

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

YCTaHOBUTb MakKCMMasibHOE YNCI0 O4HOBpPEMEHHbIX ceccui ana
temet-COEAI/IHeHI/IH. Mo YMO/THaHWIO NCMNO/Ib3YHTCA MakCMyM 4.

KomaHga c npedrnkcom no ycTaHaBAMBAET KONNYECTBO CECCUIA MO YMOUYAHNIO.
Ja

Ja

Het

IP

(config-telnet)>  session max-count «count»

(config-telnet)> no session max-count

AprymeHT 3HaueHue |OnucaHue

count Yenoe uyucro |MakcnmanbHoe Ync/io 0g4HOBPEMEHHbIX
ceccuin. MoxeT NpUHMMaTL 3HaYeHVs B
npegenax ot 1 Ao 4 BKJIHOUYNTENLHO.

(config-telnet)> session max-count 4
Telnet::Server: The maximum session count set to 4.

(config-telnet)> no session max-count
Telnet: :Server: The maximum session count reset to 4.

Bepcus OnucaHue

2.08 JobaBneHa komaHgaa ip telnet session max-count.

3.69.5 ip telnet session timeout

OnucaHune

MNpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

Tun nHTepdeiica

YCTaHOBUTb BpemMA cylecTtBoBaHNA HeakTUBHOW ceccnmn AnaA
telnet-coegmnHeHus. Mo ymon4vaHuio TarimM-ayT paseH 300, UTO 3HaYUT UTO
CI)yHKLI,I/IFl OTCNEXUNBaAHUA aKTUBHOCTN BHYTPU CeCCI OTKJTHOYEHa.

KomaHaa ¢ npepurKcom no ycTaHaBNMBaeT TaiM-ayT MO YMOJTYAHWIO.

Ja
Ja

Het

IP
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CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

(config-telnet)> session timeout «timeout>

(config-telnet)> no session timeout

AprymeHT 3HayeHne |OnucaHue

timeout lenoe u4ucno |Bpems cyLiecTBOBaHUSA HeakTUBHOM
ceccnmn. MoxeT NpUHUMaTL 3HaYeHNA B
AvanasoHe oT 5 g0 2321 CeKyHp,
BK/TOUNTE/IbHO.

(config-telnet)> session timeout 600
Telnet::Server: A session timeout value set to 600 seconds.

(config-telnet)> no session timeout
Telnet::Server: A session timeout reset.

Bepcus OnucaHve

2.08 Jlo6aBneHa koMmaHgaa ip telnet session timeout.

3.70 ip traffic-shape host

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Tun nHTepdeiica

CuHoncuc

AprymeHThl

YCTaHOBUTb npeaen CKopocTtn nepejayn JaHHbIX 414 YKa3aHHOro yCTpOIZCTBa
JOMalLLHeN ceTn B obe CTOPOHDbI. Mo YMOYaHUKO CKOPOCTb HE OrpaHmn4yeHa.

KomaHga ¢ npedunkcom no yaanseT HacTPOVKy AN1S YKa3aHHOro yCTPOMCTBa.
Ecnv BbINOIHUTL KOMaHAY 6e3 apryMeHTOB, BCE OrPaHNYeHNs AN1A BCeX
YCTPOWCTB 6yAyT OTMEHEHHI.

Ja
Aa
Ja
IP

(config)> ip traffic-shape host tmac> rate <rate> [ asymmetric
<upstream-rates ][ schedule <schedules ]

(config)> no ip traffic-shape host [ ac> ]

AprymeHT 3HaueHue |OnucaHue
mac MAC-agpec |MAC-agpec ycTponcTBa JOMAaLLHEN ceTu.
rate Lienoe umcno|3HauyeHWe CKOPOCTU Nnepesaydn JaHHbIX B

Kéut/c. OrpaHnyeHne JONXKHO ObiTb B
Anana3oHe o1 64 Kéut/c go 1 réut/c.
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AprymeHT 3HayeHue |OnucaHue

upstream-rate |Uenoe uwucsio |CKOPOCTb OTAAUN AaHHbIX B K6UT/C.
OrpaHu4yeHve A0KHO 6bIThb B AManasoHe
oT 64 KbuTt/c go 1 réut/c.

schedule Pacnncanne |Ha3BaHMe pacnncaHuns, CoO34aHHOro rnpu
nomMoLum rpynnel kKomaHg schedule.

Mpumep (config)> ip traffic-shape host a8:1e:82:81:f1:21 rate 80
TrafficControl::Manager: "a8:1e:82:81:f1:21" host rate limited »
to DL 80 / UL 80 Kbits/sec.

(config)> ip traffic-shape host a8:1e:82:81:f1:21 rate 80 »
asymmetric 64

TrafficControl::Manager: "a8:1e:82:81:f1:21" host rate limited »
to DL 80 / UL 64 Kbits/sec..

(config)> ip traffic-shape host a8:1e:82:81:f1l:21 rate 80 »
asymmetric 64 schedule Update

TrafficControl: :Manager: "a8:1e:82:81:f1:21" host rate limited »
to DL 80 / UL 64 Kbits/sec (controlled by schedule Update).

(config)> no ip traffic-shape host a8:1e:82:81:f1:21
TrafficControl::Manager: Rate limit removed for host »
"aB:1e:82:81:f1:21".

(config)> no ip traffic-shape host a8:1e:82:81:f1:21
TrafficControl::Manager: Rate limit removed for host »
"a8:1e:82:81:f1:21".

(config)> no ip traffic-shape host
TrafficControl::Manager: Rate limits for all hosts removed.

WcTopusa nsmeHeHum Bepcus onwvcaHuve
2.05 JobasneHa komaHgaa ip traffic-shape host.
2.08 Jlo6aeneH aprymeHT schedule.
3.04 JlobaBneH aprymeHT upstream-rate.

3.71 ip traffic-shape unknown-host

OonucaHmne YCTaHOBUTb OrpaHNYeHEe CKOPOCTY Nepeaayn AaHHbIX A4S
He3aperncTpUPOBaHHLIX YCTPOCTB B 060MX HanpaeneHusx. Mo yMmonyaHuo
CKOPOCTb He orpaHunyeHa.

KomaHga ¢ npedurkcom no yganseTt HaCTPOKy.
Mpejukc no Ja

MeHsieT HacTpoliku  [a
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MHorokpaTtHbIiA BBOg, Het
Tun nHTepdeiica IP

CnHoncuc (config)> ip traffic-shape unknown-host rate «<rate> [ asymmetric

upstream-rates ]

(config)> no ip traffic-shape unknown-host rate

AprymeHTbI AprymeHT 3HaueHme |OnucaHue

rate lenoe uucno |CKOpoCTb Nepesaun gaHHbIX B KonT/c.
3Ha4veHne AONXKHO 6bITb B B ANana3oHe
oT 64 Kbut/c go 1 rémt/c.

upstream-rate |Uesmoe uyucso |CKOpPOCTb OTAAUN AaHHbLIX B K6UT/C.
OrpaHu4yeHue JONXHO 6bITh B fMana3oHe
oT 64 Kéut/c go 1 réut/c.

Npumep (config)> ip traffic-shape unknown-host rate 80
TrafficControl::Manager: Rate limit for unknown hosts set to 80 »
Kbits/sec.

(config)> ip traffic-shape unknown-host rate 80 asymmetric 64
TrafficControl::Manager: Rate limit for unknown hosts set to »
80/64 Kbits/sec.

(config)> no ip traffic-shape unknown-host rate
TrafficControl::Manager: Rate limit for unknown hosts removed.

VICTOleﬂ M3MeHeHunA Bepcmﬂ onucaHvie
2.09 JobasneHa komaHgaa ip traffic-shape unknown-host.
3.04 [JobasneH aprymeHT upstream-rate.

3.72 ipv6 firewall

OnucaHue Brkntountb 6paHamayap IPv6. Mo ymonvaHumo GyHKUMSA BKIOYEHaA.
KomaHaa ¢ npedunKcom no yaanseT HacTPOWKY.

Mpe¢ukc no [Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbiiA BBog, Het

CuHoncuc I(config)> ipve firewall

I (config)> no ipv6 firewall
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Example (config)> ipv6 firewall

(config)> no ipv6 firewall

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.06 Job6aBneHa komaHaa ipve6 firewall.

3.73 ipv6 local-prefix

OnucaHwue HacTtponTb nokanbHbIn npedurkc (ULA). ApryMeHT MOXeT 6bITb 6yKBEHHbIM
npeduKcom nnm kntoyesbiM cosom default, KoTopoe aBToMaTMUECKN

reHepuypyeT NOCTOAHHBIN YHUKaNbHbIV npedukc.
KomaHaa ¢ npeprKcom no oTKNt0YaeT HaCTPONKY.
Mpejukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbIiA BBog Het

CuHoncuc (config)> ipv6 local-prefix (default | prefix)

(config)> no ipv6 local-prefix [default | prefix;]

AprymeHTbI AprymeHT |3HauyeHue OnucaHue

default Knw4yesoe cnoso|leHepnpoBaTb NOCTOAHHBLIN YHUKaNbHbI
npedukc.

prefix Mpegukc NokanbHbi npedukc (ULA). JomKHO 6bITb
KOppeKTHoe 3HaveHVe npedurkca B 6a1oke
fd0O: : /8 c aanHolM Npedurkca He 6onee 48.

Mpumep (config)> ipvé local-prefix default
Ip6::Prefixes: Default ULA prefix enabled.

(config)> ipv6 local-prefix fdol:db8:43::/48
Ip6::Prefixes: Added static prefix: fd0l:db8:43::/48.

(config)> no ipv6 local-prefix default
Ip6::Prefixes: Default ULA prefix disabled.

(config)> no ipv6 local-prefix fd0l:db8:43::/48
Ip6::Prefixes: Deleted static prefix: fd0l:db8:43::/48.

VICTOpI/Iﬂ M3MeHeHuA Bepcmﬂ onucaHvie

2.00 JlobaBneHa komaHaa ipv6 local-prefix.
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3.74 ipv6 name-server

OnuncaHwne

MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

HactpounTts IP-agpeca cepsepoB DNS. CoxpaHeHHble TakiM 06pa3om agpeca
Ha3bIBaKOTCA CTaTNYECKUMMU, B MPOTUBOMOJIOXKHOCTb JUHAMUYECKUM —
3aperncTpmpoBaHHbIM cyxbamu PPP nnn DHCP.

ipv6 name-server MOXHO BBOAUTb MHOIOKPaTHO, eC/IN TpebyeTcs HaCTPOUTb
HecKonbKo agpecoB DNS-cepsepos.

KomaHga ¢ npedurkcom no yaansieT ykasaHHbIn agpec cepsepa DNS u3
CTaTU4eCKoro N aktTMBHOIro Cnncka, ecsin KoMaHaa faeTcd C aprymMmeHTamu,
60 ounLLaeT CNMCOK CTaTUYeCKVX aJpecoB, ecnu KOMaHAa AaeTcs 6e3
apryMeHTOB.

Ja
Aa
Ja
(config)>  ipv6 name-server address [ «domains ]

(config)> no ipv6 name-server [ «addresss [ <domains ]]

AprymeHT 3HauyeHne |OnucaHue
address IPv6-agpec |Aapec cepsepa MMeH.
domain Crpoka JlomeH, ans KoToporo byaet

rcnonb3osBaTbca cepsep. DNS-npokcy npw
paspeLleHnn MeHN B MepByo oyepelb
BblOVpaeT agpec cepsepa € Hanbonee
6/IM3KMM K 3arnpocy AoMeHOM. Ecav gomeH
He yKasblBaTb, cepBep byaeT
1CMob30BaTLCA A/1A BCeX 3aMpoCoB.
BblpaxeHune "" 1cnosb3yeTcsd Kak JoMeH

no ymosi4yaHuio.

(config)> ipvé name-server 2001:4860:4860::8888
Dns::Manager: Name server 2001:4860:4860::8888 added, domain »
(default).

(config)> ipv6é name-server 2001:4860:4860::8888 google.com
Dns::Manager: Name server 2001:4860:4860::8888 added, domain »
google.com.

(config)> no ipv6 name-server
Dns::Manager: Static name server list cleared.

Bepcusa OnucaHve

2.00 JlobasneHa KoMaHAa ipvé name-server.
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3.75 ipv6 pass

OnuncaHwne

Mpedukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

BktounTb CKBO3HOW pexunM Ha MapLupyTu3aTope Aas naketos IPv6. Mo
YMONYaHMIO 3Ta GYHKLNS OTKIIOHEHa.

KomaHgaa ¢ npedurkcom no oTkaro4aeT GyHKLMIO.

Ja

Ja

Het

(config)>  ipv6 pass through wan-ifaces<lan-iface

(config)> no ipv6 pass

AprymeHT 3HayeHne |OnucaHve

wan-iface Nms MonHoe nmsa nHtepderica WAN mnam
MHTEepPesica |NCEBAOHUM.

lan-iface ms MonHoe nma nHtepdeiica LAN nnum
nHTepperica |NCEBAOHUM.

(config)> ipv6 pass through ISP Home
Ip6::Pass: Configured pass from "GigabitEthernetl" to "Bridge0".

(config)> no ipv6 pass
Ip6::Pass: Disabled.

Bepcus OnucaHve

2.06 Jlo6aBneHa KoMaHgza ipv6 pass.

3.76 ipv6 route

OnucaHwne

Mpe¢ukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIVi BBOj,

Jo6aBuTb B TabAMLy MapLUPYyTU3aLMN CTaTUYECKUIA MapLUPYT, KOTOPbIA
3ajaeT npaBuao nepegayumn IPv6-nakeTos Yepes onpejenieHHbIN LWA3 UIn
ceTeBoW UHTepoderic.

B kauecTBe ceTM Ha3HayYeHNA MOXHO yKa3aTb kntoyeBoe cnoBo default. B
3TOM C/lyyae 6yeT co3jaH MapLUPyT Mo YMONYAHUIO.

KomaHgaa ¢ npedurkcom no yaanseT MapLUpyT € yKazaHHbIMY NapameTpamu.
Aa
Ja
Ja
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CuvHoncuc

AprymeHTsl

Mpumep

UcTopus nsmeHeHwnii

(config)>
«gateway:)

ipv6 route («prefix» | default) (<interfaces [«gateway:] |

(config)> no ipv6 route («prefix> | default) (<interfaces [gateway’] |

«gateway:)

AprymeHT 3HayeHue OnuncaHwue

prefix Mpegukc Mpedukc IPv6.

default Knouesoe Mpedrkc No ymonvaHuto.
C/10B0

interface ms MonHoe nma nHTepderica nam NCeBAOHUM.
uHTEpPenca

gateway IP-anpec IP-agpec mapLupyTmnsatopa B

HenocpeACTBEHHO NOAKIHYEHHOM CceTn

(config)> ipvé route 2002:c100:aeb5::/48 ISP

route added

(config)> no
route erased

ipvée route 2002:c100:aeb5::/48 ISP

(config)> ipv6 route 2002:c100:aeb5:100::/56 2002:c100:aeb5: :33

route added

(config)> no ipv6 route 2002:c100:aeb5:100::/56 2002:c100:aeb5::33

route erased

Bepcus OnucaHve
2.00 [Jlo6aBneHa koMaHza ipv6 route.
2.1 JlobaBneH aprymeHT gateway.

3.77 ipv6 static

OnucaHune

Mpe¢ukc no

MeHsieT HacTpoWiKKn

MHorokpaTtHbiiA BBog, Het

Co3gaTtb Npasuo, paspeLuatoLLiee BXxogsLlee nogkatoHeHne K 3ajaHHoOMy
NOPTY 3aperncTpupoBaHHOro yCTPOMCTBa AOMALLHEN ceTu.

ipv6 firewall gonxeH 6bITb BKIIOYEH.

KomaHga ¢ npedumkcom no yaanseT npasuo.
Ja
Ja
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CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config)> ipv6 static protocols[«interfaces]wmac> ports [ through
<end-port ]

(config)> no ipv6 static [ protocol [ <interfaces ] wmac> port> [through
<end-port]]

AprymeHT 3HayeHue OnuncaHwue

protocol tcp MpoTokon TCP.
udp MpoTtokon UDP.

interface msa Vmsa BxogHoro nHtepderica (moaHoe 1ms
MHTeppeiica |VNHTepdeica nnn nNcesaoHNM).

mac MAC-agpec MAC-agpec xocrTa.

port Lenoe umncno |Homep nopta TCP/UDP, Ha KOTOpbIN

NpPpMXo4unT 3anpocC NoAKNHYEHUA.

end-port Lenoe 4ncno |OKOHYaAHWE AMana3oHa NopToB.

(config)> ipv6 static tcp ISP 64:a2:f9:51:b4:8a 80 through 80
Ip6::Firewall: Rule updated.

(config)> no ipv6 static tcp ISP 64:a2:f9:51:b4:8a 80 through 80
Ip6::Firewall: Static rule removed.

Bepcus OnucaHve

2.12 [JlobaeneHa KomaHza ipv6 static.

3.78 ipv6 subnet

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpoWiKKn

JocTyn K rpynne KOMaHz ANst HACTPOWMKM CermMeHTa 1oKanbHoM ceTun IPv6.
Ec/v cerMeHT He HalleH, KOMaHZa NbITaeTcs ero co3aaTb.

Ja
Ja

MHorokpaTtHbIiA BBOg, [a

BxoXkaeHue B rpynny

CvHoncuc

AprymeHTbl

(config-subnet)

(config)>  ipv6 subnet name>

(config)> no ipv6 subnet [ <name> ]

AprymeHT 3HayeHne |OnucaHue

name CTpoka VIMSA nnu nceBaoHM NoACETU.
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Mpumep

WcTopusa nsmeHeHum

(config)> ipv6 subnet Default
(config-subnet)>

Bepcus OnucaHue

2.00 JobasneHa koMmaHaa ipv6 subnet.

3.78.1 ipv6 subnet bind

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

MpuvBA3aTb NoACeTb K UHTepdeicy.

KomaHaa ¢ npedrKcom no oTMeHsAeT NpUBA3KY.
Ja

Ja

Hert

(config-subnet)>  bind <bind>

(config-subnet)> no bind

AprymeHT |3Ha4yeHwne OnuncaHwue

bind Wmsa unntepgerica |MonHoe Ma nHTepderca Mnv NCeBAOHUM.

(config-subnet)> bind WifiMaster0/AccessPointl
Ip6::Subnets: Interface "WifiMaster@/AccessPointl" bound to »
subnet "Default".

(config-subnet)> no bind
Ip6::Subnets: Interface unbound from subnet "Default".

Bepcus OnucaHve

2.00 [JobasneHa komaHza ipv6 subnet bind.

3.78.2 ipv6 subnet mode

OnucaHwne

Mpe¢ukc no

MeHsieT HacTpoAKK

BbIbpaTh pexnM HacTporikn aApecos A1 XOCTOB B noAceTw. JoCTynHbI ABa
BapuaHTa — dhcp 1 slaac. MNepBbIli BKAOYaeT nokanbHbln DHCPv6-cepsep

C LenbH NPUCBOeHA agapecoBs, BTopoii BkitovaeT SLAAC (aBTOKOH$UIypaLmio
ajpecos).

Ja
Ja

MHorokpaTtHbiiA BBog, Het
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CuvHoncuc

AprymeHTsl

Mpumep

WcTopus nsmeHeHwnii

(config-subnet)>  mode wmode>

(config-subnet)> no mode

AprymeHT 3HayeHne |OnucaHue
mode slaac Bkntountb SLAAC (aBTOKOHOUTYpaLMIO
ajpecos).
dhcp Bknrounts DHCPv6-cepBep.

(config-subnet)> mode dhcp
Ip6::Subnets: Subnet "Default" enabled as DHCP.

(config-subnet)> no mode
Ip6::Subnets: Subnet "Default" disabled.

Bepcus

OnucaHune

2.00

Jlo6baBneHa KkomaHga ipv6 subnet mode

3.78.3 ipv6 subnet number

OnucaHune

Mpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHum

MpucBonTE NOACETU NAEHTUPUKATOP, KOTOPLI ByseT onpesensTs
ny6AnYHbIN Npedurkc cermeHTa. iaeHTndmKaTop A0/KEH BbITb YHNKANBHbBIM
cpeaun noaceten.

Het

Ja

Het

(config-subnet)>  number <number>

AprymeHT

3HavyeHue OnuncaHue

number

Lenoe u4ncno |YHUKaNbHbIA MAEHTUGUKATOP NOACETN.

(config-subnet)> number 2
Ip6::Subnets: Number 2 assigned to subnet "Default".

Bepcus

OnucaHune

2.00

Job6asneHa KomaHaa ipv6 subnet number.
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3.79 isolate-private

OnuncaHwne

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

Mpumep

WcTopusa nsmeHeHuim

3anpeTnTb Nepegavy AaHHbIX MeXay NobbIMU HTepdeicamm € ypoBHEM
6esonacHocTy private. Mo ymonyaHuo BKAOYEHO.

KomaHza c npedrKcoM no 0TMeHsIeT AelicTBMe KOMaHAbl, paspeLuas
nepesaBaTh faHHble MexXay nHTepdeiicamm private.

Ja
Ja
Het
I(config)> isolate-private

I (config)> no isolate-private

(config)> isolate-private
Netfilter::Manager: Private networks isolated.

(config)> no isolate-private
Netfilter::Manager: Private networks not isolated.

Bepcus OnucaHve

2.00 JobasneHa komaHaa isolate-private.

3.80 kabinet

OnuncaHwne

Mpedukc no

MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,
Bxo>xgeHue B rpynny

CuvHoncuc

Mpumep

JocTyn K rpynne KoMaHA Anst HAacTPOik NnapameTpoBs aBTopu3atopa KABINET.

KomaHga ¢ nped1Kcom no Bo3BpaLLaeT 3HaYeHMsI MO YMONYAHWNIO BCEM
napameTpam.

Ja
Ja
Het

(kabinet)

I (config)>  kabinet

I (config)> no kabinet

(config)> kabinet
(kabinet)>
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WcTopusa nsmeHeHum

(config)> no kabinet
Kabinet: :Authenticator: A configuration reset.

Bepcus OnucaHue

2.02 JobaeneHa komaHaa kabinet.

3.80.1 kabinet access-level

OnuncaHwune

Mpe¢ukc no

MeHsieT HacTpoWKKn

3ajaTb ypoBeHb AocTyna Ansa asTopmsatopa KABINET. o ymonyaHuio
1NCMoNib3yeTca ypoBeHb A0CTyna internet.

KomaHga ¢ npedpurKcom no yctaHaBAMBaeT YPOBEHb MO yMOYAHUIO.
Ja
Ja

MHorokpaTtHbiiA BBog, Het

CviHoncmc

AprymeHTsl

Mpumep

WcTopusa nsmeHeHwnii

(kabinet)> access-level <level»

(kabinet)> no access-level

AprymeHT 3HauyeHue OnucaHwue

level lan 3HaueHVe ypoBHS fOCTyMNa.

internet

(kabinet)> access-level lan
Kabinet: :Authenticator: An access level set to "lan".

(kabinet)> access-level internet
Kabinet: :Authenticator: An access level set to "internet".

(kabinet)> no access-level

Kabinet::Authenticator: An access level reset to "internet".

Bepcus OnucaHue

2.02 JobaeneHa komaHza kabinet access-level.

3.80.2 kabinet interface

OnucaHune

Mpejukc no

MpuBssaTtb aBTopmsaTop KABINET K ykazaHHOMY nHTepdericy.

KomaHza c npedurKcom no paspbiBaeT CBA3b.

Aa
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MeHsieT HacTpoliku  [a

MHorokpaTtHbIiA BBog, Het

CuHoncuc (kabinet)> interface <interface;
(kabinet)> no interface
AprymeHTbI AprymeHT |3HaueHue OnucaHue
interface |Umsa uHTepgeiica|llonHoe nms HTepderica Nan NCeBAOHMM.
Cnncok AOCTYMHbIX NHTepdencoB MOXHO
yBUAETb C NOMOLLbI0 KoMaHAbl interface
[Tab].
Npumep (kabinet)> interface [Tab]

UcTopuns nameHeHuii

Usage template:
interface {interface}

Choose:

GigabitEthernetl

ISP

WifiMaster0/AccessPoint2
WifiMasterl/AccessPointl
WifiMaster@/AccessPoint3
WifiMaster@/AccessPoint0

AccessPoint

(kabinet)> interface ISP
Kabinet: :Authenticator: Bound to GigabitEthernetl.

(kabinet)> no interface
Kabinet: :Authenticator: Interface binding cleared.

Bepcusa

OnucaHue

2.02

JobaeneHa komaHaa kabinet interface.

3.80.3 kabinet password

OnucaHwne

MNpedukc no
MeHsieT HacTpoiKkmn

MHorokpaTHbIii BBOA,

3aaate naposb ana astopmsatopa KABINET. Mo ymonyaHuio naposb He

YCTaHOBJIEH.

KoMaHAa ¢ npedurkcom no cTpaeT 3Ha4YeHne napons.

Ja
Aa

Het
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CuHoncuc (kabinet)>  password (password>

(kabinet)> no password
AprymeHTbI AprymeHT |3HaueHme |OnucaHue

password Crtpoka Maponb ans ayteHTUGMKaumn.
Mpumep (kabinet)> password 123456789

Kabinet: :Authenticator: A password set.

(kabinet)> no password

Kabinet: :Authenticator: A password cleared.
VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvcaHue

2.02 Jo6aBneHa komaHaa kabinet password.

3.80.4 kabinet port

OnucaHwue YcTaHOBUTL NMOPT cepBepa Ansa asTopmsatopa KABINET. Mo ymonyaHuio
ncnonb3ytoTcd 3HadeHns 8314 nawm 8899.

KomaHga c npedurkcom no yctaHaBAMBaeT NOPT MO YMOJTYaHUIO.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a
MHorokpaTtHbiiA BBog Het

CuHoncuc (kabinet)>  port «port>

(kabinet)> no port

AprymeHTbI AprymeHT 3HaueHue |OnucaHue

port Yenoe uucro |Homep nopra.

Mpumep (kabinet)> port 12345
Kabinet: :Authenticator: A server port set.

(kabinet)> no port
Kabinet: :Authenticator: A server port reset.

VICTOpI/Iﬂ M3MeHeHunA Bepcmﬂ onucaHvie

2.14 [JlobaBneHa komaHaa kabinet port.
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3.80.5 kabinet protocol-version

OnuncaHwune

Mpe¢ukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

3ajaTtb Bepcuio NpoTokona asTopusatopa KABINET. o ymonyaHuio,
NCNONb3YeTCA BEPCUSA MPOTOKOA 2.

KomaHpaa c npedrkcom no BO3BPaLLAET 3HaUeHe Mo yMONYaHWIO.
[Ja

Ja

Het

(kabinet)>  protocol-version wversion»

(kabinet)> no protocol-version

AprymeHT 3HayeHue OnuncaHue

version Ctpoka Bepcusa npoTtokona.

(kabinet)> protocol-version 1
Kabinet: :Authenticator: A protocol version set to "1".

(kabinet)> no protocol-version
Kabinet: :Authenticator: A protocol version reset to "2".

Bepcus OnucaHve

2.02 [JobaeneHa komaHaa kabinet protocol-version.

3.80.6 kabinet server

OnucaHwne

Mpedunkc no
MeHsieT HacTpoiKkmn
MHorokpaTtHbIiA BBOJ,

CvHoncuc

AprymeHTbl

3agaTb IP-agpec cepBepa ayteHTUduKaumm KABINET. Mo ymonyaHuio
ncnonbsyetca IP 10.0.0. 1.

KomMaHgza ¢ npepurKcoM No yCcTaHaBANBAET 3HAaYEHME MO YMOJTHYAHUIO.
Ja

Ja

Het

(kabinet)> server <address>

(kabinet)> no server

AprymeHT 3HayeHue OnuncaHwue

address IP-agpec Appec cepBepa ayTeHTUbMKaLNN.
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Mpumep (kabinet)> server 77.222.111.1
Kabinet: :Authenticator: A server address set.

(kabinet)> no server
Kabinet: :Authenticator: A server address reset.

VICTOpI/Iﬂ M3MeHeHUnA Bepcmﬂ onvicaHue

2.02 JobasneHa komaHza kabinet server.

3.81 known host

OnucaHwne Jl06aBUTb YCTPOMCTBO AOMALLHER ceTu.
Mpe¢ukc no [Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

Cunoncuc (config)>  known host <name> <mac»
(config)> no known host [ mac ]
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name CTpoka Mpon3BonbHOE NMA XOCTa.
mac MAC-agpec |MAC-agpec xocTa.
NMpumep (config)> known host MY 00:0e:c6:a2:22:al
Core::KnownHosts: New host "MY" has been created.
(config)> no known host 00:0e:c6:a2:22:al
Core: :KnownHosts: Host 00:0e:c6:al:26:a8 has been removed.
VICTOpI/Iﬂ U3MeHeHUn Bepcmﬂ onucaHvie
2.00 JobaeneHa komaHaa known host.
3.82 mdns
OnucaHwue JocTtyn K rpynne KoMaHa Ans ynpasneHus cnyxo6oin mDNS.
Mpedukc no Het

MeHsieT HacTpoiikn  Het

MHorokpaTHbIi BBOA, HeT
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BxoXkAeHue B rpynny

CuvHoncuc

Mpumep

WcTopus nsmeHeHum

(config-mdns)

I (config)> mdns

(config)> mdns
Core::Configurator: Done.
(config-mdns)>

Bepcus OnucaHue

3.07 Job6aBneHa komaHaa mdns.

3.82.1 mdns reflector disable

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKN
MHorokpaTtHbIiA BBOJ,

CviHoncmc

Mpumep

WcTopus nsmeHeHum

MPpUHYANTENIBHO OTKAOUYNTL PEXUM MPO3PaYHOCTU MeXAy cerMeHTamm
AOMaLLIHE ceTu, He3aBUCMMO OT U30ASALIMIN CErMEeHTOB (CM. KoMaHay interface
security-level).

KomaHgaa ¢ npedrKcoM no oTK/H0HaeT HacTPOWKY.
Ja
Ja

Het

I (config-mdns)> reflector disable

I (config-mdns)> no reflector disable

(config-mdns)>reflector disable
Mdns: :Manager: Reflector disabled.

(config-mdns)>no reflector disable
Mdns: :Manager: Reflector enabled.

Bepcus OnucaHue

3.07 Jo6aeneHa komaHaa mdns reflector disable.

3.82.2 mdns reflector enforce

OnuncaHwne

Mpe¢ukc no

MpVHYANTENBHO BKIKOYUTE PEXUM NPO3PAaYHOCTV MeXAY CermeHTamm
AOMaLLHE ceTu, He3aBUCMMO OT U30NSALIMN CErMEeHTOB (CM. KoMaHay interface
security-level).

KomaHza ¢ nped1KcomM no oTKIOYaEeT HaCTPOWAKY.

Ja
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MeHsieT HacTpoAKK

Ja

MHorokpaTtHbIiA BBog, Het

CuHoncuc

Mpumep

WcTopus nsmeHeHum

I (config-mdns)> reflector enforce

I (config-mdns)> no reflector enforce

(config-mdns)>reflector enforce
Mdns: :Manager: Reflector enforced.

(config-mdns)>no reflector enforce
Mdns: :Manager: Reflector unenforced.

Bepcus OnucaHue

3.07 Jo6aeneHa komaHaa mdns reflector enforce.

3.83 mws acquire

OnuncaHune
Mpe¢ukc no
MeHsieT HacTpoiikmn

MHorokpaTtHbIiA BBOJ,

CviHoncmc

AprymeHTsl

Mpumep

MpuvcoesHNTL HOBOE yCTPOKCcTBO K MIVS.

KomaHga ¢ npedurkcom no npekpallaet npucoejmHeHme.
Ja

Het

Het

(config)> mws acquire «candidates [eula-accept] [dpn-accept]
[no-update]

(config)> no mws acquire «candidate»

AprymeHT |3HauyeHwue OnucaHue

candidate |Crpoka ID yctpoiictBa — MAC-agpec nnn CID.

eula-accept |Kmwyesoe coso|BbinonHNTL KOMaHAy eula accept.

dpn-accept |Kmwyesoe cnoso|lNogTBepanTh npuHATHE DPN.

no-update |KmyeBoe croso|lpucoegnHeHne 6e3 noaTBepPXAeHNS
06HOB/IEHMSA MPOLUMBKN.

(config)> mws acquire abl409a2-0f87-11e8-8f23-3d5f5921b253 »

eula-accept

Mws: :Controller: Candidate "abl1409a2-0f87-11e8-8f23-3d5f5921b253" »

acquire started.
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(config)> mws acquire 7207838e-af7d-11e6-8029-25463bd03811 »
eula-accept dpn-accept no-update

Mws: :Controller: Candidate "7207838e-af7d-11e6-8029-25463bd03811" »
acquire started.

(config)> no mws acquire 60:31:97:3f:36:00
Mws::Controller: Candidate "60:31:97:3f:36:00" acquire stopped.

VICTOpI/Iﬂ U3MeHeHUnA Bepcmﬂ onvicaHue

2.15 [JlobaeneHa KoMaHAa mws acquire.

3.84 mws backhaul shutdown

OnucaHune OTKNIOUNTL CKPbITbIE 6eCNPOBOAHbIE CNYXKebHble TOUKW A0CTYNa AN CYXObI
MWS. Mo ymMon4aHWo HacTpoika BKAOYEHa.

KomaHga ¢ npedprKCOM No BKOYAET CKPbIThbIE TOUKWM AOCTYNa.
Mpedukc no Ja
MeHsieT HacTpoiikn  [la
MHorokpaTtHbIiA BBOg, Het

CuHoncuc I(config)> mws backhaul shutdown

I (config)> no mws backhaul shutdown

Mpumep (config)> mws backhaul shutdown
Mws::Controller: Backhaul disabled.

(config)> no mws backhaul shutdown
Mws::Controller: Backhaul enabled.

VlCTOleﬂ M3MeHeHuniA Bepcmﬂ onvicaHue

3.04 JlobaBneHa komaHaa mws backhaul shutdown.

3.85 mws log stp

OnucaHune BrntounTb norvposaHue STP ansa nHtepdeiica. No3sonseT oTciexmsaTb
oTnpaBieHHble U nonyYeHHble BPDU-nakeThl.

KomMaHgza ¢ npedprKCcoM no OTK/IKOUAET IorMpoBaHme A1 3aaHHOro
nHTepderica. Ecnm aprymeHT He ykasaH, BeCb CMNCOK ormposBaHus STP 6yaeT
yaaneH.

MNpedukc no Ja
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MeHsieT HacTpoAKK

Het

MHorokpaTtHbIiA BBOg, [a

CuHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config)> mws log stp <interface

(config)> no mws log stp [ <interface; ]

AprymeHT |3HauyeHue OnucaHue

interface |Ms uHTepgesica |[MlonHoe NMA MHTepdeiica Nnn NCeBAOHUM.
Cnncok AOCTYMHbIX MHTEPPENCcoB MOXKHO
yBUAeTb C NOMOLLbIO KoMaHAb! interface
[Tabl.

(config)> mws log stp Bridge0
Network::Interface: :Rtx::WifiController: Enabled STP logging for »
"Bridge0".

(config)> no mws log stp Bridge0
Network::Interface: :Rtx::WifiController: Disabled STP logging »
for "Bridge0".

(config)> no mws log stp
Network::Interface: :Rtx::WifiController: Disabled all STP logging.

Bepcus OnucaHve

3.06 Jlo6aBneHa komaHaa mws log stp.

3.86 mws member

OnucaHwne

Mpedukc no
MeHsieT HaCTPOUKMN
MHorokpaTtHbIiA BBOJ,

CuvHoncuc

AprymeHTsl

KomaHga c npedumkcomM no yaanseT 3anmck 0 3axBav4eHHOM ycTporictee MIVS.
Ecnn BbINOIHNTE KOMaHAY 6€3 aprymeHTa, To BeCb CMMCOK 3axXxBayeHHbIX
YCTPOWCTB byAeT yAaneH.

Ja
Het

Het

(config)> no mws member [ member ]

AprymeHT 3HauyeHue OnucaHwue

member CTpoka ID yctpoiictBa — MAC-agpec nnn CID.
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Mpumep

WcTopusa nsmeHeHum

(config)> mws no member 2937a388-0d00-11e7-8029-7119319f930e
Mws: :MemberList: Member 2937a388-0d00-11e7-8029-7119319f930e »
pending factory reset.

Bepcus OnucaHue

2.15 JobaBneHa komaHAa mws member.

3.87 mws member check-update

OnuncaHune
Mpejukc no

MeHsieT HacTpoiAKK

3anycTuTb NpoBepKy 06HOBAEHWIA /15 3aXBaYeHHOro yctporcrea MIVS.
Het

HeTt

MHorokpaTtHbiiA BBog, Het

CunHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config)>  mws member member;> check-update

AprymeHT 3HauyeHue OnuncaHwue

member Ctpoka ID yctpoiictBa — MAC-agpec nnn CID.

(config)> mws member abl409a2-0f87-11e8-8f23-3d5f5921b253 »
check-update

Mws: :MemberList: Member "50:ff:20:08:7a:6a" »
(ab1409a2-0f87-11e8-8f23-3d5f5921b253) checking for an update.

Bepcus OnucaHve

2.15 [JobaeneHa komaHaa mws member check-update.

3.88 mws member debug

OnucaHwne

MNpejukc no

MeHsieT HacTpoiKmn

BrnrounTb 0TNagKy 3axBaveHHoro yctpoictea MIVS. Mo ymondaHuo napameTp
OTK/IHOYEH.

KomaHga ¢ npeprKcoM no OTKAOYaEeT HaCTPOIKY.
Ja
Aa

MHorokpaTtHbIiA BBOog, Het

CvHoncuc

I (config)>  mws member <members debug
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AprymeHTsl

Mpumep

UcTopuns nsmeHeHnii

(config)> no mws member <members debug

AprymeHT 3HauyeHue OnucaHwue

member CTpoka ID yctpoiictBa — MAC-agpec nnn CID.

(config)> mws member 60:31:97:3c:11:12 debug
Mws: :MemberList: Member "60:31:97:3c:11:12" »
(7207838e-af7d-11e6-8011-25463bd03812) RCI debug enabled.

(config)> no mws member 60:31:97:3c:11:12 debug
Mws: :MemberList: Member "60:31:97:3c:11:12" »
(7207838e-af7d-11e6-8011-25463bd03812) RCI debug disabled.

Bepcus OnucaHve

3.05 JobasneHa komaHaa mws member debug.

3.89 mws member dpn-accept

OnucaHwue

Mpe¢ukc no

MeHsieT HaCTpPOUKMN
MHorokpaTtHbIiA BBOJ,

CuHoncuc

AprymeHTbl

Mpumep

UcTopuns nameHeHuii

MpuHATL cornaweHne DPN ana 3axBayeHHOro ycrporicraa MIVS.
Het
Het

Het

(config)>  mws member <members dpn-accept

AprymeHT 3HauyeHue OnuncaHwue

member Ctpoka ID yctpoiictea — MAC-agpec nawm CID.

(config)> mws member 7207838e-af7d-11e6-8029-25463bd03828 »
dpn-accept

Mws::Controller: Candidate "ab1409a2-0f87-11e8-8f23-3d5f5921b253" »
acquire started.

Bepcus OnucaHve

3.05 Jlo6aBneHa komaHAa mws member dpn-accept.

3.90 mws revisit

OnucaHwne

MepeynTaTb COCTOAHME NOTEHUMAaNBLHOrO ycTpocTea MIVS.

4G (KN-1211) — CnpaBOYHNK KOMaHZA 345



naBa 3 OnncaHme KoOMaHp,

Mpedukc no

MeHsieT HaCTpoViKKn

Ja

Het

MHorokpaTtHbiia BBog, Het

CuvHoncuc

AprymeHTsl

Mpumep

UcTopuns nameHeHuii

(config)>

mws revisit «candidates

(config)> no mws revisit «candidates

AprymeHT

3HayeHue

OnucaHue

candidate

CTpoka

ID yctpoiictBa — MAC-agpec nnwn CID.

(config)> mws revisit 50:ff:20:08:71:62

Mws::Controller:

Candidate "50:ff:20:08:71:62" revisit started.

(config)> mws no revisit 50:ff:20:08:71:62
Mws::Controller: Candidate "50:ff:20:08:71:62" revisit stopped.

Bepcusa

OnucaHwmne

2.15

JobaeneHa KoMaHAa mws revisit.

3.91 mws zone

OnucaHwne

MNpejukc no
MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

OI'paHI/ILWITb 06/1aCcTb NOAK/IIOYEHUS KJINEHTCKOrO yCTpOIZCTBa YKa3aHHbIMUA

y3namu MIWS.

KomaHaa ¢ npedrkcom no yaanseT ykasaHHyH HacTporiky. Ecnmn BBecTu
KOMaHZAy 6e3 apryMeHTOB, byAeT yaneH BeCTb CMNCOK OrpaHNYEHWIA,

Ja

Het
Ja

(config)>

mws zone «nac» «ciad»

(config)> no mws zone [ «mac> «cids ]

AprymeHT 3HauyeHue OnucaHwue

mac MAC-appec MAC-afpec KIMeHTCKOro yctponcraa. OH
JO/KEH BbITh 3aperncTpmpoBaH Kak
N3BECTHbIN XOCT.

cid CID NaeHTndunkaTop yana MIWS.
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NMpumep (config)> mws zone 11:22:33:ec:58:e2 »
12298160-d886-11e7-9396-176971eeh8d6
Mws::Controller: Added zone 11:22:33:ec:58:e2 »
12298f60-d886-11e7-9396-176971eeb8d6.

(config)> no mws zone 11:22:33:ec:58:e2 »
12298f60-d886-11e7-9396-176971eeb8d6

Mws: :Controller: Deleted zone 11:22:33:ec:58:e2 »
12298f60-d886-11e7-9396-176971eeb8d6.

(config)> no mws zone
Mws::Controller: Cleared all zones.

VICTOleﬂ M3MeHeHuA Bepcmﬂ onucaHvie

3.06 JobaBneHa KOMaHAa mMws zone.

3.92 ndns

OnucaHwue JocTtyn K rpynne KoMaHA ans yrnpasneHus cnyxxé6oit KeenDNS.
MNpedukc no Het
MeHsieT HacTpoiikn  Het
MHorokpaTtHbIiA BBOog, Het

Bxo>xgeHue B rpynny (ndns)

CuHoncuc I (config)> ndns

Mpumep (config)> ndns
Core::Configurator: Done.

WcTopuns nsmeHeHwnit |Bepcua onucaHue

2.07 JobaBneHa komaHaa ndns.

3.92.1 ndns book-name

OnucaHue 3ape3sepBupoBaTh UMA XocTa B DNS.

Ansa nepefayun 3ape3epBMPOBAHHOIO MMEHM XOCTa Ha ApYyroe ycTporicTBo
Keenetic ncnonesyetca napametp transfer-code.

Ans nepeaayn MMeHN XocTa HeobXxoaMMo:

1. BbinonHUTL KOMaHAy ¢ napameTpoMm transfer-code Ha nepegatoLLei
CTOpOHe.

4G (KN-1211) — CnpaBOYHNK KOMaHZA 347



naBa 3 OnncaHme KoOMaHp,

2. BeIinonHnTb Ty )K€ CaMyr KOMaHAy C TeMIN XXe CaMbIMW NapaMeTpamMn Ha
NPUHVMalOLLLEN CTOPOHe.

Ctpok geincteus transfer-code ogHa Hegens
Mpejukc no Het
MeHsieT HacTpouikm  /la

MHorokpaTtHbiiA BBog, Het

Cutoncuc (ndns)> book-name <name> <domain> [<access» [ipv6 @ccess6s] |
<transfer-code> ]
AprymeHTbI AprymeHT 3HaueHue |OnucaHune
name Ctpoka Mm@ xocTa ans pesepBrpoBaHus.
domain Ctpoka JlomeH BTOpOro ypoBHs.
access auto ABTOMaTUYECKNIA TUN AOCTYNa
cloud ViMa XocTa 3aperncTtprpoBaHo Ha
IP-agpec obnauHoro cepsepa,
HTTP-Tpadumk TyHHennpyeTtcsa Ha 4G.
direct Mma xocTa 3aperncTtprypoBaHo Ha
WAN-agpec 4G.
access6 cloud BkounTb 061auYHbI pexnMm 4ns
IPv6-aapeca.
transfer-code |lectranpareoroe| Ko ANa nepejayum UMeHW Apyromy
yucao ycTpoiictBy Keenetic. AnnHa Koga 32
crMMBoONa.
Mpumep (ndns)> book-name myhome23 keenetic.pro

NDSS: :ndns/bookName »
The name booking was »

done, layout = view, title
(Public DNS Hostname Booking), sub-title
successful.:

client, geo = RU, ip = 193.0.174.200, format = »
clean, date = 2019-05-23T09:46:54.536Z, standalone = false:

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »
IP4, default = unknown:
field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »
IPv6, default = unknown:
field, name = transfer, title = Transfer:
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name: myhome23
domain: keenetic.pro
acme: LE
updated: 2019-05-23T09:46:51.013Z
address: 193.0.174.200
access: direct
access6: none
transfer: false

suffix, layout = message, code = 200, message = »
The name booking was successful.:
detail, layout = list:
columns:
column, id

type, title = Type:

column, id = peer, title = Peer:

column, id detail, title = Detail:

column, id
variant = period, scale = 1:

elapsed, title = Time, »

item, elapsed = 18, origin = »
[TaskUdpSingle "ndssl11lh2.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,

peer = ndsslllh2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 19, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllh2.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=3:

item, elapsed = 27, origin = »
[TaskUdpSingle "ndss1120l.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndssl1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 27, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssl120l.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=2:

item, elapsed = 67, origin = »
[TaskUdpSingle "ndss111r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndsslllr3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 68, origin = »
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[TaskBookName, »

{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllr3.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=1:

item, elapsed = 70, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndss112r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 79, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = done, peer = local, detail = finalize: the name allocation
commited. :

item, elapsed = 91, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = complete, peer = finalizer, detail = address updated:
193.0.174.200:

item, elapsed = 91, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = finalize, peer = local, detail = post-process triggers
executed.:

item, elapsed = 91, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll2r3.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 97, origin = »
[TaskUdpSingle "ndss1120l.ndm9.xyz" [MsgNdssMessage »
["nohs/bookFiralize", "046H/3737613", "'mhare3", "kearetic.pro”, "198.0.174.200, ' :2"  undsfined, " 2019--
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 106, origin = »
[TaskUdpSingle "ndssl11lh2.ndm9.xyz" [MsgNdssMessage »
["rdhs/bodFiraliz", "014635/373/4613" ' mhare3", "keretic.pro®, "198.0.174.200", '+ :2" ,undefined, "2019-Cb-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss111h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 153, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["nohs/bookFiralize", "046H/3737/613", "'mhare3", "kearetic.pro”, "198.0.174.200, ' :2"  undsfined, " 2019-6-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss112r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 153, origin = »
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[TaskUdpSingle "ndsslllr3.ndm9.xyz" [MsgNdssMessage »
["rohs/bodFiraliz", "014635/373/4613", ' mphore3", "keretic.pro®, "198.0.174.200", '+ -2 undefined, "2019-C5-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss111r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 3465, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["rohs/bodFiraliz", "014635/373/4613", a3, "keretic.pro®, "198.0.174.200", '+ :2" undefined, "2019-C5-
23T09:46:51.0132"]] / started], type = reply-final, peer = »
ndss112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 3520, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndssl112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 3521, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license":"014635737374513"}], »
type = prepare-reply, peer = ndssll2h2.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 3521, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = complete, peer = *, detail = All done.:

Ndns::Client: Booked "myhome23.keenetic.pro".

(ndns)> book-name nnttnn keenetic.pro »
121d567f901a345b289¢c121b567c903c

done, layout = view, title = NDSS::ndns/bookName »
(Public DNS Hostname Booking), sub-title =
The name booking was successful.: client, geo = RU, ip = »
193.0.174.137, format =
clean, date = 2018-12-13T09:04:41.939Z, standalone = false:

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »
IP4, default = unknown:
field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »
IPv6, default = unknown:
field, name = transfer, title = Transfer:

name: nnttnn
domain: keenetic.pro
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acme: LE

updated: 2018-12-13T08:47:11.014Z

address: 0.0.0.0

access: cloud

access6: none
transfer: true

suffix, layout = message, code =
The name booking was successful.:
detail, layout = list:
columns:
column, id

o, titl

column, id = d, titl

column, id = t, title = Time, variant

= period, scale = 1:

item, hl = false, o =
[TaskBookName, {"name":"nnttnn", "domain":
>

"keenetic.pro","license":"730102642155400"}], t

200, message =

\J

e = Operation:

Detail:

e

\J

start, d = »

= 0:

item, hl = false, o = lock-local, d = »

the name is locked (for current transaction), t

item, hl = false, o =
quorumRemaining: 2, quorumPossible: 4, quorumTo

item, hl = false, o = lock-reply, d =

Success: prepare, [NDSS

(key=Binary('PuR10V/kVezuoVCE'), alt=Binary('0gJ/Wh1606j1Am1M"),

= 1:

cluster, d = »
tal: 4, t = 1:

\J

\J

dst="/192.168.21.14:17047")], [MsgCack], quorumLeft=2, t = 10:

item, hl = false, o = lock-reply, d =

Success: prepare, [NDSS

(key=Binary('EbxdTB4nedef/+p/'), alt=Binary('1lc+3/pP6zalUjuE5w"'),

\J

\j

dst="/88.198.177.100:17047")]1, [MsgCack], quorumLeft=1, t = 57:

item, hl = false, o = lock-reply, d =

Quorum reached, finalizing, t = 57:

item, hl = false, o =
local changes commited., t = 65:
item, hl = false, o =

address updated: 0.0.0.0, t = 77:

item, hl = false, o
post-process triggers executed., t = 77:

\J

finalize, d = »

refreshed, d = »

finalize, d = »

item, hl = false, o = lock-reply, d = »

Success: prepare, [NDSS

(key=Binary('+sSJ500w6hn05f6n'), alt=Binary('7FsVtTpEppYeP7aj'),
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dst="/46.105.148.85:17047")], [MsgCack], quorumLeft=0, t = 78:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('KveTxYekUYk2BwXz'), alt=Binary('s10R6mJvMmfQSels'),
dst="/88.198.177.100:16047")]1, [MsgCack], quorumLeft=0, t = 78:

item, hl = false, o = lock-reply, d = »
Done, all replies collected., t = 79:

item, hl = false, o = commit-reply, d »
= Success: finalize, [NDSS
(key=Binary('PuR10V/kVezuoVCE'), alt=Binary('0gJ/Wh1606j1Am1iM'),
dst="/192.168.21.14:17047")]1, [MsgCack], t = 84:

item, hl = false, o = commit-reply, d »
= Success: finalize, [NDSS
(key=Binary('EbxdTB4nedef/+p/'), alt=Binary('1lc+3/pP6zalUjuE5w"'),
dst="/88.198.177.100:17047")1, [MsgCack], t = 126:

\j

\J

item, hl = false, o = commit-reply, d
= Success: finalize, [NDSS
(key=Binary('+sSJ500w6hn05f6n'), alt=Binary('7FsVtTpEppYeP7aj'),
dst="/46.105.148.85:17047")]1, [MsgCack], t = 133:

\j

item, hl = false, o = commit-reply, d
= Success: finalize, [NDSS
key=Binary('KveTxYekUYk2BwXz'), alt=Binary('s10R6mJvMmfQSeOls"'),
dst="/88.198.177.100:16047")]1, [MsgCack], t = 145:

\J

v

item, hl = false, o = commit-reply, d
= Commit stage complete., t = 146:

\J

item, hl = false, o = complete, d = All

\J

done., t = 146:

Ndns::Client: Booked "nnttnn.keenetic.pro".

(ndns)> book-name myhome23 keenetic.pro cloud ipv6 cloud

done, layout = view, title = NDSS::ndns/bookName »
(Public DNS Hostname Booking), sub-title = The name booking was »
successful.:
client, geo = RU, ip = 193.0.174.200, format = »
clean, date = 2019-05-23T09:12:29.145Z, standalone = false:
fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = address, title = IP Address:
field, name = access, title = Access Mode »

IP4, default = unknown:
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field, name = address6, title = IPv6 Address:
field, name = access6, title = Access Mode »
IPv6, default = unknown:
field, name = transfer, title = Transfer:

name: myhome23
domain: keenetic.pro
acme: LE
updated: 2019-05-23T09:12:16.197Z
address: 0.0.0.0
access: cloud
address6: ::
access6: cloud
transfer: false

suffix, layout = message, code = 200, message = »
The name booking was successful.:
detail, layout = list:
columns:
column, id = type, title = Type:

column, id peer, title = Peer:

column, id = detail, title = Detail:
column, id = elapsed, title = Time, »
variant = period, scale = 1:

item, elapsed = 11, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndssl112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 11, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll2h2.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=3:

item, elapsed = 17, origin = »
[TaskUdpSingle "ndss1120l.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndssl1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 18, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll20l.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=2:

item, elapsed = 18, origin = »
[TaskUdpSingle "ndsslllol.ndm9.xyz" [MsgNdssMessage »
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["ndns/bookPrepare", "014635737374513" , "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndssl1110l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 19, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllol.ndm9.xyz, detail = success
reply: [MsgCack], quorumLeft=1:

item, elapsed = 25, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = done, peer = local, detail = finalize: the name allocation
commited.:

item, elapsed = 40, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = complete, peer = finalizer, detail = address updated: »
0.0.0.0:

item, elapsed = 40, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = finalize, peer = local, detail = post-process triggers
executed.:

item, elapsed = 49, origin = »
[TaskUdpSingle "ndss1120l.ndm9.xyz" [MsgNdssMessage »
["ndns/bookFiralize", "014a35/37374513" , "‘myhare23", “keeretic. pro”, "0.0.0.6", " :* ,undefined, "2019-6b-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss1120l.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 49, origin = »
[TaskUdpSingle "ndssl11lol.ndm9.xyz" [MsgNdssMessage »
["ndns/bookFiralize", "014a35/37374513" , "‘myhare23", “keeretic. pro”, "0.0.0.6", " : -, undefined, *2019-6b-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndsslllol.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 50, origin = »
[TaskUdpSingle "ndss111r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookPrepare", "014635737374513", "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndsslllr3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 50, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndsslllr3.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 50, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
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WcTopusa nsmeHeHum

3.92.2 ndns ch

OnucaHue
Mpe¢ukc no

MeHsieT HacTpoiikmn
MHorokpaTtHbIiA BBOJ,

CviHoncmc

["ndns/bookPrepare", "014635737374513" , "myhome23", "keenetic.pro",undefined] ] »
/ started], type = reply-final,
peer = ndss112r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 51, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = prepare-reply, peer = ndssll2r3.ndm9.xyz, detail = success
reply: [MsgCack]:

item, elapsed = 80, origin = »
[TaskUdpSingle "ndss112r3.ndm9.xyz" [MsgNdssMessage »
["ndhns/bookFiralize", "014a35/37374513" , "‘myhare23", “keeretic. pro”, "0.0.0.6", " :* ,undefined, "2019-6b-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss112r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 122, origin = »
[TaskUdpSingle "ndss112h2.ndm9.xyz" [MsgNdssMessage »
["ndns/bookFiralize", "014a35/37374513" , "‘myhare23", “keeretic. pro”, "0.0.0.6", " -, undefined, "2019-6b-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss112h2.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 165, origin = »
[TaskUdpSingle "ndss111r3.ndm9.xyz" [MsgNdssMessage »
["ndns/bookFiralize", "014a35/37374513" , "‘myhare23", “keeretic. pro”, "0.0.0.6", " : -, undefined, *2019-6b-
23T09:12:28.9772"]1] / started], type = reply-final, peer = »
ndss111r3.ndm9.xyz, detail = [MsgCack]:

item, elapsed = 166, origin = »
[TaskBookName, »
{"name" : "myhome23", "domain": "keenetic.pro","license": "014635737374513"}], »
type = complete, peer = *, detail = All done.:

Ndns::Client: Booked "myhome23.keenetic.pro".

Bepcusa OnucaHue

2.07 JobaBneHa komaHaa ndns book-name.
2.14 [JobaeneH napameTp ipvé.
eck-name

MpoBepuTb AOCTYNHOCTb MIMEHW XOCTa AN1A pe3epBauunn.
HeT
Het

Het

I(ndn9> check-name name>
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AprymeHTbl

Mpumep

UcTopuns nsmeHeHnii

AprymeHT

3HauyeHue

OnucaHue

name

CTpoka

VIMsa xocTa Ana pe3epBrpOBaHUS.

(ndns)> check-name testname

list:
item:
name: testname
domain: mykeenetic.by
available: no
item:
name: testname
domain: mykeenetic.kz
available: yes
item:
name: testname
domain: mykeenetic.ru
available: yes
item:
name: testname
domain: mykeenetic.com
available: yes
item:
name: testname
domain: mykeenetic.net
available: yes
Ndns::Client: Check completed.
Bepcus OnucaHve
2.07 JobaBneHa komaHaa ndns check-name.

3.92.3 ndns drop-name

OnuncaHwme

Mpe¢ukc no

MeHsieT HacTpoiAKK

OTMeHUTL perncrpaumio nMeHun xocta B DNS.

Het

Ja

MHorokpaTtHbiiA BBog, Het

CuHoncuc

I (ndns)>

drop-name <name> <domain
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AprymeHTbI AprymeHT 3HaueHue |OnucaHue
name CTpoka VMg xocTa ana yaaneHusa ns DNS.
domain CTpoka JlomeH BTOpOro ypoBHs.
NMpumep (ndns)> drop-name testname mykeenetic.net

done, title = NDSS::ndns/dropName (Delete DNS »
Hostname Booking), code = 200,
icon = tick, hl = true, layout = message:
client, geo = RU, ip = 81.200.27.56, format = »
clean, date = 2016-09-
22T10:52:35.685Z, standalone = false:
reason: The name is un-booked.

detail, layout = list:
columns:
column, id = o, title = Operation:
column, id = d, title = Detail:
column, id = t, title = Time, variant = »
period, scale = 1:

item, hl = false, o = start, d = »
[TaskDropName, {"name":"testname",
"domain":"mykeenetic.net","license":"243992935221479"}], t = 0O:

item, hl = false, o = lock-local, d = the »
name is locked (for current
transaction), t = 1:

item, hl = false, o
quorumRemaining: 2, quorumPossible: 4,
quorumTotal: 4, t = 1:

item, hl = false, o
Success: prepare, [NDSS
(key=Binary('vNEqUcIAWtrIaC50'), alt=Binary('L2hVganImGJrzvKh'),
dst="/148.251.63.154:17047")1, [MsgCack], quorumLeft=2, t = 55:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('yp/ghaehxe5EtXyc'), alt=Binary('t+JLuEWuGguJ+28h'),
dst="/46.105.148.81:17047")1, [MsgCack], quorumLeft=1, t = 72:

item, hl = false, o = lock-reply, d = Quorum »

reached, finalizing, t = 73:

item, hl = false, o = finalize, d = local »
changes commited., t = 79:

item, hl = false, o = refreshed, d = address »

cluster, d = »

lock-reply, d = »

cleared, t = 85:

item, hl = false, o = finalize, d = »
post-process triggers executed., t = 85:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('vNEqUcIAWtrIaC50'), alt=Binary('L2hVganimGJrzvKh'),
dst="/148.251.63.154:17047")1, [MsgCack], t = 134:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
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(key=Binary('yp/ghaehxe5EtXyc'), alt=Binary('t+JLuEWuGguJ+28h'),
dst="/46.105.148.81:17047")1, [MsgCack], t = 161:

item, hl = false, o = lock-reply, d = »
Success: prepare, [NDSS
(key=Binary('SyptNue2bys/mxi0'), alt=Binary('yPrQwfa/4yn676wk'),
dst="/148.251.129.152:17047")], [MsgCack], quorumLeft=0, t = 231:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('SyptNue2bys/mxi0'), alt=Binary('yPrQwfa/4yn676wk'),
dst="/148.251.129.152:17047")1, [MsgCack], t = 235:

item, hl = false, o = commit-reply, d = »
Success: finalize, [NDSS
(key=Binary('pLNIsTXD+0P4D9Fc'), alt=Binary('kGImY2U/LublZ/Zr'),
dst="/91.218.112.118:17047")1, [MsgCack], t = 3608:

item, hl = false, o = commit-reply, d = »
Commit stage complete., t = 3608:

item, hl = false, o = complete, d = All »
done., t = 3608:

Ndns::Client: Dropped "testname.mykeenetic.net".

VICTOleﬂ Mn3MeHeHuiA Bepc”ﬂ onvcaHue

2.07 Job6asneHa komaHaa ndns drop-name.
3.92.4 ndns get-booked
OnucaHue MonyunTb akTyanbHY MHGOPMAaLNIO C cepBepa O TekyLLem

3ape3epBMpoOBaHHOM MMeHN xocTa B DNS.
MNpe¢ukc no Het
MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

CuHoncunc I(ndn9> get-booked

Mpumep (ndns)> get-booked

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking
Address and Expiration):
client, geo = RU, ip = 41.189.34.56, format = »

xml, date = 2017-09-
14708:30:19.266Z, standalone = false:

menu, sSrc = »
/index? auth=force& role=context-
menu&ref=%2fndns%2fupdateBooking:

fields:
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WcTopusa nsmeHeHum

field, name name, title = Public Name:

field, name domain, title = Domain Name:

field, name address, title = IP Address:
field, name = updated, title = Updated, type »
= date, variant = date:

field, name = access, title = Access Mode, »
default = unknown:

field, name = transfer, title = Transfer:

name: testname
domain: mykeenetic.com
address: 41.189.34.56
updated: 2017-09-11T11:27:32.167Z
access: direct
transfer: false

Ndns::Client: Get-booked completed.

Bepcusa OnucaHue

2.08 Job6asneHa komaHaa ndns get-booked.

3.92.5 ndns get-update

OnuncaHwne
Mpe¢ukc no

MeHsieT HacTpoiAKK

O6HOBUTL perncTpaynto nmeHn xocta B DNS Ha cepeepe.
Het

Het

MHorokpaTtHbiiA BBog, Het

CuHoncuc

AprymeHTbl

(ndns)>  get-update [<access> [ipv6 access6s]]

AprymeHT 3HauyeHne |OnucaHue
access auto ABTOMaTMYeECKMIA TUM AOCTYNa.
cloud Mima xocTa 3apermctpripoBaHo Ha IP-agpec

obnayHoro cepeepa, HTTP-Tpaduk
TYHHenupyetca Ha 4G.

direct ViMa XocTa 3aperncTtprpoBaHo Ha
WAN-agpec 4G. KomaHaa nossosset
BKIHOUNTL NoAaepxKy Static NAT (NAT 1-1)
CO CTOPOHbI CepBepa B napamMeTpax
KeenDNS.
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Mpumep

AprymeHT 3HayeHue |OnucaHue

access6b cloud BkntounTb 061aY4HBIN pexmM aas
IPv6-aapecos.

(ndns)> get-update auto

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking
Address and Expiration):
client, geo = RU, ip = 81.200.27.56, format = »

xml, date = 2016-09-
22T12:07:32.746Z, standalone = false:

menu, src = »
/index? auth=force& role=context-
menu&ref=%2fndns%2fupdateBooking:

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = address, title = IP Address:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name = access, title = Access Mode, »

default = unknown:
field, name = transfer, title = Transfer:

name: testname
domain: mykeenetic.net
address: 81.200.27.56
updated: 2016-09-22T12:07:32.744Z
access: direct
transfer: false

Ndns::Client: Get-update completed.

(ndns)> get-update cloud ipv6 cloud

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking Address and »
Expiration):
client, geo = RU, ip = 193.0.174.168, format = »
xml, date = 2019-05-21T15:26:45.552Z, standalone = false:
menu, src = »
/index? auth=force& role=context-menu&ref=%2fndns%2fupdateBooking:

fields:
field, name name, title = Public Name:
field, name = domain, title = Domain Name:
field, name = updated, title = Updated, type »
= date, variant = date:
field, name address, title = IP Address:
field, name = access, title = Access Mode »
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(ip4), default =

(ipv6), default =

name:
domain:
acme:
address:
access:
address6:
accesso6:
updated:
transfer:

unknown:
field, name =
field, name =
unknown:
field, name =

IPv6 Address:
Access Mode »

address6, title =
access6, title =
transfer, title = Transfer:
mytest

keenetic.pro

LE

0.0.0.0

cloud

cloud

2019-05-21T15:26:45.5477

false

Ndns::Client: Get-update completed.

(ndns)> get-update direct

done, layout = view, title = »
NDSS: :ndns/updateBooking (Update Name Booking Address and »
Expiration):
client, geo = RU, ip = 193.0.174.159, format = »
xml, date = 2019-11-13T16:53:30.782Z, standalone = false:
menu, Src = »
/index? auth=force& role=context-menu&ref=%2fndns%2fupdateBooking:

fields:
field, name = name, title = Public Name:
field, name = domain, title = Domain Name:

field, name = updated, title = Updated, type »

= date, variant = date:

field,
field,

= address, title = IP Address:
= access, title = Access Mode »

name
name

(ip4), default = unknown:

field, name =

address6, title = IPv6 Address:

field, name = access6, title = Access Mode »
(ipv6), default = unknown:
field, name = transfer, title = Transfer:
name: myworknow
domain: keenetic.link
acme: LE
address: 193.0.174.159
access: direct
access6: none
updated: 2019-11-13T16:50:34.298Z
transfer: false
VICTOpI/Iﬂ V|3MEHEHV||7| Bepcmﬂ onvicaHue
2.07 [JobaeneHa komaHaa ndns get-update.
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2.14 JobasneH napameTp ipv6.
3.93 ntce
OnwucaHue JocTyn K rpynne KomaHg4 Ans HacTpoliku cepsuca NTCE.
Mpedunkc no Het

MeHsieT HacTpouikm  Hert
MHorokpaTtHbiiA BBog, Het

Bxo>xaeHue B rpynny (config-ntce)

CuHoncuc I (config)> ntce

MNpumep (config)> ntce
(config-ntce)>

WcTopus nsmeHeHuimi Bepcums OonucaHve

3.07 JlobaBneHa koMaHAa ntce.

3.93.1 ntce debug

OnucaHune BktounTb 0TNaA0uUHbIA pexuM ansa cepsuca NTCE. Mo ymondaHuto yHKLUMA
OTKJ/ItOYEHa.

KomaHga ¢ npedurkcom no oTkAoYaeT HaCTPOKY.
MNpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, Het

CuHoncnc I(config—ntce)> debug
I (config-ntce)> no debug
Npumep (config-ntce)> debug
Ntce: :Manager: Enabled debug.
(config-ntce)> no debug
Ntce::Manager: Disabled debug.
VICTOleﬂ U3MeHeHU Bepcmﬂ onucaHvie

3.07 Jlo6aBneHa komaHza ntce debug.
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3.93.2 ntce qos enable

OnucaHwune BkntounTs IntelliQoS, koTopblin o6ecneurBaeT BXOAALLYIO N MCXOASALLYHO
Noa0Cy NPONyCcKaHUS AN NPUOPUTETHBLIX MPUNOXEHWT 1 3a4a4 C MOMOLLbIO
npeaBapuUTeNbHO onpejenieHHbIX rpynn kateropuii. Mo ymonyanuo cnyxxba
OTK/HOYeHa.

KomaHga ¢ npednkKcom no oTKA0YaeT HaCTPOKKY.
Mpedukc no Ja
MeHsieT HacTpoiikn  [a

MHorokpaTtHbiia BBog, Het

CuHoncuc I (config-ntce)>  qos enable
I (config-ntce)> no qos enable
MNpumep (config-ntce)> qos enable
Ntce::Manager: Enabled QoS.
(config-ntce)> no qos enable
Ntce: :Manager: Disabled QoS.
MCTOPMH N3MeHeHUn Bepcmﬂ onucaHuve

3.07 JobasneHa koMaHaa ntce qos enable.

3.93.3 ntce qos priority

OonucaHune YCTaHOBUTb NPUOPUTETHI AN1A KaTeropuii Tpaduka.
KomaHza c npedrKcom no yaansieT HacTpoiky.

Mpedukc no Ja

MeHsieT HacTpoiikn  [a

MHorokpaTtHbIiA BBOg, [a

Cunoncnc (config-ntce)>  qos priority «category: priority»
(config-ntce)> no qos priority
AprymeHTbI AprymeHT 3HaueHue OnucaHue
category calling O MUHMManbHas 3agepxka.
gaming O VIHTepaKTMBHbI pexnm peasbHOro
BpeMeHMU.
streaming O WnpokosellatesibHble yCayru.
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AprymeHT 3HauyeHue |On|/|ca|-||/|e
work 0 HebonbLuoe BpeMsl OXnAaHS.
surfing O AaHHble BbICOKOM
NPON3BOANTENLHOCTU.
filetransfering |0 Hu3konpuopuTteTHble jaHHbIe.

priority Uenoe uucno 3HauveHue npuopuTteTa. Moxer
NpUHMMaTL 3HadyeHws ot 1 4o 6.

NMpumep (config-ntce)> qos priority calling 1
Ntce::Manager: Set priority "1" to "calling".

(config-ntce)> no qos priority
Ntce::Manager: Reset QoS priority list.

VICTOpI/Iﬂ N3MeHeHUnA Bepcmﬂ onvicaHue

3.07 [JlobaBneHa KomaHaa ntce qos priority.

3.94 ntp

OnucaHune JocTtyn K HacTpoike NTP-knneHTa.

KomaHgaa c npedurkcom no copacbiBaeT HacTponkm NTP-KnreHTa B HAaCTPOMKM
Mo YMONYaHUIO.

Mpedukc no Ja
MeHsieT HacTpoiikn  Het

MHorokpaTtHbIiA BBog Het

CuHoncuc I (config)> no ntp
MNpumep (config)> no ntp

Ntp::Client: Configuration reset.
WcTopuns nsmeHeHunit |Bepcus onucaHue

2.00 JobaBneHa koMaHga ntp.

3.95 ntp server

OnucaHue Jlo6aBuTbL B cNUCOK HOBLI NTP-cepBep. MOXHO A06aBUTL He 6onee 8
NTP-cepBepoB.
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MNpedukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CuvHoncuc

AprymeHTbl

Mpumep

UcTopusa nsmeHeHwnii

KomaHga c npedukcom no yaanset NTP-cepBep 13 cnucka. Eciv BbIMOAHUTL
KOMaHZy 6e3 apryMmeHTa, To BeCb Cncok NTP-cepBepoB byAeT OUMLLIEH.

Ja
Aa
Ja
(config)> ntp server <servenr

(config)> no ntp server [ «<server:]

AprymeHT 3HayeHue |OnucaHue

server Ctpoka Appec NTP-cepsepa.

(config)> ntp server pool.ntp.org
Ntp::Client: Server "pool.ntp.org" has been added.

(config)> no ntp server
Ntp::Client: ALl NTP servers removed.

Bepcus OnucaHue

2.00 [JobaBneHa KoMaHAa ntp server.

3.96 ntp sync-period

OnucaHune

Mpejukc no
MeHsieT HacTpoikmn
MHorokpaTHbIVi BBOJ,

CunHoncunc

AprymeHThl

YcTaHOBUTL Nepurios CUMHXPOHM3aLMM BpeMeH . [10 yMOon4YaHMIo NCNob3yeTcs
3HayeHwe 1 Hegens.

KomaHaa ¢ npepurKcom no ycTaHaBNMBaeT BpeMsi CUHXPOHM3aLunm no
YMONYaHWUIO.

Aa

Ja

Het

(config)> ntp sync-period «period

(config)> no ntp sync-period

AprymeHT 3HauyeHue OnuncaHwue

period UYesnoe uucro |Bpemsa cMHXpOHM3aunMKM, B MUHYTax. MoxeT
NpUHMMaTbL 3HayeHure oT 60 MUHYT A0 1

mecsua.
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Mpumep

UcTopuns nameHeHuii

(config)> ntp sync-period 60
Ntp::Client: A synchronization period set to 60 minutes.

(config)> no ntp sync-period
Ntp::Client: Synchronization period value reset.

Bepcus OnucaHve

2.00 [JobaeneHa KkomaHza ntp sync-period.

3.97 ping-check profile

OnucaHwne

Mpejukc no

MeHsieT HacTpoiKmn
MHorokpaTHbIVi BBOJ,
Bxo>xgeHue B rpynny

CuHoncuc

AprymeHThl

Mpumep

JocTtyn K rpynne KoMaHA A58 HaCcTPorKn BelbpaHHoro npodowunsa Ping Check.
Ecnu npodunb He HaliaeH, KOMaHAAa NbITaeTcsa ero Co3aaThb

KomaHga ¢ npedpurkcom no yaanset npoduns Ping Check.
Ja

Aa

Ja

(config-pchk)

(config)> ping-check profile name>

(config)> no ping-check profile name>

AprymeHT 3HauyeHue OnucaHwue

name CTpoka Wmsa npodunsa Ping Check. CNUCOK JOCTYMHbIX
Ansi Bblbopa npoduneri MOXHO yBUAETL BBeAS
komaHay ping-check profile [Tab].

(config)> ping-check profile [Tabl

Usage template:
profile {name}

Choose:
TEST
MYMY

(config)> ping-check profile new prof
PingCheck::Client: Profile "new prof" has been created.
(config-pchk)>

(config)> no ping-check profile new_prof
PingCheck::Client: Profile "new prof" has been deleted.
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UcTopuns nameHeHuii

Bepcus OnucaHve

2.04 Jlo6aBneHa komaHaa ping-check profile.

3.97.1 ping-check profile host

OnucaHwne

Mpejukc no
MeHsieT HacTpoiKkmn
MHorokpaTHbIVi BBOJ,

CviHoncuc

AprymeHTbI

Mpumep

WcTopus nsmeHeHum

YKkazaTtb yAaHEHHbIVI XOCT And teCtTmpoBaHuA. Mo yMO/14aHWKO, agpec XoCTa
Ha3Ha4aeTcd B COOTBETCTBUN C KOAOM CTPaHbI.

KomaHza ¢ npepurKcom no yaanseT nmsi XocTa.
Ja

Aa

Het

(config-pchk)>  host <host>

(config-pchk)> no host [ <host> ]

AprymeHT 3HauyeHue |OnucaHue

host Wms xocta |VIMa nnu agpec yaaneHHoro xocTa.

(config-pchk)> host 8.8.8.8
PingCheck: :Profile: "test": add host "8.8.8.8" for testing.

(config-pchk)> host google.com
PingCheck: :Profile: "test": add host "google.com" for testing.

(config-pchk)> no host
PingCheck::Profile: "test": hosts cleared.

Bepcus OnucaHue

2.04 JobasneHa komaHaa ping-check profile host.

3.97.2 ping-check profile max-fails

OnuncaHune

Mpe¢ukc no
MeHsieT HaCTPOWKMN

MHorokpaTHbIVi BBOj,

YKazaTb KONNYECTBO NOC/Ie0BaTe/IbHbIX HeyAaYHbIX 3anpoCoB K yaaneHHOMY
XOCTY, MO AOCTUXEHMIO KOTOPOro MHTEPHET Ha MHTepdeiice cumTaeTcs
OTCyTCTBYHOLMM. [10 yMONYAHMIO MCMOb3YeTCs 3HaYeHue 5.

KomaHga ¢ npedurkcom no yctaHaBAMBaeT 3HavYeHMe o yMOA4aHuio.
Ja
Ja

Het

368

CnpaBoyHUK koMaHg — 4G (KN-1211)



naBa 3 OnncaHme KOMaHA,

CuHoncuc (config-pchk)>  max-fails «count>
(config-pchk)> no max-fails
AprymeHTbI AprymeHT 3HaueHue |OnucaHue
count Uenoe 4ucno |Konnuectso HeyaauHbIX 3anpocoB. MoxeT
NPUHNMaTb 3HaYeHs B npeenax ot 1 40
10 BKIHOUMTENBHO.
Mpumep (config-pchk)> max-fails 7
PingCheck: :Profile: "test": uses 7 fail count for disabling »
interface.
(config-pchk)> no max-fails
PingCheck: :Profile: "test": fail count is reset to 5.
VICTOpI/Iﬂ n3MeHeHunA Bepcmﬂ onvcaHue

2.04 JobaBneHa komaHaa ping-check profile max-fails.

3.97.3 ping-check profile min-success

OnucaHue YKa3aTb KONMYeCTBO nocsiegoBaTe/IbHbIX YAA4YHbIX 3aNPOCOB K y4al€EHHOMY
XOCTY, NO AOCTMXKEHUNHO KOTOPOIro MHTEPHET Ha MHTep¢e|7|ce CUNTaeTCcA
Hann4eCcTBYHOLWUM. Mo YMOJTHaHWIO NCMO/Ib3Ye