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1. Product Introduction

Congratulations on your purchasing of the 16-Port Gigabit + 4-Port Gigabit SFP L2 Managed
PoE Switch. Before you install and use this product, please read this manual carefully for full exploiting
the functions of this product.

1.1. Product Overview

The Switch is high performance the second managed gigabit switch. Provides sixteen 10/100/1000Mbps
self-adaption RJ45 ports, plus four Gigabit SFP port, it can be used to link bandwidth higher upstream
equipment. Support VLAN ACL based on port, easily implement network monitoring, traffic regulation,
priority tag and traffic control. Support traditional STP/RSTP/MSTP 2 link protection technology; greatly
improve the ability of fault tolerance, redundancy backup to ensure the stable operation of the network.
Support ACL control based on the time, easy control the access time accurately. Support 802.1x
authentication based on the port and MAC, easily set user access. Perfect QOS strategy and plenty of
VLAN function.PoE ports can automatically detect and supply power with those IEEE 802.3at/af
compliant Powered Devices (PD). In this situation, the electrical power is transmitted along with data in
one single cable allowing you to expand your network where there are no power lines or outlets, where
you wish to fix devices such as AP, IP Cameras or IP Phones, etc

1.2. Features

® Comply with IEEE802.3i, IEEE802.3u, IEEE802.3ab, IEEE802.3x, IEEE802.3z,
EEE802.3ad ,standards

Supports IEEE802.3at/af PoE standards

Supports PoE power up to 30W for each PoE port, total power up to 240W for all PoE ports
Supports MAC address auto-learning and auto-aging

Store and forward mode operates

Support SNMP/RMON/TELENT

Support IEEE802.1q VLAN,4K VLAN Table

Support IEEE802.1p Priority Queues

Support 2K+256-entry ingress and egress ACL

Support Storm Control

Support QoS. Port Mirroring. Link Aggregation Protocol

LED indicators for monitoring PSE, Link/Activity/Speed

Web-based Management Support
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1.3. External Component Description

1.3.1. Front Panel

The front panel of the Switch consists of a series of LED indicators, 1 x Reset button, 16 x
10/100/1000Mbps RJ-45 ports, 1x Console and 4 x SFP ports as shown as below.

Figure 1 - Front Panel

Reset button (Reset):

Keep the device powered on and push a paper clip into the hole. Press down the button for 5 seconds to
restore the Switch to its original factory default settings.

10/100/1000Mbps RJ-45 ports (1~16):

Designed to connect to the device with a bandwidth of 10Mbps, 100Mbps or 1000Mbps. Each has a
corresponding Link/Act/Speed and PoE indicator.

Console port (Console):

Designed to connect with the serial port of a computer or terminal for monitoring and configuring the
Switch.

SFP ports (17-20):

Designed to install the SFP module and connect to the device with a bandwidth of 1000Mbps. Each has
a corresponding Link/Act/Speed LED.

LED indicators:

The LED Indicators will allow you to monitor, diagnose and troubleshoot any potential problem with the
Switch, connection or attached devices.

The following chart shows the LED indicators of the Switch along with explanation of each indicator.

Faceplate
LED Indicator a Status Indication
Marker
Off Power Off
Power Indicator PWR

Solid green | Power On

Off System not started
System indicat SYS
ystem Incicator Blinking System is starting or the system
green starts successfully
10/100/1000 Link/Act Off The port is NOT connected.
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BASE-T adaptive /Speed The port is connected at

Ethernet port Solid green 1000Mbps.
indicators
Th i
(1-16) Solid orange e port is connected at

100/10Mbps

The port is transmitting or

Blinking receiving data.
Off The port is NOT connected.
P . . The port is connected at
SFP port indicators | Link/Act Solid
OlId9reeN 1 4 000Mbps.
(17-20) /Speed
Blinking The lp(')rt is transmitting or
receiving data.
No PD is connected to the
off corresponding port, or no power
is supplied according to the power
limits of the port
PoE status o
indicators PoE A Powered Device is connected
(18) Solid yellow | to the port, which supply power

successfully.

The PoE power circuit may be in
Blinking short or the power current may be
overloaded

1.3.2. Rear Panel

The rear panel of the Switch contains one Grounding Terminal and AC power connector shown as below.

Figure 2 - Rear Panel

Grounding Terminal:

Located on the left side of the power supply connector, use wire grounding to lightning protection.

AC Power Connector:

Power is supplied through an external AC power adapter. It supports AC 100~240V, 50/60Hz.
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1.4. Package Contents

Before installing the Switch, make sure that the following the "packing list" listed OK. If any part is lost
and damaged, please contact your local agent immediately. In addition, make sure that you have the
tools install switches and cables by your hands.

One PoE Web Smart Ethernet Switch.

One Installation Component

One AC power cord.

One User Manual.

16-Port Gigabit + 4-Port Gigabit SFP L2 Managed PoE Switsh

2. Installing and Connecting the Switch

This part describes how to install your PoE Ethernet Switch and make connections to it. Please read the
following topics and perform the procedures in the order being presented.

2.1. Installation
Please follow the following instructions in avoid of incorrect installation causing device damage and
security threat.
® Put the Switch on stable place or desktop in case of falling damage.
® Make sure the Switch works in the proper AC input range and matches the voltage labeled on the
Switch.
To keep the Switch free from lightning, do not open the Switch's shell even in power failure.
Make sure that there is proper heat dissipation from and adequate ventilation around the Switch.

Make sure the cabinet to enough back up the weight of the Switch and its accessories.

2.1.1. Desktop Installation

Sometimes users are not equipped with the 19-inch standard cabinet. So when installing the Switch on a
desktop, please attach these cushioning rubber feet provided on the bottom at each corner of the Switch
in case of the external vibration. Allow adequate space for ventilation between the device and the objects
around it.

2.1.2. Rack-mountable Installation in 19-inch Cabinet

The Switch can be mounted in an EIA standard-sized, 19-inch rack, which can be placed in a wiring
closet with other equipment. To install the Switch, please follow these steps:

A. attach the mounting brackets on the Switch's side panels (one on each side) and secure them with
the screws provided.

Figure 3 - Bracket Installation

B. Use the screws provided with the equipment rack to mount the Switch on the rack and tighten it.
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o

Figure 4 - Rack Installation

2.1.3. Power on the Switch

The Switch is powered on by the AC 100-240V 50/60Hz internal high-performance power supply. Please
follow the next tips to connect:

AC Electrical Outlet:

It is recommended to use single-phase three-wire receptacle with neutral outlet or multifunctional
computer professional receptacle. Please make sure to connect the metal ground connector to the
grounding source on the outlet.

AC Power Cord Connection:

Connect the AC power connector in the back panel of the Switch to external receptacle with the included
power cord, and check the power indicator is ON or not. When it is ON, it indicates the power connection
is OK.

2.2. Connect Computer (NIC) to the Switch

Please insert the NIC into the computer, after installing network card driver, please connect one end of
the twisted pair to RJ-45 jack of your computer, the other end will be connected to any RJ-45 port of the
Switch, the distance between Switch and computer is around 100 meters. Once the connection is OK
and the devices are power on normally, the LINK/ACT/Speed status indicator lights corresponding ports
of the Switch.

2.3. Switch connection to the PD

1-16 ports of the Switch have PoE power supply function, the maximum output power up to 30W each
port, it can make PD devices, such as internet phone, network camera, wireless access point work. You
only need to connect the Switch PoE port directly connected to the PD port by network cable.

16-Port Gigabit + 4-Port Gigabit SFP L2 Managed PoE Switzh

3. How to Login the Switch

3.1. Switch to End Node

Use standard Cat.5/5e Ethernet cable (UTP/STP) to connect the Switch to end nodes as described
below. Switch ports will automatically adjust to the characteristics (MDI/MDI-X, speed, duplex) of the
device to which is connected.

\. § aass 8555 v =" |

Figure 5 - Connect PC to Switch

Please refer to the LED Indicators. The LINK/ACT/Speed LEDs for each port lights on when the link is
available.

3.2. How to Login the Switch

As the Switch provides Web-based management login, you can configure your computer’s IP address
manually to log on to the Switch. The default settings of the Switch are shown below.

Parameter Default Value
Default IP address 192.168.1.110
Default user name admin

Default password admin123

You can log on to the configuration window of the Switch through following steps:
1.Connect the Switch with the computer NIC interface.
2.Power on the Switch.

3.Check whether the IP address of the computer is within this network segment: 192.168.1.xxx ("xxx"
ranges 0~254, except 110), for example, 192.168.1.100.

4.0pen the browser, and enter http://192.168.1.110 and then press "Enter". The Switch login window
appears, as shown below.



16-Port Gigabit + 4-Port Gigabit SFP L2 Managed PoE Switch

Welcome To Web Smart Management System
& user LoGIN
Pess put e name and assvors
O —
password: [nses ]
Language:
LGN,

Figure 7- Login Windows
5. Switching language to English .Enter the Username and Password (The factory default Username is
admin and Password is admin123), and then click "LOGIN" to log in to the Switch configuration window

evice Type: 20 9rt PoE Switch Harduare Vrsion: 100 Uptime: 1 minute 6 seconds.
® ouay set ‘Software Version V103897130825

» Lace
» sysTEM Buioion o @ve et @ o

Dovice Configuraton

Numberof roated VLANS: 1 Moo Sotinge
Number of Port Aggregations: o More Setings
Port Secury Staus: Disavies Wore Sotings
DHCP Snooping Disabed Hote Stings

D0S Attack Prevention: Oisaves More Sefings
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4. Switch Configuration

The Web Smart Ethernet Switch Managed switch software provides rich layer 2 functionality for switches
in your networks. This chapter describes how to use Web-based management interface(Web Ul) to this
switch configure managed switch software features.

In the Web UI, the left column shows the configuration menu. Above you can see the information for
switch system, such as memory, software version. The middle shows the switch’s current link status.
Green squares indicate the port link is up, while black squares indicate the port link is down. Below the
switch panel, you can find a common toolbar to provide useful functions for users. The rest of the screen
area displays the configuration settings.

B vome Device Type:  20-Port PoE Switch ‘Hardware Version-1.00 Uptime: 1 minute 6 seconds.
8 oo s SovareVesion VIOISPTONB5

» poR

» wan

» Fausaary

» roe

> s

» DiceReLAY

» aos

> AddrTable

» s

» ace

e o @ @ W @t

Device Confguration

Number ofCreated VLAN: 1 ora Sattnge
Number of Port Aggregations: o More Setings
Port Securiy Satus: Disaled More Sefings
DHCP Snoopin: Disatled Nore Settngs

00S Atack Preventon: Disatied ora Sattngs

4.1. Quickly Set

In the navigation bar to select "Quickly Set", can create a VLAN in this module, add the port in the VLAN,
set the basic information and modify the switch login password. The following picture:

[ VAN soting || omersetings |

| vian setings
O VLANID VLAN Name. VLAN TP port Edit Delete
' LaNoa01 192.168.1.11024 120 B
© NewVLAN © NewMultiple VAN © Delete VLAN Fist Back1] Next Lasfs |11 Page
| runk seungs
a Port Name Descrption Native Vian Allowed Vian it Delete
© NewTrunk Port © Delete Trunk Port Fist Back[1] Next Lasfs |11 Page
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[ parameter description] : :
‘ VLAN setting } [ Other settings
Parameter Description E VLAN Settings
VLAN ID VLAN number O VLAN ID /1 AN Mam 1 AN U
New Trunk port

VLAN Name VLAN mark ! Please select port to configure:

£ 1 3 5 7 9 11 13 15 17 19
VLAN IP Manage the IP address of the VLAN New muttipie vl | =2 2 Bt 0 B B0 e ] [

[ RRNY R g |

Management VLAN Switch’s management in use of the VLAN I] Trunk Settings 2 4 6 10 12 14 16 18 20

i ; Sort Namel | L_Optional S Fixed port i Selected |10 Aggregation {1 Trunk YE]IP Source Enable Port
Device Name Switch name Tip: Click and drag cursor over ports 1o select muliiple poris  Selectall Select all olhers Cancel

> Native VLAN(1-4094): |[2 LiJ
Allowing VLAN(such as 3-5,8,10): ||1

[instructions ]
Native VLAN: as a Trunk, the mouth will belong to a Native VLAN. The so-called Native VLAN, is refers
to UNTAG send or receive a message on the interface, is considered belongs to the VLAN. Obviously,
the interface of the default VLAN ID (PVID) in the IEEE 802.1 Q VLAN ID is the Native VLAN. At the
same time, send belong to Native VLAN frame on the Trunk, must adopt UNTAG way.

Allowed VLAN list: a Trunk can transport the equipment support by default all the VLAN traffic (1-4094).
But, also can by setting the permission VLAN Trunk at the mouth of the list to limit the flow of some
VLAN can't through the Trunk.

2) click "next step" button, into other settings, such as: manage ip address set as 192.168.1.11, device
name set as switch-123, default gateway with the dns server set as 172.16.1.241.

" VLAN setting ” Other settings ]

[ Configuration example] | Basic systom inormation
1)VLAN setting: such as create VLAN 2, Sets the port 8 to Trunk , Native VLAN 2. i potics Wi pites e Ik
P fzee Ly > |* Default Gateway:
VLAN setting | | Other settings
Subnet Mask: ? DNS Server:
l VLAN Settings e, ssar
vian i} AN Swve ][ Deieis | [ Sel Managemeni VIAN |
VLAN ID(1~4094): |2 : )
Ll ‘ Use 192.168.1.11 to log in, set a new password for 1234 .
VLAN Name{1-32): [VLAN0002 |
New Multipl Select ports to add to the vian: I Change Administrator Password
I e 1.3 5 7 9 11 13 15 17 19 P;;mmme: ] |
52570572 1353 52 50 R I e
Port Na EEEUUE BI:H:I :
New Trunk Port Delet 2 4 6 8 10 12 14 156 18 20 e i e =

77 Optional 557 Fixed port Gl Selected [T/ Aggregation .7 Trunk JE7If 5

Tip: Click and drag cursor aver poris fo select muitiple poris  Select all Sele

< I—

-10- -11-
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4.2. PORT

In the navigation bar to select "PORT", you may conduct Basic Config, Port Aggregation, Port
Mirroring , Port Limit, Storm Control, port Isolation and Port Information.

4.2.1. Basic Config

In the navigation bar to select "PORT>Basic Config", For panel port to port described, port speed, port

» PORT
Basic Config

Port Aggregation

Port Mirroring

Port Limit

Storm Control

Port Isolation

Port information

status, working mode, flow control, cross line order configuration, the following picture:

Basic settings
1357 916w
552 g 5 St 1t 5t 520 Tt o ol
I isf sl B il 2 B I
P15 i B @D B
70 Optional 8 Fied port i Selected T3 Agoregaton - Trunk §EL 1P Source Enable Port
Tips ik and trag cusoroverports o select e ports Select sl Slect al others Cancel
 — Status: [Enabied =
Port spoad: Duplex Mode:
Flow Contro: Cable Type Detection:
Save
| o
port Port Descrption Port Status | Port Speed  Working Mode Mega Frame Cable Type Detection | Flow Control £t
o Enaves Ao Auto 1518 Ao on =
oz Enaved Ao Ao 1519 Ao B
G Enabed 1000M Fun 1518 Ao on B
as Enabes Ao Auto 1518 Ao on Y
a5 Enabes Ao Auto 1518 Ao o B
aws Enaded Ao Ao 1518 Ao on B
oo Enaded Ao Auto 1518 Ato on B
aas Enaved Ao Auto 1518 Ao on B
o Enaed Ao Ao 1518 Ao on 2

[ parameter description]
Parameter
Port

Port Description

Status

Port Speed

Description

Select the current configuration port number
The port is described
Choose whether to close link port

It can choose the following kinds:
Auto
10M

-12-

Duplex Mode

Flow Control

Cable Type Detection

[instructions]

100 M
1000 M

Can choose the following kinds:
Auto

Duplex

Half duplex

Whether open flow control
It can choose the following kinds:
Auto

MDI
MDIX

Open flow control should be negotiated will close, negotiated close is to set port speed rate and working
mode. Set the port rate more than actual rate of port, the port will be up.

[ Configuration example]

Such as: The port is set to 10 M, half duplex, open flow control and cross line sequence and port state.

Basic settings

4 H B

10 12 14

15 17 19

b &
0 1 Tl Bl S U] ][]
QQUBUEDD

16 18 20

§”3Optional 53 Fixed port §f Selected §17 Aggregation §..] Trunk [EJIP Source Enable Part

Tip: Click and drag cursor over ports to select multiple ports  Select all Select all others Cancel

Port Description(0-80 characters)| Status; |Enabled ~
Port Speed] [10M |~ Duplex Mode: || Half ~]
Flow Control{ [On [~ Cable Type ion:| [Auto [

-13-
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4.2.2. Port Aggregation

In the navigation bar to select "PORT>Port Aggregation", In order to expand the port bandwidth or
achieve the bandwidth of the redundancy backup, the following picture:

Load Balancing
Load Balancing method: [Source MAC v [Sae

Port Aggregation

‘Agaregate Group Number(19): [ |-

Please select the port to join the Aggregate Group:

13 5 7 9 1357
553 530 500 09 00 A0 50 5 ] o]
QQQQUUUUDD

0 12 14 16 18 20

§2optonal G2 Fired port §i Selected 72 Agoregation £ Tunk GEZIP Source Enable Por
Tip: Cick and trag cursorover pors o selectmulipe ports  Seect sl Selectalohers Cancel
Save

| Portagoregation List
Group Members Eait/ Delots

Fist Back[1) Next Lasfs |11 Page

Aggregation Group Number

[ parameter description]
Parameter Description
Aggregate Group Switch can be set up 8 link trunk group, group_1 to group_8
Number P group, group_1 to group_
Member port For each of the members of the group and add your own port,

and with members of other groups

[instructions ]
Open the port of the ARP check function, the port of the important device ARP, the port of the VLAN MAC
function, and the monitor port in the port image can not be added!

[ Configuration example ]
Such as: set the port 7, 8, for aggregation port 1, lets this aggregation port 1 connected to other switch
aggregation port 1 to build switch links .

Load Balancing

v |Save‘

‘ | Load i i: Source MAC |
I

Port Aggregation

Aggregate Group Number{1-8): _ =

Please select the port to join the Aggregate Group:

9 ‘1 43 15 47 49

b
IS R v |
?UUUUDD

0 12 14 16 18 20

s =
A [Dw
ol | [Te

E Optional W Fixed port ﬁ Selected EﬂAggragatmn E Trunk E IP Source Enable Port

Tip= Click and drag cursor over ports to select multiple ports  Selectall Select all others  Cancel

=

-14-
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4.2.3. Port Mirroring

In the navigation bar to select "PORT>Port Mirroring", Open port mirror feature, All packets on the
source port are copied and forwarded to the destination port, Destination port is usually connected to a
packet analyzer to analyze the source port, Multiple ports can be mirrored to a destination port, the
following picture:

Port Mirroring

Mirror Group Number(1-4): [ |+

3 5 7 9 1B B o7

s g |
Y i hBAe N
7 Optonal 5 Foxed port B Selected {17 Aggregation 27 Trunk T3 P Source Enable Port

Tip: Ciick and drag Cursor over ports to select muliple poris Selectall Selectall others Cancel

Please choose the destination
orti(Can only choose one port)

5 7 9 111315 17 19

C'! C3! g Sl o o o

[Siststsruininis i

PSS v e R e m

§73 Optional 2 Fixed port Ji Selected §17 Aggregation {7 Trunk TEZIP Source Enable Port

E=
| porthirmor it

Wior Group, Sourcort Destnatonport caupeies
[ parameter description]

Parameter Description
Source port To monitor the port in and out of flow

Set destination port, All packets on the source port are copied and

Destinati
estination port forwarded to the destination port

Mirror group Range: 1-4

[instructions]
The port of the aggregate port can not be used as a destination port and the source port, destination port
and source port can not be the same.

[ Configuration example]
Such as: set a mirror group for port 3 regulatory port 4, 5, 6 on and out flow conditions.

-15-
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Port Mirroring

WMirror Group Number (1-4): E: .
Please choose the source port:(Selecting multiple source ports can affect the device performance)

13 5|7 9 11 13 15 47 19
570\ T
3 AR g o |
204 6|8 10 12 14 16 18 20

§Joptional 55 Fixed port | Selected 17 Aggregation .3 Trunk TE{IP Source Enable Port
Tip: Click and drag cursor over poris to select multiple ports  Select all Select all others Cancel

Please choose the destination
port:(Can only choose ene port)

11 13 15 47 19

150 5 ] o]
il Ll Il o] o]

12 14 16 18 20

§"loptional § Fixed port §Bf Selected {17 Aggregation 1] Trunk [E7IP Source Enable Port

4.2.4. Port Limit

In the navigation bar to select "PORT>Port Limit ", to port output, input speed limit, the following picture:

Port Speed Limit

Bt 0 U et Bt Bt ] ]

7 4 5 5 0 BN
§3 Optonal H Fced pot 58 Seleted {13 Aggregaton ¢ Trunk SEZIP Source Enable Pot.
Tips Cick and crag cursor over pots 0 sefectmulipe prts  Seletal Sectall athers. Cancel
nput Speed Limimuitiple of 16 ] * 015100000040
Output speed Limitimuttipe of 16): [ * 0,15-1,000,000k0is

Save

Port Speed Limit st

Ports Input Speed Limit Output Spees Limit
1 1000Mbls 1000015
2 1000mbis 1000m0s
3 1000Mbis 1000mois
4 1000Mbls 1000M0rs
B 1000Mbls 1000M0is
s 1000mbis 1000mes
7 1000Mbis 1000mos
s 1000Mbls 1000mors
0 1000Mbls 1000M0is
0 1000mbis 1000m0s

[ parameter description]

Parameter Description
Input speed limit Set port input speed
Output speed limit Set port output speed
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[instructions]
1 Mbit/s = 1000 Kbit/s = 1000 / 8 KB/s = 125 KB/s . That is, the theoretical rate of 1M bandwidth
is125KB/s .

[ Configuration example ]
Such as: the port 5 input rate is set to 6400 KB/s, the output rate is set to 3200 KB/s.

Port Speed Limit

1 3[5]7 9 11 13 15 47 19
EEEEDQEDD
?gUBUBBBDD

6 8 10 12 14 16 18 20

ﬂ Optional ﬁ Fixed port ﬁ Selected m Aggregation Q Trunk E IF Source Enable Port

Tip: Click and drag cursor over ports fo select multiple ports  Select all Select all others Cancel

Input Speed Limit(multiple of 16): [6200 ] = 0.16-1,000,000Kb/s

Output Speed Limit{muttiple of 16): [3200 ] * 0.,16-1,000,000Kbls

Save

4.2.5. Storm Control
In the navigation bar to select "PORT>Storm Control", to port storm control config, the following picture:

Broadcast Control

Counting mode [pps /|
Save

13 5 7 9 1B
550 557 550 15 S0 60 6 60 [
E}[;EE?UUDUEID

0 12 14 16 18 20

70ptonal 588 Fed port 5 Selected {17 Agoregaton 5] Trunk SEZ1P Source Enabe Por
Tips Ciok and tra cursorover pors fo seect mule pois Select al Selectal ohers. Cancel
Broadcastimits [ 02213
Mutticast Limit: [ ] * 0262143
Unicast Limit: [ ] * 0262143

Save

| rsteastconot s

Ports Broadcast Limit Multicast Limit Unicast Limit Edit
1 0(0FF) 0(0FF) 0(0FF) 2
2 0(0FF) 0(0FF) 0(0FF) iz
3 0(0FF) 0(0FF) 0(0FF) 74
4 0(0FF) 0(0FF) 0(0FF) 4
5 0(0FF) 0(0FF) 0(0FF) 2
6 0(0FF) 0(0FF) 0(0FF) iz
7 0(0FF) 0(0FF) 0(0FF) 74
il 0(0FF) 0(0FF) 0(0FF) 2z
9 0(0FF) 0(0FF) 0(0FF) 74

[ parameter description]

Parameter Description

Broadcast Limit Storm suppression value of the broadcast packets
Multicast Limit Storm suppression value of the multicast packets
Unicast Limit Storm suppression value of the unicast packets

[instructions]

1 Mbit/s = 1000 Kbit/s = 1000 / 8 KB/s = 125 KB/s . That is, the theoretical rate of 1M bandwidth is
125KB/s .
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[ Configuration example ]
Such as: should be forwarded to the port 1-8 of all kinds of packet forwarding rate is 5000 KB/s .

Broadcast Control
‘Counting mode | p|

9 1118 15 7 19

Sl il B? ] ]
bl bl Uigh ol (o] [

0 12 14 16 18 20

"l Optional [ Fixed port ¥ Selected §1{ Aggregation §.-¢ Trunk TE{ IP Source Enable Port
Tip: Click and drag cursor over poris to select multiple poris  Selectall Select all others Cancel
Broadcast Limit{ [5000 * pps:0-262143 bps:0,16-4194288(Kbps)
Multicast Limit; 5000 | | * pps:0-262143 bps:0,16-4194288(Kbps)
UnicastLimit] [5000 | | * pps:0-262143 bps:0,16-4194285(Kbps)

\"[‘ Save ™)

4.2.6. PortIsolation

In the navigation bar to select "PORT>Port Isolation ", ports are isolated. The following picture:

Portisolation

Please select two or more ports to configure:

pedvrfoe S S v ot S i o |
PEEPEEEEED

0 12 14 16 18 20

§20ptonal §BRFoced port 58 Selected £13Aggregaton £=2 Trunk SEZIP Source Enable Port
Tip: Cick an drag cursoroverpots o select mulie ports  Selectal Selectal others Cancel

Save
| portsoion i

Source Port Isolate Port Delete.

First Back[1] Next Las{1 |/ 1Page

[ parameter description]

16-Port Gigabit + 4-Port Gigabit SFP L2 Managed PoE Switgh

Parameter Description
Source port Choose a port, to configure the isolated port
Isolated port Port will be isolated

[instructions]

Open port isolation function, all packets on the source port are not forwarded from the isolated port, the

selected ports are isolated.

Ports that have been added to the aggregate port aren't also capable of being a destination port and

source port, destination port and source port cannot be the same.

[ Configuration example ]

Such as: the port 3, 4, 5, and 6 ports isolated.

- 18-

Port Isolation

Please select two or more ports to configure:

3 5|7 9 11 13 15 47 19
3 { MRS S ol |
’?BBUUUDD

8 10 12 14 16 18 20

Di~0m-

Tip: Click and drag cursor over ports fo select multiple ports

Optional ﬁ Fixed port ﬁ Selected mhggregauon QTrunk E IP Source Enable Port

Selectall Selectall others Cancel

|| portscttontis

Isolate Port Detete
456 %
356 x
346 X
345 x

et Bask 1 Nt sl ]/ 1Page

4.2.7. Port Information

In the navigation bar to select “PORT>Port Information”, the following picture:

Portinformation

[ Refresn
Porta Descrpton InputFlowtps) | outputFowts) vortsutus | PortComecton o Tk ot
Gion 0,00k 0.00K oN % Disconnected 1 No
o ook on % Dacomeced 1 o
™ oo o ) comecis ' "o
o oo on % Dacomeced 1 o
Gios 000k 000K on % Disconnected 1 No
ol oo on % Dscomeced : o
Gior 0.00k 0.00K oN % Disconnected 1 No
o oo oo on % Dacomeced ' "o
cion 000k 000k on T —— 1 No
) oo oo on % Dscomeced ' o
Frst Back 1111 Nt Las{1__]/2Page
[ parameter description]
Parameter Description
Input Flow Port input flow statistics

Output Flow

[instructions]

Port output flow statistics

Show port input and output streams information port connection status, belongs to VLAN.

[ Configuration Example ]
Enter port number 8 for the query.

Port information

P —
Porta Description Input Flow(bps)

Output Flow(bps) Port Status. Port Connection VLAN Trunk Port
0,00k oN % Disconnected 1 No
0,00k oN % Disconnected 1 No

Fist Back(1] Next Las{1 __]/1Page
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4.3. VLAN

VLAN Settings | [ Access Port Settings ‘ [ Trunk Port Settings || Hybrid Port Settings ]
In the navigation bar to select "VLAN", You can manage the VLAN Settings, Access Port VLAN IDs
Settings, Trunk Port Settings and Hybrid Port Settings, the following picture: VLAN 1D \LAM Mama \1 a0
New VLAN
[ ViANSettings || Accessronsetings || Trunkron settings || Hybria ortsettngs | VLANID (24000 T2 5
T e = [ e T [

1 VLAN0OO1 102168111024 10 2 Select ports to add to the vian
© New VLAN © New Multiple VLAN @ Delete VLAN First Back1] Next Lasfs /1 Page 7 9 11 13 15 47 19

5
FEH SR A e e [
?UUUUDD

10 12 14 16 18 20

4.3.1. VLAN Settings

{1 Optional 7 Fixed port Selected Aggregation [ Trunk [EJIP Source Enable Port

In the navigation bar to select "VLAN config>VLAN Settings", Vlans can be created and set the port to = =
Tip: Click and drag cursor over poris to select multiple ports  Selectall Select all others Cancel

the VLAN (port default state for the access mode) , the following picture:

‘I@H Access Port setings || Trunk Port settings || Hybrid Port ettngs |
VIANDS <3
o VLAN 1D 'VLAN Name. VLANIP Port Edit/ Delete. C |
© NewVLAN © New Multiple VLAN @ Delete VLAN Fist Back[1] Next Las{s |1 Page
[ parameter description] 4.3.2. Access Port Settings
Ralameiey Bescption In the navigation bar to select "VLAN config>Access Port Settings",it can set port to Access port, the
VLAN ID VLAN number following picture:
VLAN Name VLAN mark
VLAN IP address | Manage switch IP address ‘IA“":::“ \[ e o s> \[_nm ot suos. |t s |
[instructions ] por port descrption Natwe vLAN Operaton
0 1 B
Management VLAN, the default VLAN cannot be deleted. Add ports to access port, port access mode 2 ' z
can only be a member of the VLAN. 2 ' z
. 1 B
[ Configuration example] s ' 2
Such as: connect switches pc1, pc2 couldn't ping each other, will be one of the PC connection port : : j
belongs to a VLAN 2 . s ! )
s 1 B
B 1 B
© Vow Acosss port st Back 1121 Nt Lasfz__12Page

[ parameter description]

Parameter Description
Native VLAN Only set one

[ Instructions]

Native VLAN: Refers to the default Access VLAN, must be the same as the end of the VLAN Native port,
otherwise it can’t work.

[ Configuration Example ]
Such as: Port 8, Access VLAN2.
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[ "~ VLAN settings || Access Port settings || Trunk Port settings | [ Hybria Port settings |
=
o VLANID VLAN Name VLANIP Port Edit/ Delete
1 VLANOOD1 192.168.1.11024 17920 B
o 2 ooz . PR
© NewVLAN © NewMultiple VLAN @ Delete VLAN Fist Back(1] Next Las{: |11 Page
[ VLAN settings | [ Access Port Settings } [ Trunk port settings } [ Hybrid Port Settings

| Ace Tist

Operation

New Access port

Please select port to setting:

13 5 7 9 1B 157
St it S it S Gt i S ] o]
?@gBUUUDD

0 2 14 16 18 20

§Joptional {5 Fored port 5 Selected (1] Aggregation (- Trunk SEZIP Source Enable Port
Tip: Click and drag cursor over ports to select multiple poris  Select all Select all others Cancel

Y o —

4.3.3. Trunk Port Settings

In the navigation bar to select "VLAN config>Trunk Port Setting", it can set port to Trunk port, the
following picture:

[ viaNsettings || Access Port setings | @ || Hybria Port settings
| vk ot
a Port Port description Native VLAN Allowing VLAN Operation

© NewTrunk port @ Delete selected Trunk port First Back(1] Next Lasfs _]/1Page

[ parameter description]

Parameter Description
Native VLAN Only set one
Allowing VLAN Can set up multiple

[instructions]

Native VLAN: as a Trunk, the mouth will belong to a Native VLAN. The so-called Native VLAN, is refers
to UNTAG send or receive a message on the interface, is considered belongs to the VLAN. Obviously,
the interface of the default VLAN ID (PVID) in the IEEE 802.1 Q VLAN ID is the Native VLAN. At the
same time, send belong to Native VLAN frame on the Trunk, must adopt UNTAG way.

Allowed VLAN list: a Trunk can transport the equipment support by default all the VLAN traffic (1-4094).
But, also can by setting the permission VLAN Trunk at the mouth of the list to limit the flow of some
VLAN can't through the Trunk.
[ Configuration example]
Such as: PVID=VLAN2
PC1:192.168.1.122, port 8, access VLAN2
PC2:192.168.1.123, port 7, Trunk allowed VLAN 1-2
PC3:192.168.1.124, port 6, access VLAN1(The default port belongs to VLAN1)
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Can let the PC2 PING PC1, cannot PING PC3

[ viaN settings | Access Port settings || Trunk Port settings | Hybria Port settings |
s
u] VLN D VLAN Name vLan P Port Edit/ Detete
1 VLANOoo! 192168111024 120 B
o 2 ViAo 2%
© New VLAN © New Multiple VLAN @ Delete VLAN Fist Back(1] Next Las{1 |/1Page
| viansettings || Access Port settings || Trunk Port settings || Hybrid Port Settings
Trunk port st
. ' aion
1 New Trunk port F
P - L

LI

7 Optlonal 538 Fced port 5 Selecied §3] Agoegatlon {2 Trnk SEJIP Soutce Enable Pot.
ip: Gl and trag cursor over ports f select mutiple pois Selctal Selectal thers Cancel
e

7> : 1 3 5[7 /9 11 13 15 17 19 il
alate [ alalalslaln
ietsistststeteials
T mEub

4.3.4. Hybrid Port Settings

In the navigation bar to select "VLAN config>Hybrid Port Settings", it Can set the port to take the tag
and without the tag , the following picture:

[ VAN settings || Access port settings | [ Trunk port settings | [~ Fiybrid Port Settings
| yoria portvist
o port PortName Native VLAN Tagged Untagged Edit/ Delete
1 i e e @ e o S

[instructions]
Hybrid port to packet:

Receives a packet, judge whether there is a VLAN information: if there is no play in port PVID,
exchanged and forwarding, if have, whether the Hybrid port allows the VLAN data into: if can be
forwarded, or discarded (untag on port configuration is not considered, untag configuration only work
when to send it a message)

Hybrid port to send packet:

1, determine the VLAN in this port attributes (disp interface can see the port to which VLAN untag, which
VLAN tag)

2, if it is untag stripping VLAN information, send again, if the tag is sent directly

[ Configuration example]
Such as: create vlans 10, 20, VLAN sets the Native VLAN port 1 to 10, to tag VLAN for 10, 20, sets the
Native VLAN port 2 to 20, to tag VLAN for 10, 20 .
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[ ViaN setings || Ascess ortsetings || runk portsetings || My port seings
s

o VLANID 'VLAN Name VLAN IP Port Edit/ Delete

i e AR 5 B

o © aNooto 2%

o ) VLANooz0 %
© New VLAN © New Multple VLAN @ Delete VLAN First Back[1] Next Las{1 |/1Page
[ VLAN Settings ] [ Access Port Settings ] [ Trunk Port Settings ] [ Hybrid Port Settings ]

H Hybrid Port List

New Hybrid Port

3 5 7 9 11 13 15 17 19

W St ) S ) e
BUBBBBEEDD

8 10 12 14 16 18 20

{1 optional 5 Fixed port Jf Selected §17 Aggregation [, Trunk [EIP Source Enable Port

Tip= Click and drag cursor over ports to select muitiple ports  Select all Select all others Cancel

I I

Tagged vian(35,8,101{ 1|
a:

Native Vian(1-4094)

[ VLAN Settings ” Access Port Settings H Trunk Port Settings H Hybrid Port Settings

u Hybrid Port List

Port New Hybird Port

T 13 15 17 19

1 e e P TR g

S | e

[ optional [ Fired port i Selected [17 Aggregation {3 Trunk JE7IP Source Enable Port

Tip: Click and drag cursor over ports to select multiple ports Selectall Select all others Cancel
Native Vian(1-4094): E:I Li]

Tagged vian(3-5,8,10): [ ]

Untagged vian(such as
3.5,8,10): [i0,20 |

L < I

Save Cancel

[ Viansetings || Access ortsetings || Trunkportsetuings || yoria Port setungs |
| inbna it
0| e Potame e VLA Tongea untgges /Do
o 1 10 1 1020 2%
u] 2 2 1 1020 2%
© Now e Port © DolteSloctd iy ort et Back() et Lasfs /1 Page
24 -
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This system e0/1 and the receive system e0/2 PC can be exchanged, but when each data taken from a
VLAN is different.

Data from the pc1, by inter0/1 pvid VLAN10 encapsulation VLAN10 labeled into switches, switch found
system e0/2 allows 10 data through the VLAN, so the data is forwarded to the system e0/2, because the
system e0/2 VLAN is untagged 10, then switches at this time to remove packet VLAN10 tag, in the form
of ordinary package sent to pc2, pc1 - > pc2 is VLAN10 walking at this time

Again to analyze pc2 gave pc1 package process, data from the pc2, by inter0/2 pvid VLAN20
encapsulation VLAN20 labeled into switch, switch found system e0/1 allows VLAN by 20 data, so the
data is forwarded to the system e0/1, because the system e0/1 on the VLAN is untagged 20, then
switches remove packets on VLAN20 tag at this time, in the form of ordinary package sent to pc1, pc2 at
this time - > pc1is VLAN 20 .

4.4. Fault/Safety

In the navigation bar to select "Fault/Safety", you can set Anti attack, Channel Detection and ACL
configuration.

» Fault/Safety
*  Anti Attack

* Channel Detection

¥ AR

4.4.1. Anti Attack
4.41.1.DHCP

In the navigation bar to select "Fault/safety>Anti Attack>DHCP", Open the DHCP anti-attack function,
intercepting counterfeit DHCP server and address depletion attack packets ban kangaroo DHCP server,
the following picture:

[(@H DoS ” IP Source Guard ” |PIMac/Port

Protection Status

Allows user to enable dhcp snooping.

[instructions]

DHCP trusted port configuration, select the port as a trusted port. Prohibit DHCP for address, select the
port and save, you can disable this feature for the port.

Open DHCP attack prevention function, need to set the DHCP protective vlan simultaneously, other
functions to take effect.
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[ Configuration example ]

Such as:1.dhcp snooping open

DHCP. 00s || IP Source Guard IPMac/Port |

2.Setting dhcp snooping vian

I DHCP configuration

DHCP Trusted Port DHCP Restricted Port Option82

Dhcp Snooping Vian: "

3.Set the connection router 8 ports for trust, then 6 port is set to the prohibit.

I DHCP configuration

DHCP Trusted Port DHCP Restricted Port Option82

Binding Table Other Configuration

DHCP trusted port:

5 F 9 131§ 10

S leTelelatataltls
=is; [Sisisisisls

0 12 14 16 18 20

T

{1 Optional 55 Fixed port S Selected 577 Aaregation §7) Trunk [E}IP Source Enable Port

Click and drag cursor over poris fo select multiple poris  Select all Select all others Cancel

I DHCP Trusted Ports List

Port list

I DHCP configuration

DHCP Trusted Port DHCP Restricted Port Option82

Binding Table Other Configuration

Prohibit DHCP port:

23 15 i 18

S T S L
Eiiei=linl=

10 12 14 16 18 20

s e

=
=
2

[ Optional 5 Fixed port 7 Selected Aggregation [ Trunk IP Source Enable Port

Tipz Click and drag cursor over poris to select multiple poris  Select all Select all others Cancel
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4.Set option82 information

| otce contiguration

'DHCP Trusted Port DHCP Restricted Port

EEZZR ovovoe | omecontouton

Options? Enab

Client Option82 Enab

Circuit control Remote Agent 1P address
Circuit Nar 1
vean: [
No.

Circuit Control Name

Circuit Control 1D VLAN 1D Operations

Fist Back[1] Noxt Las{i__]/1Page

| ovcr conturton

ovch ussapor | OWCP Restaapot | Optons2 | Bnang oo | onrConturton
omtonsa e
e s pr—— wanio ormatins
s g o 1
| o cnsprion
ouch Tsaapont | kco Resrctoaport || Optonsz | mangTave | OmrContguratn

‘ Options2 Enable:

Client Options2 Enal

Circuit control Remote Agent 1P address

‘ 1P Addross: |15z 166 1 Z

T re—
)

5.The port 7 for binding

| otcs contquaion

'DHCP Trusted Port DHCP Restricted Port

oment OberCntprtin

MAC Address: | [00:01:15:09:37:35

-

T | —

T | —

|Gad)
| o noopng st T

Index Mac Address.

Port Number Vian 1D 1P Address. Loase status, Operations.

Pt Backt) Nt L1 1page
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4.41.2.D0OS

In the navigation bar to select "Fault/Safety>Anti Attack>DOS", Open the anti DOS attack function,
intercept Land attack packets, illegal TCP packets, to ensure that the device or server to provide normal

service to legitimate users, the following picture:

[ ouce |[ pos |[ 1P Source Guard | 1Pmaciport |

| 505 Atack ot

Cam>

[instructions]
Open the anti DOS attack function, intercept Land attack packets, illegal TCP packets, to ensure that the

device or server to provide normal service to legitimate users.

[ Configuration example ]
Such as: Open the anti DOS attack function

| bHce || (DOS) || 1P sourceGuard || iPMaciPort |

I DoS Attack Protection

[ Closed)

4.4.1.3.1P Source Guard

In the navigation bar to select "Fault/Safety>Anti Attack>IP Source Guard", Through the source port
security is enabled, on port forwarding the packet filter control, prevent illegal message through the port,
thereby limiting the illegal use of network resources, improve the safety of the port, the following picture:

DHCP. DOS || TP Source Guard™> ||  IPMac/Port
| | I

=

Please select a source port:

T35 T s nnBuw
6501550 D B0 S 0 0 [ o]
5 ot T Ul T i T I = )
R R I T
§-70ptonal G Fied port § Selcted £12 Aguregaton £ Trunk §EJ P Source Enable Port

Tip: Click and drag cursor over ports to select multle ports

1100 ot sefectthe port the configuraion of e por il be removed. option,

| Mot Sourceprtetontis

Detete

Fist Back(1) Next Lasfi__|/1Page

Index Source IP Address Source MAC Address port VLAN 1D Status

© New security Port

[instructions
Add the port that is currently being used as a IP source protection enable port, the port will not be able to

use.

[ Configuration example]
Such as: to open source IP protection enabled port first, then to binding.
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| DHCP || DOS H@G_uaﬂ_/“ IP/MaciPort

I IP source protection port enable cenfiguration

Please select a source port:

1 5 7 9 11 13 15 47 19
il R e Rl o |
Bl el feef T el et Bl ] el ]
2 4 6 8 10 12 14 16 18 20

§ 7 optional g Fixed port §iif Selected [17 Aggregation §—.3 Trunk [E7 IP Source Enabie Port

Tip: Click and.drag cursor over ports o select multiple ports
17 6o not select the: port, the configuration of the port will be removed: I 4o not select this option, the configuration of all the ports will be removed

==

[ DHCP H Dos H IP Source Guard H IPiMaciPort

IP source profection port enable configuration

Please select a source por

VLANID: |[1
Source IP Address:|[192. 168 1. 30

/ Source MAC Address |[00:01:16:09:35:37 ‘
35 7 9 1113 15 17 19
éﬁﬂﬂﬂﬂﬂﬂmm
((Bx=p=ieysisinisim|s

s

8 10 12 14 16 18 20

§{optional § Fixed port i Selected [17 Aggregation §..¢ Trunk [EIP Source Enable Port

Index

<

4.4.1.4.1P/Mac/Port

In the navigation bar to select "Fault/safety>Anti Attack>IP/Mac/Port", Automatically detect the port
based IP address, MAC address of the mapping relationship, and then realize the function of a key
binding, the following picture:

[[onee |[v0s || sowseaumrs || CommeRor |

Testis
g Ensbio
. MAC Address 1P Address. Port Number
st mackin Nt Lasfe |11 pase
“Seamng |
| Aoteaton st
- MAC Address. 1P Address. Port Number
© oot st Sackt) Mot Loy /17

[instructions ]
A bond must be bound before the binding to enable the switch to open, And if you want to access shall
be binding and switch the IP address of the same network segment .

[ Configuration example ]
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Such as: the binding to make first can open, must be a key bindings port 7 .

Binding Enable

O

(Scanning) | | Binding |

Binding enable

macaddress. ipaddress. Portnumber
s CITOZ4RSTF2 101010111 10
3] FCITIZARTTF2 192168 112 1
s CITOZAFETF2 192°63.136.22 10
4l 3CITOZAFSTF2 192166211 10
s 0001:15:0937:35 169,254 131407 4

fistpags prey pace [1] nec oegs lastpage:  [1page

| ApplcatonList
macatiress ipatdress Portnumber
LAEFTR ‘016821 10

9 Deeteopton

ilpage e pege ] necag espuer gt

Can check the delete option.
4.4.2. Channel Detection
4.4.2.1.Ping

In the navigation bar to select "Fault/Safety> Channel Detection>Ping", Use ping function to test
internet connect and host whether to arrive. The following picture :

[H Tracert H Cable Test 1

Destination IP Address: [ |*=
Timeout in Seconds (1-10): |:|
ping Count (1100: F |
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[ parameter description]

Parameter Description

Destination IP address Fill in the IP address of the need to detect
Timeout in Seconds Range of 1to 10

Ping Count Testing number

[instructions]

Use ping function to test internet connect and host whether to arrive.
[ Configuration example]

Such as: PING connect the IP address of the PC .

[ Ping |[ Tracer || capletest |
Destinaton 1P Adaress{[Bz.tes.timo 1] °
Timeoutin Seconds (1-10):[Z il
ping Count 1100 E ]
=)
=
Result
FPING 702168 1170 (192 168.1170) 56 6o .
4 bytes from 192.168.1.110: icmp_s
4 bytes from 192.168.1.110: icmp_seq=1 =0.0
4 bytes from 192.168.1.110: icmp_seq=2 =0.0
4 bytes from 192.168.1.110: icmp_s
4 byt fom 192.168.1110:kmp_sed-4
| 192.168.1.110 ping statistics —
packels ansmled, 5 packels receved, 0% packet oss
oms

4.4.2.2. Tracert

In the navigation bar to select "Fault/Safety> Channel Detection>Tracert", Tracert detection can detect
to the destination through.following picture :

[ Ping ” @” Cable Test |

Destination IP Address: :l .

Result

[ parameter description]
Parameter Description

Destination IP address | Fill in the IP address of the need to detect

[instruction]

the function is used to detect more is up to and reach the destination path. If a destination unreachable,
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diagnose problems.

[ Configuration example ]
Such as: Tracert connect the IP address of the PC .

[ Ping ” Tracert ” Cable Test ]

Destination IP Address: ‘
o, T
&
Result

[Tracing the route to 192.168.1.110
1 1921681110 <10ms =<10ms =<10ms

4.4.2.3. Cable Test

In the navigation bar to select "Fault/Safety> Channel Detection>Cable Test", Can detect connection
device status , the following picture:

Tem [ v || eeren |
Please select port to configure:
T 2 5 ¥ % 1 3 18 4 &9
PR SR RS RSy e |
b I Bl bl 1 b B Bl el L
2 4 6 8 10 12 14 16 18 20

B Optional ﬁ Fixed port ﬁ Selecled Eﬂ Aggregation B Trunk @ IP Source Enable Pori

[ Configuration example ]

[ Ping H Tracert H Cable Test }
Please select port to configure:
1. 3 5 7 0 T 13 15 47 1%
R SR b S|
LI R S LI LI ]
2 4 6 10 12 14 16 18 20
D()ptmnal ﬂleed port ﬁsalemed m}\ggrsgauun Bﬁunk EL‘IF Source Enable Port
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| et
Port Length(m) Status.

f Circult Breaker

First Back (1] Next Las{t__|/1Page

4.43. ACL

In the navigation bar to select "Fault/Safety>ACL", Can be applied to port ACL rules and Settings to
take effect in time.

[ mmetavie |[ acL |[ appyact |
——

Time Name:
Day selection: (IMonday [ Tuesday [ Wednesday [ Thursday (1 Friday (Iaturday (] sunday
Time Intorva: ER o 4

[l

Time Name. Day Time Interval Edit/ Delete

st Saok] Mo el /1P

[instruction]
The ACL rules are sequenced, row in front of the match will be priority rule. Many, if the strategy items
operating time is relatively longer.

Basic principles:
1, according to the order, as long as there is a meet, will not continue to find.
2, implied refused, if don't match, so must match the final implied refused entry, cisco default.
3, any only under the condition of the minimum permissions to the user can satisfy their demand.
4, don't forget to apply the ACL to the port.
[ Configuration example ]
such as: test time is every Monday to Friday 9 to 18 points, set port 1-6 cannot access the network .

steps: building ACL time - building ACL rules - is applied to the port .

‘ Timetable H ACL ‘ Apply ACL |

da
nday 7] Tuesday [l Wednesday [ Thursday [ Friday [Saturday (] Sunday

‘Time Interval: [3:00 ] - [1s:00 H 4+

[sme!

“Time Name Day Time Interval Edit/ Delete

Fist Back(1] Next Las{1__|/1Page
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e —— e
Timetable [ AcL ” Apply ACL
T Eor
Priority umm;er Permission_Index | _Protocol Source 1P [ Mask S Do stretion = Teneinbic

Destination IP | Mask

The new ACL access rule

ACL Number .
Permission

Any src IP Address:

Any source port:

Any dst IP Address:

]
]

Any dst Port:

O

Single dst Port(0-65535): [50

=
[ Timetable H ACL H Apply ACL }

Ti
Prionity TI\GWABLBGQ&SIHE = v
b ACL Number] . Protocol Type: [IP =
Permission: ACL Name: V]
Any src IP Agdress: [}
Any dst IP Address: @
[mmemne || 2ot || sevect |
ity | A [oamison| tnoex | Proocol | source ek | W | Gasioaionipruaes |08 T [ P
1 00 deny 10 ™ anytany any anyiany ® Workday actve x
1 0 pemt 20 o anytany any anyiany any none actve x
i Bk Nt L]/ Pose
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‘ Timetable ” AcL H Apply ACL }

5 (7 9 11 13 15 17 19
L B Sl e e e
?SUBUUDD

810 12 14 16 1820

il M-
~fl -

D Optional .F\xed port - Selected mAggragaﬁun E Trunk E IP Source Enable Port

Tip: Click and drag cursor over ports to select multiple ports

ACL Number:
Filtering Direction:

I Access Control List

| ACL Number Port

4.5. PoE

In the navigation bar to select "PoE", you can set to the PoE Port Config configuration.

» PoE
* PoE Port Config

4.5.1. PoE Port Config
4.5.1.1. Chip information

In the navigation bar to select "PoE>PoE Port Config>Chip information", you can view chip
information.

hip information || Poe Fortonfig |

“The total power of the system: 2400W)
“The current system consumes: 0.00W)

Inputvoltage(v)

Temperature(c)
5200 00

5200 200

st ack 1) et Lafi /1 page
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4.5.1.2.Poe Port Config

In the navigation bar to select "PoE>PoE Port Config>Poe Port Config", you can set Poe Port , As
follows.

[ chipintormaten || Fos Fortcorns |
etect pors to seting:
Ti s snnn
winlalwinialaisl
PR W e
§3 Optional P Fixed port @ Selected (T Aggregation {23 Trunk {7 P Source Enable Port
Tip ks o over pors oSkt milpsprs St Selctalalhrs Cance
port enabled: Port power(W):
Portprory:
Save
| poe contig
ports Enable Contrl sutus ity [o— Curentpomerw) Class
o enavie Deatle Low 0 0 Unkoow
o enave Diae Low » 00 Unioow
o8 f— Diatle o 0 o —
o Enati Disaie = 0 00 ot
o5 Enave Diaie Lo 0 o Unkoow
o6 enave Diaie Low » 00 Unioow
o nave Diae Low 0 00 uniow
o8 Enatie Disaie = » 00 Unkoow
oo Enave Disaie ™~ 0 00 Unkoow
a0 enavie Deatie Lo » 00 Unkoow
st Backin ) e Lasli Li2page
[ parameter description]
Parameter Description
port enabled You can enable or disable PoE function
Port power You can configure max power of port
Port Priority You can configure Port Priority

[ Configuration example ]

Such as: The PoE function of port 8 can be enabled, the maximum Port power is 23 W,and the Power
supply priority is high.

" Chip information H Poe Port Config }

Select ports to setting:

3 79 13 15

5
PSS N e )
UEUBB
6

10 12 14 18
§JOptional G Fixed port i Selected [17] Aggregation [.7 Trunk [E7IP Source Enable Port

Tip: Click and drag cursor over poris to select multiple ports  Selectall Select all others Cancel

port enabled: | Enabled Port pnwer[w']:—

Port Priority:

1
i)
bl b
2 4
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46. STP
In the navigation bar to select "STP", you can set to the MSTP region and STP bridge configuration.
¥ STP
*  MSTP Region

* _STP Bridge

4.6.1. MSTP Region

In the navigation bar to select "STP>MSTP Region", Can modify the domain and domain name, add
instance is mapped to a VLAN. the following picture.

MVSTPComI;uml»on — —
Region Name : DDEC$C000002 | © (1to 32 characters)
Revisionlevel: @ | * (0to®©5535defaut0)
P —
nstance 0 1 =
veawm: For example : 1,3,57-10
[soe]
Wapping List
Instance D apping VLA e
0 1-4094 @
frstoase g pase 1 neitpage astpages 11 page
[ parameter description]
Parameter Description
Region Name Configure the region name
Revision Level Parameter configuration revision level
Instance ID Select configuration instance ID
VLAN ID Mapping of the VLAN configuration instance

[instruction]
An instance can only be mapped to a VLAN, instance and VLAN is a one-to-one relationship.
[ Configuration example ]

Such as: change the region to DEADBEEF0102, region name is 123, instance 4 is mapped to a VLAN 2,
in the first need to create a VLAN 2.

Revision Level: | (123 * (0 to 65535 default 0)

I MSTP Configuration

‘ Region Name: | [DEADEEEF0102 * (0to 32 characters)
i
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I Instance Mapping

Instance 1Dz 4 ~]

VLANID: |z

4.6.2. STP Bridge

In the navigation bar to select "STP>STP Bridge", Can be related to bridge, port configuration, the

following picture:

| * Forexample: 1,3,57-10

I STP Bridge Config

16-Port Gigabit + 4-Port Gigabit SFP L2 Managed PoE Switgh

Max Age

Forward Delay

Port Priority

Path Cost
Port Fast
Auto Edge
Point to Point
BPDU Guard
BPDU Filter
Compatible
Root Guard
TC Guard

TC Ignore

[instruction]

Ports are not yet received a message in the time, will initiate

topology changes

The state of the port switch time

Set port instance priority, defaults to 128, you must enter
multiple of 16, the range of 0-240

Configure port costs

Select configuration state
Select configuration state
Select configuration state
Select configuration state
Select configuration state
Select configuration state
Select configuration state
Select configuration state

Select configuration state

(1) (hello_time+1)x2<=max_age<=(f_delay-1)x2 , enable the switch to set instance priority.
(2) Enable STP or switch mode would spend 2 times of the forward delay time.

Instance Priority: [
Instance ID: ] v Priority: 32768 ~|
Enable: O oN ® oFF Mode= O s1P O RSTP @ MSTP
Helo Time: ) W Age: * )
Forward Delay: [ ] * (e MAX Hops: -
| save | | Show Bridge Info
I STP port config
instance: priory: © @a0sien 19
PortFast: O ON @ OFF Path Cost: * (auto or 1-200000000)
AutoEdge: ® on O OFF Pointto Point: O on O oFF @® Auto
BPDUGuard: () ON @ OFF Compatible: ® on O OFF
BPDUFilter: O ON @ OFF Root Guard: O Root ® None
TC Guard: OoN @ oFf TC Ignore: CoN @ oFF
1 3 5§ 7 9 11 13 15 17 19
b RS R R i g i Rl e
RIS R R
2 4 6 8 10 12 14 16 18 20
T optional 5 Fixed port T Selected 117 Aggregation =4 Trunk YEZ P Source Enable Port
‘Save | | Show Curent Port

[ parameter description]

Parameter

Instance Priority

Instance ID

Bridge Priority

Enable
Mode

Hello Time

Description

Whether open instance priority setting

Select the created instance id is configured

Priority setting bridge example, the default instance bridge

priority for 32768

Whether to open the STP bridge function

The model is divided into: the STP, RSTP, MSTP

Switches sends bpdu in packet interval

-38-

[ Configuration example ]

Such as:1)Open the STP, configuration has to create an instance of the priority, configuration time
parameters, set the pattern to MSTP .

I STP port config
Instance: Priority: = (0-240.5tep 16)
PortFast: | @ on O OFF Path Cost: *  (auto or 1-200000000)
AutoEdge: | ®@ oNn O oFF PointtoPointi O on O OFF @ auto
BPDU Guard:| ® oN O oFF Compatible: | O ON @ oFF
BPDUFilter: | O oN  ® OFF RootGuard: | O Root ® None
TcGuard: | O ON ® OFF TC Ignore: Oon ® oFF
i3 5 7 9 11 13 15 17 19
Bl o S SO o ] ]
UW Bl B e = =
2/ 4|6 8 10 12 14 16 18 20
Y3 Optional TR Fixed port Tl Selected 117 Aggregation 1] Trunk E1IP Source Enable Port
Shaw Curent Port
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—

STP Bridge Config

Instance Priority; [ i i
Ll ons bt STP Port Information [ Gi0/4 |
Instance ID = [Gi0i4]
FPortAdminFPortFast: enable
PortOperPortFast: disable
PortAdminAutoEdge: enable

Hello Time: PortOperAutoEdge: disable
IR ¥ PortAdminLinkType: auto

B s e PortOperLinkType: share

Eorwand ficlay: |15 PortBPDUGuard: enable
FPortBPDUFilter: disable

Save Show Bridge Info PortTCGuard: disable

Enable: ON ' '®) OFH

instance[0;
STP port config VlanMr;;{: ]1’3_4094
PortState: down
R FortPriority: 128
istances [0 PortDesignatedRoot: 32768 - 00:20:4¢:00:00:00
Port Fast: ® o PortDesignatedCost 0
SALEAsL PortDesignatedBridge: 32768 - 00-e0:4c-00-00:00
et Pl PoriDesignatedPortPriority: 0
Auto Edge: * 0N B cignatedPort: 0
B Guards= N FortAdminFathCost auto
LB S G PortOperPathCost: 200000000
PoriRole: disabled

—

BPDU Filter:z

TC Guard:

instance(4]

2) Set MSTP has launched port configuration, select the created instance, set priority (port configuration
is not online, on-line configuration will only take effect, can click on the "view the current configuration"
button to view the configured completed)

4.7. DHCP RELAY
In the navigation bar to select "/DHCP RELAY", you can set to the Dhcp relay and option82.

» DHCP RELAY
* Dhcp Relay

* option82
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4.7.1. DHCP RELAY

In the navigation bar to select "DHCP RELAY>Dhcp relay", Open the DHCP relay function, set up and
view the relay server IP address and its status. the following picture.

I DHCP Relay Enable

DHCP Relay Enable: [
DHCP Option Trust Field Enable:

[ parameter description]

Parameter Description
IP address DHCP server address
status Invalid and valid

[instruction]
If open the function of relay agent, then receives the broadcast DHCP message, to be delivered in the
form of unicast to configure on the server. The DHCP server to IP and switches in the same network
segment will only take effect.

[ Configuration example]

Such as: setting DHCP server ip for 192.168.1.22

| otce Retay Enavie

'DHCP Relay Enab
DHCP Option Trust Field Enabi

| o ey cont
DHCP Server IP: . ‘

=

Number 1P Address Status. Edit

1 0000 invaid x

First Back[1] Next Lasfi |/1Page

4.7.2. option82

In the navigation bar to select "Dhcp relay>option82", can set to OPTIONS2 circuit control, proxy
remote , ip address. the following picture:

[ ostemszconta

Circuit Control:

VLA D

Save

Humber Circut lame. Circuiti VLANID Edit/ Delete

first page prev page [1] nextpage lastpage: /1 page
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[ parameter description] 4.8. QOS
Parameter Description In the navigation bar to select "QOS", you can set to the Queue Config and Mapping the Queue.
VLAN ID the DHCP request message in the VLAN, value range is 1 ~ 4094 e
Circuit Control Circuit ID to populate the user custom content, scope of string *  Queue Config
length is 3 ~ 63 * Mapping the Queue
Proxy Remote Configuration ASCII remote id string value, the length of the

range of 1~ 63 4.8.1. Queue Config

IP Address Decimal IP address
In the navigation bar to select" QoS>Queue Config", Can be set up queue scheduling policy .the

following picture:
[instruction]

Switches, relay information to the DHCP server will take option82, VLAN ID must be configured to DHCP I Queue setting
message taken VLAN can bring option82 information.

Queue mode: WFQ W
[ Configuration example] Byte weight

Such as: add circuit control, proxy remote, ip address information. (0~127): E E D D D D D
I ‘Option82 Config - @I
Proxy Remote 1P Address

[E— E [ parameter description]
Genz 2 L® Parameter Description
VLANID: |[L i
(&) Can choose four kinds of modes:
Number Circuit Name Circuit ID | VLAN D RR round-robin scheduling
Queue mode SP absolute priority scheduling
| ovtionsz contia WRR weighted round-robin scheduling
 Cireit Control s WFQ weighted fair scheduling
Faticy Bothita- | seet i€ Set the weights of each queue, they will be in proportion to
Byte weight g g - ey prop

Proxy Remote 1D:

occupy the bandwidth to send data

VLAN ID:

.@ [instruction]

Queue 7 can not for 0.

Number Proxy Remote Name Proxy Remote ID

[ Configuration example ]
Such as: set the scheduling strategy for WRR, weight value respectively, 10, 11, 12, 12, 14, 15, 16, 17.
I Option82 Config
Circuit Control Proxy Remote I Queue setting
IP Address:[[152.165.1.85| | * Scheduling strategy: WRR -
vianio: o | - Byte weight{0~127):| 10 11 12 13 1 15 16 17]
-
| Number | 1P Address
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4.8.2. Mapping the Queue 4.8.2.2.DSCP COS Map

In the navigation bar to select "QoS>Mapping the Queue>DSCP COS Map", Differential service can be

4.8.2.1.COS Queue Map

In the navigation bar to select "QoS>Mapping the Queue>COS Queue Map", Service category can be

mapped to the corresponding queue. the following picture.

mapped to the corresponding service categories. the following picture:

COS Queue Map DSCP COS Map Port COS Map

I Differential service code point mapping team list

Server ID 0 1 4 8 9 10 [ " 12 13 [ 14 15
[ COS Queue Map ] [ DSCP COS Map ] [ Port COS Map Sosver List 1 | | o |
I Mapping Queue Status Information Server ID 16 17 20 2 25 2 ‘ 27 28 2 ‘ 30 H
: . : sorver Lis2 EAEIEAEAEDEAEAEA
Server ID o | 1 2 3 4 5 6 T ‘ serverld | 32 | 33 36 w0 | @ 2 | 35 | u | 45 | % | 4
queen [0 7] | | | i 1 o 0 ] e e
L | | Server ID 48 49 51 52 53 54 55 56 57 58 | 59 60 61 | 62 63
Server List 4 EIES o s
[parameter description] [ parameter description]
Parameten Description Parameter Description
Server ID COS the VLAN priority fields (0 to 7) Server list DSCP field has seven (0-63) is divided into four tables
Queue ID Set each cosine value mapping queue number (0 to 7) omver Ip Map the DSCP to COS fields (0 to 7), based on the cosine is
" . m
[ Configuration example] apped to a queue

Such as: cos 3 mapping to the queue 7, set the queue weight 7 to 10.

{ COS Queue Map ] [ DSCP COS Map ] [ Port COS Map

I Mapping Queue Status Information

Server ID 0 4 | 2 /‘3\ 4 5 6 7

[instruction]
Cos priority is greater than the DSCP, DSCP priority is greater than the port.

[ Configuration example]
Such as: the DSCP value of 3, 12, 23 mapping to cos 5 .

[ COS Queue Map. H DSCP COS Map ” Port COS Map }

|
T I Differential service code point mapping team list
Quewetd ([0 V] | [T ~ |2 v (2B |3 V] | [~ | [ ]| [ ¥ : ‘
serverid | 0 2 /5\ 4 5 7 L | on w2 | 3 u | 15
serverList1 [0 v]|[0 v]|[o_v]ils )|[0 v]|[o v] o ~il+ vl[v ~vil[s vil[1 v]ii vlls BEI[1 v]j[1 ]
Severd | 16 | 17 | 18 | 19 | 220 | 21 n | u|x | & |7 | 8|& | B n
|
———— sovervistz (2] [2 V] (2 V|2 )|[Z_|[E ) ‘ﬁ]l‘
I Queue setting Severd | 32 | 3 | M | ¥ % | ¥ R P P P I P R P
serveruist3 |4 v]|[a v]|[s v] [ v]a EYEAE A ESESES
Queve mode: i
severid | 48 | 49 50 55 | 54 | 55 58 | 50 60 | 61 | 6 | 63
Eyfe gt serverList |
e o o o o o o o

_44 -
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4.8.2.3.Port COS M
° a [ COS Queue Map H DSCP COS Map H Port COS Map

In the navigation bar to select "QoS>Mapping the Queue>Port COS Map", Port can be mapped to the I Port Co$ mapping

corresponding service categories. the following picture: Por: |5 ~]
- - - - Server
[ cosauemes || = ( 1 1D: [5 v
| portcos mapping Tt
i = Mode: | cos ~]
o
[wmy |
Controt st
[ COS Queue Map } [ DSCP COS Map ] [ Port COS Map
port senvord | rstose I -
. Port CoS mapping
o . 2 s 4 s . T
1 T Port: 6 <
: T Server
3 T ID: 6 v
£ U Trust
% ¥ Mode: cos v
. T
7 T
. ;
et skt o s J/3pace | cssive
‘ Port Server ID Trust Mode
[ parameter description] ‘ 2 ? 5 2 2 2 ! 2
1 T
Parameter Description 2 T
Port Select the port number (1-10) 7 T =
s T
. Mapped to the service ID, and then according to
Service ID PP ) . 9 . !
the service ID into the queue 7 T
[instruction] Fist Back[112113] Next Las{: |3 Page
Cos priority is greater than the DSCP, DSCP priority is greater than the port.
[ Configuration example ] 4.9. Addr table
Such as: port 4,5,6 respectively cos4,cos5,cos6. In the navigation bar to select “Addr table", you can set to Address Table.
| Acaress Tavie conia
| cosaueuemap || pscrcosmap || Portcosmap e e e
I Port CoS mapping Clear MAC:
vLAN: [ | vaiRange (1104098
3 MACAwdress: [ ]
Port: 4 4 o
Server
ID: 7 T35 79 BB
oooonnonoo
T Sisisinistsisisin]
Mode: cos Il 7 75 8 0B ®D
7 Optional l Fised port i Selected §7 Agoregation £ Trunk [E7IP Source Enable Port

VAN [ ] veldRange(ito 4099
MACAdaress: [

Save
o WA Ao o s e

1 00.0E.CED621:5C 1 dynamic. 5

frstpage prevpage 1] nextpage lastpagd: |/ 1page
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4.9.1. MAC Management

In the navigation bar to select “Addr Table>Address table>MAC Management", You can add static
Mac and delete Mac and view to the current of the Mac address table. The following picture:

| adarss Tavi conti

MAC Management MAC Leaming and Aging MAC Filter
ClearMAC: [Clear appoint MAC /|

VLAN: f Vaiid Range (1 1o 4094)

MAC Address : [

5 7 9 111315 17 19
g fw de Rl o =)
i1 I i i il et = =

55 0BT 8
§70ptonal 558 Fce port §BR Seected £ Aggregaton §3 Trunk LE2 1P Source Enable Pot

vLaN: [ ] vaiaRange (110 4090)
wacAdaress: [

1

Save.

3
poee gy
P g
2 4

Save
MAC Address List:
Number MAC Address VLANID Address Type Port

1 000E.C6:06:21:5C 1 dynamic 5

frstpage prev page (] nextpage lastpagdi |/1page

[ parameter description]

Parameter Description
Can choose to clear the multicast Mac address,
lear dynamic unicast M r lear stati
MAC Address cga dynamic unicast Mac add ess,lctea static
unicast Mac address, clear the specified Mac

address, Mac address table

VLAN Fill in the need to add or delete VLAN id, not
create VLAN to create can only take effect

[instruction]
According to different conditions to clear Mac address, view/add/learn the Mac address, Mac address

filtering.
[ Configuration example ]
Such as: 1) the port 6 Mac set to static Mac.

5 7 9 1 13 15 17 19
15 5 52 S S T e [l
EUUEUDD

8 10 12 14 16 18 20

D Optional w Fixed port ﬁ Selected E Aggregation E Trunk E IP Source Enable Port

MAC Address :

(Ba)]

2)clear port 6 static Mac addresses.

_48 -

I Address Table Config

MAC Management MAC Learning and Aging MAC Filter

Clear MAC: Clear appoint MAC |
VLAN: 1 :| Valid Range (1 to 4094)

MAC Address : | [ac:07-E:47:57:F2 | |

(Save

4.9.2. MAC Learning and Aging

In the navigation bar to select “Addr Table>Address table>MAC Learning and Aging", Can be set up
port Mac address study limit and Mac address aging time . the following picture:

T rsses oo conts

MAC Management MAC Leamning and Aging MAC Fitter

T35 7 906w
(=0 g 5= = 50 S0 5 S o] o]

B bt Tl B & =] =]

746 8 BT wD

§72ptonal 5B Fied port R Selected {73 Aggregation §] Trunk FEJIP Source Enabl Port

MAC Learing Limit: [FIST ] (Leaming Range 0:6191)
Save
Time: [300 ] (0 mdcates o

Save

‘ Number port MAC Loaming Linit Number
1 oo o191

o 8191

o 8191

Gioia 8191

Gios 8191

Giors 8101

o7 8101

8191

Frst Back]21(3] Next Lasfi /3 Page

e

[ parameter description]

Parameter Description
MAC Learning Limit Range 0-8191,default 8191

MAC Address Aging Default 300
Time

[ Configuration example]
Such as: 1) setting port 2 address study limit for 2000 .
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I Address Table Config

MAC Management MAC Leaming and Aging MAC Filter

1, 8 5 I 97 B9 %9
S Bd 52 S e B S0 5] o] o]
UUEEUUUDD
4 6 8 10 12 14 16 18 20

{1 0ptional [ Fixed port i Selected [ 1] Agaregation [] Trunk [E{IP Source Enable Port
—

(Learning Range 0-8191)

MAC Learning Limit:

@

2)will be dropped or learn the Mac address of the port equipment after 2 minutes disappear
automatically from the Mac address table

|mow
Mac address Aging nn@ ]
4

=

(0 indicates not aging,10-1000000 second)

4.9.3. MAC Filter

In the navigation bar to select"Addr Table>Address table>MAC Filter", Can be filtered according to the
condition does not need the Mac address. the following picture:

| Acaress Tavie conta
WAC Manogoment | MAC Leaming and Aging

MAC Address:

| |
vian: [ ] VaidRange (110 4098)

Delete.

frstpage provpage ] nextpage lastpagd: |/1page

MAC Address VLANID Address Type

[ parameter description]
Parameter Description

MAC address Can’t add multicast Mac address

VLAN VLAN number

[ Configuration example ]
Such as: the Mac address for 00:20:15:09:12:12 added to the filter in the table.

| Adaress Tavte connig

MAC Management MAC Learning and Aging MAC Fiter

MAC Address] [z sz |
VLAN: [1 Valid Range (1 to 4094)

VLANID

[Gae)

MAC Address Address Type Delete.

e s pad (] s e g8 e
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4.10. SNMP

In the navigation bar to select “SNMP", you can set to the Snmp Config and Rmon Config.

» SHNMP
* Snmp Config

* Rmon Config

4.10.1. Snmp Config

4.10.1.1. Snmp Config

In the navigation bar to select “SNMP >Snmp Config>SNMP Config", you can Snmp function enable.

The following picture:

[ SNMP Config ” Community Config ” Group Config H User Config H Trap Config H View Config

| SNMP Config

‘ (=

[instruction]
The SNMP function must be turned on in the configuration RMON, otherwise it will be configured to fail.

[ Configuration example]

Such as: open Snmp.

{ SNMP Config H ‘Community Config H Group Config ” User Config H Trap Config H View Config

I SNMP Config

-

4.10.1.2. Community Config

In the navigation bar to select “SNMP>Snmp Config>Community Config", Can specify group access.

the following picture.

[ snme conrig H@H Group Config || userconfig || Trapconfig | view Config

] s communny s

a ‘Community Name Access Authority Edit/ Delete
© New community @ Delete Selected Community Fist Back[1] Next Las{i _|/1Page
[ parameter description]
Parameter Description
group Community string, is equal to the NMS and Snmp agent
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communication between the password

Read-only: specify the NMS (Snmp host) of MIB variables can
only be read, cannot be modified Read-only can write: specify
the NMS (Snmp host) of MIB variables can only read, can also
be modified

Access authority

[instruction]

The upper limit of the number of groups is 8.

[ Configuration example ]
Such as: add a read-write group called public...

[ 'SNMP Config l [ Community Config l [ Group Config ‘ ‘ User Config l [ Trap Config l [ View Config
SNMP Community List
e —— o T sNuI:c:;m;mniw Configuration ‘ o

&\_, Community Name | [pabIic * String Length (1-16)
\ Access Authority :| [Read Write ~

= Em

4.10.1.3. View Config

In the navigation bar to select “SNMP>Snmp Config>View Config", Set the view the rules to allow or
disable access to some of the MIB object. the following picture.

[ swmpconfig || community contig || Groupcontig || usercontig || Trapconfig || iewconfig) |
ViewName [ * sting engtit-16]
New view |
| R — T
(m] Rule MIB Subtree OID ‘Subtree Mask Edit/ Delete
© NewViewRule © Delete Selected View Rule First Back[1] Next Lasfs /1 Page

[ parameter description]

Parameter Description

View name View name

include Indicate the MIB object number contained within the view
exclude Indicate the MIB object son number was left out of view
MIB Subtree OID View the associated MIB object, is a number of MIB
Subtree mask MIB OID mask

[instruction]

Each view is best to configure a view rule, otherwise it will affect the SNMP function.

[ Configuration example ]
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such as: establish a view 123 , MIB subtree oid .1.3.6.1 contain among them.

" SNMP Config ” ‘Community Config H Group Config H User Config H Trap Config H View Config

| ViewName{[123 [ | * Stringlength[1-18]

‘f—i New view

[ SNMP Config H Community Config H Group Config H User Config ” Trap Config H View Config

View Name Siring length[1-16

[Edit View Rule

View Rule Li

Mote: Excluded applies o a subset of the included content Exclusive use does not take effect.

Rule ng; Include O Exclude

MIB Subtree

|| oD 1361 * String length[1-64]
Subtree Mask : * String length[1-31]

EE T

4.10.1.4. Group Config

In the navigation bar to select “Snmp>Snmp Config>Group Config", setting Snmp group. The
following picture.

| snmp config || community connig || @H usercontig | Trapconnig || Viewconnig |

| swwe Group
o Group Name Security Level Read View Read and Write View Notify View Edit/ Delete
© NewGroup @ Delete Selected Group Fist Back (1] Next Lasfs __|/1Page

[ parameter description]
Parameter Description
Group name Group name
Attestation not only encryption: this group of users transmission
of the message need to verify the data don't need to confidential

No authentication encryption: this group of users' messages
don't need to verify data transmission also does not need to be

S ity level
ecurtty leve kept secret

Both authentication and encryption: this group of users need to
verify the news of transmission and transmission of data need to
be kept secret

Read view, read and | The associated view name
write view ,study view

[instruction]
Before the cap on the number set of configuration of 8, the new group needs a new view to create a
group.
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[ Configuration example ]

Such as: firstly, new view 123, then new group of goup1.

I View e list 123 v delote view
s} rule WIB subtra2 OID subtree mask operafion
(] incuded 1361 2z %
@ Newviewrule @ Delete select View rle et oage pravoage[1] ned page lastpage1
‘ SNMP Config || Community Config 1 [ Croup Config ‘ | usercontig | ‘ Trap config | ‘ View Config

SNMP Group

New group

Group Name : sroupt = Sting Length (1-16)
Security Level : Authentication find 1/
Read View: none ~

Write View : none ~
Notify View: none ~

o W - |

4.10.1.5. User Config

In the navigation bar to select “Snmp>Snmp Config>User Config", setting Snmp user. The following
picture:

‘ SNMP Config || Community Config H Group Config H (@\\ Trap Config H View Config

| st ser

OO0 userName ‘Security Level Group Name. i Encrypt Mode Encrypt password Edit/ Delete

© NewUser @ Delete Select User First Back (1] Next Las{: |/1Page
[ parameter description]

Parameter Description

User Name User name, range 1-16

Attestation not only encryption: this group of users transmission
of the message need to verify the data don't need to confidential

No authentication encryption: this group of users' messages
don't need to verify data transmission also does not need to be

ity Level
Security Level Kept secret

Both authentication and encryption: this group of users need to
verify the news of transmission and transmission of data need to
be kept secret

Specified use MD5 authentication protocol or SHA authentication

Authentication Mode
protocol

Authentication Range 8-10
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Password

Encrypt Mode Specified using AES encryption protocol or DES encryption

protocol
Group Name A user group name
Encrypt Password Range 8-60

[instruction]
Cap on the number configuration of 8, users need a new view and group to use, the user's security level
must be consistent with the group level of security. Add a user authentication and encryption, and
configure belong to groups of users, the user will be used for Snmpv3 connection.

[ Configuration example ]

Such as: new view 123, the newly built group group1, new users user1 .

[ 'SNMP Config l [ Community Config 1 [ Group Config l [ User Config 1 [ Trap Config ] [ View Config
SNMP User
Lita..  New SNMP user N,
.f:_\_/ > User Name : String Length (1-16)
Security Level :
roup Name :
cati [ |
Authentication Password : sString Length (8-60)
Confirm
Password : 12345678
Encrypt Mode : DES v
Encrypted Password : Sting Length (8-60)
| Confirm Encrypted Password :

el =N

4.10.1.6. Trap Config

In the navigation bar to select “Snmp>Snmp Config>Trap Config", Can specify sent the trap
messages to Snmp host (NMS). the following picture:

[ sumecontig || community contig || Groupcontig || usercontig || \m@ || viewconng |
| T estnaton s
a Destination IP Address ‘Security Name ty Edit/ Delete
© NewTrap © Delete Selected Trap First Back[1) Next Lasfs__|/1Page

[ parameter description ]
Parameter Description

Destination IP address Snmp host ipv4 address

Security name Snmp user name
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version V1,v2,vV3

Specified using AES encryption protocol or DES encryption

Security mode protocol

Group name User group name

[instruction]

The Trap cap on the number configuration of 8, you can configure a number of different Snmp Trap host
used to receive messages. Trigger the trap message time: port Linkup/LinkDown, equipment of cold -

start (restart when power supply drop)/warm - start (a warm restart), and Rmon set port statistical
fluctuation threshold.

[ Configuration example ]
Such as: setting hoset 192.168.1.30 receive trap information.

[ SNMP Config H Community Config H Group Config H User Config H Trap Config H View Config

Trap Destination Host

Destination IP Ad

owner Set the table creator, range: 1 ~ 30 characters of a string

[instruction]
At the time of configuration Rmon Snmp functions must be open, otherwise the prompt dialog box will

appear.

[ Configuration example ]
Such as: set up monitoring Ethernet port after 4 to check the data.

[ Statistics Group H History Group || Atarm Group H Event Group }

count group list

statistical group configuration

index { 77 |1 * (1-65535)
interface name { inlerface Gio4 | 4
owmner{ Cocd| || * stringlength[1-30]
=
Statistics Group. H History Group H Alarm Group. H Event Group }

| countaroupiist

New Trap
Delete Selected Tra
Destination IP
Address : 192168130 -
Security Name : [usert ol
UDP Port Number: | [162 i
| Security Mode : vl [~]

Statistical information

Number of Packet Discarding Events :

I

4.10.2. Rmon Config

4.10.2.1. Statistics Group

In the navigation bar to select “SNMP>Rmon Config>Statistics Group", Set an Ethernet interface
statistics .the following picture:

[ @H History Group || Alarm Group || Event Group.

| stes roupis

a Index Interface Name. Owner Edit/ Delete
NewCountGroup _ Delets Selected Count Group st Back[1) Next Lasls |1 Page
[ parameter description]
Parameter Description
The index number, the value range of statistical information table
Index .
is 1 ~ 65535
Interface Name To monitor the source port
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3 Number of Received Bytes : 89385
Humber of Received Packets:L w813

Humber of Received Broadcasting Packets 4164

Number of Received uficast Packefs : 22

Number of Received Packets With CRC Check Failzd

Number of Received Packets Smallar Than 64 Bytes 312

Number of Received Packets Larger Than 1518

4.10.2.2. History Group

In the navigation bar to select “SNMP>Rmon Config>History Group", Record the history of an
Ethernet interface information. the following picture.

StaisicsGroup || sty Group~ | Aamerowp  EventGroup
el

Im'maryqrmpisl
index. interface name. ‘maximum number of samples sample perod omer stafus. operaton
Q) newtistorygroup & deetsselcthistorygretp istpage pravpage[1] ned pace \aslpagelinnags
[ parameter description]
Parameter Description
Index Historical control table item index number, value range is 1 ~
65535
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Interface Name To record the Ethernet interface

Set the history control table item of the corresponding table
capacity, namely the Max for number of records the history
table, value range is 1 ~ 65535

Maximum Number of
Samples

Set up the statistical period, scope for 5 ~ 3600, the unit is in

Sample Period seconds

Owner Set the table creator, range: 1 ~ 30 characters of a string

[instruction]
At the time of configuration Rmon Snmp functions must be open, otherwise the prompt dialog box will
appear.

[ Configuration example]

Such as: monitor Ethernet port 4 historical information.

[ statistics Group H History Group H Alarm Group H Event Group }
| nistory aroup tist

index interface name

//—\ ety HISTOTY group configuration
istory grouf ETESECT e or arou e
/ indelx: 222 || * 1-65535]

interface name: interface Gioi4 v

I

Maximum
numberjof
samplds: 22227 T * [1-65535]

sample period 23 * second

= En

4.10.2.3. Event Group

In the navigation bar to select “SNMP>Rmon Config>Event Group", The way in which define events
trigger and record them. the following picture.

‘ Statistics Group [ Kistory Group } Alam Group ‘wiv\imw }

I event group st
O index description owner action stalus operation
O neweventgrom @ deete seect 2ventgreup istpage prevpage[1] netpags asipager  I1page

[ parameter description]

Parameter Description

Index The index number, the value range of the event table is 1 ~
65535

Description The Trap events, when the event is triggered, the system will
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send the Trap message, Log events, when the event is triggered,
the system will log

Set the table creator, ownername for 1 ~ 30 characters of a

Owner .
string

[instruction]
At the time of configuration Rmon Snmp functions must be open, otherwise the prompt dialog box will
appear.

[ Configuration example ]
Such as: create an event to trigger 345, the system sends the trap message and log .

[ Statistics Group H History Group H Alarm Group H Event Group ‘
| event group list
C:) event group configuration 5
index:| 345 * [1-65535]
deseription| 212 [ * stiing lengtn[1-30]
owmer:| Coso * sting lengthi 1-30]
action:|[¥ Log ] Trap

=

4.10.2.4. Alarm Group

In the navigation bar to select” SNMP>Rmon Config>Alarm Group", define alarm group. The following
picture.

| swtsticsroup || History Group || Calarm Group > || Eventaroup |

| e cropist B

Statistical | Statistical Group | Sampling Time | Sample | Last Sample | Upper Alarm | Upper Alarm Threshold | Lower Alarm | Lower Alarm Threshold | T T Edit/
e Oue

]| e Interval Type Count Threshold Limit Limit Events Threshold Limit Limit Events Delete

© New Alarm Group © Delete Selected Alarm Group Fust Back1] Next Lasft |11 Fage
[ parameter description]
Parameter Description

Index The alarm list items index number, value range is 1 ~ 65535

Statistical type values :3:DropEvents. 4:0Octets. 5:Pkts.
6:BroadcastPkts. 7:MulticastPkts. 8:CRCAlignErrors.
9:UndersizePkts. 10:OversizePkts. 11:Fragments. 12:Jabbers.
12:Collisions. 14:Pkts64Octets. 15:Pkts65to127Octets.
16:Pkts128t02550ctets. 17:Pkts256t05110ctets.
18:Pkts512t010230ctets. 19:Pkts1024t015180ctets

Static Event

Set up the corresponding statistics statistical index number,

Statistical Group Index decided to statistics to monitor the port number

Sampling Time Interval | Sampling time interval, the scope for 5 ~ 65535, the unit for
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seconds 4.11. LACP

In the navigation bar to select "LACP”, you can set to the Lacp Config.
Sample types for the absolute value of sampling, the sampling

time arrived directly extracting the value of a variable » LACP
* Lacp Config

Sampling Type

Sampling type for change value sampling, extraction of the
Last Sample Count arrival of the sampling time is variable in the change of the 4.11.1. Lacp Config
sampling interval value

Upper Alarm threshold In the navigation bar to select "LACP>Lacp Config" the following picture:

Set the upper limit the Parameter values

Limit [ LACP setting || LACP Dispiay
Lower Alarm threshold
- Set the lower limit Parameter values I SR

Limit Open LACP: [
Al

Upper Alarm/Lower

Alarm threshold Limit  Upper/lower limit reached, for each event | Lace pusic paramete setings

Events System priority (1-65535)
| Aeely

Owner Set the table creator, ownername for 1 ~ 30 characters of a I Ve e e

string choose port to set up:

£ £ £ T £ 0 Y R L
=l (=]
[instruction] UBBUUUUB%%
At the time of configuration Rmon Snmp functions must be open, otherwise the prompt dialog box will e S M -
appear. This configuration need to configure statistics groups and events. S vt 0 et vt B Selried A7 oo S Tk L 15 ol e Pt
Tip: Click and drag cursor over ports fo select multiple ports  Selectall Select all others Cancel
[ Configuration example] Port priority: |1 (0-65535)
¢} p
) - ;
Such as: new statistics group of 77 and the event group 345, set up more than 12 and below the lower Aggrgiepotaumhenil
Aggregate model:

limit 3, Beyond the scope of alarm .

£

T e cument user name: aamin TR T TV T T —

[ Statistics Group H History Group H Alarm Group H Event Group

| @tarm group list

4.11.1.1. LACP Setting

S ot Ea
index(123 | *[1-6553g . . . - . .
Rinfioilts evpvects = In the navigation bar to select LACP>Lacp Config>LACP Setting” , the following picture:
Statistical group index:| 77 v
Sampling time interval 123 * second

Sample type:| Absolte =

ower:| Caes * string lengtn{1-30]

‘The alarm threshold limit:| 12 * [0-2147483647]
Events that exceed the
threshold limit: 345 Z
Alarm threshold limit 3 * [0-2147483647]
Events below the threshold|
fimit;| 345 v

(=
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[ @P setting) || LACP Display | cace acuvation port parameter seitings
choose port to set up:
| LACP status
o 1 3 5 7 9 1113 15 17 19
JRERINEE Sl S ) et 7 S o ] o]
Ik et i o B Tl o i = =
2 4 6 8 10 12 14 16 18 20
LACP public parameter setlings
I ’ {3 Optional 7 Fixed port § Selected §77Aggregation 573 Trunk {E71P Source Enable Port
System priority (1-65535)

I LACP activation port parameter settings

Tip: Click and drag cursor over ports to select multiple porfs  Selectall Select all others Cancel

por prioy: e
Aggregat portnuber

choose port to sef up: Aggregate model:

1 3 & 7 11 3% 47 14

St 5d et Sl i St i 5 o] [l

D e e g i | Port priority: You can set to Port priority. Rang 1-65535

2 4 6 8 10 12 14 16 18 20
™ Optional i Fixed port il Selecled {77 Aggregation [ Trunk §E]IF Source Enable Port Aggregate port number: You can select the Aggregate port number.
Tip: Click and drag cursor over ports fo select multiple ports  Selectall Select all others Cancel Aggregate model: YOU can Se|eCt the Aggregate pOI‘t numbel’. Include aCtiVe and paSSiVe.

Port priority: (0-65535)
Aggregate port number:
Saupetmoiel 4.11.1.2. LACP Display
LACP status In the navigation bar to select “LACP>Lacp config>LACP Display”,You can see the table of lacp . the
following picture:
I LACP status ‘I Lace settng_ |
Ao || rarcis || iroriniesibe. ||| Pocena: | mur || Poitcpeasontey’ || Porinmsion || tacpeeoicotsius | {mppaimrsaa | oomsion
Open LACP: [

Fust Back[1) Next Lasfi_ 11 Page

4.12. SYSTEM

In the navigation bar to select “SYSTEM", you can set to the System Config, System Update, Config

Open or close LACP.

LACP public parameter settings Management, Config Save, Administor Privileges and Info Collect.
» SYSTEM
I “CACP public parameter settings *  System Config
System priority [1 | (1-85535) ¢ System Update

A | * Config Management

* Config Save

*  Administrator Pri...
You can set to System settings, range 1-65535. ministrator Pri

) ) . * Info Collect
LACP activation port parameter settings
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4.12.1. System Config

[ System Settings H System Restart H_

I Basic System Information
4.12.1.1. System Settings M AT o]
— . . \ . ) Management IP: 5
In the navigation bar to select “SYSTEM>System Config>System Settings", Basic information set
switch. the following picture: ek 2
[ H System Restart ” Password ” EEE Enable H SSH Login ” Telnet Login ” System Log } Defauit e, [3:0,0.4
| Basic system information Jumbo Frame: [1518 | (1518-9216)
Management VLAN:[1 '~ - Device MAC: [00:50-4C-00:00:00 | DNS Server:
Management IP: . IpveAddress: [ |
Subnet Mask: E Device Name: Login Timeout
Default Gateway: Device Location: [ ] (Minutes):
Jumbo Frame: [1518 __ |(1518-0216) Contacts(include . — . -
ons server: oo ] mawox; [ |53¥“~‘| | Delete l @ ement
Login Timeout
RmIEs: i [ System Settings ” System Restart H Password ” EEE Enable H SSH Login ” Telnet Login H System Log
T
I ST MnnﬁuemeanLAN:l B Device MAC: [00: |
Current System Time: 2000-01-01 03:01:40 Management IP: B pv6Address: ||
SetTime: Subnet Mask: . P———
LIMEE Defautt Gateway: Devies Location: [T
Jumbo Frame:= 1518 | (1518-9216) Contacts{include
ipti DNS Server: | mailbox): |
[ parameter description] ot
Parameter Description ouizes); FEN
&
Device Name Switch name -
R 2) insert the PC interface 9 or 10 ports, set up the management IP for 192.168.2.12, device name is yoyo,
Management VLAN Switches use VLAN management .) . P P 9 yoy
timeout for 20 minutes , Jumbo frame for 5000.
Management IP Switch IP address management
— , s . . . System settings ] [ System restart ] [ Password change ] { ssh login ] [_
Login Timeout Don't use more than login timeout after login to log in again { ¥ g ¥ g o9
I system basic information
[ Configuration example] —
. X . Manage VLAN: 2 - * Device MAC: [da:ad:12:34:56:78
Such as: 1) set up the VLAN 2 is management VLAN, should first created vlan 2 the VLAN Settings, and o —
B * ;
set a free port in the VLAN 2. Manage IF: 182.165.2.12 | Rebiceikimes
Mashk: 255. 255 255.0 * Device position:
| viansettings || AccessPortsettings || Trunk Port settings || Hybrid Port settings.
| vanios Default gateway: 0.0.0.0 Contacts:
L] iame.
== e B = = Jumboframe (1518-9216) Contact
i N0t Te2168.1 11024 120 B
o 2 VLANO0OZ Z X | DNS server: 0.0.0.0 information:
© NewVLAN © New Multiple VLAN @ Delete VLAN Fist Back[1] Next Lasfy ]/1Ppage
Login
timeout(minutel: 20|

3) use 192.168.2.12 logging in, sets the system time .
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I system time

current system time: 2000yeard 1month01dayMorning07.53:25

Reset time: | =

Automati ¢ 4 _— 2015 s

Sun Mon Tue Wed Thu Fri Sat
it 2° 25 @ J &k
g 9 10 11 121314
15 16 17 18 19 2021
22 23 24 RS 26 27 28
29 30 1 2 3 45
& ¥ 8 - A1l

Time |16: 51 : zs@ L o)
| ear [(Today] ok |

4.12.1.2. System Restart

In the navigation bar to select “SYSTEM>System Config>System Restart", equipment can be
restarted. the following picture:

[ System Settings ” H Password ” EEE Enable H SSH Login H Telnet Login H System Log }

I System reboot
Retan

[instruction]
Click the button to restart the switch. The restart process may take 1 minute. Please wait patiently. The
page will be refreshed automatically after device restart.

[ Configuration example ]

Such as: click "restart" button.

[ System Settings H System Restart ” Password H EEE Enable H SSH Login H Telnet Login H System Log

I System reboot

==

4.12.1.3. EEE Enable

In the navigation bar to select "SYSTEM>System Config>EEE Enable", The password change to
equipment. the following picture:
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[ System Settings H System Restart H Password ‘H SSH Login H Telnet Login H System Log }

I EEE Config
[instruction]
Energy Efficient Ethernet, Open the EEE features by default.

412.1.4. Password

In the navigation bar to select "SYSTEM>System Config>Password", The password change to
equipment. the following picture:

[ System Settings H System Restart ”@” EEE Enable ” SSH Login H Telnet Login H System Log }
I Change Administrator Password

Pasaword type: [Encypred passor |

ol [ |

h ]

Confirm =

E=ER

[instruction]
1. If you set a new Web login password, then log in again after seting the new password.

2. Password can not contain Chinese, full-width characters, question marks and spaces.
3.If forget the password reset, can be reset in the console.
switch(config)# password admin
New Password:3456
Confirm Password:3456
[ Configuration example]
Such as: amend the password to 1234.

I ‘Change Administrator Password

Password type | Encrypted passworc j

Old Password| @ @988 ]
i
i

New Password] @ @88
Confirm New Password] @@ @@

s
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4.12.1.5. SSH Login

In the navigation bar to select “SYSTEM>System Config>SSH Login", SSH open. the following picture:

[ System Settings ” System Restart ” Password H EEE Enable }[ Telnet Login ” System Log }

I SSH Config
\
T

[instruction]

Configure the user to be able to switch through the SSH login device.

[ Configuration example ]
Such as: SSH open, you can CRT to log in.

[ System Settings H System Restart H Password H EEE Enable H SSH Login H Teinet Login H system Log
Ischmmq

o

4.12.1.6. Telnet Login

In the navigation bar to select "SYSTEM>System Config>Telnet Login", Telnet open. The following
picture:

[ System Settings H System Restart H Password ” EEE Enable H $SH Login H @H System Log }
Imnetc-mﬁg
-

TelnetTimeout:5 |

[instruction]
Configure the user to be able to switch through the Telnet login device.
[ Configuration example ]

Such as: Telnet open, PC Telnet function open, you can log in.

[ System Settings ” System Restart H Password H EEE Enable ” SSH Login H Telnet Login ” System Log

I Telnet Config
[
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4121.7. System Log

In the navigation bar to select "SYSTEM>System Config>System Log", to view the log and set up the
log server. the following picture:

[ System Settings. H System Restart H Password H EEE Enable H SSH Login ” Telnet Login H ml
| Loacont S
Log Switch:
severi: [ ]

Send Log

Save seftings

| Gurrent Log Information
Keyword -smu:h _DMW S

[Syslog logging: enabled

(Console logging: level informational, 2 messages logged

Monitor logging’ level informational, 0 messages logged

[Buffer logging: level informational, 2 messages logged

[Timestamp debug messages: dateiime

Timestamp log messages: datetime

[Sequence-number log messages: disable

(Sysname log messages: disable

[Trap logging: level informational, 2 message lines logged, 0 fail

lLog Bufter (Total 16384 Bytes).

Jan 01 00:0022 %PORTMANAGE-Notfications-UPDOWN: interface gigabitethemet 5, changed state to up
an 0100:00:30 %COMMON-Informational-SYSTEM-REBOOT: system cold reboot

[ parameter description]

Parameter Description

Log switch Open and close

Server IP Appoint to server address

Send Log Level 0-7

Keyword Enter the required query of characters

[instruction]
Open log switch, set up the syslog server, system log will automatically be pushed to the server.
[ Configuration example ]

Such as: 1) the error log information in 192.168.1.110 pushed to the server

[ System Settings | | System Restart ] | Password
I Log Config

Log Switch: | (§ A

serverip: |12 s Li0 ||

Send Log
(Save settings )

2)input the Mac keywords , click "query “button, click on the "clear log" button, can clear the log .
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I current log information - -
{ Import/Export Config } { Restore Config ‘ [ Factory Reset

oo Concoat Eollg

gysluglmlggm_g er:’a_\hlebn: " ® Backup ) Import Configuration
B e e
onsole logging: disable: File Name: | |-conf

Wonitor logging: level debugging, 0 messages logged
Buffer logging: level debugging, 444 messages logged T e
Timestamp debug messages: datetime —
Timestamp log messages: datetime

Sequence-number log messages: disable I Backup File List

Sysname log messages: disable

Trap logging: level informational, 444 message lines logged, 0 fail Name

Log Buffer (Total 4096 Bytes):

Jan 01 00:00:22 %CLI-Errors-CLIERRINFO: CLI load config excute cmd error: vian-fitter enable i T
Jan 01 00:00:22 %CLI-Errors-CLIERRINFO: CLIload config excute cmd error: mac-vian enable

Jan 0100:00:22 %CLI-Errors-CLIERRINFO: CLI load config excute cmd error: subnetvian enable
Jan 01 00:00:22 %PORTMANAGE-Informational-PORT: set port 26 flow control off

Jan 0100:00:22 %CLIErrors-CLIERRINFO: CLI load config excute cmd error: rate-limit input 262143
Jan 0100:00:22 %CLIErrors-CLIERRINFO: CLI load config excite cmd error: rate-limit output 262143 [instruction]

Jan 01 00:00:22 %CLI-Errors-CLIERRINFO: CLI load config excute cmd error: cvian-trusted enable

Jan 0100:00:22 %CLI-Errors-CLIERRINFO: CLI load config excute cmd error: vian-transiation ingress disable . X .

Jan 0100:00:22 %CLIErrors-CLIERRINFO: CLI load config excute cmd error: vian-ranslation egress disable Import process can not be closed or refresh the page, or import will fail!

Jan 01.00:00:22 %CLI-Errors-CLIERRINFO: CLI load config excute cmd error: vian-filter enable

Hen e D e o et coig e i o o dnipensits After the introduction of configuration, to enable the new configuration, please in this page Restart

device Otherwise configuration does not take effect.

[ Configuration example]

Such as: 1) in the configuration first save the page, click save configuration to save the current
configuration, then export the configuration.

4.12.2. System Upgrade

In the navigation bar to select “SYSTEM>System Upgrade", Optional upgrade file to upgrade. the
following picture.

| import/Export Config || Restore Config || Factory Reset |

Show Current Config Export Config

I. System Upgrade
ICunuItSoﬂ!lI’l\fenhﬂ: V103SP7D180809

File Name: | Browse... | Efart Upgrads

size

123 cont 286K 00:07:46 2000-01-01

[instruction]
1 please confirm that the upgraded version of the same model and the same model.
2 in the upgrade process, you may encounter flash to make the page is temporarily unable to respond to
the page, this time can not power off or restart the device, until prompted to upgrade successfully! ‘ = - “, : T
et oty Beat el

2) import configuration.

4.12.3. Config Management Dol e poas T pag ke e o CIOREY T e
Prompr: After the introduction of configuration, to enable the nev
il Name: —t ""1 Organize v New folder &~
. | 457 Favorites Ho Test
412.31. Import/Export Config [ | C— B R
Name. ’ H Recent places w This PC 7 l.j Libraries
1 ="
In the navigation bar to select “SYSTEM>Config Management>Import/Export Config", can import g ||+ 4 Homegroup Q‘ 4on NewRich Text Document
{ Network ==| Rich Text Document
and export configuration files, the backup file. the following picture: B ThspC ety l
€ Network

File name: @

Saveastype |AllFiles

4 Hide Folders @ Can
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[ mportExport config || Restore Config |[ Factory Reset
Shom Corrant Confi Bapers Conflz

OBackup @ Import Configuration

Do notrefresh or close the page during the import
Prompr: After

e |

| sscpriern

\ it s
—— P—

3)backup.

| Import/Export Config H Restore Config H Factory Reset

ackup () Import Configuration
e

4.12.3.2. Restore Config

In the navigation bar to select “SYSTEM>Config Management>Restore Config", you can configure
backup file. The following picture:

[ importExport Config || Restore Gonfig [~ Fastory Reset |
Name

Time Stamp
®  2345.conf 219K 03:0551 2000-01-01
O 123456 conf 199K 02:35'53 2000-01-01

(©Restore Backup O Delete Backup - O Save Backup O Rename Backup.
Confirm Recovery

[instruction]
Operating this page should be in the current configuration page first, the backup file.
[ Configuration example ]

Such as: restore backup.

[ Import/Export Config H H Factory Reset

\ = o s

©  23a5.conf 219K 03:05:51 2000-01-01

O 123456 conf

IO Restore Baskup_ O peite Backup O ave Backup | © Rename Baciap
U

199K 02:35:53 2000-01-01

-72-

16-Port Gigabit + 4-Port Gigabit SFP L2 Managed PoE Switgh

412.3.3. Factory Reset

In the navigation bar to select “SYSTEM>Config Management> Factory Reset", Can export the
current configuration and restore factory configuration .the following picture:

[ Import/Export Config ” Restore Config ] actory Reset )

[instruction]

Restore the factory configuration, will delete all the current configuration. If you have any useful
configuration, the current system can lead the factory configuration again after the current configuration.

[ Configuration example

Such as: restore configuration can be the guide before they leave the current configuration .

[ Import/Export Config ” Restore Config ” Factory Reset

4.12.4. Config Save

In the navigation bar to select “SYSTEM>Config Save", you can save current configuration. The
following picture.

[instruction]

Save settings will delete all default configurations. If there are useful configurations, clickbackup
Configurations before save the settings.

[ Configuration example ]

Such as: click "save settings" button.
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4.12.5. Administrator Privileges

In the navigation bar to select "SYSTEM>Administrator Privileges", Configurable ordinary users. the
following picture.

Administrator Settings

Password type:

User Name:

Newpasswort: [
o

Passwore: [
‘Add User
| wseris

User Name. Edit/ Delete

user Z
admin 3

et saet] et Lasl_ ] 1Poge

[instruction]
Only the admin of the super administrator can access this page is used to manage users and visitors.
The user can log in the Web management system of equipment for routine maintenance. In addition to
the admin and user, can add up to five users. Ordinary users can only access information system home
page.

[ Configuration example ]

Such as:

Administrator Settings

Password type: | Encrypted passworg ~
User Name: [1234 i
New Password: @99 "

Confirm

Password: [@@@® i

4.12.6. Info collect

In the navigation bar to select “SYSTEM>Info collect", you can collect to the system debug information.
The following picture.

E‘ 11 Bﬁg

[instruction]

collect useful infomation, it may take a few moment .
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[ Configuration example ]
Such as: click on "collect" button .

!-]I@c'
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Appendix: Technical Specifications

Hardware Specifications

Standards and Protocols

Interface

Network Media

Transfer Method
Switching Capacity
Packet Forwarding Rate
Packet Buffer

MAC Address Table
Jumbo Frame

PoE Ports(RJ45)

Power Pin Assignment
PoE Budget

Per Device

Indicators
Per Port
Power Supply

Dimensions (LxWxH)

Environment

IEEE 802.3i , IEEE 802.3u , IEEE 802.3ab , IEEE802.3x ,
IEEE802.3z , IEEE802.3ad , IEEE802.1p , IEEE802.1q ,

IEEE802.3at , IEEE802.3af

16 x 10/100/1000 RJ45 Ports (Auto Negotiation/Auto MDI/MDIX)
4 x 1000Mbps SFP ports

1 x Console port

10BASE-T: UTP category 3,4,5 cable (maximum 100m)
100BASE-Tx: UTP category 5,5e cable (maximum 100m)
1000BASE-T: UTP category 5e,6 cable (maximum 100m)
1000Base-SX:62.5um/50pm MMF(2m~550m)
1000Base-LX:62.5um/50pm MMF(2m~550m) or 10um SMF

(2m~5000m )

Store-and-Forward

40Gbps

29.76Mbps

4.1Mbit

8K

9KByte

16* PoE ports compliant with IEEE802.3at/af
1/2(+),3/6(-)

240W

Power: Green

SYS: Green

10/100Mbps Link/Act: Orange
1000Mbps Link/Act: Green
PoE: Yellow

AC 100-240V/50-60Hz 260W internal power

4407208*44mm

Operating Temperature: 0°C - 45°C

Storage Temperature: -40°C - 70°C

Operating Humidity: 10%~90% RH non-condensing
Storage humidity: 5%~90% RH non-condensing
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Software Specification

Basic function

® Ethernet Setup

® STP/RSTP/MSTP
Storm-control
Port Monitor

Port rate-limit
MAC filtering

VLAN
® Port based VLAN
® 802.1Q VLAN

Management

e HTTP WEB
® Telnet
® SSH
°

Console

Three layers of functional The security policy

Safety features

The ARP deception, the ® ACE capacity
network cheating

® ACL
Filtering the IP port
iltering the IP po ® QoS
Static binding IP and MAC

® DAI

Arp trust port
Static routing capacity

Ping and Traceroute

Application protocol

Radius ® DHCP Relay
Tacacs+ ® DHCP snooping
Preventing DOS attacks ® DHCP Client
dot1x ® FTP/TFTP

The gateway ARP

deception

Other function

LLDP
IGMP Snooping
SNMPV1,V2c,V3

RMON (1,2,3,9)
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