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1. NOAroTOBKA POYTEPA K PABOTE

1.1. NopkntoyeHune poytepa k MNMK. BknrovyeHune

1.1.1. MNopknioumte poyTep K NK cormacHo TexHMYecKon AOKYMEHTaLMK, NnpunaraemMomn K Balemy po-
yTepy. MNogkniounte ceTeBon agantep NUTaHWUs poyTepa K pO3eTKe 3NEeKTPUYECKON CeTu.

1.1.2. Tpn nepBOM BKIOYEHUKN, NPOM3BEANTE MOMHLIN COPOC poyTepa As BO3BpaTa K 3aBOACKAM
HaCTpOWMKaM Mo YMONYaHMUI0, COrMacHO TEXHUYECKOW AOKYMEHTaLMM Ha Ball poyTep.

1.2. ABTOopu3sauua B Web-nnrepdence

1.2.1. Ana HacTponkn poyTepa, oTkponTe obo3peBaTenb uHTepHeTa (6paysep), Hanpumep, Google
Chrome.

1.2.2. B apgpecHon cTpoke Opaysepa Habepute IP-agpec Bawero poyrtepa: http://192.168.1.1 un
HaxmuTe knasuwy Enter (BBoa AaHHbIX), pUCyHoK 1.2.1.

& C @ Hesawmuweno€192.168.1.1/C)-t * 6

Mapone He yctaHosnen!

Mapons nons. root He yc . YcTaHOBUTE Napons, YTOGs! 3aWmUTUTL Be6-uHTepdeic n BxaunTs SSH.
NEPEVTU K HACTPOVIKE MAPONA...

BbinonHute ayteHTMdUKaLMIO

Wwma nonssosatens root

Napons

PucyHok 1.2.1 — ABTopusauums nonb3osatens B Web-uHrepgence poyrtepa

1.2.3. [lna Bxona Beeaute B none Umsa nonb3oBartens (Username) - root.

Maponb (Password) He ycTaHOBNEH, (MpU YCNOBWU, YTO pPOyTEP MMEET 3aBOACKME HACTPOWKM U ero
IP-agpec He MeHsAncd). HacTponku no ymonyaHuio BbIBOOAATCS B OKHe aBTOpu3auuv nonb3oBaTens B
web-nHTepdeice poytepa.

MNpumeyaHue — B poyTepax, MetoLnx BepCcuto NpoLLmBekn Hxe 190425 Bepcuun, B OKHe aBTopu3aumm
nosib3oBaTesii HACTPOWMKN MO YMOMYaHUIO He BbIBOAATCS.

1.2.4. BBegnte M4 nonb3oBaTens 1 Naporb, 3aTeM HaXXMUTE KHOMKY BOWUTMW.

1.3. YcTaHOBKa nonb3oBaTeNibCKOro napons goctyna Kk Web-uHtepcency

1.3.1. B uensax 6e3onacHocTu, Ans UCKIHOYEHUS] HECAHKLIMOHUPOBAHHOIO JocTyna K web-uHtepdericy
Ballero poyrepa, pekOMeHAyeM CMEHUTb Maposib, YCTAHOBMEHHbIW Ha 3aBoge. 3aBOACKON NMaposb yka-
3aH B N.1.2.3. HAcTosILLEro pyKOBOACTBA MO aKCnyaTauum.

1.3.2. B oTkpbiBwemca okHe (PucyHok 1.3.1) HaxmuTe kHonky MEPEAMTU K HACTPOWKE NMAPONA.
BBeanTte HoBbIM Naponb B cTpoke Maponb 1 3aTeM noaTBepanTe ero, BBeAs NOBTOPHO B cTpoke Moa-
TBepXxAeHue napons.

Mpumevanune — Ona otobpaxeHns Ha mMoHuTope K BBOAMMBIX AaHHbIX, HA&XXMUTE Ha U300pakeHus
3Be3[04eK B KOHLie CTPOK BBOAA.
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AP205M1

Craryc
Cucrema Mapone He ycraHosen!

— Mapons NoML308aTENA OO HE YCTaHOBAEH. YCTaHOBMTE NapOA, UTOGH 3aLATMTS BeG-UHTepdERC 1 BKMIOuHTS SSH.

MNEPENTU K HACTPOVIKE NMAPONA...
fporpammkoe oBecneuenue
3arpyaxa

Maposb maplipytnsatopa
3annaHMPOBaHHSLIE 33RaHNA
MovTupogarme pasgenos e b o

Hactpoiixa LED ungukatyn

Peseperoe xonnposarue / I
Napons Kroks
Mepesarpyaxa ke

Cetb MoateepxaeHue napons

Buitn

COXPAHUTD U NMPUMEHATD | SIS W CBPOCUTD |

PucyHok 1.3.1 — YcTaHoBKa HOBOIo Norb30oBaTenbckoro naponsi Ha Web-uHtepdenc poytepa

1.3.3. CnyctmBwuncb BHM3 cTpaHuubl, Haxmute kHonky COXPAHUTb U MPUMEHWUTb. KHonka
COXPAHUTDb coxpaHsieT gaHHble, HO NpUMeHeHbl OHM ByayT nocne nepesarpysku poytepa. Ytobbl oT-
MEHWTb OLIMOOYHO BBEAEHHbIE AaHHble, HaxmuTe kHonky CBPOCUTD.

1.3.4. B uHTepcpelice poytepa nosBUTCs coobLyeHune, o cMeHe napons, (PucyHok 1.3.2).

AP205M1
Craryc
Cucrema -

Cucrema

Maponb MapLipyTmsaTopa

Mporpammyoe obecnevyeHne D3

3arpy3ka

3annaHMpoBaHHLIe 33AaHUA

MoHTupoeanue pasaence MNapons N

Hactpowka LED uHaukauum
MoaTeepxaerve napons B

Pesepexoe konupoeanue / I

Mepesarpyska

CeTtb

Beinitu

PucyHok 1.3.2 — CoobLieHne web-uHTepderica 06 ycneLHon cMeHe naponsi

1.3.5. B panbHeliwem 4ToObl CMEHUTL Maponb Nonb3oBaTens, HeobxoaMMo aBTopu3oBaTbcs B web-
nHTepdence poyTtepa, a 3ateMm BOMTU B pa3aen «Cucrema» u BblbpaTb BKNaaKy «YnpaBreHue».

MNpumeyaHune — Ecnv no KaknMM-To NpUYMHaM Mosfb3oBaTesIbCKUi Naponb Gbin yTpayeH, npousseaute
cBpoc poyTepa Ans Bo3BpaTa K 3aBOACKMM HacTpoMKaM Mo YMOMYaHMWIo, COrMacHO TeXHUYEeCcKon OOKY-
MeHTaLuM Ha BaLl poyTep.

1.4. YcTaHOBKa akTyanbHOW AaTbl, BPpEMEHU U A3blka MHTepdenca
1.4.1. ns ycTaHOBKM AaTbl U BpEMEHN aBTopusynTechb B web-uHTepderice poytepa.
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1.4.2. Bongute B pasgen «Cuctema» u Bbibepute Bknagky «Cucrtema». Bo Bknagke OCHOBHble
HacTPOWMKWN, A1 M3MEHEHUS OTOOpaXKeHMs Ballero poytepa, U3MeHUTe, UMS XOCTa M B BbiMagatowwem
OKHe BblbepuTe cBol YacoBow nosic (PucyHok 1.4.1). B Hawem ripumepe Ha pucyHke 1.4.1 ebibpaH 4Yaco-
8ol nosic Europe Moscow coomeemcmaeyrouwjuli 4aco8oMY 0siICY MOCKO8CKO20 8pEMEHU.

Craryc

Cucrema

Cucrema

Ynpasnenue

Miporpamumoe oSecneuenme CBOWCTBA CUCTEMBI
3arpysxa

Ocwoewbie wacTpoixn  HacTpoRxa xypHana  Rasix v Tema
3annanuposanHie 33gaHuA

AR R Bata mepews Tue Oct 16 09:44:49 2018| CUHXPOHUSPOBATD C PAYIEPOM
Hactpoiixa LED mHgikamm Wma xocra AP205M1

Pesepenoe xonuposarue /
Yacosoit noac  UTC

MNepesarpysxa -
Europe/Maita

Cetb Europe/Mariehamn
EuropeMinsk

Europe/Monaco

CMHXpOHVIBaLlMﬁ Bpemel Europe/Osio

Europe/Paris
Europe/Podgorica

Brnioumts NTP-xanen™ | EyropeiPrague
Europe/Riga

Bxmounrs NTP-cepeep |Europe/Rome
Europe/Samara

Cnucox NTP-cepsepoe | Europe/San Marino
Europe/Sarajevo —
Europe/Saratov
Europe/Simferopol
Europe/Skopje
EuroperSofia
Euro

Beiatn

holm

COXPAHUTD U NPUMEHUTD CEPOCUTE

PucyHok 1.4.1 — YcTaHoBKa 4acoBOro nosica nonb3oBaTtens

Mpumevanue — Mimsa xocta — (MMs, € KOTOPbLIM Balle YCTPOMCTBO ByaeT oTobpaxaTbCa B NOKanbHON
CeTU) AOIMKHO COCTOSATb U3 LUMAP 1 CUMBOJSIOB NaTMHCKOro andgasuta, HabpaHHbix 6e3 npobenos ANUHON
He 6onee 32 3HaKoB.

1.4.3. Bo Bknagke HacTtpoiika XxypHana nosnb3oBaTtesflb MOXET U3MEHUTb pasMep CUCTEMHOIO XypHa-
na, B BbiNagalolmx OKHaxX BbiOpaTb YpOBHM BbiBOAA COOLITUIA M HA3HAYUTbL NOPT BHELLUHErO CepBepa Cu-
CTEMHOrO XypHana.

1.4.4. Bo Bknagke A3blk MU Tema, YCTaHOBUTE A3blK U TeMy odopmneHusi uHtepdpenica (Pucy-
Hok 1.4.2).

AP205M1

Craryc

Cucrema

Cucrema

Ynpasnewie

Mporpamaoe obecneuerue CBOWCTBA CUCTEMBI
3arpysca

OcHoBHbIE HACTPORKA  HACTPORKA XypHAna  Risik 1 Tewa
3annaumpoBanibie 33434

MoHTUpORaHUe pasgence Asux_auto
Hacrpoika LED umgikaum Tema Material

Pesepenoe xonupoearnwe / I
Mepesarpysxka
CeTb
CUHXPOHM3aLUUA BPeMeHU
Bulatu BrmounTs NTP-kament
Brnounms NTP-cepeep
Crucox NTP-cepeepoe 0.openvit pool ntp.org
1.0penwrt pool ntp org
2.openwirt pool nip.org

3.openirt pool ntp.org

COXPAHUTb U NPUMEHWTL. | cePocUTE

PucyHok 1.4.2 — YcTaHoBKa A3blka U TeMbl odpopMneHns web-uHtepdeinica
~G o~
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[Mpumeyanue — A3blKk, YCTAHOBIEHHLIN NO yMon4yaHuio (auto) Bbibupaetca web-uHTepdelicom aBTo-
MaTMU4eCKW, B 3aBUCUMOCTU OT sA3blka Bawlero 6paysepa. [pu xenaHnm Bbl MOXETE U3MEHUTb A3bIK WMH-
Tepdenca Ha Pycckum (Russian) unn Aurnunckuim (English).

1.4.5. 3aKkoHuYMB YyCTaHOBKY MOMb30BaTENbCKMX HACTpoek web-uHTepderica, HaXmuTe KHOMKY
COXPAHUTb U NPUMEHUTbL. KHonka COXPAHUTb coxpaHsaeT gaHHble, HO NpUMEHEHbI OHWU ByayT
npu cneayoLlem BKoYeHUn poytepa. Utobbl OTMEHUTE OLLIMBOYHO BBEAEHHbIE AAHHbIE, HAXXMUTE KHOM-
Ky CBPOCUTD.

1.5. CmeHa |IP-apgpeca poyTtepa

Mpn nogknioYeHny Ballero poyTtepa K CyLLEeCTBYIOLEN JToKanbHOM unn 6ecnpoBOAHON CETU, Co3aaH-
HOW OpYrMM pOYTEpPOM, MOXET BO3HUKHYTb KOH(MKT IP-agpecoB. |IP-agpec poyTepa CyLlecTBYOLLEN
ceTn MoxXeT BblTb naeHTuveH IP-agpecy Bawero poyTtepa. Ons pa3pelueHns 3Toro KoHImKTa n cosna-
HWS1 NoAKkm4yeHusl, Heobxogumo, 4Tobbl IP-agpeca nogceten pasnuuyanucbk. Tak kak nonb3oBaTesb
00ObIYHO HE MMeeT BO3MOXHOCTU U3MeHUTb |IP-agpec poyTepa cyliecTBytoLwen cetn, Heobxoanmo name-
HUTb |IP-agpec Bawlero poyrtepa.

1.5.1. AsTopuayntecb B web-uHTepdeince poytepa. B Pasgene «CeTb» BovauTe BO Bknagky «WH-
Tepdencbi» 1 HaxmnTe Ha 3aknagky LAN (PucyHok 1.5.1).

AP205M1

WWAN MODEM2 \N‘N.or AODEM1
Cratyc ' ’ " B

Cucrema o
WHTepdencel - LAN
Cetb
Modem Manager VIAN Hanp:
Wnrepdeircot
Wi-Fi
Kowmyrarop Ob6uwme HacTponku
DHCP n DNS
OcHosHbie HacTpOMKM  [lONOAHUTENLHbIe HACTPOMK  HacTpoiiki kaHana  HacTpoky MeXCeTesoro axpaHa
Wwmena xoctos
CraTiueckue MapwpyTel Cocronuue & ;;P::';’:s"ci:'?: 3m 16s
N MAC-agpec: 00:0C:43:47:05:50
Auarsocrure Monyyenne (RX): 3.63 MB (28133 MNaxeros)
MexceTeoit 3xpaH Mepegaua (TX): 12.91 MB (30491 NakeTos)

IPv4: 192.168.1.1/24
Banancuposka WAN tpadux
Mpotokon Crathueckii agpec v

BoliAT |Pvd-agpec 192.1682.1
Macka cetu IPv4 2552552550 v
IPv4-agpec waiosa

WupokoeewarensHbin IPvd-agpec

Wcnons3oeare cobereertsie DNS

PucyHok 1.5.1 — CmeHa IP-agpeca poytepa

1.5.2. Bo Bknagke OCHOBHbIe HACTpPOMKU u3MeHuTe |P-agpec cBoero poyrtepa, Harnpumep Ha
192.168.2.1, kak nokasaHo Ha pucyHke 1.5.1. CnyCTMBLUMCb BHW3 CTPaHULbI, HAXMUTE KHOMKY
COXPAHUTb U NPUMEHUTD.

BHumaHue! CoxpaHute HOBbIN IP-aapec, HanpuMep, 3anncaB ero Ha 3TUKETKE UM B NacnopT poyTe-
pa. B panbHenwewm, gns aBTopmsaumm B web-uHTepdperice poytepa Habupante B KOMaHOHOW CTpOKe
Opaysepa HoBbI IP-agpec poyTepa. B cnydae ytpatbl HoBoro IP-agpeca, Bxof B web-uHtepgenc bypet
BO3MOXEH TOJIbKO MOCMEe BO3BpaTa poyTepa K 3aBOACKMM HacTpOMKam.

I'Igwmeanme - Ecnn nocne nameHeHuns IP-agpeca poyTepa, noaKn4vYeHne K CyLLl,GCTByIOLLI,SVI ceTn He
npon3oLwio, npoBepbTe HannMyne unHTepHeTa B CyLIJ,eCTByIOLLI,eIZ cCeTh n nepesarpysunte poyrtep. Ecnn
OaHHble Mepbl HE MOMOITN, O6paTMTer B NOOLOEPXKKY.
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2. HACTPOWKA POYTEPA MPU MOMOLLU MACTEPA HACTPOWUKHU

B nporpammHom ob6ecneyeHun poytepoB KROKS BbinyweHHbIX nocne despana 2019 r ycrta-
HoBrneH «MacTtep HaCTPOMKM» YCTPOMCTBA OGervyarolmimn HaCTPOMKY M NOAKITHYEHMe.

B poyTtepax, usrotoBneHHbix go deBpansa 2019 r «Mactep HacTpounku» oTcyTcTByeT. Hactpou-
Ka U noagknyeHue poyrtepa kK cetn MHTepHeT npomsBoauTCA TPagULMUOHHLIM crnocobom. Peko-
MeHAyeM OGHOBUTbL NMporpamMmMHoe obecneyeHue poyTtepa 4o Bepcumn He Huxke 190200.

Ybeautechb, 4To kabenb UHTEpHET NpoBangepa nogknoveH kK WAN-nopTy Baluero poytepa. Nogknto-
yeHue K cetTn NHTepHeT 3aBMCUT OT TUMNa NPOTOKONa AO0CTyna, Yepe3 KOTopbl NpeaocTaBnseTcs A0CTyn
nonb3oBaTento.

[Mpumeyanue — Mpu 3aknoYeHNn JoroBopa ¢ VIHTepHeT-NpoBakaepoM Ha oka3aHue ycryr ocTyna B
ceTb NHTepHeT, MNpoBangep nepegaeT nonb3oBatento MHopMaLmnio, Heo6XoAUMYHO AN NOAKMYEHUS K
cetn IHTepHeT:

e lcnonb3yetcsa ctatuyeckumn |IP-agpec (NOCTOSHHLIN) Unv AuHamuyecknn IP-agpec (DHCP
HasHayaeMmbli aBTOMATUYECKM).

e [lpotokon poctyna k cetn UHTepHeT (PPPoE, PPTP, L2TP) npu ero ncnonb3oBaHun B
npegocTaBneHun goctyna.

e |P-appec vnn pomeHHoe nms VPN-cepBepa npu nogkntodeHun yepes PPTP u L2TP.

e JloruH (Mmsi none3oBaTtens) n Maponb ana goctyna B IHTepHer.

o OcyuwectBnserca nu cunstpauus no MAC-agpecam, n kakon MAC-agpec GygeT 3aperu-
CTpupoBaH y VIHTepHeT-NpoBanaepa.

Hanuuyne Tex nnm nHbIx NnapameTpoB onpefenseTca TMNOM NpoTokona gocTtyna K cetu. Mpu Heobxo-

OVMOCTM 9TU NapameTpbl MOXHO YTOYHWUTb B Cryx0e TexHM4Yeckom noppepxku Bawero VHTepHeT-

nposangepa.

2.1. Hactpo#ika goctyna k ceTu MHTepHeT Yepe3 NpoBoAHOE NoAKnYeHue no npotokony DHCP-
KnueHTa

2.1.1. AsTopusyintecb B web-uHTepdeice poytepa. B Pasgene «CepBucbi» BonauTe BO BKMaaKy
«MacTep HacTpomrku». [1na HacCTponKM goctyna K ceTu VIHTepHeT Yyepe3 NpoBOAHOE NOAKIIOYEHNe ycTa-
HOBUTE TOYKY Mapkepa Ha 6noke PoyTep (Rt) n HaxxmuTe kHonky OAJIEE (PncyHok 2.1.1).

Craryc

Cucrema Pexum mactepa HacTpomku
CepBucbl BoibepuTe pexumM HacTpoiku
Macrep HacTpofxn
Wi-Fi naaHupoBIMK

Wi-Fi Kanenr (WC)

Touxa goctyna (AP)

e CyuecTaymaeh CeTu ATA POROZWMX W GOCTPORCIsK YCTPOACTH. AOCTYN & CyweCTAyGaeh COTH “eped NPORGANOR NOSCAENSHME

PucyHok 2.1.1 — MacTep HacTpoWku poyTepa
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AP205M1

Craryc

Cuctema JNokanbHan cetb (LAN)

Cepsucs!

TOOACTES & NOKANBHOM CETH
1Pv4 agpec 192.168.1.1 %%.nm; “192.168.1.1°
or 100
Yaxure nya IP agpecos
DHCP Tio-ymondauwo: 7 100" Konwsecrao *150°

Koauuecrso: 150

Buiitun

no6anbHas cetb (WAN)

Tun nogemouesmA OHCP DHCP wan cratiuecxuit IP 8 ceTv npoeaiaepa

MAC-agpec 00.0c:43:47.05:50 Media Access Control - unique identifier

Texuonorua gocryna Simple OnpeaeneH#e TEXHOAOTMI BLXOSA B CeT.

Touka goctyna (AP)
Bmounts WiFI v

SSID Kroks AP205M1 Vinen cern WiFi

Tin wndposauna WPA2-PSK (CCMP) DHCP wan cramiaecxmd IP & cemn nposaigepa

Ko qzanyey Napons goctyna x WiFi

PucyHok 2.1.2 — HacTtponka noakntoyeHns no npotokony DHCP-knneHT

2.1.2. B 6noke JNlokanbHas cetb (LAN), nonb3oBaTens MOXeT n3aMeHUTb |P-agpec ceoero poyrtepa u
yCTaHOBWTb AnanasoH |IP-agpecoB BblaaBaeMblx aBTOMaTUYeCKu, A YCTPOWCTB B NIOKarbHON CeTu.

2.1.3. nga nonyyeHns goctyna k cetn MHTepHeT no npotokony DHCP-knueHTa Heobxognmo B 6rioke
Fno6anbHasa cetb (WAN) BbiOpaTe Tvn nogkntodeHns (DHCP-KNMEeHT) 1 TEXHOMOIVI0 NofyvyeHns go-
ctyna (Simple) (PucyHok 2.1.2).

2.1.4. N3ameHss 3HadyeHns B 6noke Touka goctyna (AP), nonb3oBaTenb MOXeT ynpasnaTb 6ecnpo-
BoaHou ceTbto Wi-Fi HacTpoeHHOn nNo ymonyaHuto. MI3MeHnTb Ha3BaHMe CeTu, TN WndpoBaHus, ycTa-
HOBWTb MOLLHOCTb Nnepegartyvka MOAYNsA CBA3WU, KaHan, LWMPUHY MOMoCkl NPONyCcKaHWa 1 napofb Ans 0-
ctyna kK gaHHon Wi-Fi ceTn nnm Boobwe otkntounte Wi-Fi ceTb npn HeobxognmocTw.

2.1.5. 3akoHunB HacTpomnky, HaxxmuTe kHonky NMPOBEPWUTb. [ns yaaneHus BbIOpaHHbIX 3HaYeHWN
HaxkmuTe kHonky CBPOC. Mons ¢ KOppekTHO BHECEHHbIMU AaHHbIMU OyayT BblAeneHbl 3efeHbIM LBETOM
(PvicyHok 2.1.3). Mona He npowepwmre npoBepky 6yaoyT BblAeNeHbl KpacHbIM LBETOM WM OOCTYMHbI ANS
pegakTnpoBaHus. OKOHYMB HACTPOWMKY coefuHeHusl, HaxmuTe kHonky MOAOTBEPOUTb. [na oTka3a ot

BBEOEHHbIX AaHHbIX HaxmuTe kHonky CBPOC. lNocne noaresepxaeHusl, cuctemon GyayT nNpuMeEHEHbI
[aHHbIe N HACTPOWMKM YKa3aHHbIE NONb30BaTeENEM.

AP205M1

Craryc
Cucrema NokanbHas cetb (LAN)
Gepaucel IPv4 agpec 19216811 | ?1‘3,‘3“ W’gf:;gf.gggm;_o‘vw
or: 100
DHCP e 85 520" Konmuecrso *150°
Kommuecreo: 150
Buitn
FhobanbHan cetb (WAN)
Tin noAKMOUeHMA DHCP DHCP wam cratmueci P 8 ceTn npossigeps
MAC-agpec 00.0c 43 47.05.50 Media Access Control - unique identifier
Texuonorua goctyna Simple v ONpeasnenMe TEXHONOTHM BLIXOAA 8 COTh
Touka goctyna (AP)
Brmounte WiFl
SSID Kroks AP205M1 Vinmn corm WIFI
Tun wipposanma WPA2-PSK (CCMP) . DHCP wan crammecxwit IP 8 cor nposaiygepa
Kaow ghzanyev Napom goctyna x WiFi

PucyHok 2.1.3 — lNpoBepka BBeAEHHbIX 3HA4YEHW MPOTOKOMa NOAKNHYEHNUS.

~8~
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MNpumeyanue — MNpoTokon nogkntoyeHns kK cetn DHCP ycTaHOBMNEH B 3aBOACKMX HAacTponKkax poytepa
no ymonyanuo. Ecnn Baw WHTepHeT-npoBangep mcnonb3yeT npotokon DHCP ans npepocTaBneHus
poctyna B VIHTepHeT, To, ckopee Bcero VHTepHeT-coeguHeHne y Bac yXe yCTaHOBMEHO B aBToMartuye-
CKOM pexume.

2.2. Hactpouka noakntovyeHusi kK cetu MHTepHeT No NpoToKony co ctaTuvyeckum |[P-agpecom

2.2.1. AsTopusyntecb B web-uHTepdence poytepa. B Pasgene «CepBuchi» Bonante BO BKNagKy
«MacTep HacTpourku». [151 HACTPOMKM JocTyna K ceTu VIHTepHeT Yepe3 NpoBOAHOE NOAKIIOYEHNE yCTa-
HOBUWTE TOYKY Mapkepa Ha 6noke PoyTep (Rt) n Haxxmute kHonky OAJIEE (PucyHok 2.1.1).

2.2.2. B 6noke JNokanbHas cetb (LAN), nonb3oBaTenb MOXeT U3aMeHnTb IP-agpec cBoero poyrtepa u
yCTaHOBWTb AManasoH |IP-agpecoB BblgaBaeMbIX aBTOMATUYECKM, 419 YCTPONCTB B JTIOKANbHON CeTU.

2.2.3. B mactepe HacTpoiku poyTepa, B 6roke MobanbHas cetb (WAN) BoibepuTe M3 BbinagatoLmnx
cnuckoB Tun nogkntoyeHus (Static IP); IP-agpec, agpec wnto3a n agpeca DNS-cepsepoB (M3 gorosopa
¢ UutepHeT-npoBanaepom); TexHonoruo nonydyeHuns goctyna (Simple) (PucyHok 2.2.1).

2.2.4. VIameHss 3HadveHus, B bnoke Touyka goctyna (AP), nonb3oBaTtens MOXeT ynpaenatb 6ecnpo-
BoaHou ceTbto Wi-Fi HacTpoeHHOn nNo ymonyaHuto. MI3MeHnTb Ha3BaHMe CeTu, TN WngpoBaHus, ycrta-
HOBWTb MOLLHOCTb nepepatymka Wi-Fi mogynsa cBa3u, kaHarn, LWMPUHY NOMoCkl NPOMyCKaHWs M Naposb
anga goctyna k gaHHon Wi-Fi cetu unum Boobue otkntountb Wi-Fi ceTb npu He06xoauMocCTw.

Craryc

Cucrema nobansHas cetb (WAN)

Cel

CepBuchbl T Static IP v DHCP nam cratuuecxwit IP & cemw nposaitgepa
Macrep HacTpoixn
AR 1Pv4 agpec ARpec yCTPOACTRa @ 06aALHOM CeTH

Cetp Macxa cern

Macxa onpegenser noacers
Wmos 192168131 Aapec wnosa
Boitn
DNS 1: 192168131

NS Aapeca DNS cepsepos
- DNs2 8884

MAC-agpec 00.0¢:43:47.05:50 Media Access Control - unique identifier

Texsonorwa aocryna Simple v Onpegenesme Tex+oAOTAN BLXORA € CeT

Touka goctyna (AP)

BrmounTs WiFl v

SSID Kroks AP205M1 W cern Wifi

Tun wudposanus WPA2-PSK (CCMP) v DHCP wnu cratiuecxudt IP & ceTv nposaiaepa

Kmou qkzanye Mapons gocTyna k WiFi

PucyHok 2.2.1 — HacTponka npoBOAHOro NOoAKII0YEeHUs CO cTaTudeckum IP-agpecom

2.2.5. 3akoHunB HacTpomnky, HaxxmuTe kHonky NMPOBEPWUTb. [ns yaaneHus BbIOpaHHbIX 3HaYeHWN
HaxxmuTe kHonky CBPOC. Nons ¢ KOPPeKTHO BHECEHHbIMU AaHHbIMU OyAYT BblAeNeHbl 3eMeHbIM LIBETOM
(PvicyHok 2.2.2). TMona He npowegwmre npoBepky 6yaoyT BblAeneHbl KpacHbIM LBETOM WM OOCTYMHbI Afs
penaktupoBaHuss. OKOHUMB HACTPOWNKY coeauHeHus, HaxmuTe kHornky MOATBEPAOUTDL. [na otkasa oT
BBEOEHHbIX AaHHbIX HaxmuTe kHonky CBPOC. MNMocne noarBepXaeHusl, cuctemon OyayT nNpUMeEHEHbI
OaHHbIE N HACTPOWKM YKa3aHHbIE NoSib30BaTeNeM.
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AP205M1

Craryc
Cucrema
Cepsucsl

Cetb

Buintn

nobanbHana cetb (WAN)

Tun nogxmoueHHs

1Pvd agpec

Macxa cetn

Wos

MAC-agpec

Texsonorua gocryna

Touka goctyna (AP)

BrmounTs WiFl

SSiD

Tun wikbposauta

Kmou

Static IP

192168.13 120

2552552550

192168131

DNs1: 192168131

DNs2: 8888

00-0c:43.47:05:50

Simple

Kroks AP205M1

WPA2-PSK (CCMP)

akzanyey

29 Hos16ps 2019 T.

DHCP wan cratuueckuit IP 8 ceTv npoeaigepa
Apec yCTPOAICTEA B TA0SANHOM CeTH
Macka onpegenser noacers

Aapec wnosa
Aapeca DNS cepeepos

Media Access Control - unique identifier

Onpegenenme Texuonorm B0z & cers

Vnn cemn WiFi
DHCP ww cratuueckud IP & cetu nposaigepa

Mapoms gocryna & WiFi

PucyHok 2.2.2 — lNpoBepka BBeAEHHbIX JaHHbIX NOAKMIOYEHUSA co cTaTndeckum IP-agpecom

2.3. Hactpouka nogknioueHus Kk cetn UHTepHeT no npotokony PPtP (VPN)

2.3.1. AsTopusyntecb B web-uHTepdence poytepa. B Pasgene «CepBucbi» Bongute BO BKNagKy
«MacTtep HacTponku». [Ins HacTpowikn AOCTyna K ceTn MIHTepHeT 4Yepes NpoBOAHOE MOAKIYEHNe ycTa-
HOBUTE TOYKY Mapkepa Ha b6noke PoyTep (Rt) n HaxxmuTe kHonky OAJIEE (PucyHok 2.1.1).

2.3.2. B 6noke NokanbHas cetb (LAN), none3oBaTenbs MOXeT M3aMeHUTb |IP-agpec cBoero poytepa u
yCTaHOBWTb AvanasoH |IP-agpecoB BblgaBaeMbIX aBTOMATMYECKM, AN YCTPONCTB B NTOKaNbHON CeTw.

2.3.3. Ecnu y Bac npotokon nogkntoyeHnss PPtP co ctatnyeckum |IP-agpecom, B 6rioke Mo6anbHas
cetb (WAN) BbibepuTe 13 Bbinagatowmx cnnuckos Tun nogknioveHns (Static IP) n TexHonornio nonyde-
Hus goctyna (PPtP). Beeaute IP-appec, Macky cetu, Wnt3, agpeca DNS-cepsepoB, UMs nonb3o-
BaTtens, MNaponb, [JomeHHoe umsa PPtP cepBepa vnu ero IP-agpec. Ecnn B cetn Bawero VHTepHeT-
npoBarigepa ocyllectensetcs puneTpaumsa no MAC-agpecam, Beegute MAC-agpec ceTeBoro agantepa
BaLLlero KoMmnbtoTepa unu octasbTe B none MAC-agpec ceteBoro agantepa poytepa (PucyHok 2.3.1).

AP205M1

Craryc
Cucrema

CepBuchbl

Wi-Fi naakupoewmk

Cetb

Beiitn

[nob6anbHasa cetb (WAN)

Tun nogxaoueHna
IPvd agpec
Macka cetn

W03

DNS

MAC-agpec

TexHonorua goctyna

Cepeep

Wma nons3oeatens

MNapons

Static IP

192.168.13.120

255.255.255.0

192.168.13.1

DNS 1: 192.168.13.1

DNS2: 8888

00:0c:43:47-05:50

PPIP

pptp.provider_name.ru

User_name

Password

v DHCP uam cratuueckun IP 8 ceTu npoeangepa

Aapec ycTpoicTea 8 rnobansHomn cetn

Macka onpegenset noacets

Azpec wno3a

Appeca DNS cepsepos

Media Access Control - unique identifier

v Onpegenerve TeXHONOTWM BLIXOAA B CeTh

PucyHok 2.3.1 — BBog AaHHbIX Anst NOOKNYeHns no npoTtokony PPtP co ctatuyecknm IP-agpecom

~10 ~
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2.3.4. Ecnu y Bac npoTtokon nogkntoyexHus PPtP ¢ anHamunyeckum IP-agpecom (DHCP-kNueHT), B 6110-
ke Mmob6anbHasa ceTb (WAN) BbibepuTe 13 Boinagatowmx cnuckos Tun nogkntodeHusa (DHCP) n TexHo-
noruo nonyveHus goctyna (PPtP). Beeante Uma nonb3oBatens, Maponb, [JomeHHoe umsa PPtP cep-
Bepa vunu ero IP-agpec. Ecnu B ceTu Bawwero VIHTepHeT-npoBangepa ocyLlecTBAseTca unbTpaums no
MAC-agpecam, Beeante MAC-agpec ceTeBOro aganTtepa Ballero KOMMbOTepa MnM ocTaBbTe B norne
MAC-agpec ceTeBoro agantepa poytepa (PucyHok 2.3.2).

AP205M1

Craryc

Cucrema

C FnobanbHas cetb (WAN)
epBUChI

Wi-Fi naanmpoBumx

2 MAC-agpec 00.0c 43.47:05:50 Media Access Control - unique identifier
Cetb e —

TexHonorua goctyna PPIP v Onpegenexme TEXHONOTMM BLIXOAA B CETs
Buintun Cepeep PPip provider_name ru

VA nons3osaTenn User_name

Napons Password

Touka goctyna (AP)
Braounte WIFI v
SSID Kroks AP205M1 Wwa cetn WiFi
Tun wudposanna WPA2-PSK (CCMP) v DHCP waum cratuueckuit IP 8 cetu nposaiigepa

Knou ghzanyev Napons gocryna k WiFi

PucyHok 2.3.2 — BBog gaHHbIX AN nogkntoyeHrs no npotokony PPtP ¢ anHamuyeckum IP-agpecom

2.3.5. UameHas 3HauveHus, B 6noke Touka goctyna (AP), nonb3oBaTtens MoxeT ynpasnsaTb Gecnpo-
BogHoun ceTbto Wi-Fi HacTpoeHHol no ymonyaHuto. N3amMeHnTb HasBaHue ceTu, TN WwndpoBaHus, ycta-
HOBUTb MOLUHOCTb nepegatynka Wi-Fi Mogynst cBA3w, KaHan, LMPUHY MOSoChkl NMPOMyckaHus M naponb
Anst goctyna k gaHHon Wi-Fi cetn nnm Boobwe otkntounte Wi-Fi ceTb npyn HeobxoanmocTw.

2.3.6. 3akoHuuB HacTpouky, HaxmuTe kHornky MPOBEPUTb. [na yganeHus BbIOpaHHbIX 3HaYeHWn
HaxkmuTe kHonky CBPOC. Mons ¢ KOppeKTHO BHECEHHBIMU AaHHbIMU OyAyT BblAeNeHbl 3eMNeHbIM LBETOM
(PvicyHkn 2.3.3 1 2.3.4). MNons He npowedwne npoBepky 6yayT BblAeneHbl KpacHbIM LIBETOM U OOCTYMHbI
anga pegaktnposaHusa. OKOHYMB HaCcTPOKWKY coeauHeHus, HaxkmuTe kHonky MOATBEPAUTDL. [Ing oTkasa
OT BBEAEHHbIX AaHHbIX HaxmuTe kHorky CBPOC. lNMocne noateepaeHus, cuctemon 0yayT NPUMEHEHbI
OaHHbIE N HACTPOWKM YKa3aHHbIe NoNb30oBaTeNeMm.

~11 ~
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AP205M1

Craryc [nobanbHas cetb (WAN)
Cucrema -
Tun nogkoueHna Static IP ¥  DHCP uaum cratuueckui IP 8 cetn npoeaingepa
CepBuchl
IPv4 agpec 192.168.13.120 Aapec ycTpoiicTea 8 rnobancHoi cetn
Wi-Fi nnanmnpoewmx Macka cetn 255.255.255.0 Macka onpegenser noaceTs
Cem Wnos 192.168.131 Aapec wnosa
Bewtn DNS 1: 192168131
DNS Aapeca DNS cepeepoe
DNS2: 8888
MAC-agpec 00:0c:43:47:05:50 Media Access Control - unique identifier
TexHonorua goctyna PPtP ¥  Onpegenexue TEXHONOTM BLIXOAA B CeTb
Cepeep pptp.provider_name.ru
Vims nons3osarens User_name
MNapone Password

PucyHok 2.3.3 — lNpoBepka BBeAeHHbIX AaHHbIX PPtP nogknioveHuns co ctatudeckum IP-agpecom

AP205M1

Cratyc

Cucrema

Cepecs FnobansHan cetb (WAN)

Wi-Fi naanupoBumK
MAC-appec 00.0c:43 47.05:50 Media Access Control - unique identifier
Cetb
TexHoAOrMA AOCTYNa PPP v Onpegenerme TEXHONOMM BLIXOA3 & CeTe
Beivtu Cepsep potp provider_name.ru
Wwma nossacearens User_name
Napons Password

Touka goctyna (AP)
Brmounts WiFl v

SSID Kroks AP205M1 Wmn cetn WiFi

Tun wndposanun WPA2-PSK (CCMP) v DHCP wan cramwueckwit IP & cern nposaiiaepa

Kniou gizanyev Napons goctyna k WiFi

CBPOC | MOATBEPAUTL

PucyHok 2.3.4 — lNpoBepka BBeAEHHbIX AaHHbIX PPtP nogknioveHus ¢ guHammyecknm IP-agpecom

2.4. Hactpouka nogknto4veHus kK cetu UHTepHeT no npotokony L2TP (VPN)

2.4.1. ABTopusyntecb B web-uHTepderice poytepa. B Pasgene «CepBuCbI» BoavMTe BO BKMNagKy
«MacTep HacTpomrku». [1na HacTponkM goctyna K ceTu VIHTepHeT Yepe3 NpoBOAHOE NOAKIIOYEHNE yCTa-
HOBUWTE TOYKY Mapkepa Ha 6noke PoyTep (Rt) n Haxxmute kHonky OAJIEE (PucyHok 2.1.1).

2.4.2. B 6noke JlokanbHas cetb (LAN), nonb3oBaTenb MOXET U3MeHUTb |IP-agpec cBoero poyrtepa 1
YCTaHOBUTb Anana3oH IP-aapecoB BbljaBaeMbix aBTOMaTUYECKU, ANS YCTPOUCTB B JIOKanbHON CeTu.

2.4.3. Ecnn y Bac npoTokon nogkntoveHusa L2TP co cratuyeckum IP-agpecom, B 6noke MobanbHas
ceTb (WAN) BbibepuTe 13 Bbinagarowmux cnuckoB Tun nogkniodeHus (Static IP) n TexHonoruio nonyye-
Hus goctyna (L2TP). Beeaute IP-appec, Macky cetu, LUnto3, agpeca DNS-cepBepoB, UmAa nonb3o-
BaTtens, MNaponb, [JomeHHoe uma L2TP cepBepa unu ero IP-agpec. Ecnn B cetu Bawero VHTepHeT-
npoeangepa ocyliectensieTcs punbtpaums no MAC-agpecam, sBeeaute MAC-agpec ceTeBoro agantepa
BaLLero KoMmnboTepa nnm octaebte B none MAC-agpec ceteBoro agantepa poyrtepa (PucyHok 2.4.1).
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AP205M1

Craryc

Cucrtema

Tun NOAKAOYEHNA
CepBuchbl e ———

Macrep HacTpoitku 1Pv4 appec

Wi-Fi nnaHmpoewmk
Macxa cetn

Cetb
Wnros

Beiitn
DNS

MAC-agpec
TexHonorus Aoctyna

Cepeep

Wms nons3osatens

Mapons

[nobanbHasa cetb (WAN)

Static IP

192.168.13.120

255255255.0

192.168.13.1

DNS 1: 192168.13.1

DNS2: 88838

00:0c:43:47:05:50

L21P

12tp.provider_name.ru

User_name

Password

v DHCP nau cratnueckuit IP 8 cetn nposangepa
Agpec ycTpoicTea 8 rnobansHown cetn
Macka onpeaenser noaceTs

Anpec wniosa

Agapeca DNS cepsepos

Media Access Control - unique identifier

v Onpepenerue TeXHONOMM BLIXOAA B CETh

PucyHok 2.4.1 — BBog, faHHbIX A8 nogknioveHus no npotokony L2TP co ctatuyeckum IP-agpecom

2.4.4. Ecnn y Bac mpoTokon nogkntoydenusa L2TP ¢ guHamunyecknm IP-agpecom (DHCP-knAveHT), B

6noke MobanbHasa ceTb (WAN) BbiGepyTe 13 BbinagaroLmx cnmckoB Tun nogkntoyeHmsa (DHCP) n Tex-
Honoruio nonydeHus goctyna (L2TP). Beegute Uma nonb3oBartens, Maponb, [JomeHHoe umsa L2TP
cepBepa unu ero IP-agpec. Ecnu B ceTn Bawwero VIHTepHeT-npoBangepa ocyllecTBrseTca punbtpaumns
no MAC-agpecawm, Beegute MAC-agpec ceTeBoro agantepa Ballero KOMnbioTepa unm octaBbTe B Mnone
MAC-agpec ceTeBoro agantepa poytepa (PucyHok 2.4.2).

AP205M1

Craryc

Cucrema
CepBuchbl Fno6aneHas cets (WAN)

Wi-Fi naasiposumx

MAC-agpec
Cetb

Texwonorun AocTyna

Buintnn Cepeep

Wwma noasosarens

Napons

Touka gocrtyna (AP)
Bmounts WIFl
SSID
Tun windposanna

Kmou

DHCP

00:0c 43.47:05:50

LT

12tp provider_name ru

User_name

Password

v

Kroks AP205M1

WPA2-PSK (CCMP)

gkzanyev

DHCP nam cratmveckuit IP 8 cetu nposaigepa
Media Access Control - unique identifier

Onpegenenie TeXHONOMMM BLIXOAA & CeTs

Wma cern WiFi

DHCP wn cravnuecxwit IP & cern nposaitaepa

Napons gocryna k WiFi

PucyHok 2.4.2 — BBog, faHHbIX A8 NoAknioveHus no npotokony L2TP ¢ anHamunyeckum IP-agpecom

2.4.5. NameHsisa 3HadeHnst B 6noke Touka goctyna (AP), nonb3oBaTtenb MOXET ynpaensaTb Gecnpo-
BoAHon ceTbto Wi-Fi HacTpoeHHON No ymonyaHuto. MI3MeHnTb Ha3BaHuMe CeTu, TUM WndpoBaHus, ycTa-
HOBUTb MOLLHOCTb nepegdatyunka Wi-Fi mogyns ¢Ba3w, KaHan, LMPWHY MOSIOCkl NMPONyCKaHWs M naponb
ans goctyna kK gaHHon Wi-Fi ceTy unum Boobuwe otkniountb Wi-Fi ceTb npu HE06X0aMMOCTMW.

2.4.6. 3aKoH4MB HacTpoiiky, Haxmute kHonky MPOBEPUTb. [na yaaneHus BblIOpaHHbIX 3HaYeHWi
HaxkmuTe kHonky CBPOC. Mons ¢ KOppekTHO BHECEHHBIMU AaHHbIMU OyAyT BblAeNeHbl 3eMNeHbIM LBETOM
(PucyHkun 2.4.3 n 2.4.4). MNons He npowleaLwive NpoBepKy OyayT BblAeneHbl KpacHbIM LLBETOM W AOCTYMHbI

~ 13 ~



Web-uHtepdeinc poytepos KROKS. HacTtponka n ynpaeneHve 29 Hos16ps 2019 T.

ons pegaktupoBaHusi. OKOHYMB HACTPOWIKY coeamHeHusi, HaxxmuTe kHonky MOATBEPOUTDb. [Insa otkasa
OT BBEAEHHbIX AaHHbIX HaxmuTe kHornky CBPOC. Mocne noatBepxaeHusi, cuctemon OyayT NpUMeEHEHbI
[OaHHble N HAaCTPOWMKM YKa3aHHbIE NONb30BaTENEM.

AP205M1

Craryc
nobanbHas cetb (WAN)
Cucrema
CepBuchbl Tun nogkaloueHua Static IP ¥ DHCP wan cratuueckwin IP & ceTv nposaigepa
1Pv4 appec 192.168.13.120 Aapec ycTpoicTea 8 ro6ansHoM cety

Wi-Fi nnanupoeumx
Macxa cetn 255.255255.0 Macka onpegenser noacers

Cetb
Wnio3 192.168.13.1 Agpec wnio3a

Beivitn
DNS 1: 192168.13.1

DNS Azpeca DNS cepsepos

DNS2: 8888
MAC-agpec 00:0c:43:47:05:50 Media Access Control - unique identifier
Texronorua goctyna L21P ¥  Onpeaenexue TeXHONOrMM BLIXOAa B CETs
Cepeep [2tp provider_name.ru
Wwma nones3oeatens User_name
Napons Password

PucyHok 2.4.3 — [NpoBepka BBeAeHHbIX AaHHbIX L2TP nogknioyeHns co ctatmdeckum IP-agpecom

AP205M1

Craryc
Cucrema
FnobansHas cetb (WAN)
CepBUchbl
Wi-Fi naaHMposwux

MAC-agpec 00:0c 43 47.05:50 Media Access Control - unique identifier
Cers

Tex+onorua AocTyna (F3 v ONpPeARNeHHE TEXHONOTUH BLIXOAA 8 CoTe
Bointn Cepsep 12tp provider_name.ru

Wwms nonssosatens User_name

Napons Password

Touka aoctyna (AP)

Brmounts Wil

ssiD Kroks AP205M1 Vun cern WiFi
Tun wiuposanua WPA2-PSK (CCMP) v DHCP waw craTwuecxudt IP & cetu npoeaigepa
Kniou gkzanyev Napons goctyna k WiFi

PucyHok 2.4.4 — lNpoBepka BBEAEHHbIX AaHHbIX L2TP nogkntoveHms ¢ auHaMmmyeckum IP-agpecom

2.5. HacTpouka nogkntoyeHus k cetn UHTepHeT no npotokony PPPoE

2.5.1. AsTopusyntecb B web-uHTepdence poytepa. B Pasgene «CepBucbi» Bongute BO BKNagKy
«MacTtep HacTpomku». [Ing HacTpoOMKK AocTyna K cetn MIHTepHeT yepe3 NpoBOAHOE MOAKITHOYEHNE YCTa-
HOBUWTE TOYKY Mapkepa Ha 6noke PoyTep (Rt) n Haxxmute kHonky OAJIEE (PucyHok 2.1.1).

2.5.2. B 6noke INlokanbHasa cetb (LAN), nonb3oBaTenb MOXeT U3MeHUTL |IP-agpec cBoero poyrepa u
YCTaHOBUTbL AnanasoH IP-agpecoB BbijaBaeMblX aBTOMaTUYECKM, AMs1 YCTPOWUCTB B JIOKarnbHOW CeTu.

2.5.3. Ecnn y Bac npotokon nogkniovennss PPPoE co ctatuyeckum IP-agpecom, B 6noke Mo6anb-
Hasa ceTb (WAN) BbibepuTe 13 Bbinagatowmux cnuckoB Tun nogknioyeHus (Static IP) n TexHonoruo no-
nyyenusi goctyna (PPPoE). Beegute IP-agpec, Macky cetu, LWUnw3, agpeca DNS-cepBepoB, Ums
nonb3oBartens u MNMaponb. Ecnu B ceTn Bawero VIHTepHeT-npoBanaepa ocylecTsnseTcs unbTpaums
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no MAC-agpecawm, Beeaute MAC-agpec ceTeBoro ajantepa Ballero KOMnbTepa uUnu octaBbTe B none
MAC-agpec ceTeBoro agantepa poytepa (PucyHok 2.5.1).

AP205M1

Craryc
Cucrema

CepBucbl

Wi-Fi naanmnposumx Tun nogxaoueHna

FnobanbHasa cetb (WAN)

Cetb 1Pv4 agpec

Macka cetn
Buintn

Whios

DNS

MAC-agpec
TexHonorua gocTyna
Wwma noas3oeatens

MNapons

Static IP

192.168.13.120

255.255.255.0

192.168.13.1

DNS 1: 192168131

DNS2: 8888

00:0c'43:47:05:50

PPPOE

User_name

Password

v DHCP naum cratudeckun IP & cetu nposaingepa

Aapec ycTpoicTea e rno6ansHoi cetn

Macka onpegenaer nojceTs

Aapec wno3a

Aapeca DNS cepsepos

Media Access Control - unique identifier

¥ OnpegeneHue TeXHONOTN BLIXOAA B CETh

PucyHok 2.5.1 - BBoa gaHHbIX Ang noakntoyeHus no npotokony PPPOE co ctatnyeckum IP-agpecomM

2.5.4. Ecnn y Bac npotokon nogkntodeHus PPPoE ¢ gnHamudeckum IP-agpecom (DHCP-knueHT), B

onoke MobanbHasa ceTb (WAN) BeiGepyTe 13 BbinagaroLmx cnmckoB Tun nogkntoyeHmsa (DHCP) n Tex-
Honoruio nonydexusa goctyna (PPPoE). Beeante Umsa nonb3oBatens v Maponbk. Ecnv B ceTn Bawero
MHTepHeT-npoBavigepa ocylectensetca cunbTpaums no MAC-agpecawm, seegnte MAC-agpec ceteBoro
aganTepa Ballero KomnbtoTepa unu octaebTe B none MAC-agpec ceteBoro agantepa poytepa (Pucy-

HOK 2.5.2).

AP205M1

Craryc
Cucrema

CepBuchbl

Fno6ansHas cets (WAN)

Wi-Fi nnakuposumx

Tun nogkmoueHI
Cetb e

MAC-agpec

Buiitun Texsonorua goctyna
VInA nons3ceatens

Napons

Touka goctyna (AP)
Brmounts WiFl
SSID
Tun wuposanma

Knmou

Konuuectso: 150

DHCP

00.0c4347.05:50

PPPoE

User_name

Password

v

Kroks AP205M1

WPA2-PSK (CCMP)

gizanyev

DHCP wan cratuueckwit IP & cety nposaigepa

Media Access Control - unique identifier

Onpegenenme TEXHONOTAM BLIXOAA & CeTh

Wma cern WiFi

DHCP unn cratuueckui IP & ceTw npoeaigepa

Napons goctyna k WiFi

CBPOC  MNPOBEPUTH

PucyHok 2.5.2 — BBog AaHHbIX Anst nogknioveHns no npotokony PPPoE ¢ anHamnyeckum IP-agpecom

2.5.5. iameHsas 3HayeHus B 6noke Touka goctyna (AP), nonb3oBaTenb MoxeT ynpasnaTb 6ecnpo-
BoAHou ceTbto Wi-Fi HacTpoeHHON No ymonyaHuto. MIaMeHnTb Ha3BaHuMe CeTu, TuMn WndpoBaHus, ycTa-
HOBUTb MOLLHOCTb nepedatynka Wi-Fi mogyns cBA3w, KaHar, LWMPWHY MOMOCkl NPONyCKaHWs M Naporsb
ans goctyna k gaHHon Wi-Fi cetu nnm Boobuwe otkntounte Wi-Fi ceTb npu HeobxoanmocTu.
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2.5.6. 3akoH4MB HacTpolky, Haxmute kHonky NMPOBEPWUTb. [ns yaaneHus BbiOpaHHbLIX 3HA4YeHWI
HaxkmuTe kHonky CBPOC. Monsi ¢ KOPPeKTHO BHECEHHBLIMU AaHHbIMW OyAyT BblAeNeHbl 3eMNeHbIM LBETOM
(PvicyHkn 2.5.3 1 2.5.4). lNMons He npoweawne NpoBepKy 6yayT BblAeNeHbl KPACHbIM LLBETOM U JOCTYMHbI
ansa pegaktupoBaHus. OKOHUYMB HACTPOWKY coeamHeHus, HaxxmuTe kHonky MOATBEPOUTDb. [nga otkasa
OT BBEJEHHbIX AaHHbIX HaxmuTe kHonky CBPOC. Mocne noaTBepxaeHUs, cucteMon 6yayT npUMeHeHb!
[aHHbIE M HAaCTPOWKM yKasaHHble Nonb3oBaTenemM

AP205M1

Cratyc
FnobanbHas cetb (WAN)
Cucrema
Tvn nogxAloueHUs Static IP ¥  DHCP nau ctatuueckui IP & cetn nposaingepa
CepBuCbl
IPv4 agpec 192.168.13.120 Aapec yctpoictea 8 rnobansHomn cetn
Wi-Fi naanmnpoewmk
Macka cetn 255.255.255.0 Macka onpegenset noaceTs
Cetb
Wnio3 192 168.13.1 Aapec wnro3a
Boidtu DNS1: 192.168.13.1
DNS Apapeca DNS cepeepos
DNS2: 8888
MAC-agpec 00:0c:43:47:05:50 Media Access Control - unique identifier
TexHonorua goctyna PPPoE ¥ Onpegenexve TeXHONOTM BLIXOAA B CETb
Wwma noas3osatens User_name
Mapone Password

PucyHok 2.5.3 — NpoBepka BBeAeHHbIX AaHHbIX PPPOE nogkntoyeHmns co ctatudeckum IP-agpecom

AP205M1
Konwuecrso: 150
Crartyc
Cucrema
Cepsucol
Fr0GansHas cers (WAN)
Wi-Fi naasmporumx
Tun nogaoueHna DHCP v DHCP uam cratueckwi IP e cetm nposaigepa
Cetb
MAC-agpec 00.0c:43/47:05:50 Media Access Control - unique identifier
Beiity Tex+onorws goctyna PPPoE i OnpeeAeH#e TeXHONOTMM BBIXOA3 B CETo
Wua nos3oeatens User_name
MNapone Password

Touka pgoctyna (AP)

Braounts WiFl v

SSID Kroks AP205M1 Vi cen Wifi
Tun wudpoeaHua WPA2-PSK (CCMP) v DHCP uam cratuieckuit IP 8 ceTn nposaingepa
Kmou gkzanyev Napone aoctyna k WiFi

CBPOC  MOATBEPAUTL

PucyHok 2.5.4 — lNpoBepka BBeAeHHbIX AaHHbIX PPPOE nogknioueHusa ¢ guHamudeckum IP-agpecom

2.6. HacTtpowka poyTtepa ansa pa6oTbl B pexxume Wi-Fi KnueHT

Pexum paboTbl poytepa «Wi-Fi KnveHT» no3BonsdeT ycTponcTBaM, HaXoasILMMCS B JTOKarnbHOM CETU
poyTepa nonyy4uTb JocTyn K cetn NHTepHeT vyepes b6ecnpoBogHoe Wi-Fi coegmHenne. B gaHHOM cnydae
poyTep 6yaeT BbiCTynaTb B ponv 6ecnpoBOAHOro MOcTa mexay cobCTBEHHOW FTOKanbHOW CeTblo U yaa-
neHHoun GecnpoBogHon ceTbto. OgHOBpeMeHHO byaeT co3gaHa 6ecnpoBogHasa Toyka gocTyna gns 6ec-
NPOBOAHbIX YCTPOUCTB COOCTBEHHOW JTIOKANbHON CEeTHU.
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2.6.1. AsTopusyntecb B web-uHTepdence poytepa. B Pasgene «CepBucbi» Bongute BO BKNagKy
«MacTtep HacTponku». [Ina co3gaHus goctyna pexuma paboTbl poyTepa, kak 6ecnpoBOAHOrO KIueHTa,
yCTaHOBWUTE TOYKY Mapkepa Ha 6rnoke Wi-Fi KnueHt (WC) n HaxxmuTe kHonky JAJIEE (PucyHok 2.6.1).

AP205M1

Craryc
Cncrema PexumM Mactepa HacTponKu
Cepsucet BoibepHTe pexum HacTpoiiki
Wi-Fi naanmposwmx
Cetb
Poyrep (Rt)
Boitu
S U S i S
o o A S
Touxa gocryna (AP)

Pacampewas CyurCTRywced CoTw SR PPORCAWX W GACTPOBCAMA YCTPORCTH, ROCTYM X CYWOCTEyeued COTM 4953 NPORIEHOR MORKAGEHAS

PucyHok 2.6.1 — Mactep HacTpownku Wi-Fi knneHTa

2.6.2. B 6noke NlokanbHas ceTb (LAN), none3oBaTenbs MOXeT M3aMeHUTb |IP-agpec cBoero poytepa u
YCTaHOBUTb Anana3oH IP-agpecoB BblgaBaeMbix aBTOMAaTUYECKM, ANl YCTPOWUCTB B JIOKANbHON CETH.

= JlokanbHas cetb (LAN)
Crartyc
- TPOWCTEA B NOKANLHOM CeTH
Cucrema 1Pv4 agpec 15216811 e ymbnme: 105 16811
CepBucol o 100
" Yxaxute nyn IP ecoe.
o
- Konuecteo: 150
Wi-Fi nasknposink
Cetb
Knvnenr
Bowtu SSID SSID: "Roma”. Kawan: 9 v Touka ZOCTYNa AAR NOAKAIOUEHMA K COTH
SSID "Xerox™. Kawan 10
SSID: "Roma’, Kawan: 9 n A
Koy SSID: “SomeNetwork_1". Kawan. 6 oRing Aocive K WS
SSID: "KSN_0_Guest’. Kawan: 6
SSID: “39guest”. Kawan 8
SSID. "AkBNev". Kawan 9
SSID: ™ Kawan: 11
SSID: “TP-Link_S1EA™. Kawan: 2
SSID: "Piose”, Kauan: 13
Touka poctyna (AP) SSID: "HP-Print.6C-Officajet Pro 8610", Kawan 2
SSID: "Keenetic-8917" Kanan: 5
SSID. "Keenetic-0438". Kawan: 3
v
BERCN WS SSID. "ABS". Kawan: 1
Kawan Channel: 10. Frequency: 2.457 GHz v Howmep anana, Ha koTopom Gyser paborate A KaHan.
MouHocTs nepegatuma 14 dBm; 25 mW v Moupocrs . MOUHOCTS He XOpOLLEE KAUECTEO CHrHaNa.
Uacia HT40 + Onpeaenenvie NOROCH NPONYCKanw. BOMBLLAN LWMDWHA K3HAAA NDEACCTABAAET BOBLLYIO CKOPOCTS, HO MeNbLLYKO 34
P Maian WipiHa OBECHEUNBAET GONBLLYIO AANBHOCTS NP MENBLIER CKOPOCTH,
SsiD my_access_point Va cern WiFi
Kniou password Napons goctyna k WiFi
BEPHYTBCAHA3AN | cBPOC mPoBEPMTL

PucyHok 2.6.2 — Hactponka pexuma «Wi-Fi» KnueHT

2.6.3. B 6roke KnueHT BbIOepuTe U3 BhiNnagatoLLEero cnvcka onvkanime goCTyrnHble TOUKM JOCTyna U
BBeauTe naponb (Kntod) ansa nogknioveHns K BbiIOpaHHOM TOYKe AOCTyna.

2.6.4. B 6noke Touka poctyna (AP) nonb3oBaTenem ycTaHaBnNuBaeTCs MOLIHOCTb nepedaTyuka Wi-
Fi mogyns cBA3m, kaHan Ha koTopom bygeTt paboTaTb nepeaaTyvk U LWMPKUHY NOMNOCHI NPONYCKaHWs,
onpegensiemylo pacctosHueM mMexay poytepamu. Beegute nmsa Wi-Fi cetun, kK kotopon 6yayT nogknio-
YyaTbcsa becnpoBogHbIe YCTPOWCTBA, Bbibepute Tun WwWndpoBaHns 1 3aganTe naposb Ans AocTyna K Ba-
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wen Wi-Fi cetn. OnumoHansHO, MOXHO OTKNoUnNTL 6ecnposoaHon Wi-Fi Moaynb CBs3u, ecniv HeT Heob-
XOOUMOCTM B NoAKMoYeHnn 6ecnpoBogHbIx YCTponcTB (PucyHok 2.6.2).

2.6.5. 3akoHunB HacTpomnky, HaxmuTe kHonky NMPOBEPWUTb. [ns yaaneHus BblOpaHHbIX 3Ha4YeHWN
HaxxmuTe kHonky CBPOC. Nons ¢ KOppeKTHO BHECEHHBbIMU AaHHbIMU OyAYT BblAeNeHbl 3eMeHbIM LIBETOM
(PvicyHok 2.6.3). Mons He npolwewmve npoBepKy 6yayT BblAeneHbl KpacHbIM LBETOM UM OOCTYMHbI ANS
penaktupoBaHus. OKOHYMB HACTPOWKY coeauHeHus, HaxmuTe kHornky MOATBEPAOUTDL. [na oTkasa oT
BBEOEHHbIX AaHHbIX HaxkmuTe kHonky CBPOC. lNocne noarsepxaeHusl, cuctemon 6yaoyT npuMeEHEHbI
OaHHblEe N HACTPOWKM yKa3aHHbIe Nonb3oBaTenem

Craryc JlokansHan cetb (LAN)
Cucrema 1Pv4 agpec 19216811 fAPSCYCTRORCTSA 8 AoKamiiofl 4T
Cepsucsbl
or: 100
SCren TP DHCP Yxaxure nya IP aapecos

TMo-ymonuanme: Ot 100" Koawvecrso “150°

Wi-Fi naaHmposumK Koauuecreo: 150

Cemb
Kanenr

Beitun SSID SSID: "Roma’”; Kawan: 9 v TouKa AOCTYNa AR NORKNMOHEHNR K CETH

Knou password Napons AocTyna k WiFi

Touka gocryna (AP)
Brmounts WiFl
Kanan Channel: 9. Frequency: 2.452 GHz ¥ Homep KaHana, Ha KOTOPOM BYAET PaBOTaTs NEPEAATUMK. PEKOMEHRYETCA WCTIOAB30BATS CBOBOAHSIA KaHaA,

MoupocTs nepeaarumca 14 dBm: 25 mW. ¥ MowwocTs NepeaaTumka. MaKciaabHas MOWMOCTS M@ TADAHTUDYET XOPOWEee KaUeCTBO CHrHaia.

Wepiia HT40 3 Onpeaenenue NoAOCH NPONYCKanMR. BONLUWAR WADUHA KAHANE NDEAOCTABARET BOABLIYIO CKOPOCTE, HO MEHSLIYIO 33
L Mainas WiphHa OBecneuneaeT BoMLUIO AAALHOCT NPH MEHLLIEH CKOPOCTH

SSID my_access_point Vna cervn WIFi
Tin wndposauia WPA2-PSK (CCMP) ¥ DHCP wam cratwueckwd IP 8 cerw nposaigepa
Knou password Mapons goctyna k WiFi

PucyHok 2.6.3 — lNpoBepka BBeAEHHbIX AaHHbIX

2.7. Hactponka 6ecnpoBogHon Wi-Fi ceTu B pexnme «To4Yka gocTtyna»

B paHHOM pexume goctyn k cetn VHTepHeT GygeT npeocTaBnaTbCA Yepes BbILLIECTOSIWMA poyTep.
Poytep Oynet pabotate B pexvume mocTa (yONUHWUTENS) Mexay Monb30oBaTesNlbCKUMU YCTPOMCTBaAMU U
BbILLECTOSALLMM pOyTEPOM. ECnu BbilECTOAWMIA poyTep OTCYTCTBYET UMM HE HacTpPoeH Ha paboTy ¢ ce-
Tblo WIHTEepHeT, TO NOAKMIYEHUA MONb30BaTENbCKNUX YCTPOUCTB K ceTn VHTepHeT yepes Co3gaHHYIo
«TOYKYy gocTynay» He byger.

2.7.1. AsTopusyitecb B web-uHTepdeice poytepa. B Pasgene «CepBucbi» BonauTe BO BKMaaKy
«MacTep HacTpomkuy». [Ina co3gaHus TodkM gocTtyna K cetu VIHTepHeT yepe3 6ecrnpoBO4HOE MOAKITHO-
YeHMe yCcTaHOBUTE TOYKY mMapkepa Ha 6roke Touka moctyna (AP) n Haxwmute kHonky OANEE (Pucy-
HOK 2.7.1).

~18 ~



Web-uHtepdeinc poytepos KROKS. HacTtponka n ynpaeneHve 29 Hos16ps 2019 T.

AP205M1

Cratyc
Cucrema Pexum Mactepa HaCTpOﬂKM
CepBuchi BoibepuTe pexum HacTponku

Wi-Fi narmposumk

Cetb
Poyrep (Rt)
BuiiiTut Fo— B T T R p———
Wi-Fi Knuent (WC)
T T L  —
Pacemposee CyuecTayeseh cera Ara SpoROIX ® BeCRPOROEMGK YCTPORCTR. SGCTYT K CyEECTEYWGGH CETH 48pe3 NORORCE MORKAEENAE.

PucyHok 2.7.1 — MacTep HacTponku poyTepa B pexume TOUKM AocTyna

2.7.2. B 6noke Touka poctyna (AP) nonb3oBaTtenem ycTaHaBnuBaeTCa MOLWHOCTb nepegatyunka Wi-
Fi moayns cBsi3u, kKaHan Ha koTopom byaeT paboTaTb nepegaTyymK 1 LMPUHY NONOCHI MPOMYCKaHMUS,
onpegensemylo pacctostHueM mexay poyrepamu. Beegute umsa 6ecnposogHon Wi-Fi cetu (SSID), us
BblNagaloLlero MeHto Bolbepute Tmn WndpoBaHns SaHHbIX U BBeAWUTe naponb Ansa goctyna k Wi-Fi cetu
(PvcyHok 2.7.2).

AP205M1

Craryc Onucanue:

Cucrema B 3TOM pexxume ycTpoicTeo paboTaeT Kak Touka 4ocTyna. JIoCTyn K MHTEPHETY NPeAOCTaBAACTCA Yepe3 BbileCTORWUA poyTep.
CepBucbl

i o WameHeHus:

m Orxmoveno Network Address Translation (NAT)

Wi.F Orkmoyeno Dynamic Host Configuration Protocol (DHCP)
Ll o o Bce nopt! 6yAyT nepekaoueHs! B PeXum MocTa.
WiFi nepekiiounTca 8 pexmum MocTa

Cetb
MNpumeuanve:
Bl Hoewint IP agpec yctpoiictea Gyaer npeaocTasneH soiwectoswmm poyrepom. MAC agpec storo ycrponcrea: 00:0¢:43:47:05:50

Touka aoctyna (AP)

Brmounte WiFl

Kawan Channel: 6; Frequency. 2 437 GHz *  HoMep kanana, a KOTOPOM By4ET paBoTaTh nep z A A kawan,
MouwHocTs nepegatumka 14 dBm; 25 mW. v M . MOWHOCTS He XOPOWee KIUECTBO CHTHana.
Wipusa HT40 +  Ompegenenite NonOCs MPONYCKaKWA. BONbLWAR WHPHKA KAHANA NDEAOCTABARET GOLLYIO CKOPOCT, HO MeHbLY]

Manan WMpHHa OBECHEUNBaET GOAbLLYI) ABMbHOCTS NP MEHBUIH CKOPOCTH.

SSID my_access_point Vs cern WiFi
Tin wipposasmn WPA2-PSK (CCMP) v DHCP wm cratmueckwit IP & cemy nposaingepa
Knrou password Napons gocryna k WiFi

=0

PucyHok 2.7.2 — HacTpoika Touku goctyna

2.7.3. 3akoH4MB HacTpowky, Haxmute kHonky NMPOBEPUTb. [na yaaneHus BbiGpaHHbIX 3HAYeHWI
HaxkmuTe kHonky CBPOC. NMons ¢ KOppeKTHO BHECEHHbIMM AaHHbIMK OyaAyT BbiAeNeHbl 3eNeHbIM LBETOM
(PvcyHok 2.7.3). MNMons He npoleawne npoBepky OyayT BblAeNeHbl KpacHbIM LIBETOM M OOCTYMHbI ANs
penaktupoBaHus. OKOHUMB HAaCTPOWMKY TOYKM AaocTyna, HaxxmuTe kHonky MOATBEPOUTb. [nga oTkasa oT
BBEAEHHbIX AaHHbIX HaxmuTe kHonky CBPOC. lNMocne noarBepxaeHus, cuctemon OyayT npyvMeHeHb!
OaHHble N HAaCTPOWMKM yKasaHHbIe Nnofb3oBaTenem
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AP205M1
Craryc Hacrpoiika yctpoiictea "Touka goctyna”
(Cucrema Onucanue:
CepBuch! B 3TOM pexume yCTPOMCTBO paboTaeT Kak TouKa A0cTyna. loCTyn K MHTEpPHETY NPeAOCTABAAETCA Yepes BLILECTOALMA poyTep.
Macrep nacTpoim NameHenns:
Wi-Fi naaumposumk OrkmoueHo Network Address Translation (NAT)
Orkmouero Dynamic Host Configuration Proto(ol (DHCP)
CeTb Bce nopTsl 6YAyT NEPeKAIoueHbl B PEXUM MO!
WiFi nepekniounTca & pexum mMocra
Mpumeyanue:
Boivti Hoseit IP agpec ycTpoiicTea GyaeT NpeaoCTaBAeH BLIECTOAWMM poyTepom. MAC aapec 310ro ycTpoicTea: 00:0¢:43:47:05:50

Touka goctyna (AP)

Brarouurs WiFl v
Kawan Channel: 6; Frequency: 2437 GHz ¥  Homep awana, Ha KOTOpom Gyaer paborars 3006¢ @ Kaman.
Mougocrs nepeaarumca 14 dBm. 25 mW. v M MOWHOCTS He XOpOee KAUECTBO CHrHana.

Wnpnea B e ooty Boreigss AAmonocre v e hpacT | CoTeU10 CXOPOCTE Ho Ve
SSID my_aceass_point Vima cern WiFi

Tun wnpposanua WPA2-PSK (CCMP) ¥ DHCP wan craruueckwit IP & cetw npoeaingepa

Knou password Napons goctyna x WiFi

PucyHok 2.7.3 — lNpoBepka BBeAEHHbIX JaHHbIX
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3. PYYHASI HACTPOWKA NMPOBOAHOIO NOAKNIOYEHUA K CETU UHTEPHET

Y6eguTtech, 4To Kabenb MHTEpHET npoBangepa nogkmodeH K WAN-nopTy Bawero poytepa. [Nogknto-
yYeHue K ceTn NHTepHeT 3aBMCUT OT TUMNa NPOTOKONa AOCTyna, Yepes KOTOpbIN NpegocTaBnAeTcs OOCTYn
nonb3oBaTtento.

MpumeyaHue — MNpu 3aknoyeHnn gorosopa ¢ MIHTepHeT-nNpoBangepom Ha okasaHwe ycryr 4ocTyna B
ceTb VIHTepHeT, MNMpoBanaep nepenaet nonb3oBaTtento MHGOpMaLMo, HEOBXOANMYIO NS NOAKMHOYEHMS K
cetn NHTepHeT:

o UcnonbsyeTtca ctatuyeckun IP-agpec (NOCTOSIHHbIN) U AMHaMmuveckun IP-agpec (DHCP
HasHavyaeMmbli aBTOMaTUYECKM).

e [lpotokon poctyna k cetn WHtepHeTr (PPPoE, PPTP, L2TP) npu ero nucnonb3oBaHuu B
npegocTaBneHnn goctyna.

e |P-agpec vnn pomeHHoe nms VPN-cepBepa npu nogkntodeHun yepes PPTP u L2TP.

o JloruH (MImsa nonb3osartens) u Maponb ansa goctyna B IHTepHeT.

e OcywectBndetca nu dunbtpaumss no MAC-agpecam, n kakon MAC-agpec Oyaget 3aperu-
CTpupoBaH y VIHTepHeT-npoBanaepa.

Hannuyme Tex unu nHbix NnapameTpoB OnpeaensieTcs TMNoOM NpoTokona gocTtyna k cetu. [pu Heobxo-

ONMOCTM 3TM napameTpbl MOXHO YTOYHWUTb B Cryxbe TexHuyeckon noadepxku Bawero WHTepHeT-

nposangepa.

3.1. NMoagkntoyeHue K UHTepHeTy no npotokony DHCP-knueHTa

Mpotokon DHCP — ceTeBoW NpOTOKON OMHAMWYECKOW HACTPOWMKM Y3na, NO3BOMSAOWMIA CEeTEBbIM
YyCTPOWCTBaM aBTOMaTM4ecku nonyyatb |IP-agpec n gpyrve napametpbl. HaHHbI NpOTOKOMN Mo3BonseT
n3bexaTb Py4HON HACTPONKM poyTepa N YMEHbLLNTE KONMYECTBO BO3MOXHbIX OLLMBOK.

AP205M1

MODEM1  MODEM2  LAN
Craryc ’ B
Cucrema v
NHtepdencol - WAN
Cetb
Modem Manager VIAN Hang.
Wurepdeircst
Wi-Fi
Kowssyrarap O6wwume HacTponKm
DHCP 1 DNS
OcHoBHBI@ HACTPONKK JlonoaHuTeNbHbLIE HACTPORKK Hactpoitku xasana HacTpoitku MexceTeeoro 3xpaHa
Wwmena xoctoe
THUeC MapwpyT CocrosHue * Yerpoicreo: eth0.2
CraTsacKie MAPLLDY T " Bpews pa6ors:: 21 10m 475
[Avarrochika MAC-appec: 00:0C:43:47:05:50

Monyuenme (RX): 31.35 M8 (84000 Maxeros)
Mepeaaya (TX): 88.50 MB (74958 Maxetos)
1Pv4: 192.168.132.142/24

Mexcereson 3kpan

banarcupoeka WAN Tpaduk
Mpotokon DHCP-xnwewt v

Bty Wms xocta 8 DHCP-3anpocax AP205M1

HA3AJ K OB30PY COXPAHUTB U MPUMEHUTD CBPOCUTD !

PucyHok 3.1.1 — Beibop npoTokona goctyna DHCP-knneHT

3.1.1. AsTopusyntecb B web-uHtepdence poytepa. B Pasgene «CeTb» Bovante Bo Bknagky «WH-
Tepcpencbi» n Boidbepute BkNagky WAN. M3 Bbinagatowlero cnucka nNpoTOKONOB Bbibepute MpPOTOKON
nogkntovyeHnss DHCP-knueHT (PucyHok 3.1.1). 3atem Haxmute kHonky COXPAHUTb U MPUMEHUTD.

MpumeyaHue — MNMpoTtokon nogkntodeHus k cetu DHCP ycTaHoBneH B 3aBOACKMX HAcTponkax poytepa
no ymonyaHuwo. Ecnu Baw WHTepHeT-npoBanaep mcnons3yet npotokon DHCP ana npegoctaBneHus
poctyna B UHTepHeT, TO, ckopee Bcero VHTepHeT-coeanHeHne y Bac yxXe YCTaHOBMEHO B aBToMaTu4e-
CKOM pexume.
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3.2. HaCTPOﬁKa poyTepa, AnAa NoAKN4YeHUA K ceTn MHTepHeT UCNOJIb3yA NPOTOKOJ1 CO cCTaTUu4e-

ckum |[P-agpecom

3.2.1. AsTopusynTtecb B web-uHTepderice poytepa. B pasgene «Cetb» BonanTe BO Bknagky «UH-
Tepcencbi» n BbidepuTe Bknagky WAN. /3 Bbinagarowero cnucka npoTOKOJIOB BbiOEpUTE NPOTOKOST

noakntoveHuns Cratnyeckum agpec (PvucyHok 3.2.1).

Mpumeyanne — WAN (Wide Area Network) — 'mobGanbHasi BblMUCIIMTENbHAS CETb, OXBaTblBaOLLAs

oonblune TEPpPUTOPUN N BKIKOHaoLWada OonbLLOEe Yncro Yy350B.

AP205M1

Craryc
Cucrema

Modem Manager
VnTepdeicst

Wi-Fi

Kommyratop

DHCP 1 DNS

Wmexa xocTos
Cratwueckue MapwpyTs!
Avarnoctaka
Mexcetesoit skpan

Banancuposxa WAN Tpadw

Beitn

MODEMV MODEM2  LAN
Wutepdence - WAN

O6wume HacTpovku

OcHoBHbIE HaCTPOMKH

Hacrpoiia

Cocronuue

3KpaKa

% Yerponcrso: pptp-wan

Monyuenue (RX): 0 B (0 Maxeros)

B (0 Naxetoe)

Mepegaua (TX):
IPv4: 192.168.132.142/24

Nporokon PP
—t L TR
Cepeep VPN | DHCP-knwen —

Heynpasnaensin

Wma nonssoearens PAP/CHAP

UMTS/GPRS/EV-DO
Dual-Stack Lite (RFC6333)

MAP / LWdover6

Mapons PAP/CHAP

464XLAT (CLAT)

1PV6 8 IPv4 (RFC4213)
1PV6 uepes IPv4 (Btod)
1PV6 uepes IPv4 (6rd)
DHCPY6 xnitewt

HA3A[] K OB30PY

AsTomatuueckan Homenet (HNCP)

Modem Manager (mmi)

PPP
PPIP
PPPOE
PPPOATM
L21P
PPP0SSH

QMI coTossit

COXPAHWTDL U NPUMEHUTD

CBPOCUTD |

PucyHok 3.2.1 — Beibop npoTokona nogkmntoyeHns co ctatudeckum IP-agpecom

3.2.2.MNoaTteepanTe BbIGOp NpoToKona co crtatuvyeckum |IP-agpecom, Haxas kHonky UBMEHUTb
MPOTOKOIN, (PucyHok 3.2.2).

AP205M1

Craryc
Cucrema

Cetb
Modem Manager
Wurepdeircor
Wi-Fi
KommyTatop
DHCP v DNS
Wmena xoctos
Cratiueckve MapwpyTs!
Awarsoctka
Mexcereeoi sxpax

Banarcuposxa WAN Tpa

Buintun

WAN MODEM1 MODEM2 LAN

NHTepdencol - WAN

<
23

O6wume HacTporKku
OcHoBHbIE HACTPONKM
CocroaHue ‘5 Yerpoincrso: pptp-wan
Monyuenue (RX): 0 B (0 Naxeros)
Nepeaauya (TX): 0 B (0 MNaxertos)
1Pv4: 192.168.132.142/24
Mpotoxon CraTiseckwi anpec v

HrK

Bbl AACTEATEILHO XOTUTE USMEHNTS IJ U3MEHUTL NPOTOKON |l

HA3AQ K OB30PY

COXPAHWUTL U NPUMEHUTD

x

P s

CBEPOCUTL

PucyHok 3.2.2. — MNoaTeepaeHue BbiGopa NpoTokoa NnoaknioyYeHns co ctaTudeckum |P-agpecom
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3.2.3. Beegute napametpbl npotokona (IP-agpec, Macky noacetn, OcHoBHOM wnto3, NMpeanoun-
Taembln DNS-cepBep n AnbtepHatuBHbIn DNS-cepBep), BO Bknagky OcHOBHbIe HacTpomnku (Pucy-
HOK 3.2.3).

AP205M1

Craryc as e
Cucrema

Ob6uiune HacTponku
Cetb m' P

Maodem Manager Ochoewwe acTpoiki  [lONIOMHMTERbHIE HACTPORI  HacTpOWKA kawana  HacTPOMKM MEXCETesoro Jxpana

Bpemsa pal £ 1h 31m 22s

Wi-Fi MAC-aapec: 00:0C:43:47:05:50
Ponyueuwe (RX): 28.07 M8 (70421 Maxeroe)

Kowmyrarop Mepegaua (TX): 87.74 MB (72033 Maxeros)

1Pv4: 192.168.132.142/24

DHCP 1 DNS

Vimena xocros Cratusecrti aapec

Cratuueckne MapwpyTs! 192 168 13.120

1Pvd-agpec

2552552550

Macxa cerw IPvd

192.168.13.1

Banancupoexa WAN Tpadixa 1Pv4-agpec wa3a

Wipoxoseufrenswsii IPvd-agpec

Beinitn Wcnonssosats cobcrefpnsie DNS cepsepa 192168131

8.888

1PV maskdNguise At OTIINONEHO

IPv6-agpec
1Pv6-aapec waosa

IPVE Hanpasnenie Npedukca

1PV6 cydomke

PucyHok 3.2.3 — BBog HacTpoek npoTokona CoeAnMHeHUs Co cTatudeckum IP-agpecom

Mpumeyanue — Ytobbl gobaBuTb IP-agpeca Heckonbkux coBCTBeHHbIX DNS cepBepoB, HaxXmMuTe Ha
CMMBON «+» U B Kaxgon cTpoke BBeguTe IP-agpec. YToObl yaanutb cTpoku ¢ IP-agpecamu, Haxmute
CYMBOJ «X» B KOHLIE CTPOKMU.

3.2.4. B cnyyae ecnu npoangep Tpedbyetr MAC-agpec ons npefocTtaBneHns BO3MOXHOCTU MOAKITHO-
yeHust K MHTepHeTy, BO Bkraake JlononHuTenbHbIe HacTPOMKu ykaxmte MAC-agpec ceTeBoro aganrte-
pa BaLuero komnbtotepa (PucyHok 3.2.4).

AP205M1

MODEM1 ~ MODEM2  LAN
Craryc i N
Cucrema -
utepdencsr - WAN
Cems
Modem Manager . . VIAN A Hanp.
Wurepdeic
Wi-Fi 06 o
Ve HaCTpoOUKU
Kowmyratop ‘-'-'- p
DHCP u DNS OcwoBHusE HACTPORKN  [lONOMHMTE N NwE HACTPOMKM  HACTPORKH KaHaRa  HACTPOTIKI MOXCETEBOTO JKpaNa
Viena xoaroa 3anycrvms npu sarpyaxe @
CraTiugckme MapwpyTH
2 BCTpOenHbiA 1Py v
Auarnocraxa
AKTMEMPOBATE COBAMHEHNE '

Mexcetesoi skpan

Banascuporka WAN Tpadixa
Haswauuts MAC-agpec
g m—

Buiit Hasmaurs MTU

Vcnon3oeaTs MeTDHey W3

DHCP-cepsep
Ocroense Hactpoiu 1PV Hactpodxm

UrwopuposaTs wTepdenc ¥

HA3AR K OB30PY COXPAHUTB M MPUMEHWTL CBPOCHTE

PucyHok 3.2.4 — Beog MAC-agpeca ceTeBoro agantepa

3.2.5. lNocne BBOAa Bcex napameTpoB, HaxmuTe kHonky COXPAHUTb n MPUMEHUTD.
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3.3. Hactpoiika poyTtepa ana noagknioveHus Kk UHtepHeTy no npotokony PPtP (VPN)

3.3.1. AsTtopusyitecb B web-uHTtepderice poytepa. B pasgene «CeTb» BoviauTe BO BKnagky «UH-
Tepdencbi» 1 Bbibepute Bknagky WAN. M3 Bbinagarollero cnucka npoTOKONoB BbibepuTe MpOTOKON
PPtP (PucyHok 3.3.1) n HaxmuTe kHonky ASMEHUTb NMPOTOKOI, (PucyHok 3.3.2).

Mpumeyanne — WAN (Wide Area Network) — 'mobanbHasi BblUMCIIMTENbHAsS CETb, OXBaTbiBatoLLas
fonbLUne TeppuTOPMM 1 BKIOYaoLLas 60MbLIOe YMCIIO Y3NOB.

AP205M1
Cratyc Cuwan ) MODEMI  MODEM2  LAN

SR WHTepdeiicsl - WAN

Cetb
Modem Manager 3 enamu. 3KKE MO " VIAN (Hanp:
VnTeppeics:

Wi-Fi .
Obuyme HacTponku

KomwmyraTop
DHCP u DNS OcHoenbie HacTpoikin  [lONOAHMTEALHBIE HACTPOMKM  HacTpoMku kanana  HACTPOMKM MEXCETEBOrO 3KpaHa
Wmena xocroe = Fy
Cocromnme 7= Yerpoicrso: pppoe-wan
Cramwsecke wapupyT Nlamasint (<08 0 Nasercay

epe;
Avarsocuka 1Pv4: 192.168.132.142/24

Maskostesoh skpe Nporoxon PPPOE

Banancupoeka WAN Tpadu Cranwecin aapec
Viua nons3osatens PAP/CHAP | DHCP-suent
Heynpasnaewsii
UMTS/GPRSIEV-D0
Bhiiitn Napons PAP/CHAP | b 3} Stack Lite (RFC6333)
RS MAP / LWdover6
KOMUEHTPATOp AOCTYNa | 464XLAT (CLAT)
IPv6 8 IPv4 (RFC4213)
IPVE uepes [Pvd (6tod)
1PV6 uepes IPvd (6rd)
Vinan cayxGet | DHCPVS knuen
AsTomarweecras Homenet (HNCP)
Modem Manager (mmi)
T ———

<l PPIP -
HA3AQ K OB30PY PPPoATM COXPAHWTB U NPUMEHUTDL X d CBPOCHUTL
L2TP
PPPoSSH
QMI coosbiit |

PucyHok 3.3.1 — Beibop npoTtokona nogkntoyeHus PPtP

AP205M1

WAN 1 M
Cratyc MODEM MODEM2  LAN

Crerea Nntepdeiicsl - WAN

Cetb
Wrrepdenco
Wi-Fi
O6Lwwune HacTponKu

Kommyrartop
DHCP v DNS OcHoBHbie HACTPOMKM

Wmena xoctos @ a
Cocroanue = Ycrpoicreo: pppoe-wan

Monyuenue (RX): 0 B (0 Maxetos)
MNepegaya (TX): 0 B (0 NaxeTos)
IPv4: 192.168.132.142/24

Cratuueckue MappyTsi

Qvarxoctuka
MexceTesoi 3kpaH Mporokon PPP v
Banancuposka WAN Tpadmk ——

Bil 4eACTEMTENLHO XOTUTE M3MEHNTL ‘ M3MEHWTL NPOTOKON ‘
NPOTOKON? e
Beintn

HA3AJI K OB30PY COXPAHWUTb U NPUMEHUTD PAHU CBEPOCUTL

PucyHok 3.3.2 — MNopTBepxaeHne Boibopa NnpoTokona noaknoveHust PPtP
3.3.2. B oTkphbiBLLIEMCH OKHe BBeanTe Umsa nonb3oBaTtens (floruH) u Maponb 13 goroBopa Ha okasa-

Hue ycnyr WHTepHeT-npoBangepom, IP-agpec VPN-cepsepa n Haxmute kHornky COXPAHUTb U
NMPUMEHUTDb (PucyHok 3.3.3).
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AP205M1

WAN  MODEM1 MODEM2 LAN
Craryc

Cucrema

Cetb

Wutepdencol - WAN
Wi-Fi ”
e Obume HacTpovku

DHCP u DNS OcHOBHBIE HACTPONKM “ H ” 0 3KpaHa

Wmena xoctos Cocroauue ‘% Yerpoiicrao: pptp-wan

Monywenne (RX): 0 B (0 Naxetos)
ua (TX): 0 B (0 Naxeroe)

CraTiueckie MapuwipyTs! Licit e
1Pva: 192.168.132.142/24

Auarkoctuka
Mexceregon Ikpan Mporokon PPIP v

Banaricupoeka WAN Tpadik
Cepeep VPN 192.168.1.10

Wms nonssosatens PAP/CHAP Usre_name

Napons PAP/CHAP Password D
PR OB20RY COXPAHMTB Y MPUIMEHWTD XPAHUTG |[ CBPOCHTD

Buitn

PucyHok 3.3.3 — BBog AaHHbIX Ans NpoTokona nogknioveHus PPtP

HQVIMG‘-IaHI/I — Ans OT06pa)KeHVI$| BBOAMMBIX Oa@HHbIX, HAXXKMUTE Ha |/|306pa>|<eH|/|e 3BE€3004YKN B KOHLIE
CTpPOKKM BBOOaA.

3.3.3. Bo Bknagke JononHuTernbHble HACTPOWKM YCTaHOBUTE ranodky ABTOMaTU4ecKoM aKTuBa-
LMKN cCoeanHEHUSI NPW NOAKIMOYEHMM B pa3beM kabens (PucyHok 3.3.4).

AP205M1

Craryc e B xe K0 wiTe
AN Hien BUg (hanp: <t

Cucrema
Cepsucbl .
O6uwme HacTponku
Cetb
% OCHOBHMIE HACTPORKH  [lONOMHUMTE b KbIe HACTPORKA  HACTPORAKM MEXCRTEBOrO IKPaHa
onem
Wi-Fi A BCTpOeHHbI Py v
Koustyratop AXTHBDORATS COBRMNENME ¥
DHCP » DNS
Vivera xocron
WCcnons308aTs w03 N0 ymonuaHmo ¥

Cratwueckue MapwpyTsi

arocTn
Alamocnea Vicnons308aTs MeTpHKY W33

Mexceresoi 3xpan

Venonesosats oSuasnsenwie yatom DNS cepeepa @
Banarcuporxa WAN Tpaduxa

Nopor ownBox 3xo-3anpocoe LCP

Beitn
Wutepean 3xo-3anpocoe LCP

MpomexyTox epemens Gesaeicrenn

Hasuauure MTU

HA3AD K OB30PY COXPAHUTD & NPYMEHUTD | cepoc

PucyHok 3.3.4 — [lononHuTenbHble HAacTPOnKn Ansa npotokona PPtP

3.3.4. Bo Bknagke HacTtponka mexceTeBOro 3KpaHa npuKpenuTe 30Hy wan K HacTpanBaeMoMy WUH-
Tepdency (PucyHok 3.3.5) n HaxxmuTe kHonky COXPAHUTb U MPUMEHUTD.
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Buivitu

WAN  MODEM1  MODEM2 LAN

NHTtepdencel - WAN

<
22

Ob6ume HacTponkm

OcHoBHbIE HACTPOWKM AononHnTensHbIe HaCTPOKK HacTpoitku mMexceTeeoro akpaHa

[zl |

C0383Th / Ha3HaUMTS 30HY CETEBOrO | l o ” 1. &
‘wan: : % | modem1:
pana || }| wan " oﬁdeﬁﬂ

HA3AN K OB30PY

COXPAHUTD & NPUMEHUTD

Hanp.

vt |[ cspoc |

PucyHok 3.3.5 — HacTpoika ceTeBoro akpaHa nogkniodeHums no npotokony PPtP

3.3.5. Hamu 6bin cosgaH nHTepdenc pptp-wan ond noaknioveHns k cetn MiHtepHet. Tenepb Heobxo-
OMMo co3faTb MHTepdenc Ans NOAKMIYEeHNst Kk cepBepy VIHTepHeT-npoBargepa. Ona atoro B pasgene
«CeTb» BoviguTe BO BkNagky «MHTepdpenchbl» n Haxmute kHonky JOBABUTb HOBbI UHTEP®EUC

(PwncyHok 3.3.6).
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Cucrema
Cepsucsbi

Cetb
Mogem
Wurepdeincol
Wi-Fi
KommyTatop
DHCP u DNS
Wmena xocroe
CraTuuieckue MapLpyTe!
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Buiitn

WAN MODEM1 MODEM2 LAN

WHTepdenchl

Nporokon: Cratuueckuit agpec

Bpems paborsi: 3h 49m 40s

MAC-agpec: 00:0C:43:47:05:50
Monyuenue (RX): 5.35 MB (45379 Maxeroe)
Mepeaava (TX): 95.37 MB (82517 MNaxetos)
1Pv4: 192.168.1.1/24

LAN
U= )
br-lan

NEPE3ANMYCTUTb OCTAHOBUTb

==

Nporokon: Modem Manager (mmi)
Monyuenue (RX): 0 B (0 Makeroe)
Mepeaaya (TX): 0 B (0 Makeroe)
Owwnbka: Connection attempt failed

MEPE3AMYCTUTb OCTAHOBUTb

=]

Mporokon: Modem Manager (mmi)
Monyuenue (RX): 0 B (0 Naxeros)
Nepepaua (TX): 0 B (0 Nakeroe)
Ownbka: Connection attempt failed

NEPE3AMYCTUTb

OCTAHOBUTb

o]

Mporokon: PPIP

Monyuenue (RX): 0 B (0 Maketos)
MNepeaavya (TX): 0 B (0 Maxetoe)
Ownbra: Connection attempt failed

NEPE3AMYCTUTb OCTAHOBUTbL

o]

pptp-wan

OCHOBHble HaCTPOWKK ceTu

IPv6 ULA-Prefix auto

IAMT |

IAMTE |

DAMTS |

YOATWTS \

PucyHok 3.3.6 — CosgaH HoBbIN MHTepdenc pptp-wan

3.3.6. Cosparite Uma HoBoro mHTepdperca ans nogknoveHns Kk cepeepy WMHTepHeT-npoBangepa,
Hanpumep man. B 3aBucnmocTu ot Trna IP agpeca Bbibepute Ctatuveckum agpec unm DHCP-knueHT
(ouHamunueckun). Bkrounte uHTepderic, BbibpaB B BbinagawweM okHe eth0.2 u HaXmuTe KHOMKy

NOATBEPAUTDL (PucyHku 3.3.7 1 3.3.8).

Mpumeyanne — MAN (Metropolitan Area Networks) — ceTn macwtaba ropoaa.
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BHuMaHMWe: AMHa UMeHn
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AT T

Npx HOBOTO @ Cratuseckuit anpec v

Co34aTh MOCT HaA HECKONBKAMM
uHTepdencammn

BiatounTs Creaylowmi uHTepdeic 1 eth0.2 _J

PucyHok 3.3.7 — Co3sgaHuve nHtepdperica man co ctatmdeckum IP-agpecom

AP205M1

Craryc .
Co3gatb nHTEpdenc
Cucrema
CepBuChbl
CeTb Wma Hoeoro uHtepdenca Man
3 Brumarue: 4amHa umesn
Beitun WHTEPDRNCA 1iakcimancas 4 AMBHI COCTABARGT 5 CHMBOROR, BIAIGUER NDEBUKE a8 TOMETHHEEKOrO NPOTOKON
Mpotoxon Hoeoro untepdeitca DHCP-xnent v
Co34aTh MOCT Hag HECKONBKMMM
uHTepdencamm
BinounTs cregyiowmin untepdenc ' eth0.2 —v_l

PucyHok 3.3.8 — Co3gaHue nHtepdenca man ¢ guHammdeckum IP-agpecom

3.3.7. Ecnu y Bac npotokon nogknodeHus PPtP co ctatudeckum IP, B OTKpbiBLUEMCH OkHe (PucyHok
3.3.9) Bo Bknagke OCHOBHble HAaCTPOWMKK BBeAUTE NapameTpbl NnpoTokona (IP-agpec, Macky noaceTwm,
OcHoBHOM wnto3, LlUupokoBewartenbHbin IP-agpec 1 npu Heobxoaumoctn |P-agpeca DNS-
cepBepoB).

3.3.8. Bo Bknagke flononHuTenbHble HacTporku (PucyHok 3.3.10) ycTaHOBMTE ranoyvky aBTomaTu-
YeCKOW aKTMBauuKn coeamHeHus, n ecnu Tpebyetcs, Beeante MAC-agpec ceTeBoro agantepa Ballero
KOMMbloTepa.
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Bewitin
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OCHOBHbIE HACTPORKM

Crarye
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Macka cerw IPv4
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WiupokosewaTensHbih IPvd-aapec

Wcnons3osate cobcTeennsie DNS
cey

[ re———

IPv6-agpec
IPv6-agpec wmosa

IPV6 Hanpasnexme npeduxca

1PV6 cydpuxc

AONOMHHTE MbHRIE HACTPORKI

HacTpodxn kawana  HacTpoiikin MexCeTesoro sxpana
" Yerpoicrso: eth0.2

Nonywenwe (RX): 0 B (0 MaxeTos)

Mepegaua (TX): 0 B (0 Naxeros)

Cramiseciuit agpec v
192.168.13.120

2552552550 v
192168.131

192168131

oTKIoNEHO v

AP205M1
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PucyHok 3.3.9 — OCHOBHbIE HACTPOWKM MHTepderica man co ctatudeckum |P-agpecom

AP205M1

Craryc
Cucrema
CepBucol

Cems

Mogem
Wi-Fi
Kommyratop
DHCP u DNS
Vmeria xocton
CraTAuecKie MapwpyTH!
Awarrocrnka
Mexcetegon sxpan

Banancupoexa WAN rpadix

Beintn

WAN  MODEM1 MODEM2  LAN
WHutepoencel - MAN

O6wume HacTpOMKu

Ocroakbe HACTPOAKM  [lononwuTensHbie HacTpomki  HAcTpOMKn Karana  HacTpOMKi MEXCETEBOr0 3Kpana
3anycTuTe npw 3arpyake @

cnos308ats ecTpoennsiit IP6- ¥
MeHeXMeHT

Acruenposats coegnuenne ¥

Hasnaunte MAC-agpec
Haswaunre MTU 1500

Vcnonssosas wetpucy wnoss 0

DHCP-cepBep

DHCP-cepaep we racTpoew aan | HACTPOUTB CEPBEP DHCP
1010

HA3AL K 0630PY

COXPAHUTD & NMPUMEHUTL | ESRRES

| CBPOC ‘

PucyHok 3.3.10 — [lononHuTenbHble HAaCTPOVKM MHTEpenca man co ctatudeckum IP-agpecom

3.3.9. Bo Bknagke Hactpomka kaHana Bbibepute nHtepdenc eth0.2, (PucyHok 3.3.11).
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WAN  MODEM1  MODEM2 LAN
Crartyc

Cucrema

NHTtepdencel - WAN
Cepeuchbl
Mogem

Obuwwme HacTponku

Wi-Fi

Kommyratop OcHoeHble HacTPOHKM BononHuTensHbie HACTPOMKK Hacrpoitku kanana HacTpoiiku mexceTesoro sxpaxa
DHCP 1 DNS Wntepoeic 3 eth0.2 _]

Wmera xoctos

CraTMueckue MapuwipyTe!

P FASAR K 05307 v | [ceroc |
MexceTesoi 3kpaH

Banancupoeka WAN Tpadux

Buintu

PucyHok 3.3.11 — HacTpoiika kaHana co ctatudeckum IP-agpecom

3.3.10. Bo Bknagke Hactpownka ceTeBoro akpaHa ycraHoBute 3oHy wan (PucyHok 3.3.12). Beinon-
HWB BCe HacTpoWkn, Haxxmute kHonky COXPAHUTb U MPUMEHUTb.

AP205M1

Cratyc WAN  MODEM1  MODEM2 LAN

Cucrema

CepBucsl

NHTtepdencel - WAN

T
B ¢

Céit sy b i R AN B ToIOKE WOMETE W ;7o VLAN eHmn BUAS ok ‘wan|
Mogem
i P <
b opd e Obume HacTpomnkm
Wi-Fi
OCHOBHbIE HACTPORKN JononrnTensHble HacTPOKN HacTpoiku kaHana HacTpoikm MexceTeoro IKpaHa

Kommyrarop

DHCP u DNS Co34aTk / Ha3HaUMTe 30Hy CETeBOrO 7‘%;1 war: I “ modemt: & ” modema: 2 I ‘ J

3KpaHa

Wwmena xocros
Cratuueckve MapwpyTs! A3NTe 3TOT MHTEPOEAC 13 30HSI, MAK 33 034ars | UT06b eAeNUTs HOBYHO 3
Auarnoctuka

Mexcereson 3kpaH

Banarcuposka WAN tpaduk HA3AJ K OB30PY COXPAHWTD & NPUMEHUTD | IS b ‘ CBPOC

Buiitn

PucyHok 3.3.12 — HacTpolika 30Hbl MEXCEeTEeBOro akpaHa

3.3.11. Ecnu y Bac npoTokon nogkrnodeHus PPtP ¢ auHamunyeckum IP (DHCP-knueHT) B Bbinagato-
wem cnucke BblbepuTe Tun npotokona DHCP-knueHT n Haxmute kHonky COXPAHUTb U MPUMEHUTDb
(PvcyHok 3.3.13).

Mpumeyanne — YToOblI U3MEHUTL UMW YOANUTbL Kakon-nmbo 13 MHTEPEENCOB, aBTOPU3yNTeChL B web-

uHTepdelice poytepa. B pasgene «CeTb» Bonaunte BO Bkragky «UHTepdencui» (PucyHok 3.3.6) u uc-
NMonb3ynTe KHOMKK crpaBa OT BbIOpaHHOro nHTepgenca.
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Buitn

MAN MODEM2 WAN LAN

MODEM1

WHTepdenicol - MAN

Obume HacTponKu
OCHOBHBIE HACTPOMKM

Cratyc 1 Yerponerso: eth0.2
Bpema paborer: Oh Om 50s
MAC-agpec: 00-0C:43:47:05:50
Monyuenue (RX): 153.31 KB (1167 Maxetoe)
Mepegava (TX): 896 8 (8 Naxeros)
1Pv4; 192.168.13.120/24

Mporokon _DHCP-knuent v

Bel gecTenTeNEHO XOTUTE MamennTs | VISMEHWTL MPOTOKON
npo =

potokon?

DHCP-cepeep

DHCP-cepsep we nactpoen ana | HACTPOUTL CEPBEP DHCP |
31010

HA3AZ K OB30PY

COXPAHWTD & NPUMEHUTL

[ cspoc |

PucyHok 3.3.13 — HacTtponku nHtepdeiica man ¢ guHamudeckum IP-agpecom

3.4. Hactpouka poyTtepa ansa nogknioveHus Kk UHTepHeTy no npotokony L2TP (VPN)

3.4.1. Astopusyitecb B web-uHTtepderice poytepa. B pasgene «Cetb» BoviauTe BO Bknagky «UH-
Tepdenicbi» 1 Boibepute Brknagky WAN. M3 Beinagarowlero cnucka NpoTOKONOB BbiGepute MpoTOKOM
L2TP (PucyHok 3.4.1) n HaxmuTe kHonky ABMEHUTb MPOTOKOI, (PucyHok 3.4.2).

Mpumeyanne — WAN (Wide Area Network) — 'mobanbHasi BblMUCIIMTENbHAsS CETb, OXBaTbiBatoLWas
Gonblune TeppuUTOPUM U BKNOYaoLLas 60MbLLIoe YUCO Y3NoB.
AP205M1
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Cers
Modem Manager
Vnrepdedicut
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DHCP v ONS.

Wwmena xoctos
Cramwueckie MapwpyTst
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Banancupoeka WAN Tpadmx
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Cwan ) vooemt

MODEM2  LAN
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Obuwue HacTponku

OcHosHbie HacTpoiKA  JIONOAHUTENLHLIE HACTPOAKA  HaCTpOMKM KaHana  HacTPOFKM MEXCETeBOro 3KpaHa

Cocromuue 1" Yerpoikcrao: eth0.2
Bpemn paorer: 2 24m 565
MAC-agpec: 00:0C:43:47:05:50
Monyuenne (RX): 37.15 MB (95647 Maxetos)
Mepeaua (TX): 89.72 MB (79429 Naxetos)
1Pv4: 192.168.132.142/24

Mporoxon DHCP-xnwent

Cranwecrnil aapec

Viwa xocta & DHCP-3anpocax | DHCP-knient
Heynpaanseusii
UMTS/GPRS/EV-DO
Dual-Stack Lite (RFC6333)
MAP  LWdover6

464XLAT (CLAT)

1Pv6 8 IPv4 (RFC4213)
1PV6 uepea IPvd (6tod)
1PV6 uepea IPv4 (6rd)
DHCPV kst
Agromatueecras Homenet (HNCP)
Modem Manager (mmi)

HA3AL K O630PY

COXPAHUTD Y NPUMEHUTL

PPIP
PPPOE
0

T ————>

QMI coToswit

CBPOCHTL

PucyHok 3.4.1 — Beibop npoTokona nogkntoyexHms L2TP
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WAN MODEM1 MODEM2 LAN

WHtepdencel - WAN

O6uwue HacTporku
OcHOBHbIE HACTPOMKM

Cocromnme 3 Yerpoictao: eth0.2
Bpewma pabors: 2h 37m 31s
MAC-agpec: 00:0C:43:47:05:50

Monyuenue (RX): 37.54 MB (99518 Naxetos)
Mepeaava (TX): 89.79 MB (80095 Maxeros)
1Pv4: 1

92.168.132.142/24

fMpotokon L2TP

HUTL NPOTOKON

Bol geicTenTenbHO XoTHTe MsmeruTe || ¥

HA3AL K OB30PY

COXPAHUTD U NPUMEHATD

CBPOCUTL

PucyHok 3.4.2 — MNMopTteepxaeHne Boibopa npotokona L2TP

3.4.2. B oTkpbiBLEMCA OKHe BBeanTe Umsa nonb3oBaTtens (JlornH) u Maponb 13 goroBopa Ha okasa-
Hue ycnyr WHTepHeT-npoBavgepoMm, IP-agpec L2TP-cepsepa u Haxmute kHonky COXPAHUTb U
NMPUMEHUTb (PncyHok 3.4.3).

Mpumeyanue — [1na otobGpaxeHns BBOAUMbIX AaHHbIX, HOXXMUTE Ha M300pakeHne 3Be304KN B KOHLE

CTPOKM BBOAA.

AP205M1
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Cucrema

Cetb
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Wi-Fi
Kommyratop
DHCP 1 DNS
Wmena xocros
Cratwueckue MapwpyTe!
LvarkocTka
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Buinti

WAN MODEM1 MODEM2 LAN

NHTtepdencol - WAN

O6wme HacTporku

VIAN

OCHOBHbIE HACTPOMKN - H

Cocrosume "0 Yerpoicreo: [2tp-wan

0 3KpaHa

Monyuenne (RX): 0 B (0 Maxeroe)

Mepeaaua (TX): 0 B (0 Naxetos)
1Pv4: 192.168.132.142/24

Mpotokon L2TP
L2TP-cepgep 192.168.13.120
Vima nons3osatens PAP/CHAP User_name

Napons PAP/CHAP Password

]

HA3AZ K OB30PY

COXPAHWTD U NPUMEHUTDL

CBPOCUTL

PucyHok 3.4.3 — Beog HacTpoek npoTtokona L2TP nogknioveHus

3.4.3. Bo Bknagke JononHuUTenbHbIE HACTPOMKM YCTAHOBUTE ranodky ABTOMaTU4eCKOM aKTUBa-
LUN COedVHEHNsI NMPU MOAKIIYEHNM B pa3beM Kabensa n HasHadbTe 3HadveHve MTU pasHoe 1460

(PucyHok 3.4.4).

Mpumeyvanne — MTU (maximum transmission unit) — MakcMmarnbeHbI pa3mep nonesHoro 6mnoka gaH-
HbIX OAHOrO NakeTa, KOTOPbIN MOXeT ObITb NepedaH NpoTokonom 6e3 dparmeHTaumm.
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Haswaunrs MTU_ 1460

HA3AZ K OB30PY COXPAHUTD & NPUMEHUTD { AT CBPOC

PucyHok 3.4.4 — [lononHuTenbHble HAaCTPonkK npoTtokona L2TP

3.4.4. Bo Bknagke HacTpomnka mexceTeBOro 3kpaHa rnpuvkpenute 30Hy wan K HacTpauBaeMoMy WH-
Tepdency (PucyHok 3.4.5) n Haxxmute kHonky COXPAHUTb U MPUMEHUTD.
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Cetic ok ¥ BBEAR CNYICOK UHTEPENcoB, PalaeserHbIX NpoGenamu. Bel Take MOXeTe 1 8aT BO3HAUEHUA BUAS HHTEPD MEPVLAN (Hanp:

Mogem

Wi-Fi O6uwue HacTponkm

Kommyraro - o ,
yTaiop OcHOBHbBIE HACTPOKM AONoNHUTEALHBIE HACTPONKN HacTpoitku mexceTesoro skpaHa

DHCP u DNS

Wwmena xoctoe

Co3aTh / Ha3HauMTs 30HY (e;igg’:g ‘iul wan: 58 LI modem: &2 lu nodemdiE ]J HJ

Cratiueckue MapwpyTs! a OTORYKO B! XOTHTE NPUKPENITE K 3TOMy UKTEpGEiicy. BuibepuTe “e orpesensHo

Avarroctuka DUKPENUTE K He# ITOT nHTepden

Mexcereson 3kpaH

Banancuposka WAN Tpaguk
HA3AM K OB30PY COXPAHWTD & NPUMEHUTL XPAHUTL [ CBPOC \

Beintn

PucyHok 3.4.5 — HacTtpolka ceTeBoro akpaHa nogkrodeHms no npotokony L2TP

3.4.5. Hamu 6bin co3gaH nHTepdenc |12tp-wan gnsa nogkrnodeHnst k cetm MHtepHeT. Tenepb Heobxo-
OMMo co3faTb MHTepdenc Ans NOAKMIYEeHNst K cepBepy VIHTepHeT-npoBaragepa. Onsa aToro B pasgene
«CeTb» BoMauTe BO BKNaaky «UHTepdenchi» 1 Haxmute kHonky JJOBABUTb HOBbIA MUHTEP®EWUC
(PvcyHok 3.4.6).
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Monyuenne (RX): 0 B (0 Naxeros) MEP] T Tl YAANUTI
R EPE3ATYCTUTL | OCTAHOBUTL svervTo |V

Owmbka: Connection attempt failed

Wwmena xoctoe

CraTMueckne MapLpyTsl

Auarsoctuka

Mporokon: L2TP
Mexceresoi skpan Nomyesme (R): 0.6, faxeroe) nepesanvervte | ocrarosute (R v
Mepegaua (TX): 0 B (0 MNakeroe) S ——

Banakcupoeka WAN Tpaduk 12tp-wan

OCHOBHbIE HaCTPOWKYK CeTn

Ouwmnbka: Network device is not present

IPv6 ULA-Prefix auto

PucyHok 3.4.6 — Co3fgaH HoBbIN MHTepdeiic 12tp-wan

3.4.6. Cosparite Uma HoBoro mHTepdperca ana nogknoveHns Kk cepsepy WHTepHeT-npoBangepa,
Hanpumep man. B 3aBucumocTtn ot Tuna IP agpeca Boibepute CtaTtuyeckun agpec nnv DHCP-knueHT
(amHamuyecknn). Bkniounte wHTepdpeiic, BbibpaB B Bbinagawowem okHe eth0.2 n HaxmuTe KHOMKY
NOATBEPOUTDL (PucyHkun 3.4.7 n 3.4.8).

Mpumeyanune — MAN (Metropolitan Area Networks) — ceTn macwtaba ropoga.

AP205M1

Craryc C q) .
034aTb MHTEpPOenc
Cucrema & p
CepBucsl
CeTtb Vma HoeOro uHTepdeiica _Mman
BHUMaHME: A0nHa MMeRN

B_blm UHTEPOENCa M akcymanssan AnnHa UMesHn aenfeT 15 CUMBONOR, BKAOYUAA NPEDUKE 3BT

n HOBOTO ca Cratuseckuit anpec v

Co34aTb MOCT Hap HECKONBKAMM
uHTepdencammn

B c ; fc 2 eth.2 -

PucyHok 3.4.7 — Co3gaHue nHtepdeinca man co ctatudeckum IP-agpecom
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AP205M1

Craryc
Cucrema
CepBuchbl

Cetb

Bbiitu

Co3patb nHTEPdENnc

Wma Hoeoro nHTepdeiica man,

BHumaHue: gamHa nmesn

WHTEDDOACA Maxcumantian AiHa MEHN COCTABARGT 15 CHMBONOS, KA

Mpotokon Hoeoro uxtepdeitica DHCP-xnmewt v

C032aTe MOCT Haj HECKONBKMAMIA
uHTepencammu

BrrounTs creayiowMi ukTepdeic X eth0.2 _J

OTMEHUTb

PucyHok 3.4.8 — Co3gaHne uHTepderica man ¢ gMHamudeckum IP-agpecom

3.4.7. Ecnu y Bac npoTtokon nogkntoveHus L2TP co ctatnyeckum IP, B oTKpbiBLEeMcS okHe (PucyHok
3.4.9) Bo Bknagke OCHOBHbIe HAaCTPOWMKM BBeaUTe napameTpbl npoTokona (IP-agpec, Macky noaceTwm,

OCHOBHOM U033,

cepBepoB).

LLnpokoBelaTenbHbIN

IP-agpec 1 npu HeobXxoAUMOCTU

IP-agppeca DNS-

3.4.8. Bo Bknagke fononHutenbHble HacTpouku (PucyHok 3.4.10) ycTaHOBWTE ranoyky aBToMaTu-
YecKoW aKkTMBauuu coeguHeHus, u ecnu Tpebyetcs, seeaute MAC-agpec ceTeBoro aganTtepa Ballero

KOMMbtoTepa.

Craryc
Cucrema
CepBucsl

Cetb

Mogen
Wi-Fi
Kommyratop
DHCP w DNS
Wwmena xoctos
Cratnuecxie MapwpyTst
Bnarwocrika
Mexcetesoit 3xpan

Banancupoeka WAN Tpadux

Boiitu

OcHoBHwIE HACTPOKN

O6wue HacTpovikm

Crarye

Npotoxon
1Pvd agpec

Maca cerw IPv4

1Pvd-agpec wniosa
WinpokosewaTensHbih IPvd-aapec
Vicnonssosats cobcreentsie DNS
cepeepa

1PV6 HasHauenme 4amisl

IPvé-agpec
IPv6-agpec wmosa

IPV6 wanpasnenve npeduxca

1PV6 cydpuc

AP205M1

VLAN 15 BUg wan;

AonomuTenbHe HICTPORKN  HacTpoAKM Kanana  HacTpoiiki MEXCETeRoro 3paa

#* Yerpoicrae: eth0.2
Nonywenwe (RX): 0 B (0 Maxeros)
Mepegaua (TX): 0 B (0 Naxeros)

Cratuaecisit aapec
192.168.13.120
2552552550 v

152168131

192.168.13.1

oTHIONEHO v

1

PucyHok 3.4.9 — OcHOBHble HACTPOWKKM UHTepdenca man co ctatudecknm IP-agpecom
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AP205M1

WAN  MODEM1 MODEM2  LAN

Craryc
Cucrema -
WHtepoencel - MAN
CepBucbl
Cemb e g iy B Tanca ocome (i T VLAN i SRR A et
Mogem
Wurepdencu -
Obume HacTponkn
Wi-Fi
Knyrarop OCHOBHBIE HACTPORKM [lONOAHUTEALHbIE HACTPORKM POAKN KaHaNS - Skpara
DHCP 1 DNS 3anycruTe npw 3arpyake @
Vivena xocros Vcnons3oeats ecTpoensii IPY6- ¥
MeHeXMeHT

CraTiuecxie MapwpyTs!

AKTHEHpORaTS COanHenHe ¥

[Avarroctvka DRI s ¥
Mexcerteeon sxpa

HaswaunTs MAC-aapec

Banancuposxa WAN rpadix Ll S5 Lt

Haswauurs MTU 1500

Bt Wcnons308ats MeTpuky waosa

DHCP-cepsep

DHCP-cepaep we wacTpoen gnn | HACTPOUTH CEPBEP DHCP
aroro

HA3AZL K 0B30PY COXP? TIPUMEHUTL XPAHY | CBPOC ‘

PucyHok 3.4.10 — JjononHuTenbHble HACTPOMKM UHTEpdenca man co cTtatudecknm IP-agpecom

3.4.9. Bo Bknagke Hactpomka kaHana Bbibepute nHtepdenc eth0.2, (PucyHok 3.4.11).
AP205M!1

WAN  MODEM1 MODEM2  LAN
Craryc

Cucrema

CepBuchbl

NHTtepdencel - WAN

Cetb

Mogem

Obuwue HacTpoviku

Wi-Fi

OcHogrble Hacrpoitku kaHana HacTpoiiku mexceTesoro skpaxa

Kommytarop
DHCP 1 DNS Wnrepoeic B eth0.2 __]

Wmena xoctos

CraTiueckve MapuwpyTsl

MexceTeson 3kpaH

Banancuposka WAN tpaduk

Buintun

PucyHok 3.4.11 — HacTpolika kaHana coeguHeHus co ctatnyeckum IP-agpecom

3.4.10. Bo Bknagke HacTpomnka ceTeBoro akpaHa yctaHoBute 3oHy wan (PucyHok 3.4.12). Beinon-
HUB BCe HacTpounkn, Haxmute kHonky COXPAHUTb U NPUMEHUTDb.
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AP205M1

Cratyc WAN  MODEM1  MODEM2 LAN

Cucrema

NHTtepdencel - WAN
CepBuchbl
Cetb ; : ‘

Mogaem

Horrepdefion O6uyme HacTPOMKM
Wi-Fi

Kommyrarop

<
2 S

OcHoBHbie HACTPOAKM  [lONONHUTEALHbIE HACTPOKM  HacTpoiku kaHana

Wwmena xoctos

Cratnueckne MapuwpyTs! T uHTepden

Avarocruxa
Mexcetegoi 3kpan

Banancupoeka WAN Tpaduk HA3A[ K OB30PY

Buivitn

DHCP 1 DNS Co3pars / HasHauuTs 30Ky ce;:psg;g *[ wan: & T[ modem1: ;% “ modem2: .- I ,“ J

HacTpoitkm mexceresoro kpaHa

COXPAHWTD & NPUMEHUTD | IS

Hanp.

vt |[ cepoc

PucyHok 3.4.12 — HacTpoika 30HbI MeXCceTeBOro akpaHa

3.4.11. Ecnm y Bac npotokon nogkntoyenns L2TP ¢ guHamudeckum IP (DHCP-knueHT) B BbiNagato-
wem cnuvcke BbibepuTe TMn npoTokona DHCP-knueHT 1 HaxMute kHonky COXPAHUTb U MPUMEHUTD

(PvcyHok 3.4.13).

MpumeyaHune — YTobbl N3MEHNTb UNK yaanuTb Kakon-nnbo n3 nHTepderncos, aBTopmusyntecb B web-
uHTepdpelice poytepa. B pasgene «Cetb» Bongnte BO Bkagky «UHTepdencui» (PucyHok 3.4.6) u uc-

Nnonb3ynTe KHOMKK cnpaBa OT BblIOpaHHOro nHrepgeca.

MAN MODEM2 WAN LAN  MODEMI
Craryc

Cucrema

CepBucbl

WHtepdencel - MAN

Mogem

Obume HacTpoOnKu

Wi-Fi
OcHogHbIe HACTPOAKN
Kommyratop
DHCP 1 DNS Cratyc ¥ Yerpoiterso: eth0.2

Bpewms paborei: Oh Om 50s
Wwmena xocTos MAC-agpec: 00:0C:43:47:05:50

Cratuueckue MapwpyTsi Mepeaa
1Pva: 192.168.13.120/24
AvarkocTuka

Mexceregoit akpan Mporokon _DHCP-xnuext

Coit WHTepdein b JoKe MOXETe W 7 VIAN

Monyuenue (RX): 153.31 KB (1167 Maxetoe)
wa (TX): 896 B (8 Naxeros)

Ganancyposxa WAN Tpadeac Bil AEACTEUTENLHO XOTHTE M3MenwTs | VIBMEHWTE MPOTOKON
npotokon? - -

Buitn

DHCP-cepeep

DHCP-cepsep we Hactpoes arn | HACTPOUTD CEPBEP DHCP
31010

HA3AN K OB30PY

COXPAHUTD & MPUMEHUTL

[ cspoc |

PucyHok 3.4.13 — HacTtponku nHtepgerica man ¢ guHamudeckum IP-agpecom

3.5. Hactpoiika poyTepa ansa nogknto4veHus kK UHTepHeTy no npotokony PPPoE
Mepen Hayanom HaCTPOMKM MopkntoyeHus k cetn UHTepHeT no npoTtokony co PPPoE HeobGxogumo

3HaTb JlorvH v MNaponb Ana nogkoyeHus.

Mpumeyanue — B 3aBncumocTun oT TpeboBaHui VIHTEpHET-NpoBanaepa, HEKOTOPbIE AaHHbIE U3 CMCKA

MOryT He NOHaA06UTLCS NPY NOAKIHYEHNN.
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3.5.1. AsTopusymntecb B web-uHTepderice poytepa. B pasgene «CeTb» Bovaute Bo Bknagky «UH-
Tepdencbl» 1 Bbibepute Bknagky WAN. M3 BbinagatoLwero cnvcka nNpoTOKONOB BbIOEpUTE MPOTOKON

PPPoE (PucyHok 3.5.1) n HaxxmuTe kHonky ASMEHWUTb MPOTOKOIJ, (PucyHok 3.5.2).

Mpumeyanne — WAN (Wide Area Network) — MmobanbHas BbluMCnUTENbHasi CeTb, OXBaTbiBaloLLas

oonblune TeppuTopunn 1 BKN4atroLaa OonbLLUoe Yncno Yy3Nn0B.

AP205M1

29 Hos16ps 2019 T.

MODEM1 MODEM2 LAN
WHTepdencel - WAN

Craryc
Cucrema

Modem Manager

Wnrepdeince

Wi-Fi o
— O6wwe HacTporkun

DHCP u DNS

OCHOBHbIE HACTPOAKI
Wmena xocTos

Cocrossine
CraTuueckne MapwpyTs!
Auarvoctia

Mexceregoit axpan

xn KaHana POt

1 Yerpoitcreo: eth0.2
Bpews paborer: Oh 12m 415
MAC-agpec: 00-0C:43:47:05:50
enme (RX): 26.50 MB (54419 Naxeros)
Mepegaua (TX): 87.44 MB (63292 Maxeros)
1Pvd: 192.168.132.142/24

3xpaua

Banancuposka WAN Tpadmk

Nporoxon DHCP-xmest

VA xocTa & DHCP-3anpocax

Bty

Cramwiecin agpec
DHCP-vnment
Heynpaanaemsit

UMTS/GPRS/EV-DO
Dual-Stack Lite (RFC6333)

MAP / LiW4overs

4BAXLAT (CLAT)

1Pv6 8 IPv4 (RFC4213)

1PV uepes IPvd (6t0d)

1PV uepes IPv4 (6rd)

DHCPY6 xnuent

Astomaruvecras Homenet (HNCP)
Modem Manager (mmi)

HA3AL K 0B30PY

COXPAHWTD U NPUMEHATE

PPPoSSH
QMI coroesiit

CBPOCUTD

PucyHok 3.5.1 — Beibop npoTokona coeamHeHns PPPoE

AP205M1

CTaTyC WAN MODEM1 MODEM2 LAN
Cucrema o

Nutepdencel - WAN
Cetb

Modem Manager

Wi-Fi

7 KU
— Ob6wwme HacTpo
DHCP v DNS OcHoBHbIe HACTPOiKM
Visiana xocron Cocrosmme ¥ Yerpoicrao: eth0.2
Cratnueckue MapwpyTs! :;.P:g.:rmwo'(;gg;;?r?ssso

Monywenne (RX): 26.70 MB (55477 Maxetos)

Svarviocrena Mepeaaua (TX): 87.48 MB (69557 Maxeros)
e 1Pv4: 192.168.132.142/24
Banancupoexa WAN Tpaduk Npotokon PPPOE v

Tb NPOTOKON

Bl REACTBUTENLHO XOTUTE U3MEHUTS \
Beiitn =

HA3A[ K OB30PY

COXPAHWTDb U NMPUMEHUTD

Hanp.

|| cePocuTL

PucyHok 3.5.2 — MNMogTeepxxaeHne Boibopa npotokona PPPoE

3.5.2. B oTkpbIBLUEMCS OKHE, B 3aknagke OCHOBHble HacTpouku BeeamTe UmMa nonb3oBartens (Jlo-

ruH) v Maponb 13 goroBopa Ha okasaHue ycnyr HTepHeT-npoBaaepom (PucyHok 3.5.3).

MpumeyaHune — [ins oTobpaxeHns BBOAUMbIX AaHHbIX, HAOXXMUTE Ha U300paxeHne 3Be3404KN B KOHLIe

CTPOKU BBOAA.
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AP205M1

Craryc
Cucrema

Cets
Modem Manager
Wntepdeircs
Wi-Fi
Kommyratop
DHCP u DNS
Wmena xoctos
CraTuueckune MappyTs
AwnarnocTuka
Mexceteson skpan

Banawcuposxa WAN Tpaduk

Beintn

WAN MODEM1 MODEM2  LAN

Wntepdenco - WAN

O6wue HacTpomnku

OcroBHbie HACTPOAKY  [JONOAHMTENbHBIE HACTPORKM  HaCTPOAKM Kanana

Cocronsme ' Yerpoitcrao: pppoe-wan

Nonyuenne (RX): 0 B (0 Naxetos)
lepeaaya (TX): 0 8 (0 Maxetoe)

1Pv4: 192.168,132.142/24

HaCTpOMKI MEXCETeR0r0 IKpana

29 Hos16ps 2019 T.

Mporokon PPPOE
W nons3sosarens PAP/CHAP User_name
Mapoas PAP/CHAP Password

Koyewrpatop goctyna as1o

Vi cayxBei 5570

HA3AZ K 0B30PY

CBPOCUTE

COXPAHWUTDL U NPUMEHUTD

PucyHok 3.5.3 — BBog, gaHHbIX Ana nogknioveHus K MHTepHeTy no npotokony PPPoE

3.5.3. Bo Bknagke [lononHuTenbHble HACTPOWKM YCTaHOBUTE ranodky ABTOMaTU4YeCKOM aKTuBa-

LMKU coeanHeHNs Npy NogknoyeHnn B pasbem kabens (PucyHok 3.5.4).

AP205M1

Craryc
Cucrema
CepBucsi
Cets

Mogen
Wi-Fi
Kommyrarop
DHCP 1 DNS
nena xocros
CraTuuecKue MapWPYTH!
Auarwoctwxa
Mexcereso sxpan

Banaucupoeka WAN tpaduca

Boitn

Ob6wwme HacTpoVKu
OCHOBHSE HACTPORKM  [JONOAHMTE N HBIE HACTOMKM
3anycTums npvt 3arpyske

AKTHEHpORATS CORAMHEHIE

Monyuenme IPv6-agpeca

Vn0A3083Ts LUAKO3 1O YMOAHIIO

Vicnons308aTs MeTpHKY w033

Vienonssosats oSnaenemsie ysnom DNS cepsepa

Mopor owwnbox 3xo-3anpocoe LCP

Wwrepean 3xo-3anpocoe LCP

Copepxumoe Host-Uniq Tera

MpomexyTox epemesu Gesgencrans

Haswauurs MTU

HA3AZ K OB30PY

HacTpoRKs xanana  HACTPOMKM MEXCETER0r0 Hpana
v
v

v

AsTomaTECH

b || cspoc

COXPAHUTD & MPUMEHUTD

PucyHok 3.5.4 — [lononHUTenbHble HAaCTPOWMKN coeanHeHust no npotokony PPPoE

3.5.5. Bo Bknagke Hactpoika kaHana Bbibepute nHtepdeic eth0.2,(PrucyHok 3.5.5).
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AP205M1

WAN  MODEM1  MODEM2 LAN
Craryc

Cuncrema

CepBuchbl

NHTtepdencel - WAN

Cetb L
Mogem

Obuwwme HacTponku

Wi-Fi

KommyTatop OcHogHble HacTPONKK  [lONOAHMTENBHBIE HACTPOMKK Hacrpoitku xanana Hactpoiiku mexceTesoro akpaHa
DHCP v DNS Wnrepoeic 3 eth0.2 _J

Wmena xoctos

CraTMueckue MapuwipyTe!

Auarnoctuka HA3A K OB30PY OXPAHUTD [ CBPOC |

MexceTeson 3kpaH

Banancupoeka WAN Tpadux

Buiitu

PucyHok 3.5.5 — HacTtpoika kaHana PPPoOE coeanHeHus

3.5.6. Bo Bknagke Hactpoinka ceTeBoro akpaHa yctaHoBute 3oHy wan (PucyHok 3.5.6). BeinonHus
BCe HacTpouiku, Haxxmute kHonky COXPAHUTb U MPUMEHUTb.

AP205M1

WAN MODEM1 MODEM2 AN
Craryc e

Cucrema

CepBucsl

NHTtepdencel - WAN

Cetb

Mogem

Yerropdeficn Obuime HacTpoKu
Wi-Fi
OcHOBHbIE HACTPOMKN JononrnTensHble HacTPOKN HacTpoiku kaHana Hactpoitku mMexceTesoro skpaHa

wan: & Imodemh,f nmodeInZ: ij

Kommyrarop

DHCP u DNS Co3paTe / Ha3HauUNTs 30HY CETEBOTO
3KpaHa

Wwmena xocros

Cratuueckue MapwpyTst

AuarHoctuka

Mexcetegoin 3kpan

banancuposka WAN Tpaduk HA3AJ] K OB30PY COXPAHWTD & NPUMEHUTD | [NSSREERTES [ CBPOC I

K

Beiitn

PucyHok 3.5.6 — HacTpolika 30Hbl MexceTeBoro akpaHa PPPOE coeanHeHus
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4. PYYHASA HACTPOUKA BECNPOBOJHbIX WI-FI COEAUHEHUN

4.1. Hactpoumka Wi-Fi mogyns B pexume «PoyTtep ¢ Toukon goctyna»

4.1.1. AsTopusyntecb B web-nHtepdeince poytepa. B pasgene «CeTb» BonaguTte Bo Bknagky «Wi-Fi»
(PvicyHok 4.1.1). B atom meHto ByayT npuvBegeHbl BCe paaMo MOOynu poyTepa U Cnncok 6ecnpoBOAHbIX
ceten Wi-Fi.

AP205M1

radio0: Master “Kroks AP205M1*
Cratyc

Cucrema

Cnuncok 6ecnpoBoAHbIX ceTen

# radio0 Generic MAC80211 802.11bgn
Modem Manager N T Tl (G

Cetb

NEPE3ANYCTUTL

Wurte 2 . .
HTeppence! 0% SSID: Kroks AP205M1 | Pexxum: Master OTKMIOYUTE

_ BSSID: 00:0C:43:47:05:50 | Wndposanue: WPA2 PSK (CCMP)
Kommyrarop
DHCP u DNS HOAK]H'O‘-IEHHble KINEHTbI
i e Cets MAC-agpec Xoer Curwan / Wym CkopocTte nony4enun / CKopocTs nepegaun

Cratnueckne MapwpyTs!

Her goctynros nH@opmaymm
[marHocTika
Mexcetegoin 3kpaH

Banancuposka WAN Tpadumk

Beintn

PucyHok 4.1.1 — Hactpowika Wi-Fi coeguHeHus

MpumeyaHue — Mo ymonyaHuIO B 3aBOACKMX HacTpoMKax Ha BalleM poyTepe npefycTtaHoBneHa U
HacTpoeHa B kadecTtBe «Wi-Fi Toukn goctyna» 6ecnpoBogHas ceTb C UMEHEM COOTBETCTBYIOLLMM Ha3Ba-
HUIO BaLLero poyTtepa. iMsa ceTu 1 naposnb Ans NOAKNIOYEHUS K NpegyCTaHOBNEHHOW ceTn, Takke ykasaH
Ha Hakrenke, pacrnosfioXXeHHOM Ha Kopryce Ballero poytepa. B uensax 6es3onacHocTn pekoMmeHayeTcsa ns-
MeHUTb Ha3BaHue ceTn (ESSID) n napons. B crniyyae ytepu Haknenku, naporb NnpeaycTaHOBNEHHOW CeTu
MOXHO YBMAETb, BONAS B HacTpoukn 6esonacHocTu 6ecnposogHon cetu n. 4.1.5 HacToswero «Pykosoa-
CTBa» U HaxaTb 3Be304KY HanpoTue cTpoku Maponb (kntoy) (PucyHok 4.1.4).

4.1.2. Boibepute Wi-Fi ceTb ¢ nMeHeM Ballero poyrepa, B Hawem npumepe ato cetb Kroks AP205M1
n Haxmute kHonky UBMEHUTDb, (PucyHok 4.1.1). KHonkamu OTKIMKOYUTb v YOAIUTb npoussoantca
OTKMYeHne unu yaaneHme BblibpaHHOW ceTu. Ecnu Bbl xoTute co3gatb Hosyl Wi-Fi ceTb, HaxmuTe
kHonky JOBABUTD.

MpumeyaHue — Web-uHTepdenic poytepa nossondeTt cosfatb A0 YeTblpex Todek goctyna (Wi-Fi ce-
Ten).

4.1.3. Bo Bknagke OCHOBHbIe HacTponku (PucyHok 4.1.2) paameLleHbl HaCTPOWKK:

e CraTyc ycTpoKcTBa — cBogHas nHdopmMaLms o ceTu n yCTponCTBe.
e - YnpaBneHue Wi-Fi mogynem ycTponcTBa, BKIKOYEeHUE WM BbiKn4YeHue GecrnpoBogHom
ceTu.

HacTpoiika YyacToTbl No3BoNsET BbibpaTth pexxum padotsbl Wi-Fi mogyns:

v PexuMm Legacy ans paboTbl C NOAAEPXKKOM YCTapeBLUMX YCTPOWCTB, CKOPOCTb Nepeaaydn Ko-
TopbIX He npeBbiwaeT 20 M6uT/c. B gaHHOM pexnme HeJoCTyMNHa YCTaHOBKA LUMPUWHBI KaHarna.

v PexuMm N anst paboTbl ¢ pacnpocTpaHeHHbIMW YCTPONCTBAMM.

e Bbibop kaHana yacToThbl BewaHua Wi-Fi mogyns. o ymonyaHuio yctaHoBneH kaHan 6. Bbl-
0Op HaMMeHee 3arpy>eHHOro kaHana obecnevnTt cTabunbHOCTb M BbICOKYO CKOPOCTb coenu-
HeHus. [locTynHa aBTOMaTUyecKas unm pyvyHas ycTaHOBKa 4acToThbl nepegayun gaHHblx (13 ka-
Hanoe);

e LunpuHa kaHana ycTaHaBnMBaeT 3aBMCUMOCTb CKOPOCTU OT OanbHOCTW nepeaayn AaHHbIX.
YctaHaBnusante 3HayeHme 20 MHz B yCnoBMsiX CUITbHOIO YPOBHS LUyMa WM NMOMEX, Hanpumep
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AP205M1

Cratyc
Cucrema

Cetb

Modem Manager

Wntepdeicst
Kowmyrarop Hacrtpowka yctponcrea
DHCP u DNS
OcHoBHble HACTPORKYM JlononHuTeNbHBIE HACTPOWKKA
Wmena xoctoe
Cocroanue Pexxum: Master | SSID: Kroks AP205M1

CTaTnueckne MapwpyTs!
AvarHoctuka
Mexceregon 3kpax

Banaxcupoeka WAN Tpaduk Cxopocrs: 0.0 M6uT/c | Crpana: RU

Buiitn Pexum  Kawan Wwpmna
Hactponka uactotet N v 6(2437MHz) v 40MHz v
MolyrocTs nepegarunka 15 dBm (31 mW) v

B MHOrokBapTUpHoM gome. 3HayeHne 40 MHz — obecneunT Gonee BbICOKYHO CKOpPOCTb nepe-
Oa4n OaHHbIX MPU HU3KOW JanbHOCTU U CTabUIbHOCTU COEANHEHUS.

MowHocCTb NnepeaaTymka BrnvsieT Ha AanbHOCTL Nnepefayn AaHHbIX. B page cnyyaeB He cTo-
UT 3N0ynoTpebnsTh BbICOKON MOLLHOCTLIO Mepefatyuka, nogaBnsas Apyrue, MeHee MOLUHbIe
nepegaTtyuki u co3gaBasi M3NULLHIOK Harpy3ky Ha ceon Wi-Fi mogynb.

BecnpoBogHas cetb: Master "Kroks AP205M1" (wlan0)

03 BSSID: 00:0C:43:47:05:50
Wudposanune: WPA2 PSK (CCMP)
Kanan: 6 (2437 My)

Mowmocrs nepegatumka: 15 26m
Curnan: 0 a6m | Wym: 0 2Bm

BecnposoaHan ceTs BKaloueHa

PucyHok 4.1.2 — OCHOBHblE HAaCTPOVKN YCTPOMCTBA

4.1.3. Bo Bknagke [JononHuTenbHble HacTpouku yctaHoButTe Kog cTpaHbl, cornacHo KOTOpoMy
yCTaHaBNNBAIOTCA CTaHA4aPThbl U OrpaHNYeHnsl, B COOTBETCTBMMN C 3aKOHOAATENbCTBOM BbIGpaHHOI CTpa-

Hbl.

4.1.4. lMepengs k 6rnoky Hactponku cetu, npoussegute OCHOBHble HAaCTPOWKW B OAHOUMEHHON
Bkragke (PvucyHok 4.1.3):

VIRTeppencer g TP
_ BecnposogHan ceTs exmovena | OTKIIKOHUTD ‘

KommyTaTto,
ETIOR Pexum  Kawan Wupuka

DHCP 1 DNS Hacrponka uactotel N v 6(2437MHz) v 40MHz v
Wmena xoctos n

MowHOCTs NepeaaTunka 15 dBm (31 mW) v
Cratnueckne MapwipyTel
Avarsoctuka
MexceTeson skpax
Banaxcupoeka WAN tpadmk

Hacrtpowika cetn
Bewtun OCHOBHbIE HACTPOMKM Be3sonacHocTs 6ecnposoaHOM ceT MAC-duneTp  [ONOAHUTENBHBIE HACTPOIKN
Pexxcum  Touxa goctyna v

ESSID Kroks AP205M1

Cers lan: 3~ & :_J
v lan @ E

CxpeiTs ESSID wan: 2

Pexum WMM oyt

HA3A[ K OB30PY | COXPAHUTb U NPUMEHWUTD I X ! | CBPOCUTb

PucyHok 4.1.3 — OcHoBHble HacTpovikn Wi-Fi ceTu

YctaHoBute Pexxum paboTtbl Wi-Fi ceTn. YCTpONCTBO nogaepmBaet paboTy B HECKONbKUX
pexumax.
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v

v

Pexum To4yka gocTtyna — paboTta ycTpowncTtBa, obecneumBatowaa 6ecnpoBogHOM OOCTYN K
CYyLLECTBYIOLLEN CETM UMW CO3AatoLLYyI0 CBOK HOBYIO 6ECNpOBOAHYIO CETh.

B pexume KnueHT poyTtep noakniovaetcs K cywectsytowen Wi-Fi ceTn n ucnonosyet uHTep-
HeT OT TOYKM JOCTYyMa CeTu, K KOTOPOW NOAKMIOYMUIICS.

M3meHnTe HasBaHue cetn ESSID, ons 6onee nerkoro nomcka «CBOem» CeTU Mpu NOAKIYe-
HUM MOBUIBHBIX YCTPOWCTB.

YkaxuTte CeTn, ¢ KOTOpbIMK paboTaeT poyTep B peXMMe MOCTa, B HalleM Crny4yae, B pexume
«To4ka goctyna» cnefgyet BblbpaTb U3 BbinagaroLero cnucka nHtepgenc LAN.
OnuuoHanbHO (ranoykomn) ycTtaHaBnMBaeTCs BO3MOXHOCTb CKPbITb Ha3BaHue cetn ESSID u
yCTaHoBUTb pexnum WMM - pexum npuoputeTa MynbTUMEOUNHBIX YCTPOUCTB Ha OObIYHbIMM
(ayavo - Bngeo 3BOHKM, NMOTOKOBOE BUAEO, MIPOBOW Tpadduk)

4.1.5. Bo Bknagke BesonacHocTb 6ecnpoBogHon cetu (PucyHok 4.1.4) ycTaHoBUTE:

WndpoBaHue ons 6e3onacHOro NogkNIOYEHMs MOBUNbHBLIX YCTPOWCTB K Ballen cetu u nepe-
Jaun gaHHbIX. PekomeHayembln anroputm wndgposaHus WPA2-PSK.

Anroputm wundpoBaHuA OaHHbIX Ans obecneyeHus GesonacHocTn ceTu. PekomeHnayeTcs
Bblbpatb anroputm CCMP (AES)

Kniou (naponb) ons 3awmntbl OT HECAHKUMOHMPOBAHHOIO MOAKMOYEeHUs K Bawen cetu. o
YMOMYaH1I0 yCTaHOBMEH 3aBOACKOW Naporb, HamevyaTaHHbIN Ha 3TUKeTKe poyTtepa. B uensax
6e3onacHOCTV yCTaHOBUTE HOBbLIM HaAEXHbIV Napornb ANIMHOW HEe MeHee 8 3HaKoB (LMdpbl U
naTtuHckme 6ykBbl). V3beravite npu ycTaHOBKEe Napons nocrnefoBaTeNibHbIX YMCMOBbIX PSAOB,
06Len3BeCcTHbIX AaT, MMeH 1 T.n. [pu ycTaHOBKe napons, v ganbHenwem ero BBOAE, Y4UTbI-
BanTe perncrp.

HQVIMG‘-IaHVI — Ons OT06pa)KeHVI9| Ha MOHUTOpe MK BBOANMBLIX OaHHbIX, HAXMUTE Ha M306pa)KSHVIe

3BE3004KN

B KOHUE CTPOKM BBOAA.

Buitin

Force 40MHz mode ¢

Beacon Interval 1

Hactpownka cetn

OcHoeHele HacTponku  besonacHocte Gecnpoeogron ceTh = MAC-@uabTp  flonoaHWTeNbHbIE HACTPONKM
Wudpoeanne WPA2-PSK v
Anroputm wudpoearus aeTo v

Napone (knrou) ==+ D

Bkatouuts 3awmty ot atakm KRACK

HA3AL K OB30PY | COXPAHUTDL U NPUMEHUTDL | CEPOCUTL

PucyHok 4.1.4 — HacTtpowiku 6e3onacHoctn 6ecnposogHon Wi-Fi cetu

4.1.6. Nepenga Bo Bknagky MAC-cdunbTp, Nons3oBaTenb MOXeT CO34aTb CMUCOK paspeLleHHbIX Unu
3anpeLLeHHbIX PU3NYECKUX afpeCcoB CETEBbLIX YCTPOWCTB. [JaHHaa Mepa ABNSeTCA AOMNOMHUTENbHBLIM pYy-
OexoM 3auThl Ballen CETU OT HECAHKLMOHMPOBAHHOIO JOCTYyNa.

4.1.7. Mo okoH4aHun HacTponkn Wi-Fi coeguHeHmns «Todvka goctyna», Haxmute kHonky COXPAHUTDb
M NMPUMEHWUTb (PucyHok 4.1.5). KHonka COXPAHUTb coxpaHseT gaHHble, HO MpUMEHeHbl OHu ByayT
npuv cnegyoLemM BKMoYeHun poyTtepa. Ytobbl OTMEHUTL OLIMGOYHO BBEAEHHbIE AAHHbIE, HAXKMUTE KHOM-
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Ky CBPOCUTb. B Hawem npumepe Ha pucyHke 4.1.5 cozdaHa Hosass «Todka Gocmyra» C UMEHEM

guest_network.

AP205M1

Craryc
Cucrema
CepBuchbl

Cetb
Mogem

ViHtepgencst
Kommyratop
DHCP n DNS

Wmena xocTos

AuarwocTuka

Bbiitn

s -

CraTiueckne MapwpyTsl

MexceTeeoin 3xpan

Banancupoexa WAN Tpaduka

radio0: Master "Kroks AP205M1"

Cnucok 6ecnpoBoaHbIX ceTen

# radiop  Generic MAC80211 802.11bgn
Kawan: 6 (2.437 Ty) | Ckopocrs: ? M6ut/c
0% SSID: Kroks AP205M1 | Pexxum: Master

BSSID: 00:0C:43:47:05:50 | Wndposanne: WPA2 PSK (CCMP)

nOAKII HOYEeHHbIe K/INEHTbI

Cers MAC-agpec Xocer

SSID: guest network | Pexxum: Master
BSSID: 00:0C:43:47:05:51 | Wudposauume: WPA2 PSK (CCMP)

radio0: Master "guest_network”

MEPE3AMYCTUT

OTKMKOHUTD m YOANUTD I
(QLgles i M3MEHUTD YOANUTL ’

Curwkan / Wym

P yenms / Ckop pea

Her goctyn+oi nH@opmaynn

PucyHok 4.1.5 — Co3gaHa HoBasi « Touka goctyna» 6ecnpoBogHoi cetn Wi-Fi

4.2. PaboTa poytepa B peXXume KrnuveHTa
B pexume knueHTa, poyTtep nogkntodaetcs K cyuiectBytowen Wi-Fi cetn, n no3sonsieT nonb3oBaTbCcs
WHTEPHETOM OT CYLLECTBYIOLLIEN TOYKM JOCTyna.
B paHHoMm cnyyae poyTtep 6ygeT BbiCTynaTb B ponv 6ecnpoBogHOro Mocta Mexay COBCTBEHHOM no-
KanbHOW CeTblo U yaaneHHon 6ecnpoBoaHon ceTblo. OgHoBpeMeHHO OyaeT co3gaHa 6ecnpoBofHas TOuY-
Ka gocTtyna anst 6ecnpoBoHbIX YCTPONCTB COOCTBEHHOW NTOKanbHOW CETH.
[MpumeyaHue - MNpu HacTpolrike Yepes web-uHTepdelic, Bce CyLlecTBYOWME TOYKU AOCTyNa Ha poyTe-

pe 6ynyT yaaneHsbi.

4.2.1. AsTopuayinTeck B web-uHtepdeiice poytepa. Bongute B pasgen «CeTb», Bbibepute BKNagky
«Wi-Fi» n B cnucke 6ecnpoBogHbix Wi-Fi ceTen HaxmuTe kHonky MOUCK (PucyHok 4.2.1).

AP205M1

Cratyc
Cucrema

CeTb

Modem Manager
WHrepdeicst
Kommyratop
DHCP 1 DNS

Wmena xoctos

AuarvocTuka

MexceTeson 3KpaH

Buintun

CraTuueckvie MapwpyTsl

banancupoeka WAN tpadumk

radio0: Master "Kroks AP205M1”

radio0: Master "Kroks_PyxosoacTeo"

Cnucok 6ecnpoBOAHbIX ceTen

® radio0 Generic MAC80211 802.11bgn
S Kawan: 6 (2.437 ITw) | Ckopocrs: 2 M6uT/c

0% SSID: Kroks AP205M1 | Pexxum: Master

BSSID: 00:0C:43:47:05:50 | Wudposanue: WPA2 PSK (CCMP)

0% SSID: Kroks_Pyxosoacreo | Pexwum: Master

BSSID: 00:0C:43:47:05:51 | Wndposanue: mixed WPA/WPA2 PSK (CCMP)

HOAKIII-OHIEHHble KJINEHTbI

Cets MAC-agpec

Xocr Curnan / Wym

Her goctynroii nxdopmaymmn

nepsamycrmb ,
OTKMIONUTL m‘ /IAMTD |
orknows Al AwT |

Cxopocts nonywenns / CkopocTs nepegaun

PucyHok 4.2.1 — TMounck 6rnvkanimx JOCTYMNHbIX TOYeK 4ocTyna
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4.2.2. bypeT npounsBeaeH nouck onmkanwmnx Wi-Fi Touek goctyna B npegenax pagvyca AencTBusi po-
yTepa. Bblbepute TOuky QpgocTyna, K KOTOPOW KeraeTe MOAKMIYMTLCS U HaXMWUTE  KHOMKY
NOAKNKYEHUE K CETU (PucyHok 4.2.2).

AP205M1

Crartyc
Bials HanaeHHble Toukn goctyna Wi-Fi
Cepsucobl
e o ipwaidio TOMKIIOHEHVE K
£2% Channel: 1 | Mode: Master | BSSID: B&:A3:86:58:0F:58 | Encryption: WPA2 - PSK
. «  Tenda_EB2240
Boiittn 28% Channel: 1 | Mode: Master | BSSID: C8:3A:35:E8:22:41 | Encryption: mixed WPA/WPA2 - PSK

«  Smart_box-5CE42C TNORKMOYEHVE K
25% Channel: 1 | Mode: Master | BSSID: 94:4A:0C:5CE4:2C | Encryption: mixed WPA/WPA2 - PSK

= Keenetic-4624
34% Channel: 3 | Mode: Master | BSSID: EE:43:F6:D7:53:20 | Encryption: WPA2 - PSK

«  Beline_wi-fi
31% Channel: 4 | Mode: Master | BSSID: 10:FE-ED:63:8D:DA | Encryption: WPA2 - PSK

«  39guest
31% Channel: 4 | Mode: Master | BSSID: £8:37:7A:98:75:8E | Encryption: mixed WPA/WPA?2 - PSK

«  Piose
34% Channel: 4 | Mode: Master | BSSID: 00:24:01:F1:5F:05 | Encryption: mixed WPA/WPA2 - PSK

#% fwpnara TIOAKIOHEHVE K
34% Channel: S | Mode: Master | BSSID: 1C:7E:E5:38:DD:AC | Encryption: mixed WPA/WPA2 - PSK

4 SID 39
£5% Channel: & | Mode: Master | BSSID: £4:8D:8C:88:76:03 | Encryption: mixed WPA/WPA2 - PSK

MOAKMOYEHUE K

I

4 SID 20 Auect

PucyHok 4.2.2 — Cnncok Gnmkanwmnx Todek goctyna

4.2.3. Beegute no 3anpocy naporne BeibpaHHon Wi-Fi Toukm Mapons WPA.

Mpumeyanue. [Ina oTobpakeHNs BBOOUMbIX AAHHbIX, HOXXMUTE Ha M300pakeHne 3BE340YKU B KOHLE
CTPOKM BBOAA.

4.2.3. Ecnu Bbl goBepsieTe HOBOW CETU N XOTUTE el paspeLunTb AOCTYN K CBOEN ceTu, ykaxute lan B
NMyHKTE Ha3Ha4YeHUA 30Hbl CeTeBOro 3KpaHa. Ecnu JocTyn Kk Ballen cetu HexenaTeneH, Boibepute wan
(PvcyHok 4.2.3).

AP205M1

Craryc - =
MogkntoueHne k cetu: "Kroks AP205M1
Cucrema
Cetb
3aMeHUTL HaCTPOKY
5ecnNPOBOAHONO COAMHEHMA i L N
BuiAtit & B ST

MNapons WPA

Vima HoBO# ceTn Wwan

wan: 32 & lmodemt,,‘ lmodemZ:,' MJ

He onpegeneHo

i
HA3AT K PE3YTITATAM NOVCKA ‘ o

Co3paTh / Ha3HauMTe 30HY CETEBOTrO
KpaHa

PucyHok 4.2.3 — lNogkntoveHne K CeTu B PEXMME KIMeHTa

4.2.4. HasoBuTe co3fdaHHbIi CETEBOM WHTepdelic, BBeas UMA HOBOM ceTn, U HaXMWUTE KHOMKY
NMPUMEHUTb. lNo ymonyaHuio, Ha3BaHWE HOBOIro CeTeBOro uHtepdenca 6yaet wwan. byaert cosgaH
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HOBLIN ceTeBON MHTepdeic wwan paboTtarowmn B pexume knmeHTa (PucyHok 4.2.4) nogkioYeHHbIN K
umetoLencsa 6ecnpoBogHon ceTn (8 Hawem ripumepe ESSID Kroks AP205M1). MNpoun3BegmTe HaCTPONKM
co3aHHOoro ceteBoro uHTepderica n Haxmute kHonky COXPAHUTb U MPUMEHUTD.

Curwan: 0 ABMT—LH;M: 0 g6m .-
Ckopocrs: 0.0 M6ut/c | Crpana: RU

ET—

KommyTato —_—
: # BecnpoeogHan cets exmouena | OTKIIOHATL ‘
DHCP u DNS e —
Pexum

Hacrpoika uacrotet N

Kawxan Wnpusa

Wmena xocTos v 6(2437TMHz) v 40MHz v

Cratuueckue MapwpyTbl

MouHocTs nepegatumka 15 dBm (31 mW) v
AuarHocTuka
Mexceregon skpax

Banancmpoeka WAN tpaduk

Buintn Hactpowka cetn
OcHOBHBIE HACTPONKM BesonacHocTs Gec i cetn A HaCTPOMAKM
Pexum  Knuent v

ESSID Kroks AP205M1

gssID 00:0C:43:47:03:95

Cets  wwan: #

lan: 3% & &

wan: 258

HA3AT K OB30PY v

| cozgare:

oo

CBPOCUTD |

PucyHok 4.2.4 — Co3gaHue HOBOro ceTeBoro nHTepderica

MpumeyaHue — HacTporky co3gaHHOro CETEBOro MHTEpdenca nponssegmTe B COOTBETCTBUU C PEKO-

MeHOaLMAMM, U3NOXEHHbIMKU B NyHKTe 4.1 HacToswero «PykoBoacTeay.

4.2.5. Bo Bknagke «Wi-Fi» pasgena «CETb», B cnuncke 6ecnpoBOAHbIX CETEN NOSIBUTCS HOBbIN ceTe-

BOW UHTepdelic, paboTalowwmi B pexume knmeHTta (PyucyHok 4.2.5).

AP205M1

radio0: Master "Kroks_PyxosoacTeo” radio0: Master "Kroks AP205M1* radio0: Knnent "Kroks AP205M1*

Craryc
Cucrema o
Cnuncok 6ecnpoBoAHbIX ceTen
Cetb
& radi Generic MAC80211 802.11bgn
¥ radio0
Modem Manager Kawan: 6 (2437 ITy) | Ckopocre: 6.5 M6ut/c
Untepdeicst 0% SSID: Kroks AP205M1 | Pexum: Master
_ BSSID: 00:0C:43:47:05:51 | Wudpposanue: WPA2 PSK (CCMP)
KGO 0% SSID: Kroks_Pyxosoacteo | Pexwum: Master
yaaop BSSID: 00:0C:43:47:05; abpopanue: mixed WPA/WPA2 PSK (CCMP)
DHCP u DNS

1D: Kroks AP205M1 | Pexxum: Client

s BSSID: 00:0C:43:47:05:50 | Wndposanuue: WPA2 PSK (CCMP]

Wwmena xocroe
Cratnueckue MapwpyTel
AwarHocruka

nOAKJ'II'O'-IeHHbIe K/INeHTbI

Mexceregoi 3kpaH

Certs MAC-agpec Xoer Curnan / Wym
Banancupoexa WAN tpaduk
& KnneHt "Kroks AP205M1° (wlan0) 00:0C:43:47:03:95 ? -58 /0 abm

Buiitn

NEPE3ATYCTUTH m I
OTKIIO4UTL m\
OTKNICHATS \ YOAWMTE |
OTKIOUTH \ YIAMTD

YOATUTDL

Ckopocts nony4enns / CkopocTs nepegaun

6.5 MGut/c, 20MI'y, MCS 0
6.5 M6ut/c, 20MI'y, MCS 0

PucyHok 4.2.5 — Co3gaH HOBLIN MHTEpdenc, paboTarLwwmin B peXXuMe KIImeHTa

4.2.6. Ecnn nogknoyeHne HoBoro uHtepdenca k cywecteytowen WI-Fi ceTm He npousowno, npo-
BEpbTE HanuuMe MHTepHeTa B cywecTBytowen Wi-Fi ceTn n nepesarpyaute Baw poytep. Ecnu gaHHbie
Mepbl HE MOMOITIN, U COEAMHEHUS C CYLLECTBYIOLLEA CETb0 HET, BO3MOXHO, BMHOBEH KOHMMMKT |IP-
azipecos poyTepoB. NameHuTe IP-agpec Bawero poytepa cornacHo n. 1.5 HacToswero «PykoBoacTeay.
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4.3. NMnaHupoBaHue paboTbl Wi-Fi ceTn

4.3.1. AsTopusyntecb B web-uHTepdence poytepa. B pasgene «CepBucbi» BONauMTE BO BKNaaKy
«Wi-Fi nnanmpoBwmk» (PucyHok 5.1.1). B 3aknagke lMnaHuMpoBWMK pa3melleHbl 6MoKn HacTPOMKM
pacnucanus pabdotbl Wi-Fi Mmogynst cBa3u poyTepa.

Craryc Mokasats cucTemusiit XxypHan  lokasats cron 3agaHua

Cucrema
CepBucel Wi-Fi nhaHupoBLmk

Macrep HacTponkm npeaenser PaCNUCaHWe BKIIOYEHUA Y BbiKTHOUEHY 19 Wi-F

Wi-Fi nnanupoBumk

Cetb <
OCHOBHbIe HacTPOMKHM

. Braroumnts Wi-Fi naanuposwmx
Beiitin

Braroumnts BejeHne CUCTeMHOro XypHana

Baroumte Wi-Fi BKNIOYUTD WI-FI
Orxkaounts Wi-Fi koppextHo OTKMOHUTD WI-FI KOPPEKTHO
Otknounts Wi-Fi npunyautensHo OTKMOYUTD WI-FI NPUHYAUTENBHO

Mogyau He 3arpyXatoTca (IKCNEPUMEHTANLHAA ONUUA;
3KOHOMUT BOAbLWE IHepPruu)

PucyHok 4.3.1 — MNnaHuposLwmk paboTel Wi-Fi mogyns

4.3.2. MNMpownsseante OCHOBHbIE HACTPOVKN pexnma pabotel Wi-Fi mogyns. Bknounte nnm otkniounte
Wi-Fi mogynb, HaxxaB COOTBETCTBYIOLLYIO KHOMKY nHTepdenca. Bknoumte «ranoukamm» Heobxoaumble
onumn. YcTaHoBWUTE BpeMsl BKIOYEHMSA U BbikmtodeHna Wi-Fi mogynsa B paboune u BbixogHble oHW. pu
HeobXxoaMMocCTK, co3ganTe HoBoe cobbiTue, ¢ 0cobbiM pexumom padoTel Wi-Fi Mogynst 1 HaXXMUTe KHon-
ky CO30ATb. [ina yoaneHusa cobbitus, HaxxmuTe kHorky YOAJIUTb. MNocne HacTponkv nnaHupoBLLvKa
HaxkmuTe kHonky COXPAHUTb U MPUMEHUTDb (PucyHok 4.3.2).

AP205M1

Craryc MaaHnpoBwwmk cobbiTnin
Cucrema
Cepeucbl

Macrep nactpoin BUSINESSHOURS

Brmounts e
Cetp .
Aews (aym) wepenn ¥ Mouepensuinx ¥ Bropwnk ¥ Cpeaa @ Yersepr ¥ Mammua - Cy6dora - Bockpecense

Bpewa xmouenua Wi-Fi 0700

Beity

Bpema orkaouenus Wi-Fi 18:00 .

NpuryauTeasHo oTkaounTs Wi-Fi gaxe ecamn

WMBIOTCA MOAKAKOUEHHBIE KAHEHTE!

Bxnounts

Bens (apm) negenn Noreaensix - Bropuuk  Cpega [ Hersepr = Namimya ¥ Cy66ota ¥ Bockpecense
Bpema exmouerns Wi-Fi 0000

Bpemna otkaouenms Wi-Fi 00:00 v

MipiwyauTensHo oTeakoumTs WI-Fi gaxe ecrn
AMEIOTCA NOAKNIOUEHNbIE KAWEHTLI

i :

PucyHok 4.3.2 — Co3gaHue HOBOro cobbITus
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4.3.3. Bo Bknagke MNMokasaTb CUCTEMHbIN XypHan OyaeT oTtobpaxaTbCca cucTemMHas MHdopmauus,
KacatoLlascsa pacnmcanns pabotel Wi-Fi mogyns cBs3un, Npu ycroBun, 4TO BEAEHUE CUCTEMHOTO XypHara
ObINO BKIOYEHO.

4.3.4. Bo Bknagke lMokasaTb cron 3agaHua OyayT oTobpaxaTbCs Cron-koMaHgbl, Nossonswowune
ynpaBnsaTte WI-Fi Mogynem cBs3m 6e3 yyactusi none3oBaTensi.

[MpumeyaHue — HacTporiku pacnucaHusa padotbl Wi-Fi Mogyns OCHOBaHHbIE Ha Cron-komaHgax oyayT
npuMeHeHbl Nocne nepesarpysku poyrtepa. [MponsseauTte nepesarpysky poytepa B COOTBETCTBUU C pe-
KOMeHAaunamu, n3noxeHHbiMu B n. 9.8. HacTosilwero «PykoBoacTeay.

4.4. YnpasneHue PoE nutaHmem Ha nopTtax poyrtepa

MpumeHeHne TexHonormm PoE (Power over Ethernet) nossonsieT nepegasatb yaanéHHOMY YCTPOW-
CTBY NuTaHue (HanpspkeHnem 48 B) BMecTe ¢ AaHHBIMK Yepe3 cTaHdapTHY BUTYH0 napy B ceTu Ethernet.
TexHonorus PoE obecneumBaeT BO3MOXHOCTb MOAKMOYEHMS K poyTepy |IP kamep m Opyrnx ceTeBbIX
YCTPOMWCTB, K KOTOPbIM HEXenaTesnbHO Ui HEBO3MOXHO MPOBOAMTbL OTAEMbHBIN 3NEKTPUYECKMI Kabenb.
Momumo nogaym PoE nuTtaHusa yganéHHbIM yCTpoMcTBaM, KOHTponinep POE nutaHusa poytepa oTcnexu-
BaeT aKTUBHOCTb CETEBbIX YCTPOMCTB Ha KaXAoM M3 NopToB. B cnydvae «3aBucaHusa» CeTeBOro yctpon-
CTBa, poyTep aBTOMaTMYECKN NPOM3BEeAeT ero nepesarpysky, NepenoknioymB NUTaHMe Ha COOTBETCTBY-
toLLEeM nopTy.

4.4.1. ABTopusymTtecb B web-nHTepdgeince poytepa. B pasgene CepBucbl BoMauTe BO BKMagKy
Switch (PoE), (PucyHok 4.4.1).

Rt-Ubx mXw 4PoE-48 DS

ICratyc

ICucrema

(Cepsucei CeuTty (POE):
Macrep HacTpoiKn
s pomty MHpopmauuma o koHTpoanepe : ctrl0
e Onsyen 3uavenue
Hazeanue ctri0
B Konuuecteo nopros %

Hanpmxenve 484(V)

Temnepatypa 425(0)

YnpasneHue noptamu

Haseanme: lan1 Hazsarue: lan2 Haseanue: lan3 Haseanwe: land
Bxaroueno PoE: () (OFF) Bxawouewo PoE: () (OFF) Brmoueno PoE: () (OFF) Bmoueno PoE: ¥ (ON)
Hanpaxenue: 0 (V) Hanpxenue: 0 (V) Hanpaxerwe: 0 (V) Hanpaxenue: 48.1 (V)

Muranue: 0 (A) Muranue: 0 (A) Muramue: 0 (A) Muranue: 0.071 (A)

IP agpec ycTpodicTsa: f K upt 1P agpec ycTpocTaa: f X uph 1P agpec ycTpoicTsa: f K upt 1P agpec yupchu
| savearvrry | (R

» Otnagounsie ganHeie

PucyHok 4.4.1 — YnpaBsneHue PoE nuTaHnem nopTtos

4.4.2. B ceogHon Tabnuue UHdopmaumsa o koHTponnepe (PucyHok 4.4.1) cobpaHa uHdopmaums o
Ha3BaHUK, KONMMYECTBE MOPTOB, HAMPSXKEHUN MUTAHUA N TEMMepaType KOHTpornepa.

4.4.3. B Tabnuue YnpaBneHue nopTamu, nosfb3oBaTenb MOXET yNpaBnsaTb Nogaven nutaHust PoE Ha
COOTBETCTBYIOLLNIA MOPT.

e [Insa nogaum nutaHusa 48 B Ha yaanéHHoe ceTeBoe YCTPOWCTBO, NMOAKIMIOYEHHOE K MOpTY, MNo-
MeTbTe «ranoukon» cTpoky BknroueHo PoE cooTtseTtcTBytoLLero nopta lan. lNocne yctaHoBKU
«ranoyku», crtatyc usameHutca ¢ OFF (oTkntoyeHo) Ha ON (BknoyeHo). B cTpokax pacnono-
XKEHHbIX HUXe, OyayT oTobpaxaTbCsa HanpsbkeHUe B BONbTax, NogaBaeMoe Ha NnopT u NoTpeob-
ngeMbli NOAKMNIOYEHHbIM YCTPOMCTBOM TOK B amnepax. OTkrnodeHve nogadu nutaHusa PoE,
NPOU3BOOUTCH CHATUEM «Tano4km» y cCoOoTBETCTBYtoLWero nopta LAN.
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o Bsegute IP agpec ycTponcTsa, NOAKMOYEHHOrO K NopTy poytepa. Mo gaHHomy IP agpecy,
KoHTponnepoM PoE nutaHus poyTtepa 6yayT nepnmoamyecku npomM3BoaUTLCH MUHM-3anpocsl, C
Luenblo ONpefeneHns akTMBHOCTWU MOAKIIIOYEHHOro CeTeBOro ycrtponctea. B cnyyae ecnum
YCTPONCTBO ByaeT He aKTMBHO (OTCYTCTBYIOT OTBEThbI Ha MWHr-3anpockl), poytep aBTomatmye-
CKW NMPOMV3BEAET nepenokroyeHme nutaHus yctponctea. Ecnn IP agpec nogknto4yeHHOro K
nopTy yoanéHHOro CeTeBoro YCTPOMCTBA He ykasaH, Mpou3BOAUTb MUHr-3anpockl U nepenog-

KrnoyaTb MMTaHWe YCTPOWCTBa KOHTPONEp poyTep He ByaerT.
4.4.4. 3aBeplIMB HACTPOWMKY KOHUrypaumm koHTponnepa PoE Baiiero poytepa, HaXmMuTe KHOMKY
SAVE&APPLY (COXPAHUTb U NPUMEHWUTDb). [1na Bo3BpaTa K MCXOOHOW KOHUIypauum Haxmute

kHonky REVERT (BO3BPAT).
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5. YMIPABJIEHUE MOOEMAMM

5.1. O6wan nHcpopmauusa o mogemax U UX COCTOSIHUMU

5.1.1. AsTopusyntecb B web-uHtepdeince poytepa. Bongute B meHio «CeTb» 1 Bbibepute BKNagky
«Mopgem». Bbibpas nHTepecyowmn mogem (modeml1 unn modem2), otkponTe Bknagky «MHdopma-
ums» (PucyHok 5.1.1). B Hawewm npumepe paccmampugaemcsi cocmosiHue modema 2 (modem?2).

MpumeyaHune — HasaHue n ob603Ha4YeHNne MOLEMOB COOTBETCTBYET 0603HAYEHNIO NHTEPGENCOB MO-
AemMoB Bo Bknagke «CeTb» - «MHTepdeicbi». HasgaHne n 06o3HayYeHne MOOEMOB MOXET ObiTb U3Me-
HEHO rnorb3oBaTeneM Bo Bknaake «CeTb» - «MHTepdencoI».

Craryc

Cucrema

CepBucbl
Cets Yctpowctso

Npouseogurens Huawei Technologies Co,, Ltd.
Mogens ME9095-120

Peanaus 11,617.01.00.00

Texywmit pexum gsm-umts

IMEI 867377025722681

Craryc

Moneimxu paséaoxmupoexn SIM sim-pin (3), sim-pin2 (3), sim-puk (10), sim-puk2 (10)
Cocronmuue connected

BuliTut CocTonnme nuTaHnA on

Texwonorua ite

Kauecreo curnana 70 (recent)

[vnana3oHbl & Pexumsbl

Texyume pexuns allowed: 2g, 3g, 4; preferred: none

Texywme Aanasons! egsm, dcs, pcs, 850, utran-1, utran-5, utran-2, eutran-1, eutran-2, eutran-3, eutran-4, eutran-5, eutran-7, eutran-8, eutran-20

PucyHok 5.1.1 — Tabnuua cocTtosHnst Mogema

5.1.2. B Tabnuuax cobpaHa nonHas nHgopmaumsa o mogeme (PucyHok 5.1.1):

e B Tabnuue YcTponcTBo cobpaHa MHopmauns o NpomMsBoanTene, Mapke, mogenu, CEpMnHOM
HOMepe MoaeMa; TEKYLLNA PEXUM COeaUHEHNS;

e B Tabnuue Crtatyc cobpaHa nHdoOpmMaLmsa O COCTOSHUN MUTAHUSA U MOAKMHOYEHUN YCTaHOB-
neHHon B mogeM SIM-kapTe. [NprBeaeHa nHdopmaumst 06 ocTaBLUMXCSA MOMbITKax BBoAa pin u
puk KogoB;

e B Tabnuue Anana3oHbl & Pexumbl ykasaHbl TEKYLLMA U NoAOepXUBAEMbIE PEXMMbI U Ana-
Na3soHbl;

e B Tabnuue 3GPP ykasaHbl IMEI mogema, kog n umsa Onepartopa, permoH perncrpauum;

e B Tabnuuax CurHan GSM, CurHan UMTS, CurHan LTE, Signal EV-DO u Sighal CDMA 1x
BblBeAeHa uHdopmauns 06 ypoBHe NpMHMMAEMOro B COOTBETCTBYIOLEM CTaHAapTe curHana.
Monb3ysack MHOpMaUMen U3 AaHHbIX Tabnuu, Bbl MOXETE C BbICOKOM TOYHOCTbIO HABECTU aH-
TEHHY Ha 0a30BYyl0 CTaHUMto onepartopa. MNMogpobHocTn B nogpasgene 5.10 HacTosiwero «Py-
KOBOACTBaY;

e [aHHble B Tabnuue Jlokanusauua 3GPP ykasbiBalOT B BUAE KOLOB PEIMMOH N MECTOMOSOXe-
HMe 6a30BOW CTaHUUK, C KOTOPOW CBA3aH MOAEM;

e B Tabnuue SIM-kapTa ykasdaHbl MeXAyHapoOHbI maeHTudmkatop mMobunbHOro aboHeHTa,
YHMKanbHbIN MHAMBUAYANbHbIA HOMEDP KapTbl, OnepaTopa 1 ums oneparopa;

e ceTeBble NpoTOKOMbI, IP-agpeca, naponb u NorvH ykasaHsl B Tabnuue CeteBoe nopktoye-
Hue.

5.1.3. [lononHuTenbHas, y3kocneunanbHas MHpopmauust ykasaHa Huxe, B CBEpHyTol Tabnuue OTtna-
AOYHbIe AaHHble. YTOOblI MPOCMOTPETL MHPOPMALINIO B CBEPHYTOW Tabnuue, WENKHUTE KypCopoM Mo
Ha3BaHuWio Tabnuubl OTNagoyHble AaHHbIE B HWDKHEW YacTu OKHa.
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5.2. KoHcurypmnpoBaHue guana3soHOB U peXXMMOB paboTbl MOAEMOB
5.2.1. Bonigute B MeHio «CeTb» U BbibepuTe Bknaaky «Mopem». BbiOpaB uvHTepecylowmin Mogem
(modem1 unu modem2), otkpovite Bknagky «Kondumrypaumsa» (PucyHkn 5.2.1 - 5.2.3).

AP205M1

Cratyc modem1: No SIM @ KoHTponsHas nawens
Cuctema Vndopmauun @ SSD  CMC AT Tepmuman
CepBucol
Cets Paavo moaynb:
m BoamoxmocTv: gsm-umts v
Wntepdeitcs!
Wi-Fi PaspeLuenHsIe PexuMs: allowed:2g, 3g, 4g; preferred-none v
Kommyratop
: MTS (36): TE (4G):
o) 26 UMTS (36} LTE (4G)
Wmena xoctoe
¢ ¥ EGSM v Bl ¥ B1
TaTMueCKve MapWPYTHI
Auarvoctuka @ DCS v 85 v 82
Mexceregoi 3kpan
Banancuposxa WAN Tpadwxa @Pcs @82 @83
[Avanasons:: 8850 v B4
Bewmtn
%85
< B7
v 88
%820

PucyHok 5.2.1 — KoHduryprnpoBaHue ananasoHoB 1 PEXMMOB

5.2.2. CoBpeMeHHbIe YCTPONCTBA YCTPOEHbI TakMM 06pa3oM, YTO BCeraa CTPEMATCH MNOAKITHUNTBCS K
Hanbonee coBpeMEHHOM 1 BbICOKOCKOPOCTHOM ceTu. Hanpumep, npyu Hanuyum crnadoro curHana 4G mo-
Aem BCE paBHo byaeTt nogaepxmBaTth CBA3b C 6a30BON CTaHLUMen onepaTopa B 9ToMm cTaHgapTte. B web-
WHTepdelce CyLlecTBYeT BO3MOXHOCTb Ha3HAYUTb PEXMMbI, B KOTOPbIX OyaeT pabotate MogeM BalLero
poyTepa. BeibepeTe B BbinagatoLem OkHe pa3peLleHHble pexnmbl paboTbl mogema (PucyHok 5.2.2).

B Hawem npumepe Ha pucyHke 5.2.2 8bibpaH pexum, npu komopom paspeweHa (allowed) paboma e
cemsix 2G, 3G u 4G, Ho npeumyujecmseHHol (preferred) dnss nodkrovyeHUs ycmaHosneHa cemb 4G.

5.2.3. Vimesi nHcpopmaumio 0 cTaHAapTax M YacTOTHbIX AManasoHax ornepaTopa, B KOTOPbIX BbILle CKO-
pPOCTb M CTabUNBHOCTb COEANHEHMWS Bbl MOXKETE OTKIMHOUUTL (CHSAB «rariodky») Hemcnosnb3yeMble auana-
30HbI U CTaHAAPTHI AN ynydweHus kadectBa NHTepHeT-coeguHenuns (PucyHok 5.2.1).

Craryc
Paano mogynb:
Cucrema
CEPBM(bI BosmoxHocTu: gsm-umts, lte v
Cetb PaspelueHHsle pexumsl: allowed:2g, 3g, 4g; preferred:4g v

allowed:2g; preferred:none

allowed:4g; preferred:none

VnTepericu allowed:2g, 3g; preferred:3g
Wi-Fi allowed:2g, 3g; preferred:2g
allowed:2g, 4g: preferred:4g
KommyTatop allowed 2g, 4g; preferred:2g
allowed:3g, 4g; preferred:3g
DHCP » DNS allowed: 3g, 4g; preferred:4g

allowed:2g, 3g, 4g; preferred:4g
allowed:2g, 3g, 4g; preferred:3g

allowed:2g, 3g, 4g: preferred:2g

Wwmera xoctoe
Cratnueckue MapwpyTel
[AwuarHoctuka
; FiUELEEGTT
Mexcereeon 3kpaH

Banancupoeka WAN tpaduk

Bty

PucyHok 5.2.2 — YcTaHoBKa pexxuma paboTbl Mmogema
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5.2.4. B Tabnuue CoegnHeHne HEOOBX0AMMO OIS KaXO0W U3 yCTaHOBMEHHbIX SIM-kapT nponucaTtb
3Ha4eHus onumn (PucyHok 5.2.3). CBeaeHusi, HeobxoaMMble 45t HACTPOMKM COeaNHEHUS NPeaoCcTaBnsieT
onepartop npu 3aknyeHnn goroeopa. Ecnn kakasi-To nHcopmaumsi otcytcTByeT (Hanpumep, PIN code
unu Mims nonb3oartens 1 [Naponb), ocTaBbTe Mone He 3anoSIHEHHLIM UM CO 3HAaYEHNEM MO YMOITYaHMIO.

Cratyc < DCS < 85 v B2
Cuctema

v PCS v 82 v 83
CepBuChbl

Avanasons: B850 v 84
CeTb

I —

Wnrepdeics:

Kommyratop @68
DHCP u DNS
Wniena xoctos

Cratwu

Me: Kpan
Banawcuposxa WAN padwea CoepuHeHve:
BoInTH APN intemet
PIN:
Wus noassosatens PAP/CHAP: user
Napons PAP/CHAP: password

Tun ayrenTuduKaLMi both

COXPAHWTD & MPUMEHUTL. BEPHYTE

PucyHok 5.2.3 — HacTtpowika coegnHeHus ¢ onepaTtopomM

5.2.3. Boibepute npeanoyvtutenbHble AnanasoHbl U pexnmMbl paboTel Bawero mogema. OKOHYMB KOH-
duUrypupoBaHme pexmmMoB M AuanasoHoB paboTbl MoaemoB, HaxmuTe kHonky COXPAHUTb WU

NMPUMEHUTbL. YT106bl OTMEHNTL M3MEHEHUS U BEePHYTb HacTPOWKN B MCXOOHOE COCTOSHME, HaXMuTe
kHonky BEPHYTb.

5.3. USSD komaHAb!l AnA ynpasneHus ycnyramum cBA3un

Cepsuc 3anpocos USSD cambin npocTon 1 yaobHeln cnocob ynpasneHus ycnyramu u pacxogamu. C
nomotubto USSD komaHg aboHEHT MOXET KOHTpoNupoBaTb GanaHc, y3HaTb CBOM HOMep TenedoHa, noa-
KMoYnTb Kakne-nnbo onumm, OTNMCaTbCH OT PeKnamMmHON PacChIfiki, HACTPOUTL Nepeagpecaumio u MHoroe
apyroe.

5.3.1. ABTopuayiitecb B web-uHTepderice poytepa. Bongute B meHio «CeTb» U BbiOepute BKnagky
«Mopgem». Bbibpas nHTepecyowmn mogem (modeml unm modem?2), otkponTe Bknagky «USSD» (Pu-
CyHok 5.3.1). B Hawewm npumepe sbinoniHsgemcss USSD 3anpoc ¢ modema 2 (modem?2).
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AP205M1

CepBucbl

Cetb 3anpocbl USSD:

WUnrepdeirce
Wi-fi Wrknuuuposats USSD
Kommyratop

DHCP 1 DNS

Wmena xoctoe

Cratuueckue MapLipyTs!

Avarsoctuka

Mexcereeomn IKpaH

banancuposka WAN tpaduka

Beintun

CTaTy( modem?1: No SIM! @ KoxTponsHan nawens
Cuctema Vindopmauns  Kowdmrypauus @ CMC AT Tepmunan

[ VIHALMMPOBATDL |

PucyHok 5.3.1 — Ocywectensietcs USSD 3anpoc

5.3.2. Beegute B cTpoke KopoTkyto USSD komaHay n HaxmuTe kHonky MHULUUPOBATD. B TeueHne

KOPOTKOro NpoMeXXyTka BpemeHu 6yaeT nonyyeH oTBeT Ha Baw USSD 3anpoc.

Mpumevanune — Bce USSD komaHAbl HaYMHAKOTCH C CMMBOMa * (3Be3404Ka) U 3akaH4MBaKOTCH CMMBO-
nom # (pewetka). Y kaxgoro onepartopa cBol cnucok USSD komaHa. AkTyanbHble KOMOMHauMu u

nonHei cnmcok USSD koMaHa yTOYHAWTE Ha calTe Ballero oneparopa.

5.4. Cnyx6a KopoTkux coobweHun (SMS)

TexHomnoruss SMS no3BonisieT OCYLLECTBNATL NPUEM U nepeaady KOpoTKMX TEKCTOBbLIX coobLueHui. Ko-
poTkue cooblueHnst (SMS-coobLLeHMs)) AOCTaBNATCA AOCTaTOYHO ObICTPO, M OTNpPaBUTENlb MOXET Mo-
nyyaTb yBeOoMrneHus 06 ux goctaBke. MOXHO OTNpaBUTb COOOLLEHWE Ha BbIKMHOYEHHBIA UNN Haxoas-
LLMiACA BHE 30HbI AeiCTBUS TenedoH. Kak Tonbko agpecat NnosiBUTCS B CETU, OH MOSy4MT COOGLLEHME.

AP205M1

Craryc modem1: No 5”‘owpcnh~aﬂ nawens

Cucrema Wndopmauun  Kowdurypauus ussr Tepmunan
CepBuchbl
Cor 7951511 ~79s1mm
MV +79515EmS11 (1)

Wntepdeitcst Ber

Wi-Fi Corogms w 0905

Komwyratop
DHCP 1 DNS

Vnsena xocTos
CraTAUEcKwe MapWpyTs!
AvarkocTixa
Mexceresoit 3kpan

Banarcuposka WAN Tpadwx

Beintn

OTNPABUTL

PucyHok 5.4.1 — Cnyx6a KOpOoTKnx coobLLeHni
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5.4.1. AsTopusyntecb B web-nHtepdeince poytepa. Bongute B meHio «CeTb» M Bbibepute BKNagky
«Mogem». BeibpaB nHTepecyowmn mogem (modeml unm modem?2), otkporTe Bknagky «CMC» (Pucy-
HOk 5.4.1). B Hawem nipumepe omrpasnsgemcsi coobujeHue ¢ modema 2 (modem?2).

5.4.2. Beegnte Homep aboHeHTa, KOTOPOMY XerflaeTe OTNpPaBWTb COOOLLEHME U HaXMUTE KHOMKY
HOBbIW. Nn6o BLIGepuTe HOMep aboHEHTa M3 ChMcKa, ecniv eMy yxe OTnpaBnanock cooblieHve. B
cTpoke Hanucatb coobueHune BBeauTe Balle KOpoTkoe coobLueHne n Haxxmute kHonky OTNPABUTD.

5.5. Mpsimas paboTta c Mmogemom 4vepe3 AT TepMuHan

Ona npsmori paboTbl 1 ynpaBneHus HeKoTopbIMU (PYHKLMAMM MoAeMa, ncnonedyetcs AT TepmuHan.
5.5.1. AsTopusyntecb B web-nHTepdernce poytepa. Bongute B meHio «CeTb» M Bbibepute BKNagky
«Mogem». BbibpaB mHTepecyowmii mogem (modeml1 nnm modem?2), otkponTe Bknagky «AT Tepmu-
Han» (PucyHok 5.5.1). B HaweM ripumepe ripou3sodumcs ynpasrieHue pyHKkyusamu modema 2 (modem?2).

AP205M1

CTaTy( modem?1: No SIM Komponhuan nasens
Cucrema Wrdopmaumna Kondurypauma UsSsD cMmC

CepBuchbl

CeTb write "help” for more information

WUntepdencst

Wi-Fi

Kommytatop

DHCP v DNS

Wwmena xoctoe
Cratuueckue MapwpyTst
[Auarnoctuka
Mexcetegoi akpaH

banarcupoeka WAN Tpaduka

Beitun

PucyHok 5.5.1 — AT TepMmuHan ons komaHz

5.5.2. AT-komaHapbl 3TO Habop KOMaH4 COCTOSALUMX U3 CEPUIN KOPOTKMUX TEKCTOBBLIX CTPOK, KOTOpbIE
00beauHAT BMecTe, YToObl ChopMmnpoBaThb NOSHbIE KOMaHAbl onepauun. [Anga Toro 4tobbl Mogem pac-
nosHaean AT-kKomaHApbl, OHW OOSKHbI ObITh 3anuncaHbl B cneumansHon dopme. Kaxagas komaHaa Bcerga
HaumMHaeTca OykBamu AT, OOMOMHEHHBbIMW OLHOW WU HECKONMbKMMKU koMaHaamu. Kaxgas komaHga 3a-
BepluaeTcs HaxaTneM knasuwm Enter (BBopg) Ha knasuatype.

Mpumeyanue — Habopbl AT KomaHg Anst MOOEMOB pasHbIX CEpUI, MOAENEN U pa3HbIX NPON3BOAUTE-
new oTnuMyaloTCa Apyr oT Agpyra.

5.6. MaHenb ynpaBneHna mogemamMmu

BHumaHue! MNMocne BKNOYeHUA unum nepes3arpy3km poyrtepa, NponcxogsaT npoueccChbl 3arpy3kum
nporpaMmmMHoro obGecne4vyeHMs U UHMLMaANU3aLumn yCTpOVICTB n I/IHTep(*)eFICOB. OnutenbHOCTL AaH-
HbIX NpoLleccoB MOXeT AoCcTuratb 10 MMUHYT.

B cnyuae ecnu no Kakon-To NpUYnHe MHULMAanNM3auus MOOEMOB He 3aBeplueHa, BKNnaaka C Ha3BaHneM
Mopema byaet otobpaxaTtbes kak «No modem». [Ans paspellenns npobnemsl ¢ MogeMoM Heob6xoomMmo
Npoun3BeCcTU Nepe3arpy3ky HEKOTOPbIX MOAYNen u cryx6, obCnyxmBaoLWmnx MOAEMBI.

5.6.1. ABTopusyntecb B web-uHtepderice poytepa. Bongute B meHio «CeTb» u BbibepuTe BKNagky
«Mopgem» n oTkponTte 3aknagky «KoHTponbHasa naHenb» (PucyHok 5.6.1).
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AP205M1
Craryc modem!:NoSIM  modem2: kaoﬁ

Cucrema

Cepaucbl MepesanycTnte Moy u:

Cemy Hazsanme Onucanue

B o e e

VnTepdeicel

WiFi Data Provider Mogyae Data Provider oTeeuaer 3a c60pK © cHCTEMHBIX v nepesaer uxs RPC |1

KommyTatop
Modem Manager Mogyss Modem Manager oTeeuaeT 33 OAAEPXXY MOAEMOS
DHCP w DNS

Vmena xoctos USB xoct Aarian onuus nepesanycTT sce USB ycTpodcTea poyTepa
CraTuueckue MapwpyTsi

Awarnocruxa

MexceTeson skpan

Banancuposka WAN Tpagux

Beityn

PucyHok 5.6.1 — KoHTponbHag naHensb ynpasneHus mogeMamm

Rt-Ubx mX RSIM

modem!: Tinkoff @
Craryc .
Cucrema
MepesanycTutb MoAyAU:
Cet P Y/ Aay.
WrTepdeircut YganenHsin sei308 npoueayp (RPC)  Moayas RPC OTEeuaeT 33 B3aUMOARICTENE MEXAY CHCTEMHLIMM MOAYAAMM TEPE3A
KommyTatop =
Data Provider Mogys Data Provider oTeeuaer 3a c6oj © CUCTEMHBIX v nepeaaet ux @ RPC
DHCP u DNS " i e
Vmena xocros Modem Manager Moayns Modem Manager oTeeuaer 3a NOAAEPXKY MOASMOE
CTaTHUeCKNe MapIPYTBI
i USB xoct [Llanwan onuua nepesanycTuT ece USB ycTpoiicrea poyTepa
MeXcaRioR S kpw Muranme [laHHaR ONUMA NEPe3aNYCTUT YCTPORCTED NO NMTAHMIO
Beiitun

PucyHok 5.6.2 — KoHTponbHast naHernb ynpaBneHns mogeMmom poyTtepa ¢ SIM-MHxXeKTopom

5.6.2. ina paspelleHns Npobnem BO3HUKWNX MPU MHULUMAanNu3aumMm unn Bo Bpems paboTbl MO4EMOB,

BbIMOJTHUTE!

e [lpousBeguTe nepesanyck crnyxbbl B3aMmModenCTBUSA cuUCTeMHbIXx Moayrnen (RPC) Haxas
kHonky MEPE3AMNYCTUTb RPC. Ecnu mogem nnm oba mogema He MHULMANU3MpoBasmchb.

Mepengute K cnegyowemy NyHKTY pekoMeHaauun.

29 Hos16ps 2019 T.

o [lpounsBeauTe nepesanyck nposaraepa faHHbIX, Haxas kHonky MEPE3AMNYCTUTb DATA
PROVIDER. Ecnu vHuumManusaumMmM MoAemMa He MNpou3OoLUno, BOCMOMb3yNMTeCh crieayloumm

NYHKTOM peKomMeHOaLuui.

o [lepesanyctute MmeHempxkep moaema, Haxas kHonky MEPE3AMYCTUTb MODEM MANAGER.

B panbHeiiwem, npy Heo6XoAMMOCTK, NepenanTe K creaytoLlemy NyHKTY criicka.

o [lpousBeante nepesarpysky Bcex YCTPOWCTB poyTepa, NOAKNIYEHHbIX K USB LMHe, HaxaB

kHonky MEPE3AMYCTUTb USB XOCT.

e B kayecTBe nocriegHero Cpeactsa, NpPOM3BEAUTE Mepesanyck YCTPOMCTBa Mepernoakroyms

nutaHue, Haxas kHonky MEPE3AMYCTUTb NMUTAHUE.
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5.7. NMepekntoyeHne SIM-kapT

B HekoTOpbIX mMoAensix poytepoB, paboTalwwmx ¢ Heckonbkumn SIM-kapTamu, MCnonb3yeTcd OAuvH
3G/4G mogeMm. B cnydyae BO3HMKHOBEHUS Npobnem ¢ VIHTepHeT-coegnHeHnem ogHon ua SIM-kapT, po-
yTep aBTOMaTUYECKU MEPEeKroYMTCA Ha Mcnonb3oBaHue BTopor SIM-kaptbl. Ona ynpaeneHuna SIM-
KapTamu poytepa Bonaute B web-nHTepdelic.

5.7.1. AsTopusyntecb B web-uHtepdeince poytepa. Bongute B meHio «CeTb» 1 Bbibepute BKNagky
«Modem (hilink)» kak nokasaHo Ha pucyHke 5.7.1.

Rt-Cse4 mXW DS

Coctosanue

Cucrema
CepBucbl Power control:

Cetp Option: Juauenne:

SIM Card:

List:

State Primary simcard  Wma Automatic activation Location
OFF SIM1 v local
Beiiity ON @ SiM2 v ocal

Background:

Munr-sanpoc:

Braouewo Count packet Interval  Timeout Packetsize TTL Xocr

v 5 2 30 56 64 8888 88448888 8844

PucyHok 5.7.1 — HacTtpowka paboTtbl Mmogema ¢ SIM-kapTtamu

5.7.2. B 6noke Power control (YnpaBneHue nutaHMeM) MOXHO OTKMOYUTb MUTaAHWE BCTPOEHHOro
3G/4G mopgema, Hanpumep, ecnv Bbl NogknioveHbl K ceTn WHTepHeT yepe3 npoBogHoro WHTepHeT-
npoBavgepa unu oTCyTCTBYeT HEOOXOAMMOCTb MOAKIMHOYEHUST K MOBWIbHBIM onepaTopaM, CHSAB «ranou-
Ky». 3atem Haxmute kHonky COXPAHUTb U NMPUMEHWUTb (SAVE & APPLY). MNutaHne BCTPOEHHOroO
3G/4G mogema GyaeT OTKIHYEHO.

lMocne oTKMIOYEHUS NUTaHUA poyTepa W/unu ero nepesarpysku, nogada nUTaHWs Ha BCTPOEHHbIN
3G/AG mogem GyaeT Bo3obHOBNeHa aBTomatudecku. OTKMAOYEHUE NUTaHWA Mogema npousseguTe, Kak
yKasaHo BbliLLeE.

5.7.3. B 6noke SIM Card (KoHdurypupoBaHue SIM-kapT) npov3BoaMTCA ynpaBrieHWe aBToMaTuye-
CKOW akTmBaumein SIM-KapT 1 Nx nepekroyeHue.

e YCTaHOBMTE Mapkep B BUAE TOYKM HAMpoOTUB MMeHu ogHow u3 SIM-kapT (SIM 1 unu SIM 2) B
ctonbue Primary simcard (MpuoputetHas SIM-kapTa), Yepe3 KOTOpYH xeraeTte co3fgaTb Oc-
HoBHoe (nMpuoputeTHoe) NHTepHeT-coeanHeHune ¢ 3G/4G onepaTtopoM. SIM-kapTa 6e3 mapkepa
OyneT npeactaBnsaATb cobori pe3epBHBIN KaHamn CBA3W, KOTOpbIA OyaeT akTMBMPOBaH Npw OTCYT-
CTBUU OCHOBHOro VIHTepHeT-coeanHeHns Npu YCNoBUN BKITOYEHNS OMLMM aBTOMaTUYECKOM aKTu-
Baumun. [ina ynobctea npu nepekntodeHun SIM-kapT, Bbl MOXETE BBECTM Ha3BaHWe ornepartopa
COTOBOW CBSI3U BMECTO CTaHAapTHbIX 06o3HaveHu SIM 1 n SIM 2 (PucyHok 5.7.2).

e B cronbue State (CocTtosiHue) otobpaxaeTcss COCTOsIHME Kaxaow u3 SIM-kapT B AaHHbIA MO-
MeHT (ON-BkntoveHo, OFF-BbIKITOYEHO).

e Onuuu B BUOE «ranoyek» B cTondue aBToMaTuyeckom aktuBaumm SIM-kapTt (Automatic acti-
vation) npegHasHadeHbl ONs yKasaHus poyTepy CrnoToB C (PU3NYEeCKM yCcTaHOBMEHHbIMU SIM-
kapTamu. Ecnv B kakom-To 13 cnotoB oTcyTcTBYeT SIM-kapTa, ybepute «ranodvky» aBTromaTtude-
CKOW aKkTuBauun. TUM COKpaLlaeTCsi BPeMS MEPEKIYEHNs ¢ OCHOBHOMO VHTepHeT-kaHana Ha
pe3epBHbI Npu 06pbIBE COEaNHEHUST C OCHOBHbIM 3G/4G onepatopoM. [Npu OTKIHOYEHHON aBTo-
MaTU4eCKOM aKTMBauun pesepBHoW SIM-kapTbl («ramnoyka» ybpaHa), nepekntoveHme ¢ npuopu-
TeTHoM SIM-KapTbl Ha pe3epBHYI0 NMPOU3BOAUTLCS He byaeT. VIHTepHeT-coeanHeHne GyneT BO3-
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0oBbHOBNEHO nocne nepenokrnioYeHns U BOCCTAHOBMNEHUS COeAMHEHUSI C OnepaTopoM COTOBOW
CBSI3M Yepes NpuopuTeTHyo SIM-kapTy.

BHumaHue! MNpu oTknioYeHHOM aBTOMaTU4YeCKOM aKTuBauum obeux SIM-kapT (obe «ranoyku»
yb6paHbl), nogkntoyeHue Kk 3G/4G onepaTtopy 6yaeT npoumsBoauTbca Yyepe3 SIM-KapTy OTMEYEHHYIO
MapKepom B KayecTBe npuoputeTtHom (Primary simcard).

Onuuen MuHr-zanpoc koHUrypupyeTcs nNepuoanuvyHOCTb NPOBEPKU LEenocTHOCTM WNHTepHeT-
coeguHeHus. [Nonb3oBaTenem MOXeT U3MEHSITbCS KonmnyecTBo naketoB (Count packet), nHtep-
Ban mexay 3anpocamu (Interval) n Bpemsa oxmnagaHms oteeta (Timeout) B cekyHaax, pasmep na-
keTa (Packet size) B 6antax n Bpems xu3Hu naketa (TTL) namepsiemoe B KONIMYECTBE NEPEXO-
AoB mexay ysnamm cetu. B kadectBe 3anpawwmBaemoro XocTa ykasaHbl IP-agpeca DNS-
cepBepoB Google. BkntoyeHre 1 BbIKIIOYEHME MUHI-3aMpoCOB NMPOU3BOAUTCA YCTAHOBKOW WIN
CHATMEM «ranoydkmy». Cuctema perynspHo nocbinaeTt nuHr-aanpoc DNS-cepsepa no ykasaHHOMY
IP-agpecy. lNocne nonyyeHus oTBeTa, cUCTeEMa NPOM3BEAET NEepPEnoaKIioYeHNe pa3opBaHHOIO
NHTepHeT-coeQUHEHUA NO OCHOBHOMY WM Pe3epBHOMY KaHany (B 3aBMCMMOCTW OT MOJb30Ba-
TENbCKMX HACTPOEK).

BHuMmaHue! B cnyvyae OTKMOYEHUS ONLMM NUHr-3anpoca («rafo4vyka» CHATa) NOBTOPHOro nepe-
noakno4YeHUsa nocne paspbiBa MHTepHeT-coeAMHEeHUs Npou3BoAUTbLCS He GyaeT. [ns noaknoye-
HUS1 K ceTu MIHTepHeT Heobxoaumo GyaeT nepesanycTuTb Mogdem, nepeinas Bo Bknaaky «UMHTepdencbi»
Wnu nepesarpy3nTb poyTep.

3aBepLlUnB KOHUIypMpoBaHUe HaCTPOEeK OCHOBHOro M pesepsHoro 3G/4G onepaTtopoB CBA3W, Unu
nepeknouns SIM-kapTy n BbibpaB e€ B KayecTBe npuoputeTHon, Haxmute kHonky COXPAHUTb U
NMPUMEHUTDb (SAVE & APPLY).

B Hawem npumepe Ha pucyHke 5.7.2:

0na ydobecmea nonb3oeamerisi, NpuUc8oeHsl umeHa SIM-kapmam;

ommeYyeHa MapKepom-moykol npuopumemHas SIM-kapma;

BK/IOYEHa asmoMamuyeckass akmueauusi (nepeknwodeHue) rnpuopumemHol U pesepeHol
SIM-kapm Haxo0auWuxcs 8 criomax poymepa;

aKkmueuposaHa rnaHerb rnuHe-3anpoca.

Rt-Cse4 mXW DS

Coctosnune

Cucrema

Cepsuchl Power control:

Cet

Option: Juavenne:

Power USB modem 1 v

SIM Card:

List:

State Primary simcard  Wms Automatic activation Location

OFF Megafon v local

Beinty ON @ Tinkoff v local

Background:

MuHr-3anpoc:
Bimouewo Countpacket Interval  Timeout Packetsize TTL Xoer

v 5 2 30 56 64 8888 8844,8888 8844

PucyHok 5.7.2 — HacTporka OCHOBHOIO 1 pe3epBHOro kaHanoB cBa3un ¢ 3G/4G onepaTopom
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5.7.4. Joctyn Kk HacTponkam web-uHTepcenca 3G/4G USB mogema HUAWEI E3372 MOXHO nony-
unTb, BBEOS B afpecHON CTpoke Bawlero obospeBaTens umHTepHeTa (Opaysepa) IP-agpec mogema
192.168.8.1. lNogpobHas MHCTpyKUMst MO HacTporke web-nHtepdenca 3G/4G USB mogema HUAWEI
E3372h pasmelleHa Ha Hawem cante www.kroks.ru.

5.8. MNepekntoyeHue SIM-kapT B poytepax ¢ SIM-uHxeKkTopom

[na onepaTuBHOW 3aMeHbl U nepekntoyeHns SIM-kapT, COBMECTHO C HEKOTOPbIMW MOLENsAMU poyTe-
poB ncnone3dyetcs SIM-NHXEKTop — YCTPOMCTBO yaaneHHoro nepeknodeHmsa SIM-kapT.

Vcnonb3oBaHne komGuHauuu mn3 SIM-kapT pasMelleHHbIX B poyTepe W YCTaHOBMEHHbIX B SIM-
WHXEKTOope, OTKpbIBaeT Bombluve BO3MOXHOCTU B pe3epBupoBaHun MHTepHeT-kaHanoB. B cnyyae Bo3-
HUKHOBEHUs npobrnem ¢ VIHTepHeT-coeauHeHnem ogHou 13 SIM-kapT, poyTep aBTOMaTU4eCcKu nepeknto-
4nTCs Ha mMcnonb3oBaHue nocnegywwen SIM-kapTtbl. Ona ynpaesneHua SIM-kaptamu poyTtepa u SIM-
WHXeKTopa Bonaute B web-nHTepdeiic.

5.8.1. ABTopusyintecb B web-uHtepdence poytepa. Bongnte B meHio «CeTb» 1 BblbepuTe BKragky
«MopgembIi» Kak NnokasaHo Ha pucyHke 5.8.1. Bo Bknagke «UHcpopmaums» ykaszaHO COCTOSAHME MOodeMa.

Rt-Ubx mX RSIM

Craryc

Cucrema

Cetb
Yctpowncrso

Npowseogurens huawei
Mogens 3372

Pesusna 21.327.01.0000
Texywmia pexam gsm-umts

IMEI 868230032520029

Cratyc

Monwimcw paséaokuposki SIM sim-pin (3), sim-pin2 (3), sim-puk (10), sim-puk2 (10)
Cocronmue connected

CocTomnue nuTans on

Texsionorua Ite

Kauecteo curvana 64 (recent)

Avanazoxbl & Pexumsbl

Texyue pexunsi allowed: 2, 3g, 4; preferred: none

Texywme auanasonsi egsm, dcs, pes, g850, utran-1, eutran-1, eutran-3, eutran-7, eutran-8, eutran-20

PucyHok 5.8.1 — Tabnuubl ¢ MHopmaunern o mogeve

MogpobHas nHdopmauma o Tabnuuax BO BKMagke «uMHopmaums» ykasaHa B n. 5.1. HacToswero
«PykoBoactBa»
5.8.2. Bo Bknagke «KoHdmrypaumsa» Bbl MoxeTe BbibpaTb NpeanoyTuTenbHbIe PEXUMbI U AMana3oHbl
paboTbl Mogema B 6rnoke Pagmo mofyrnb, kak ykasaHo B N. 5.2. HacTosiwero «PykoBoacTeay.
5.8.3. B 6noke SIM kapta (PucyHok 5.8.2) npousBoauTCsi ynpaBreHue aBTOMaTUYeCKMM 3amnyCKoM
SIM-kapT 1 Ux nepekniyeHne.

e YcTaHOBUTE Mapkep B BuAE TOYKM HaNpoOTMB MMeHU ogHon u3 SIM-kapT (SIM 1 ... SIM 5) B
ctonbue OCHOBHasA CUM-KapTa, Yepe3 KOTOPYH >XeraeTe co3gaTb OCHOBHOE (MPUOPUTETHOE)
NuTepHeT-coeguHenmne ¢ 3G/4G onepatopom. SIM-kapTbl 6€3 mapkepa 6yayT npeacTaBnaTb Co-
Dbon pesepBHble kaHanbl CBA3W, KOTOpble ByaeT akTMBMPOBaHbI MPU OTCYTCTBUM OCHOBHOMO WH-
TEPHET-COeAVHEHNS MPU YCMOBUW BKIIOYEHMS OMUUKM aBTOMaTuU4eckoro 3anycka. YTobbl nepe-
knountb SIM-kapTy, nepectaBbTe MapKep-TOYKY HanpoTuB BbibpaHHOW SIM-kapTbl U HaXMUTE
COXPAHUTb U NPUMEHUTb. [ns ynobcTea npu nepekntodeHnn SIM-kapT, Bbl MOXETe BBe-
CTW Ha3BaHWe onepaTopa COTOBOW CBSI3M BMECTO CTaHAapTHbIX 0603HaveHun SIM 1... SIM 5.

e B cton6ue CoctosiHne oToOpaxaeTcs COCTOsiHUE Kaxaon n3 SIM-kapT B AaHHbIA MOMeHT (ON-
BKMtoYeHo, OFF-BLIKMOYEHO).

e Onuum B BuAe «rano4yek» B ctondue ABToMaTuyeckoro 3anycka SIM-kapT npegHasHadeHbl Ans
yKasaHus poyTepy CNnoToB, B KOTOPbIX U3NYeCckn yctaHoBneHbl SIM-kapTel. Ecniv B kakom-To U3
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cnotoB oTcyTCcTBYeT SIM-kapTa, ybepuTte «ranoyky» aBToMaTU4YECKOro 3anycka. OTMM coKpalua-
eTCcs Bpems MepekyeHnst ¢ OCHOBHOTO MIHTepHeT-KaHana Ha pe3epBHbIn nNpu obpbiBe coeau-
HeHns1 ¢ ocHoBHbIM 3G/4G onepatopoM. [Mpy OTKIMIHOYEHHOM aBTOMAaTUYECKOM 3arycke pe3epB-
HbIX SIM-kapT («ranodkuy» ybpaHbl), nepeknioveHne ¢ npuoputeTHon SIM-KapTbl Ha pe3epBHble
nponsBoanTbCcsa He ByaeTt. VIHTepHeT-coeanHeHne GyaeT BO30OHOBMIEHO MOCNe nepenoaknoye-
HWS1 N BOCCTAHOBMEHUSA COEOMHEHUS C OnepaTopoM COTOBOW CBSI3M 4Yepe3 OCHOBHYHO (npuopu-
TeTHyto) SIM-kapTy.

BHumaHue! Mpu oTKNOYEeHHOM aBTOMaTM4YeCKOM 3anycke Bcex SIM-kapT (Bce «ranoyvku» ybpa-
Hbl), nogknyeHne Kk 3G/4G onepatopy O6yaeTr npou3BoguTbCs Yepe3 SIM-kapTy OTMeYEHHYH
MapKepOM-TOUYKOW B Ka4yeCTBe OCHOBHOW (MPUOPUTETHON).

e B crtonbue Jlokauus otobpaxaetca mectononoxeHne kaxgow SIM-kapTbl (local - nokanbHas
SIM-kapTa ycTaHoBrieHHas B poytepe; remote — yaaneHHas SIM-kapta yctaHoBneHHas B SIM-

WHXeKTope).
Rt-Ubx mX RSIM
Crartyc
Cucrema
Cetb
SIM kapra:
Mogem
Wnrepdencst
Komwyratop
DHCP 1 DNS Cnucok:
R i ¢ AsTomarnueckwit anycx  floxauun Connection setup
Cratuueckue MapwpyTe! ON . SIM 1 v local » Detail settings
AuarnocTuxa
, i OFF siM2 v remote » Detail settings
Mesxceresoi skpan
OFF SIM3 remote » Detail settings
IATU
OFF SIM4 remote » Detail settings
OFF SIM5 remote » Detail settings
DoHosble Npoueccs!:
MuHr-sanpoc:
K naxeron Tadmayr Paswep nakera TTL Xocr
v 5 2 30 56 64 8.8.88;8844;8888 8844

PucyHok 5.8.2 — HacTpovika paboTel Mogema ¢ SIM-kapTamu

Rt-Ubx mX RSIM

SIM kapra:
Cratyc P
Cucrema
Cetb Cnucok:
m C OcHoenan Agsromaruueckuit anyck  Jloxauns Connection setup
Wntepdeicsi W Detail settings
Kommyrarop Option 3nauenue
DHCP 1 DNS PIN code
Wmena xoctos
APN m tinkoff
Cratuueckme MapwpyTe!
ON @ Tinkoff @ local
[AvarvocTuka Auth both
Mexceresoit akpan
Wma nons3osarena
1T Napone
OFF YOTA v remote » Detail settings
OFF SIM3 remote » Detail settings
OFF SIM 4 remote » Detail settings
OFF SIM5 remote » Detail settings
doHoBble npoueccsl:

PucyHok 5.8.3 — HacTtponkn coegnHeHus
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B cton6ue Hactpoikn coeamHeHus (Connection setup) Heobxooumo ANs Kaxaow ns ycTa-
HoBrneHHoM SIM-kapT nponucaTtb 3HaveHus onuun (PucyHok 5.8.3), packpbiB MoapobHble
HacTpouku (Detail settings). CBepeHus, Heobxoaumble OMsi HACTPOWKM COEOUHEHUsI Npeao-
cTaBnsieT onepaTtop npu 3aknyeHun pgorosopa. Ecnu kakas-To uHgopmaumsi oTcyTcTByeT
(Hanpumep, PIN code unu Mima nonb3oBatens u [aponb), octaBbTe Nofe He 3anofiHEHHbIM Unn
CO 3Ha4YeHMEM MO YMONYaHUIO.

Onuwmen TuHr-sanpoc KoHUIrypupyeTcs nepuoguyHOCTb NPOBEPKU LENOCTHOCTM WHTepHeT-
coeanHeHus. MNonb3oBaTenem moxeT n3MeHATbCs KonuyecTBo naketoB, UHTepBan mexay 3a-
npocamu 1 Bpems oxuaaHus oteeta TanMmayT B cekyHAax, Pa3amep naketa B Gantax n Bpems
Xn3um naketa (TTL) uamepsiemoe B KONMMYECTBE MEPEXodoB Mexay y3namu cetu. B kavectse
3anpawmBaemoro XocTa ykasaHbl |P-agpeca DNS-cepBepoB Google. BkntodeHne 1 BbIKIOYEHNE
MUHr-3anpoCcoB NPOU3BOAUTCS YCTAHOBKOW UMK CHATUEM «ranodkm». Cuctema perynsipHoO nochbl-
naet nuHr-zanpoc DNS-cepBepa no ykasaHHomy IP-agpecy. Nocne nonyyeHusi otBeTa, cucrema
npoussefeT NepenoakrioveHne pasopBaHHOro MHTEpHET-COeANHEHNss MO OCHOBHOMY UMW pe-

3epBHOMY KaHany (B 3aBUCUMOCTW OT NOMb30BaTENbCKMX HACTPOEK).
BHumaHue! B cny4yae OoTKIHOYEHUSA ONUMU NMUHI-3anpoca («rafoyka» CHATa) NMOBTOPHOro nepe-
noaknyYeHUs nocre paspbiBa MHTepHeT-coeaMHEeHUs NPOU3BOAUTLCS He byaer.
Onsi nogkntoyeHus k cetn NHTepHeT Heobxoaumo byaeT nepesanycTuTe MOAEM, NEPEVas BO BKNaaKy
«MHTepdencobI» nnm nepesarpysmTb poyTep.
5.8.4. 3aBepLumB KOHUIYypUpOBaHNE HACTPOEK OCHOBHOrO U pesepBHbIX 3G/4G onepaTopoB CBA3W,
unu nepekntoun SIM-kapTy 1 BbibpaB €€ ocHoBHOW, HaxxmnTe kHonky COXPAHUTb U NPUMEHUTD.
B 6noke CoepunHeHune, bynet otobpaxeHa cBogHas MHOPMaLMS O HACTPOMKax NOAKNoYeHNnst pabo-
TawLlen B AaHHbIN MOMeHT SIM-kapTbl (PucyHok 5.8.4).

Craryc

Cucrema

DoHosble npoueccsl:

Muur-sanpoc:
Bunouewo Konwuecrso naxeros Wwtepsan Tadmayr Paswep naxera TTL

v 5 2 30 56 64

CoeguHeHue:

APN: m tinkoff
PIN:

Vna nos3osatenn PAP/CHAP:

Maposs PAP/CHAP:

T ayTenThdukaym both

remote » Detail settings

remote » Detail settings

remote » Detail settings

Xoer

8.8.88:8844 8888 8844

COXPAHWTD & MPUMEHWTD [t i]

5.9. MpuknagHble nporpaMmMbl ANA yrnpaBrieHUs poyTepom

5.9.1. YnpaBneHue poyTepom npu nomowm SMS
[ns npsAmMoro ynpasneHus HEKOTOPbIMU (DYHKUMSAMU MOAEeMa U MonyyYeHus cnyxebHomn nHdopmMauum,
MOXET MCMONb30BaTbCH yNpaBrieHne MoAeMoM npu nomowm SMS, ncnonb3ys kKomaHgbl Ha a3bike Shell.
5.9.1.1. ABTopusyntecb B web-uHTepdeince poyTtepa. Bongute B meHio «CeTb» 1 BbibepuTe BkNagky
«Mogem» u oTkporTe 3aknagky «Application». 3atem HaxXMuTe KHOMKY Bbl30Ba MporpamMMmbl yrnpasrne-
HUst mogemom no SMS smsctrl (PucyHok 5.9.1.1)
5.9.1.2. B uHTepdence nporpammbl ynpasneHus poytepoMm no SMS BBeanTe COOTBETCTBYHOLLME 3Ha-
yeHun onumn (PucyHok 5.9.1.2). YctaHoBuTe «ranodky» (Enabled) ytobbl aktmBmpoBaTth nporpammy. B
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cneumansHoM none Phone BeBeauTe, pasgenss TOYKOW C 3andAToW, HOMepa MOBUIbHBLIX TenedoHoB, ¢
KOTOpbIX NNaHMpyeTe ynpasnaTb poyTepoM. YCTaHoBUTE naponb B none Password. BeeauTe TekcT oa-
HOW UIN HECKONbKMX KOMaHA B none Script. 3atem Haxmute kHonky SAVE & APPLY (COXPAHUTb U
NMPUMEHUTD).

Rt-Ubx mX RSIM

modem1: Ti KoHTponsHaa naHens

Craryc
WNudopmauma Kondurypauus UssD cMC AT Tepmunan
Cuctema
Cetb
R
smsctrl

Wntepdencel

KommyTatop

DHCP u DNS

Wmena xocToe
CraTueckue MapLupyTsl
[AvarHoctuka

MexceTeeon 3kpaH

Beitin

PucyHok 5.9.1 — MNpuknagHasa nporpamma ynpasneHus mogemom no SMS

Rt-Ubx mX RSIM

modem?: Tinkoff  KOKTpOAGHan nawens

Craryc
Wnudopmaymua Kondurypayma usso MC AT Tepmuman Application

Cucrema

Cetb

s SMS Control

Wrrepdeics

Kommyratop o t

on

DHCP n DNS p

Wmena xoctos Option Value

Cratuueckme MapwpyTs! Enabled L2

Anarsocriuxa

i Phone #79936539862
Mexceresoit 3kpan
Password kroks
Beiity
Script

reboot (){
reboot

SAVE & APPLY | SIS

PucyHok 5.9.1.2 — HacTpoika onuuin ynpaeneHusi poytepom yepes SMS

5.9.1.3. B HWXHEN YacTu okHa OyadeT oTobpaxaTbCsl MpUMMeEp 3anpoca BbIMONTHEHHOIO C YKa3aHHOro
BaMu HOMepa C TEKCTOM, COCTOSILLMM U3 Naporisi U KOMaHabl Ansi poyTepa.

B 6rnoke Command test (PucyHok 5.9.1.3) nonb3oBaTternib MOXET NMPOBEPUTb MPaBUSIbHOCTb CBOUX
KOMaHA, He pacxoays OeHexHble cpefcTBa U He oTnpasnsas SMS co ceoero TenedoHa. Besegute Homep
TenecgoHa Phone number u TekcT coobuieHnss Message text B COOTBETCTBYHOLLUME MOMA U HAXMUTE
kHonky EXECUTE COMMAND (UCMNOJIHUTb KOMAHLY). Nporpamma npoBepuUT KOPPEKTHOCTb BaLLMX
KOMaH[ U yKaeT Ha CMHTakcm4eckue owmnbku n owmnbku 6esonacHocTu.
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Rt-Ubx mX RSIM

reboot(){
Craryc reboot
Cucrema ping(){
usr/bin/ping -q -1 0.01 -c 5 -w 5 $1 8&>/dev/null 88 echo “ONLINE" || echo “OFFLINE"

Cetb

SAVELAPPLY REVERT
Example request: Send message from "+790 2" with text "kroks:reboot [arguments]”
Command test

Phone number Message text

+790 2 kroks reboot

EXECUTE COMMAND

PucyHok 5.9.1.3 — lNpoBepka KOPPEKTHOCTN KOMaHAbI

5.10. HaBegeHMe BHellHeW aHTeHHbI Ha 6a30BYyH0 CTaHLMIO C NoMoLbio Web-uHTepdenca

Mpw BbIGOpPE MecTa AN YCTAHOBKU aHTEHHbI, criedqyeT obpaTtuTb BHUMaHWe, YTO Nosfib30BaTENbCKYH
aHTeHHy HeobXoAMMO yCTaHaBnMBaTb B MPAMOM BMOUMOCTU aHTeHH 0asoBoW CTaHUuMM onepartopa
3G/4G. Ha nyTv oT aHTeHHbl A0 6a30BOW CTaHLUMKN HEe AOMKHO OblTb HUKAKUX BbICOKUX MPEnATCTBUA (3a4a-
HWS1, TOPbl, XONMbI, NECONOCaAKN M T.N.) MeLlaKLWwmux pacnpocTpaHeHunto curHana. KpynHolie o6bekTbl (Bbl-
COKuMe AepeBbs, KPbIWKW JOMOB), PACMONOXEHHbIE HA PacCTOAHUM MeHee 1,5 MeTpoB OT aHTEHHbl MOryT
oTpaxaTb PagnoBONHbI, YXyALlas KavyecTBO CBSA3W. Ecnun y Bac octanca manuvuwek kabens, ucnonbsymre
€ro Ha NoAHATWNE aHTEHHbl BBEPX Had 3eMIén.

Ecnn 6GasoBasi cTtaHuusa onepaTtopa COTOBOW CBSI3W HaxogAuTCsA B NPSMOW BUAMMOCTW, MPOCTO
HanpaBbTe aHTEHHY TOYHO Ha Hee M C BbICOKOWN A0f1el BEPOSTHOCTM Yy Bac BCE 3apaboTaeT. 3a ropoaom,
06bl4HO yCTaHOBrEHbl GoMblUMe BbILIKA ONepaTopoB COTOBOW CBA3WM BbICOTOW B HECKOMbKO OECATKOB
MeTpoB. B ropogax, BMECTO BbILEK 3aHMMaIOLMX MHOrO MecTa, pasmeLlatoT 6a3oBble CTaHUMKM Ha Kpbl-
LIax u cTeHax BbICOKUX 34aHUN.

Ecnv HeBO3MOXHO BM3yanbHO oOnpedenuTb pacronoXeHue Bbiwku unu 6asoBon ctaHummn 3G/4G
onepaTopa, HeobxoAMMO OTbICKaTb MECTO, B KOTOPOM curHan oT 6a3oBor CcTaHUMM MakcumarneH. YcTa-
HoBuTe B mogeMm SIM-kapTy 3G/4G onepaTtopa, NpUCYTCTBYIOLLErO B JAHHOW MECTHOCTH.

5.10.2. ABTopusyitecb B web-uHTepdenice poytepa. Borigute B MeHio «CeTb» 1 BbiDepuTe BKNnagky
«Mopgem». BrbibpaB nHTepecytowmn mogem (modeml unn modem?2), oTkponTe Bknagky «MHdopma-
uma» (PucyHok 5.10.1). B Hawem ripumepe modem coeduHéH ¢ cembio cmaHdapma LTE (4G).

Mpumeyanne — Mogem sIBNSETCA MyNbTUCTaHOAPTHLIM YCTPOWCTBOM, paboTalowum B LUMPOKOM Auna-
nasoHe yacToT. [1pu oTCyTCTBMM NOKPbLITUSA ceTn 4G, MmoaeM aBTOMaTMYeCcKn® nepengért Ha paboTy B ceTu
3G vnn 2G.

5.10.2. To4yHble 3HAYEHWs1 YPOBHSI CUrHaNoB npuBedeHbl B Tabnuuax CurHan GSM, CurHan UMTS,
CwurHan LTE, Signal EV-DO wm Signal CDMA 1x (PucyHok 5.10.1). PaccmoTpum 3Ty uHdopmauumo 60-
nee nogpo6Ho.

B Tabnuue otobpaxaeTcs:

! Mpu ycnosuu, 4To Nosb3oBaTeIeM He Ha3zHaYeHbl NPeanoYTUTe IbHble CTAaHAAPTbI, AMaNa30Hbl U PeXuUMbl ANA
nogxntouyeHma moaema. NMoapobHee 0 KOHPUTYpMPOBaAHMM AMaNa3oHOB, CTaHAAPTOB U peXumoB paboTbl Mo e-
MOB U3/10’KeHO B . 5.2.

~61 ~



Web-uHtepdenc poytepoB KROKS. HacTporika u ynpasneHve

29 Hosibpsa 2019 r.

e RSSI - nokasatenb ypOBHS CUrHana npuHMMaemMoro npuémHukom moaema. NamepsieTca no
norapudgmmyeckon wkane B obm (dBm) n otobpaxaeTca B Buae otpuLaTenbHbIX 3HaYEHUN.
Bonee BbICOKas MOLLHOCTb NPMHMMAEMOrO CUrHarna, COOTBETCTBYET MEHbLLEMY OTpuLaTenb-

HOMY 3Ha4Y€HUHo.

e RSRQ - Ka4eCTBO NPUHATbIX MUMNOTHbLIX CUTHAIOB.

e RSRP — cpegHuii ypoBeHb curHana npyvHumaemoro ¢ 6a3oBor ctaHuumn onepatopa. Nameps-
eTca no norapudmudeckon wkane B obm (dBm) n otobpaxaeTca B Buge oTpuLaTtesibHbIX
3HayeHun. Yem 3HaveHne Onvxke K HymM, Tem Bbille YpPOBEHb MPMHUMMAEMOrO curHana.
Hanpumep, 3Ha4eHue cueHana RSRP pasHoe -65 dBm, HamHoz20 nyywe, yem 3HaqyeHue -98

dBm.

e SINR (SNR) - OTHOLWEHNE YPOBHS MOJIE3HOrO CUrHana K ypoBHHO LiyMa (COOTHOLUEHWE CUr-
Han/wywm). N3mepsieTca B ab (dB). Yem Bbllie gaHHOEe 3HA4YeHue, TEM Iydlle KayeCTBO CUr-
Hana. lNMpu 3HadeHnax SINR MeHee 0 ckopoCTb MOAKMYEHUS OyaeT ovYeHb HU3KOWM, T.K. 3TO
0O3Ha4aerT, YTo B NPMHMMaeMOM curHane wyma bonblue, 4em NONe3HoON YacTu.

Mpumeyanune — [na ctaHgapta cBasum CDMA 1x 1 UMTS cooTHoweHne curHan/wym dyaet obosHa-
yeHo kak Ec/lo. [na ctangapTa ces3m EV-DO cooTHoleHue curHan/wym 6yaet obo3HavaTtbes Kak lo.

Curnwan GSM
Craryc

RSSI
Cucrema

Cepeucol

Cetb

CurHan UMTS

RSSI
RSCP

Ec/lo

CurHan LTE
[AvarsocTuka

A RSSI
Mexcereeon skpan

Banancuposka WAN Tpagux RSO

RSRP
SNR
Beiitu

Signal EV-DO

RSSI
Ec/lo
SINR

in

PucyHok 5.10.1 — MNogpobHas nidopmauus 06 ypoBHE NPUHUMAEMOrO curHarna

5.10.3. PekomeHayeTcsa Npom3BOoaUTL HaBeeHWe aHTEeHHbI BABOEM (OOWH YeroBeK nepemellaeT aH-
TEHHY, BTOPOW OTCNEXMNBAET 3HAYEHUA Ha MOHUTOpPE). MeaneHHO NoBOpayYnBanTe aHTEHHY B pasHbIX
HanpaeneHusx ¢ warom 3-5 rpagycos. [NokasaHusa 3HayeHn Ha MoHMTOpe, ByayT 3anasgpiBaTb OTHOCHU-
TenbHO BaWwwnx AencTBuii. [loBepHyB aHTeHHY, AenanTe nay3y He meHee 30-40 cekyHa u HabnoganTte 3a
M3MEHEeHNeM 3Ha4YeHUn Ha MoHUTope. lNoBopayMBanTe aHTEHHY OO TeX Nop, NOKa He HarngeTe Takoe no-
noXeHve, B KOTOPOM 3HaAYEHUSI YPOBHSA NPUHUMaeMoro curHana RSSI v oTHowweHne curHan/wym SINR
(Ec/lo) 6ynyT makcumanbHbl. OLeHUTb Ka4eCcTBO NPUHUMAEMOrO CUrHarna, MoXXHO ncnonb3ys Tabnuuy 1.

Ta6bnuua 1.

MokasaTenu KayecTBa

3HavyeHusa napameTpoB

npUHMMaeMoro curHana RSSI SINR/SNR (Ec/lo)
OTnunyHble -30 ... -50 dBm 30 dB u BbiWwE
Xopowne -50 ... -70 dBm ot 20 dB go 30 dB
YaoBneTBopuUTENbHbIE -70 ... -85 dBm ot 10 dB go 20 dB
Mnoxwne -85 ...-110 dBm meHee 10 dB
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3aBepLuMB HaBedeHNE aHTEHHbI, HAOEXHO 3aKpenuTe eé€ B Han4EHHOM NOSNOXEHUN, YTOObI n3bexaTb
CMELLIEHMS aHTEHHbI U yXyALWEHMs KayecTBa CBS3N.
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6. KOHOUIYPUPOBAHMUE U HACTPOWKA CETEBbIX NOAKMIOYEHUIA

6.1. KommyTupoBaHue nokanbHbIX ceTen

CeTeBble MOpPThlI poyTepa MOryT b6biTb 06beAMHEHBI B HECKOSTBKO BUPTYarbHbIX NOKanbHbIX NOACETEN
(VLAN), B KOTOpbIX (hn3M4eCKue UHTEPENCHI MOTYT CBA3bIBATLCA MeXAy coboi HanpsiMyto BHYTPpU CBO-
en rpynnel. o ymonyaHuio, B ycTponcTtee ucnosnbadyetca oguH nopt (WAN) ons noAKNioYeHNs K BHeLU-
Heln ceTun, Hanpumep ceTun UHTepHeT, a apyrme nopTol (LAN) npegHasHayeHbl AN BHYTPEHHEN fokanb-
HOW ceTu.

6.1.1. ABTopmsyntecb B web-uHtepgence poytepa. Bongute B meHio «CeTb» 1 BblbepuTe BKIagky
«KommyTtaTop» (PucyHok 6.1.1).

AP205M1

Craryc
Cucrema KommyTtatop
CepBucbl VIAN VIAN

Cetb

Mogem

KommyTatop "switch0" (mt7620)

BrnounTs nogaepxxy VAN @

DHCP u DNS
Vmena xoctoe

Cratuueckue MapwpyTL!

VLANGBI Ha "switch0" (mt7620)

Anarwo

5 VLAN ID CPU (eth0) LAN 1 LAN 2 LAN 3 LAN 4 WAN
MexxceTesoi akpan
Banancuporka WAN Tpadux 2 - L] - 2 2’
CocTosmue nopra: 1000baseT 100baseT 100baseT

7 et et et >
noAKest Aynaexc noAHs Rynnexc noAHS AynAexc
Y

BeliiTu 1 ¢ Terom v Bestera v Beaera v Bestera v Gestera v semn v AT |

2 € Terom v BeKA v BeKn v BN v

PucyHok 6.1.1 — CosgaHune nokarnbHbIX BUPTYarnbHbIX NoAceTewn

6.1.2. Onsa cosgaHusa HoBow BupTyanbHon noacetn (VLAN) HaxxmuTe Ha kHonky [JOBABUTb. Boibe-
pute nopt (LAN), Ha koTopom OyadeT pasmelleHa HOBasi BUpTyarnbHas noaceTb U YCTaHOBUTE AN Hee
orpaHuyeHus (c Terom), ecnm HeobxoAMMO Co3daTb M30ONMUPOBaHHYO nogceTb. [na yaaneHus BbibpaH-
Hon noacetn Haxmute kHonky YOAAJIUTb. T[locne HacTpoviku uHTepdenca HaXMUTe KHOMKY
COXPAHUTb U NPUMEHUTD.

6.2. KoHdmrypmupoBaHue nokanbHon cetu

BbicTpo koHUrypupyembit DNS-, DHCP- u TFTP-cepeep Dnsmasq Bxogswmii B cOCTaB onepawnoH-
HON cMCTeMbl poyTepa npegHasHadeH onsg obecnevyeHuss JOMEHHbIMW MMEHaMM U CBA3aHHbIMU C HUMM
cepBucCaMy MarbIX AOMALLHMX ceTel unm Hebonblumx ceTeln opraHusaumin. ObecneumBaeT MMeHaMm no-
KanbHble dum3nyeckme ycTponcTea, He umetowme rnobanbHbix DNS-3anucen. MopaepxuBaeT NpUBS3KY
IP-agpeca k KOMMbIOTEPY MM aBTOMAaTUYECKY0 HacTpowky |IP-agpecoB u3 3agaHHoro gwanasoda. Moa-
aepxuaeT ceTeBov npotokon BOOTP ans ceteBon 3arpyskun 6€301CKOBbIX MaLLUMH.

6.2.1. ABTopuayntecbk B web-uHtepdenice poytepa. Bongute B MeHio «CeTb» 1 Bbibepute BKNaaky
«DHCP u DNS» (PucyHok 6.2.1).

6.2.2. MNpomnsBegnTe HacTporky Dnsmasq cepBepa, BBead Heobxooumble napamMeTpbl BO BKNagkax
HacTpoek. Hactpous cepsep, HaxxmuTe kHonky COXPAHUTb U MPUMEHUTb. Bce Tekylmne HacTponkm
OyayT npumeHeHbl. Knonka COXPAHUTb coxpaHseT HacTporikn, HO NpUMeHeHbl OHKM 6yayT nocne nepe-
3arpysku yctpowctea. Ytobbl OTMEHUTb BBEAEHHbIE AaHHble U BblOpaHHble HACTPOMKW, HAXKMUTE KHOMKY
CBPOCUTD.
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AP205M1

Craryc

DHCP n DNS
Cucrema
, DHCP DNS NAT
Cetb
Modem Manager
rivepipavics Hacrtponku cepsepa
WSS Ocwosusie HacTpoitkn  Qaitabi resolv mhosts  Hactpoikn TFTP  LonoAHUTesHbe HACTPOMKA
Kommyratop
Toebyerca goven @
DHCP u DNS
Wwmena xocroe
Ocrosnon @
Cratiueckite MapwpyTs!
AuarrocTvka
Noxanshuii cepaep /1an
Mexcereson skpar
Banascuposka WAN Tpadux
Noxanswwit gomen lan
Bewtu

3anucs 3anpocos

Mepenanpagnerme sanpocoe DNS /example 0rg/10.12.3
3auprma o DNS Rebinding ¥

PaspewwTs AOKansHBt XOCT ¥

Benwiih cnucox gomeros hostnetfix cor

PucyHok 6.2.1 — Hactponka Dnsmasq cepsepa

6.3. HasHayeHMe AOMEHHBbIX MMEH CeTeBbIM YCTPONCTBaM

MMsa xocTa — 3T0 JOMEHHOE MMS, Ha3HaYeHHOe CeTEBOMY YCTPOWMCTBY, KOTOPOE 3HAYUTENbHO MpoLle
AN BOCMPUATMSA YernoBeka, YyeM |IP- agpec, naeHTMOUUMpyoLWni ceTteBoe YCTPONCTBO. [IOMEHHbIe nMe-
Ha ropasfo npoLie nNpo4ecTb, 3aNnOMHUTb U 0OMeHuBaTbCs uMmn. Harnpumep, domeHHoe umsi «Kroks.ru»
rpoyecms, 3arnoMHUMb U rniepedams Komy-ubo npouwje, yem «138.201.81.124».

Mpumevanune — [nsa noeHTudurkaumm ycTponctea, IP-agpec obasaTeneH, B TOXXe BpeMsi, Ha3HayeHme
MMEHW XOCTa CNyXWT Ans ygobcTea nonb3oBaTens.

6.3.1. AsTopusyntecb B web-uHtepdpence poytepa. Bongute B meHio «CeTb» 1 Bbibepute BKNaaky
«UmeHa xocToB» (PucyHok 6.3.1).

AP205M1

Craryc

NmeHa xocTtoB

Cucrema

Cetb

Modem Manager
e Cnuncok xocToB
Wnrepdeicer
" Wmsa xocra IP-agpec
Wi-Fi
o eeon desctop0.ru 192.168.113.112 v [ vmawm ]
PHCRINDNS work1.ru 192.168.131.1 v ‘ YOANUTD '
s
Aunarsoctuka
MexceTeson 3KpaH
Banancnpoexa WAN tpaduxa —_—
| COXPAHUTb U MPUMEHUTD | XPAHWTL || CBPOCHTb
ﬁblﬁTM

PucyHok 6.3.1 — HasHauyeHne JOMEHHbBIX UMEH CETEBLIM YCTPOMCTBAM

6.3.2. YTobbl LOGaBMTL HOBOE CETEBOE YCTPOWUCTBO B CMUCOK, Haxxmute kHonky JJIOBABUTb. Beegute
ums ceTeBoro yctpomncTtea (Mmsi xocta) u BeibepuTe 13 BbiNagarolero MeHto IP-agpec ycTponcTsa, ecnm
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OHO BbIno noaknoyeHo. JInbo Beibpas 13 BbiNagaloLwero MEHI0 NYHKT «NoNb30oBaTeNnbCKkuM», BBeauTe IP-
aZlpec CeTeBOro YCTPOMCTBA BPYYHY0. [N yaaneHns CETeBOro yCTPoONCTBa M3 CNMCKa, HAXKMUTE KHOMKY
YOAINUTD.

Mpumeyanue. Mocne nepesarpyskn poytepa, CNUCoK |IP-aapecoB CeTeBLIX YCTPOMCTB, NOAKITOYEHHbIX
K poyTepy 4o nepesarpysku, 6yaeT ouuLLeH.

6.3.3. HasHauMB [OMEHHble MMeHa CeTeBbiM YCTPOWCTBaAM, HaxmuTe kHornky COXPAHUTb U
NMPUMEHUTb. KHonka COXPAHWUTb coxpaHsieT BBeAeHHble OaHHble, HO MPUMEHEHbI OHM ByayT nocne
nepesarpysku poyrepa. Utobbl OUMCTUTL CTPOKM OT BBEAEHHbIX UMK BbIOPaHHbIX AAHHbIX, HAOXXMUTE KHOM-
Ky CBPOCUTD.

6.4. HactpoWka ctaTu4eCcCKux mapLpyToB

Mpun cTatmyeckon MapLLIpyTM3auMmM MapLIpyThl YKa3biBalOTCS B ABHOM Buae, 6e3 y4actus kakmx-nmbo
NPOTOKONOB MappyTu3auun. CTaTu4yeckuin MapLipyT — MapLlpyT 3a4aHHbI agMUHUCTPATOPOM, MO KO-
TOpOMY nepemeLLanTcd MHOPMaLNOHHbIE NAaKeTbl MEXAy MCTOYHMKOM U agpecaToMm.

6.4.1. ABTopusyntecb B web-uHtepgeince poytepa. Bongnte B MmeHio «CeTb» 1 BblbepuTe BKNagky
«CTtaTtnyeckune mappytbi» (PncyHok 6.4.1).

Crartyc M
apwpyTbl
Cucrema p py
Cetb
Modem Manager
Unepdeics: Cratnueckue mapwpyTbl IPv4
Wi-Fi Viurepdeitc  Haswauenue 1Pv4-macka cern 1Pv4-wnios Merpuka MTU Tun mapwpyra
KommyTatop 1P-agpec nau cere ecnm cets
DHCP 1 DNS lan v 192.168.1.0°24 255 255.255.255 192.168.1.191 1 1 unicast v NANTD
C————— multicast
[AuarHoctvka unreachable
prohibit
Mexcerego 3kpaH blackhole
Banawcaposa WAN Tpadix o P
Cratuueckue mapwpyTbl IPv6
Beitn Wnrepdeirc Haszuauenve 1Pv6-wnro3 Merpuka MTU Tun mapwpyra
1Pv6-agpec uau cers (CIDR)
346Ck HE COREPXITCH HEOBKOZNMBIE IHAYEHNA
COXPAHUTL Y NPUMEHITD CBPOCHTH

PucyHok 6.4.1 — 3agaHue ctaTnyeckoro mapLupyta

6.4.2. Ina cos3gaHmsa HOBOrO MapLupyTa nepegadv naketoB AaHHbIX, Haxkmute kHornky JOBABUTD.
3aTeMm ykaxuTe HeobxoanMble NnapameTpbl CTaTUYECKOro MapLupyTa:
e BblbepuTte BUA uHTepdemnca (lan, modeml, modem 2, wan);
e yKkaxuTe IP-agpec ycTpoucTBa Ha3HayYeHUA, Macky ceTu 1 IP-agpec Wwno3a;
e 33janTe MeTPUKY maplpyTa. [py Hanuuum HECKOMbKUX MapLUpyTOB, YCTPOMCTBOM OyaeT Bbl-
6paH MapLpyT ¢ MMHUManbHOW MEeTPUKOW;
*  yKaXuTe MakcuMmarnbHbI pa3mep naketa MTU, koTopbin MoxeT ObiTb NepefaH 6e3 dparmeHTa-
unw;
e 3ajaunTe TN MapLipyTa.
Tunbl MapLIPYTOB X CBONCTBA YKasaHbl HUXe.
v/ unicast — 3an1Mcb MapLUpyTa ONMCbIBAET pearbHble MyTW K NofyyaTensm, Ha KoTopble pacnpo-
CTpaHsieTcs npeduKec MapLipyTa.
v local — Ha3HavyeHus1 HasHa4alTCA JaHHOMY XOCTy. [akeTbl 3aLUUKNMBAOTCSA U NOCTaBNSOTCS MOo-
KanbHO.
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v' broadcast — agpecatbl 3TO LWUMpOKOBeLLaTeNbHble agpeca. [akeTbl OTNPaBMSOTCS KaK LWNPOKO-
BellaTenbHble Nepeaayun.

v' multicast — cneymanbHbIA TUM, UCNOMNb3YEMbIA 4N MHOTOa4pecHoOW mapLupyTmusauun. Ero HeT B
00bIYHbIX Tabnuuax MapLpyTMsaunn.

v'unreachable — 3T NyHKTbI Ha3Ha4YeHNs1 HeQOCTYNHEI. [akeTbl OTOpacbLIBaOTCH, N reHepupyeTcs
XOCT-coobLeHne ICMP-coo6LeHus. MecTHble oTnpaBuTENM nony4alT  owunbKy
EHOSTUNREACH.

v' prohibit — 8T1 NyHKTbI Ha3Ha4YeHMs1 HedoCTyNHbI. MNakeTbl OTOpackIBaOTCS, U co3aaeTcs aaMu-
HUCTpaTMBHbLIN 3anpeT coobleHnin ICMP.JlokanbHble oTnpasuTeny nonyyatoT owmnbky EACCES.

v' blackhole — 3T nyHKkTbl HasHayYeHMs1 HegoCTynHbl. MakeTbl oT6packiBaloTcs 6e3 coobLeHWIA.
MecTHble oTnpaBuTenu nony4datoT ownbky EINVAL.

v/ anycast — agpecaTbl ABMAOTCA agpecaMun anycast, HadHa4eHHbIMU 3TOMY XOCTy. OHM B OCHOB-
HOM 9KBMBANEHTHbI JIOKarnbHbIM agpecam C OOHOW pas3HuLUen: Takue agpeca HegonycTuMbl Npu
MCMNOMb30BaHNM B Ka4eCTBE MCXOAHOro agpeca nboro nakera.

6.4.3. [Ina yoaneHns co3fgaHHbIX CTaTUYeCcKux MapLuipyTtoB Haxmute kHonky YOAIMUTb HanpoTtus co-
OTBETCTBYIOLLEN CTPOKM C MapLUPYTOM. YKa3aB cTatnyeckune mapLupyTbl, HaxxmuTe kHonky COXPAHUTb
M NPUMEHUTb. KHonka COXPAHUTDb coxpaHsieT BBeAeHHbIE AaHHble, HO MPUMEHEHbLI OHM OyayT no-
cne nepesarpysku ycTponctaa. UTobbl OUMCTUTL CTPOKM OT BBEAEHHBIX UMW BbIOPAHHbLIX JAHHbBIX, HAXMU-
Te kHonky CBPOCUTDb.

6.5. [InarHocTUKa ceTeBbIX NOAKMNIOYEeHUN

CyLecTByeT MHOXECTBO NMPUYMH HEUCMNPaBHOCTM CETEBbLIX CoeaMHeHni. [NepBbiM genom ybeamTech B
OTCYTCTBMM MEXaHUYECKUX MOBPEXOEHMN Kabenenm n HagexXHOCTM MX MOAKMYEHMA K pazbemam. Ecriun
Ha PU3MYECKOM YpPOBHE BCE WUCMpPaBHO, TOr4a criegyeT MCMOoNb30BaTb YTUIUTBI OUArHOCTUKM CETEBbIX
CcCOoeaNHEHUN.

6.5.1. AsTopusyntecb B web-uHTepdence poytepa. Bongute B meHio «CeTb» U LWENKHUTE BKNaaKy
«OnarHocTtuka» (PucyHok 6.5.1).

6.5.2. [ina npoBepkn coeamHeHns B ceTsx ucnonbadyetca NMUHM-3AMPOC (ytunuta Ping). OHa oT-
npasnset ICMP 3anpocbl ykasaHHOMY y3ny ceTu u cukcMpyeT nocTynarowme oTBeThl. Bpems mexay oT-
npaBKOW 3anpoca v Nofny4yeHneM oTBeTa NO3BOMSET ONpeaenuTb ABYXCTOPOHHME 3a4epXKKM MO MapLupy-
TY U cpegHui ypoBeHb noTepu naketoB. Takum obpasom, npu nomowwm MNHIM-3AMNPOCA onpegensetca
CTabuNbHOCTb U Ka4yecTBO CBA3W. [nA 3anycka yTunuTbel HEOOXOAMMO BBECTU AOMEHHOE MMsi unu |P-
agpec (PucyHok 6.5.1). B Hawem nipumepe nposodumcs nposepka docmynHocmu catima Kroks.ru

AP205M1

Craryc
AwnarHoctuka

Cucrema

Cetb
CeteBble YyTUAUTbI

Modem Manager

Wnteppeiics!

kroks.ru openwrtorg openwrtorg

Pvd v 1Pvd v | TPACCUPOBKA DNS-3AMPOC

PING kroks.ru (138.201.81.124): 56 data bytes

64 bytes from 138.201.81.124: seq=0 ttl=55 time=56.121 ms
64 bytes from 138.201.81.124: seq=1 ttl=55 time=55.801 ms
64 bytes from 138.201.81.124: seq=2 ttl=55 time=55.942 ms
64 bytes from 138.201.81.124: seq=3 ttl=55 time=55.981 ms
64 bytes from 138.201.81.124: seq=4 ttl=55 time=55.781 ms

- kroks.ru ping statistics ---
5 packets transmitted, 5 packets received, ©% packet loss
round-trip min/avg/max = 55.781/55.925/56.121 ms

PucyHok 6.5.1 — lNuHr-sanpoc JOCTYNHOCTUN CETEBOro pecypca
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6.5.2. UTto6bl onpenennTb MapLUpyT criefoBaHMs NakeToB B CETW A0 BblIOpaHHOro ysmna ceTu, UCNofb-
syetca ytunuta TPACCUPOBKA. OHa BbINOMHSAET OTNPaBKy NakeToB yKa3aHHOMY y3ny ceTu, otobpa-
Xas agpec u OBYXCTOPOHHIOI 3aA4epXKy ANA BCeX Y3NoB, Yepe3 KOTopble NPOXOAAT NakeTbl Ha CBOEM
nytn. ing 3anycka yTunuTel Heo6xoAnMOo BBECTU AOMEHHOe nMs unu IP-agpec BeibpaHHOro y3na cetu u
HaxaTb kHonky TPACCUPOBKA (PucyHok 6.5.2). B Hawem ripumepe onpedensemcs Mmapuwpym credo-
8aHus nakemoe 8 cemu 0o xocma ¢ |P-adpecom 138.201.81.124

AP205M1

Craryc
AwvarHoctuka

Cuctema
Cetb
CeTteBble yTUAnTbI

Modem Manager

Wktepdeitcs!

openwrt org 138.201.81.124 openwrt.org
Wi-Fi — -
IPv4 v | MMHT-3ATIPOC 1Pva v ‘ TPACCHPOBKA DNS-3ATPOC |
KommyTatop tediiiedideod) Emndizion] LS e |
DHCP » DNS

Wmena xocros

CTaTuueckue MapwpyTst

traceroute to 138.201.81.124 (138.201.81.124), 30 hops max, 38 byte packets
1 192.168.132.2 ©.500 ms

185.23.81.1 1.080 ms

185.23.80.1 ©.900 ms

77.247.233.240 14.000 ms

31.28.19.100 13.961 ms

x

Mexcereson 3kpan

Banawcuposka WAN Tpaduk

Beivitn
213.239.252.38 69.661 ms
213.239.229.18 68.061 ms
138.201.81.124 68.501 ms

VKONV AWN

PucyHok 6.5.2 — OnpegenerHve mapLupyTa cnegoBaHus naketa B CeTu

6.5.3. YTunuta DNS-3AIMPOC nocbinaet pasnuyHble 3anpockl K DNS-cepBepam, 4TO No3BonseT ag-
MUHUCTPaTOpPy onpeaensTb OWMOKM B NX KOHUrypauum. lNpn ncnonb3oBaHWM AaHHOW YyTUAUTBI HEOOXO-
OMMO BBECTM BblOPaHHbIV y3en ceTu U HaxaTb kHonky DNS-3AMPOC (PucyHok 6.5.3).

AP205M1

Craryc
[wnarHoctrka

Cucrema
CeTb
CeteBble yTuanTbl

Modem Manager

Wntepdeics:

openvirt org openwrt org 172217.21238
Wi-Fi — =
v v [ nuHr-3anpoc | 1Pva v [ TPACCIPOBKA
Kommyratop ] Eecooiipinll Besegenbiiced
DHCP 1 DNS
Wmena xocTos
Cratuueckve MapwpyTL1
t—— Address: 127.0.0.1#53
Mexcetegoit 3kpak
Banscuposia WAN Tpedusc Non-authoritative answer:
238.21.217.172.in-addr.arpa name = fral6s13-in-f14.1e100.net
238.21.217.172.in-addr.arpa name = fral6s13-in-f238.1e100.net

Beivitn

PucyHok 6.5.3 — BeinonHeHne DNS 3anpoca
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7. HACTPOUKA MEXXCETEBOIO 3KPAHA

MexxceTeBOM aKpaH 3TO NporpaMMHO-annapaTHbIA 3NEMEHT KOMMbIOTEPHOW CETW, OCYLLECTBRAOLLMNA
KOHTPOIb U OUNbTPaLIMIO NPOXOASLLErO Yepes Hero Tpadmka B COOTBETCTBUM C 3a4aHHbIMK NpaBuniamMu.
OcHOBHOW 3aja4eit MeXXCeTeBOro aKkpaHa sIBMNsSeTcs 3allMTa CErMEeHTOB CeTU UMK OTAENbHbIX Y3roB (XO-
CTOB) OT HecaHKLMOHMPOBaHHOro goctyna. MexceTeBble 3KkpaHbl pa3MeLLatoT He TONbKO Ha rpaHuue no-
KarbHomn CeTn, HO N Mexay pas3fnmMyHbIMU CerMeHTamMun ceTu, 4To obecne4ymnBaet ,CI,OI'IOJ'IHVITGJ'IbeIVI ypo-
BeHb Oe3onacHocTu.

7.1. HacTponka 30H MeXCeTeBOro aKkpaHa
7.1.1. AeTopuayintecb B web-uHTepderice poytepa. Borante B MeHio «CeTb», BbibepuTte BKaaKy
«MexceTeBon aKkpaH» 1 OTKpoWTe 3aknagky « OCHOBHble HacTponku» (PucyHok 7.1.1).

AP205M1

Crartyc
Cucrema

MexceTteBon 3kpaH - Hactpoika 30H
Cetb

OCHOBHbIe HacTPONKKN

BrAarouiTs 33041 £4
o SYN-io0d aTek

He nponycxate
HEXOpPEKTHuIe faKeTs!

Broqmuit TadiK

BanancipoBKa WAN Tpaduxa

Nepenanpasnerne oTeepraT
Routing/NAT Offloading
Brwty

Software flow offioading

30HbI

Vima  3oua = Mepenanpasnesun Bxonui TRAGMK A TPaGUK Mss

| COXPAHUTB M NPUMEHUTD. I EPOCHUT

PucyHok 7.1.1 — OCHOBHblEe HACTPOWMKM MEXCETEBOrO 3KpaHa

lan tan = wan AT

- s = REJECT oTeepraTs

[C===]

7.1.2. BbibpaB Bknaaky, OCHOBHbIe HACTPOWKMN YyCTAHOBUTE OrpaHnYeHns no Tpaduky naketos (Uc-
XodsLeMy, BXOASLWEMY U NnepeHanpasneHHomy). 3atemM nepengute K HacTPowke 30H MEXCEeTEBOro
3KpaHa. HactpouTe orpaHnyeHuns rno Tpaguky B Kaxaon us 3oH. [ins pefakTmpoBaHUs 30HbI HAXMUTE
kHonky UIBMEHWUTD, ons cosgannst HOBoM 30HbI Haxkmute kHonky JJOBABUTbD. YUTobbl yoanutb 30Hy
CeTeBoro akpaHa Haxxmute kHornky YOAIUTb.

7.1.3. [lna co3gaHusa HOBOM 30HbI CETEBOr0 akpaHa HaxmuTte kHonky JOBABUTb (PucyHok 7.1.2).

7.1.4. No6aBmB HOBYIO 30HY, B OCHOBHbIX HaCTPOMKax HOBOMW 30Hbl CO3JaNTe ee UMms, yCTaHOBUTE
orpaHudeHns no Tpaduky, Bbibepute ceTb, B KOTOpow ByaeT Ncnonb3oBaTbCs HOBasi 30Ha, ONLUMOHANBHO
MOXeTe YCTaHOBUTb orpaHnyeHus no MSS n MackapaguHr. (PucyHok 7.1.3)
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AP205M1

Craryc
Cucrema

Cets

| Modem Manager
Virepdeitcst
Wi-Fi
Kommyrarop
DHCP 1 DNS
Wmena xocron

Cratmn

148 MAWPYTHI

Auarsocraka

Mexcerenoi »pan

Ganancupoexa WAN Tpagwa

Beitn

OCHOBHbIE HAaCTPOWMKKN

Braounre 3au
or SYN-flood dra

He nponycxars
exoppexTIe RaKeTs!
Bxogaumit Tpaduc
exoaaumi Tpagw

Mepenanpasnenue

Routing/NAT Offioading

Software flow offioading

30HbI
Mma  3oma = Mepenanpasnenns
J rpanan

lan lan = wan

= ReEcT oTespram,

Bxopaumi Tpaduk Tpadux

npiaT

npianeaTs

oTeepraTe

v npwamats v opisats

v rpwewars v omepran - v v
o
e 00pasaTuIBaTs
npuanaats

COXPAHUTB U NPYMEHUTE

Mss
oo

29 Hos16ps 2019 T.

CEPOCHTE

PucyHok 7.1.2 — YcTaHoBKa orpaHnyeHuin no Tpaduky B 30He MEXCETEBOro akpaHa wan

Craryc
Cucrema
Cetn
Modem Manager
Wirepdeircn
Wi-Fi
Kowwyratop
DHCP u DNS
Wwmena xocton
Cramuseckme MapwpyTs!

Awarocraca

Banawcuposxa WAN Tpaguxa

Brivtn

MNepenanpasnenue Nopros

Npasira ga Tpaguxa  Moassosarenscxme NpasuIa

Monssoeatenscxe TTL

MexceteBon 3kpaH - Hactpowika 30H - 3oHa "newzone”

3oHa "newzone”

Ocrosrise HacTpodkn | [IORORHMTERSHAE HICTPORIA
Y
Bxogaupmi Tpadux
WUcxopaumia Tpadix
Nepenanpanenme
Macxapagusr
Orpasmuenue MSS

Vicnonssosars cetw

MepeHanpasneHune mexay 3oHamn

Wanpagnew

PaspeiuTs NEpEHaNpABNeHUe B SOMS! HASHAUEHIA '

Pa3pewHT NEPEHANDARNEHAS WD SON-HCTOUNMKO'

newzone

npuanaTy

npuHMaTE

oTeepraTy

modem1: .

modem2: ;*

4 wan: @

cosgars:

caenaiire asibop J
casnaie smop - -

AP205M1

PucyHok 7.1.3 — Co3gaHne HOBOW 30HbI CETEBOMO 3KpaHa

7.1.5. B pononHuTenbHbIX HACTPOMKAX YyCTaHOBUTE UCMONb3yeMblli NpoTokon u IP-agpeca noace-
Ten oTnpaBuTENEn u nonyvartenen, Ansg KOTopbix creayeT ncnonb3oBatb MackapaguHr. OnynoHanbHo,
npyv HEOOXOOANMOCTU, UCTIONb3YNTE XXYPHANMPOBaHNE N OTCIEXUBAHWE COEAMHEHUIN B HOBOW 30HE. Bbl-
OepuTe HACTPOMKM NONUTUKN NepeHanpaBneHns Tpaduka, Mexay CoO3AaHHOM U CYLLECTBYHOLLNMN 30Ha-
MU MexceTeBoro akpaHa (PucyHok 7.1.4). Co3gaB 1 HACTPOUB HOBYHO 30HY CETEBOrO 3KpaHa, HaxXMnTe
kHornky COXPAHUTb U MPUMEHUTD.
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AP205M1

Mepewanpaenenme noproe  Mpaswna grnTpadka  Momssosatenscwe npaswna  Momssosarenscxme TTL

Craryc

Cucrema

MexceteBon 3kpaH - Hactpoika 30H - 3oHa "newzone"

(€3

3oHa "newzone"

VnTepgedic
Wifi
Kownyrarop
DHCPu DNs OCHOBHI® HACTPORKM,  [1ONOAHATENbHbM HACTDOMKH
Muens xoctos 7
Wenonssosars nporoxon  1PvduIPvE
Cram:

e MapupyTe

Jsnocrs VACNONS308ATS MACKADAAUNT TORBKO ANA YXKA3aNNMX
Anarvocruka ToaceTeA o paguTeneA

noACeTeN NoAyuaTERE
Banancuposka WAN Tpaduika " i

BRAIOUMTS OTCAGKMBIHIUE COBRMMHEHA

v BrmounTs HANMMPOBAHME B 3TON 30HE
Buiiitn i i

ﬂepeHanpasneHme MeXay 30HaMu

PASDEWNTS NEPEHANPIBNSHAE & SOHB! HaSHIVEHNT! cheneitie sbBop : ‘

PA3DEUMTS NEPEHANDIBAGHAE 13 'SON-HCTOUNMKOR! e sty -

lan:  lan

PucyHok 7.1.4 — [lononHuTernNbHblEe HACTPOWKN HOBOW 30HbI MEXCETEBOMO 3KpaHa

HA3AI K 0B30PY Lot

7.2. NMepeHanpaBneHne NopTos

MepeHanpaBneHne NOpToB 0ObIYHO UCMOMb3YyeTCs ANs NoNy4YeHus AocTyna K uHopmaumm Ha Opyrom
YCTPOWNCTBE, KOTOPOE MOLKITHOYEHO K TOW XKe CeTu.

7.2.1. ABTopusyntecb B web-uHTtepderice poytepa. Bongnte B MeHio «CeTb», BbibepuTte BKNagky
«MexxceTeBoM 3KkpaH» 1 OTKkpowTe 3aknagky «MepeHanpaBneHune noptoB» (PucyHok 7.2.1).

B okHe OygeT oToGpaxkaTbCA CMMCOK MepeHanpasneHus nopToB. [nsa peakTupoOBaHWUsS CyLLECTBYHO-
wiero nepeHanpasneHmsa Haxmute kHonky UISMEHWUTD, onsa yaaneHus CyLlecTBYyHOLEro nepeHanpasne-
HWsi NOPTOB Haxxmute kHonky YOAIIUTDb.

OcHoessse HacTpoiK: paswna g tpadwxa  Momssosatenscone npaswsa  Moassosarenscame TTL
Craryc

Cucrema

MeceteBon 3kpaH - [NepeHanpasneHne nopTos
Cetb

Modem Manager

ﬂepeHanpasneHv\e noprtose

[ Mepenanpasnare 8 MNepenanpasnare s Brnrounts

foro xocra, nopr 53 ® lan 4 ~ v vaMERMTL | RS

Redirect-ONS.

Uepes aoboi IP.

Hosoe nepeHanpasneHvie nopra
Hassaime Npotoxon  Buewwnn 3owa Buewnwit nopr BuyTpenman 30ua BuyTpensmit IP-agpec BuyTpensmi nopt

TCP+UDP v wan v fan v

Bewitu
COXPAHUTD U NPMEHWTL CBPOCUTL

PucyHok 7.2.1 — IHTepdpelic nepeHanpaBnieHus nopTos

Mpumeyanue — NepeHanpaBneHne NOPTOB NPUMEHSIETCS ANsi NOPTOB ¢ HOMepamu Bbiwe 1024 (Tak
Kak nopTbl C MEHLLUMMY HOMEPaMK 3ape3epBUPOBaHbI CUCTEMON).
7.2.2. na co3gaHns HOBOFO MepeHanpaBfieHusi MOPTOB YKaXXUTE OCHOBHblE MapameTpbl B NpaBunio
nepeHanpaBneHus:
e co3fainiTe UMA NepeHanpaeneHns (npaesuna);
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(] Bbl6epI/ITe npaBunno 13 npeanoXeHHblX B BbiNagakoweM OKHE UMK YKaXuTe .U.DYTOVI MPOTOKON CO-
€O0NHEHNA,

e  YCTAHOBWTE BHELLHIO U BHYTPEHHIOI 30HBbI;

e  yKaXuWTe BHELUHWIA U BHYTPEHHMI NOPThI;

e BblibepuTe 13 BbiNajaloLero okHa unu BeeguTe |IP-agpec rnokanbHOro YCTPOWCTBA M HaXMUTeE
kHonky JOBABUTb (PucyHok 7.2.2).

Cratyc OcHoBHbIE HACTPOAKH o Npaswia gaa Tpagwika  Monssosatenscxie npaswna  Monssosarenscxwe TTL
Cucrema o
MexceTteBon 3kpaH - [epeHanpaBaeHve NOpPToB
Cetb
Modem Manager
Wnrepdencu
Wi-Fi MepeHanpasneHve nopTos
Kouneymiop Wun Mepesanpasnnte s Nepeuanpaansms us Brmounrs
DHCP  DNS
346C HE CORRDXATCH HEOBXOZAMSIE SHIEHIR
Vimena xocTon
Cratmueckue MapWpyThi
Avarnocrica Hosoe neperanpaenexve nopra
Wmn Nporoxon Buewnan 30ma Buewnui nopt BuyTpenuan 3oua Buyrpennmii IP-agpec BuyTpenmmit nopr
Webserver i wnv s I :
—
TCP 192,168 1.1 (AP205M1 lan)
UoP 192.168.1.191 (00.0C-43:47.05:50)
Briity Lpyroe 192,168 1.221 (Lattude-E5430s Jan) —
152.168.132 140 (80-3F SD.0A60.F5) HWTb U IPUMEHUTL cBPOCHTS |
B :

68.
168 132 141 (00.0C 43 )

192.168.132.2 (E4 8D 8C.88.76.01)

~ noALI0BaTeNS I ~

PucyHok 7.2.2 — Co3gaHre HOBOro nepeHanpasfieHns NopToB

7.2.3. o OKOHYaHUKM YCTaHOBKM NpaBun nepeHanpasneHns nopTos HaxmuTe kHonky COXPAHUTb U
NMPUMEHUTb. KHonka COXPAHUTb coxpaHsieT gaHHble, HO MPUMEHEHbI OHW ByAyT Npu crneayroLem
BKIIOYEHUN poyTepa. YUToObl OTKasaTbCA OT BbIOPAHHbIX M BBEAEHHbIX 3HAYEHUA HaXMUTE KHOMKY
CBPOCUTD.

MpuBegem npymMep nepeHanpasneHns NopToB:

B cemu c IP-adpecom 192.168.1.0/24 Haxo0umcs Hawe cemegoe ycmpolcmeo (poymep) umeroujee
IP-adpec 192.168.1.1 u Web-cepsep c |IP-adpecom 192.168.1.128 u 80 nopmom.

AP205M1
Craryc OcHOBHbIE HACTPOKN MNpasuna 4na Tpaguka  MonssoBaTenscxue Npasuna Mosssosatensckue TTL
Cucrema o
Me>ceteBomn SKpaH - I'IepeHanpaBneH mne nopTtos
Cetb

Modem Manager
Wnrepdeircs
Wi-Fi ﬂepeHanpasnenme noptos
Kasuyrasop Yms Mepenanpasnars & Mepenanpagnss u3 BrarounTs
DHCP v DNS

346CH HE COREONETCA HEOBKOZNMIIE SHIYEHIS
Vivera xocros

Cratuueckue MapuwpyTs!

Avarsoctika Hosoe nepeHanpasneHve nopta
wr perren B e S W —
banawcupoexa WAN Tpaduk
WebForward Tce v wan v 8080 lan v 192.168.1.128 v 8080
BolATn

COXPAHUTD U NPUMEHUTL A ‘ CBPOCUTL ‘

PucyHok 7.2.3 — Npumep HOBOro nepeHanpasneHusi nopTos
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Heobxodumo npedocmasums docmyn \WWeb-cepsepy u3z cemu UIhmepHem ro nopmy 8080.

3alidsi 8 meHO «Cemby, 8bibepume nodmeHwo «Mexxcemeeoll akpaH» u 80 eknadke «llepeHanpas-
JieHue nopmoe» co3dalime Hogoe riepeHanpasneHue nopma (PucyHok 7.2.3). Co3ddalime Hogoe ums
nepeHanpasrneHus, Hanpumep WebForward, essedume Homepa nepeHanpasnsiemMbix nopmos. Beibepume
npomokon nepeda4yu O0aHHbIX U IP-adpec ycmpoicmea. 3amem, Haxmume kHoriky JJOBABUTD.

B unmepagbelice nosisumcsi Hogoe rnepeHarnpasneHue nopmos ¢ umeHem WebForward (PucyHok 7.2.4).
o okoHYaHUU nepeHarnpasieHust nopmos Haxkmume kHoriky COXPAHUTb U ITIPUMEHUTD.

AP205M1

OCHOBHBIE HACTPORKM Hanpasene nopr Mpaewna ann Tpaduka  Mons3oBatensckue npasuna Nonssosarenscxme TTL
Craryc

Cucrema

MexceTeBown 3kpaH - [NepeHanpaBneHve NOPTOB

Cetb
Modem Manager
Wntepdeincs

Wi-Fi [MepeHanpaeneHue nopTos

bl Vs Nepexanpasnsts & MepenanpasnsTs u3 Brarouurs

DHCP u DNS

WebForvard - L I o . | R
Yepes aobos IP-a ar0pa nopt nopt 8080 —
Hoeoe nepeHanpasneHue nopra
Buewnsn . BuyTpennsn - 3
Vima Nporokon Buewnmit no| BuyTpenmmi IP- BuyTpensuit noj
Banancuposxa WAN Tpagux b soua EE a0u8 e L =
e TCP+UDP v wan v lan v v
Beintn
COXPAHUTD Y NPUMEHUTL CBPOCHUT

PucyHok 7.2.4 — CosgaHHoe nepeHanpasneHne WebForward

7.3. YcTaHOBKa npaBun ansa tpaduka
MpaBuna anga Tpadwvka onpegenstoT NOAUTUKY NPOXOXAEHNS NakeToB MeXAy pasHbIMU 30HaMMU CETU.
7.3.1. Bovigute BO Bknaaky «MpaBuna ansa Tpadwmka» (PucyHok 7.3.1). B okHe BygeTt oTobpaxaTtbcs
cnucok npaswn gnga Tpadumka. [Ona pegakTMpoBaHus CYLLECTBYIOLLEro nNpaBunia HaXMuTe KHOMKY
M3MEHWUTb. YTo6bl yoanuTe He HykHoe npaBuno HaxmuTe kHonky YOAJNIUTb. YTo6bl BpEMEHHO OT-
KMoYnTb 4ENCTBME NpaBuIia CHUMUTE ranoyky B ctonbue «Bknmwountby». Ecnv Heobxogumo co3paTth Ho-
Boe npaswuno Haxmute kHonky JOBABUTb U PEOAKTUPOBATD.

[MpumeyaHue — Balue ycTponcTBO NpUMEHSET K TpaduKy npasuria OT BEPXHErO K HMKHEMY B CrMCKe
npasun. Ecnvu nepsoe npaBuno He noaxoAuT ANs naketa, NPUMEHSETCA criefylolee npasuno u T.4.
CTtpenkamn BBEpX M BHW3 MPOM3BOAMUTCA NepemexeHwe npaswui, ona obecneyeHus KOppeKkTHon obpa-
60TKM NakeTOB HOBbIMW CO3[4aHHbLIMU NOMb30BaTENEM NpaBUIaMu.
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Ocroswwe wactpoiki  Mepewanpaenenue nopros € Mpasina 31a

npaswia My ™

Craryc
Cucrema MexceTteBon 3kpaH - [pasuna ana Tpadpuka
Cerb * 4

Modem Manager

Vwrepoeitca:
Wi Mpaeuna ana Tpaduka
Kommyrarop Wma
DHCP n DNS
Allow-DHCP-Renew
Wwena xoctos K moBot 1P-aape
CraTAeckne MapwpyTHl
Disable-Ping
Anarnocvca K AT P g san
Allow-IGMP

Banawcuposka WAN Tpaduxa

Allow-IPSec-ESP
Buinti

Allow-ISAKMP

web a4

K mvofios: 1P-aspec mapuipy

OTKpBIT NOPTLI Ha MapLpyTU3aTope
Vv Nporoxon

TCP+UDP v

Hosoe npaeuno nepeHanpaeneHns

Vmn Joma HeTouNMKE

nepevang wan v

Aeicrame

Flowwars sxommumi Toagwux

KAOUHTS SXOFALUMA TPSPUK

Tlpwsears nepenanpasrese

Ipwwars nepenanpasnesne

Tlowwars sxoasumi i

Buewnwit nopr

Joma HaMaueHHA

lan v

Braounte

I [I0BABHTD ¥ PEAKTUPOBATD, '

PucyHok 7.3.1 — NpaBuna nonntukn NpoxoxaeHnsa Tpaduka

7.3.2. Tpn npeobpa3soBaHun |IP-agpecoB TpaH3UTHbIX nakeToB metogom SNAT npoucxoguT 3aMeHa
IP-agpeca UCTOYHMKA MpU MPOXOXKAEHWUM NakeTa B OOHY CTOPOHY M obpaTHon 3ameHe |IP-agpeca Ha3Ha-
YeHust B OTBETHOM nakeTe. Hapsagy ¢ IP-agpecamu (UCTOYHMKA N HA3HAYEHUSA) MOTYT 3aMeHATLCA HOMe-

pa NopTOB (MCTOYHMKA U HA3HAYEHUS).

7.3.3. Ans co3gaHuns HoBoro npasuna ucnonb3dys metoq SNAT HeoBxoAMMO yka3aTb OCHOBHblE Na-

pameTpbl:
e CcO34aKniTe MMSA HOBOMO NpaBuna;
o Bblﬁepl/ITe 13 BblNnagakownx OKOH 30HbI UICTOYHNKA U HA3HAYEeHUA,
]
HATb NPaBuno;
]

HOK 7.3.2).

BbibepuTe M3 BbiNagalolwero okHa unu BeeguTe |IP-agpec MCTOYHMKA, K KAKOMY HYXHO npuMe-

yKaXute nopT WCTouHMKa u HaxmuTe kHonky AJOBABUTb U PEOAKTUPOBATbL (Pwucy-

AP205M1

TioBon Tpadme
& wan

Craryc Unnamed rule s [ownsrs nepenanpasiewse v ~ v m\ nANATE |
% Shinbadlil
Cucrema T
Unnamed rule [lownaTs nepenangessenme v ~ % m\ VIANATS

Cets

Modem Manager

PSS OTKpbITE NOPTLI Ha MapwpyTUsaTOpe

e [ Mporoxon Buewnwi nopr

Kommyratop 0B0€ NPABINO ANA BXOZ TCPUDP v

DHCP u DNS

Vmena xocros Hosoe npaenno nepeHanpasneHns

CraTuueckine MapwpyThi Vma 3oma erouNMKa 3oma HazHaeHHA

Aparwociiea 208 NpaENN0 Nepewang wan v fan v [0BABHTb ¥ PEQAKTUPOBATD,

Banascupoexa WAN Tpaduxa
Bt NAT ncrouHuka

Vs Mepenanpasasts & Acicrone BrmounTs
3468 HE COREPXITCR HEOBKOZHMSIE SHAUEHNS
Hosein SNAT
Vwn 3oma werounmKa 3oma Haskavesun K IP-agpecy crounmxa K nopry werousmka
Nevrule an v wan v 192168132 148 (eth0.2) v 3389 [ROBABHTS ¥ PEQAKTUPOBATE
COXPAHUTD Y NPUMEHWTD

PucyHok 7.3.2 — CosgaHue HOBOro npasuna ucnonb3syouwero metog SNAT
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7.3.4. B oTKpbIBLUEMCS OKHE BBeauTe pacluupeHHble HacTpouku npasun SNAT ansg Tpaduka u

HaxmuTe kHonky COXPAHUTb U MPUMEHUTDb (PucyHok 7.3.3).

AP205M1

Craryc
Mpaswio exnouewo | OT
Cuctema
Vs Newrule
Cerb
All protocols
Modem Manager Mporoxon pr
Wnrepdence x K
Wi-Fi sonaucrowina  jani[ ot @ | _J
Kommyratop i
1P- werouwmaka  ToBoR
DHCP u DNS o

f

Wmena xocTos

Cramwuecxe MaplupyTsi

3o nasHaueHu :5-_"427.4.. u - [[: o2 o2 B
pane] vean: i | modem?1 odem2: U_J

IP-3apec HaskaueHua
AvarnocTixa

1P-agpec SNAT  192.168.132 148 (eth0 2)
Banawcuporka WAN Tpaduca
Roronwenswe
aprymenTsl
Buintn
D vepenn caenaiive smbop J
Dt Mecaua caenaiire emibop J

Bpewn wauana
(nanece)

Bpews ocTanosxu
(ssece)

Asva wauana
(roa-mec-gers)

jaTa ocTanoekn
roa-Mec-gems)

Bpewn UTC

HA3AL K 0B30PY

COXPAHUTD U PUMEHUTD

PucyHok 7.3.3 — PaclumpeHHble HacTponkn npasuna ncnoneayroulero metog SNAT

7.3.5. [lnsa oTKpbITUS NOPTOB NepenanTe B Tabnuuy OTKpbITL NOPThl HA MapLipyTusartope (Pucy-

HOK 7.3.4).

AP205M1

Cratyc
Cucrema

MexceteBow 3kpaH - MpaBuna ana Tpaduka
Cets
Modem Manager an B SRR o o
Wnrepdeicst
Wi-Fi
Fonmayrorop Mpasuna ana Tpaduka
DHCP 1 DNS Wma Aeiicrane

Wwmena xoctos

Allow-DHCP-Renew TpuHATs BXOZAUMA TPIPHK

K o804 IP-azpec mapuy

Cratueckne MapuwpyTsl nopTy nopr 68 Ha 3rom yCTpOsCTSE

[BuarHocTuka 1Pvd-icmp ¢ Tan echo-request

Disable-Ping Vs motoro socre s wan Omcmouns exogaumi Tpagux

Banancuposxa WAN Tpadm 1Pud-igmp
Allow-IGMP Vs modoro xocres wen Tpwenrs sxoqaumil pagmx

K 210604 IP-8406C MIPUIDYTHITOPS WO STOM YETORCTBE

BTt Jhoboit esp

Allow-IPSec-ESP ¥s modioro xocra's wan Tpuwars nepeanpasnese
K moboro xocrae lan

MeoBoi udp

Allow-ISAKMP Vs sobioro xocra s w Tlpunsrs nepewanpasneswe

K moBoro xocra, nopt 50

OTKpbITE NOPTLI Ha MaplpyTU3aTOpe
Wmn Mporokon
SSH TCP+UDP v 2

Buewwwni nopr

OcHoewsie HacTpoixn  MMeperanpagnerine nouvonaweateﬂu(ms npaswra  Monssoearenucxue TTL

Brmounts

v

- oo |
- (R o |
- o |

==}

PucyHok 7.3.4 — OTkpbITVE NopTa Ha MapLupyTusaTope

7.3.6. Co3gante HoBOe MMSA NMopTa, U3 BbiNagatoLwero MeH BbIGepUTe NPOTOKOM, YKAXKUTE BHELUHWNA
nopt n Haxmute kHonky JOBABUTb. B Hawem npumepe ums nopma SSH, ucrnonb3yembili Mpomokosn
TCP+UDP u 22 - HoMmep eHewHezo ropma. B okHe uHTepdperica nossutcs HoBoe npasuno (Pucy-

HOK 7.3.5).
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AP205M1

Modem Manager

Mons3osaTensckue npasuna

(Taryc OcuoBble HacTpoitku  lepenanpaenexue noproe  [Npaeuna 4ns Tpaduxa
Cucrema o

MexcerteBow 3kpaH - lMpasuna ans Tpaduka
Cetb

Nonssosatensckue TTL

Wntepdecs!
Wi-Fi
Mpasuna gna Tpadumka
Kowwyratop P AnA Tpad
DHCP »n DNS Vima Mepenanpasasts o Aeicrone Brmounts
Wwmena xocros
i Allow-DHCP-Renew Tpusars exogaumi g v - Y e |
Cratuueckue MapwpyTs! K 2o80s IP-aapec mapupys .
[DvarHoctika 1Pva-icmp ¢ v acho-r
Disable-Ping Vs molor OrxmounTs exagaumit sk v Al m\ YIAMTS |
Banancupoexa WAN Tpaduk
Allow-1GMP Mpwwars exozaumi rpagus v A~ m\ VEATS |
v yerpoiicrs:
- ThoBoin esp
DAL 7
Briiitn Allow-IPSec-ESP Vs mofioro xocra s wan [puwars nepenanpasnense v Al m\ YIAMTS |
K moforo xocras lan
Allow-ISAKMP Fpwnss nepenanpassense v 3 m\ VIATUTD |
SSH

OTKpbITL NOPTLI Ha MapWpyTU3aTOpe

Vma Mpotoxon

BuewHuit nopt

PucyHok 7.3.5 — OTKpbITbIV MOPT B CNWCKe NpaBwi Anst Tpaduka

7.4. Nonb3oBaTenbCKMe npaeBuna

Monb3oBaTenbckMe MpaBuna MO3BOMAKT HACTPOUTb MEXCETEBOW 3KpaH, MCMONb3ys cheuunanbHyro
yTunuty — iptables. KomaHgbl BbIMOMHAKTCA Nocne Kaxaow nepesarpy3ku MeXceTeBOoro akpaHa, cpasy

nocre 3arpysku Habopa npasun No yMonyaHuio.

7.4.1. ABTopusyntecb B web-uHTepderice poytepa. Bongnte B meHio «CeTb», BbibepuTte BKNagky
«MexxceTeBoM 3KpaH» 1 OTKponTe 3aknaaky «Monb3oBaTtenbckue npaBuna» (PucyHok 7.4.1) n BBegu-

T€ KOMaHAbl B NpegHa3dHa4eHHOe ad HMX OKHO.

Ocwoewie acTpoiku  Mepewanpagnenie nopros  Mpaeuia AnA TPadMK

Crartyc
Cucrema

Cetb
Wntepdeiicst
Wi-Fi
Kommyratop

DHCP v DNS # This file is interpreted as shell script

# Put your custom iptables rules here, they will

MexceteBou 3kpaH - [Monb3oBatenbckme npasunia

MNonusoearenscxue TTL

Wwmena xocros
Cratuueckue MapwpyTsi

Avarvocra

Mexceresod axpan

Banawcmpoeka WAN Tpadux

Beitu

# be executed with each firewall (re-)start

# Internal uci firewall chains are flushed and recreated on reload, so
# put custom rules into the root chains e g INPUT or FORWARD or into the
# special user chains, e.g. input_wan_rule or postrouting_lan_rule

PucyHok 7.4.1 — OkHO BBOAA NMorb30BaTeNbCKUX NPaBUIl MEXCETEBOro 3KpaHa

7.5. Monb3oBaTenbckne HacTporku TTL

Yucno TTL obo3HavaeT BpeMs XM3HU NakeToB Tpaduka 1 onpeaensieT YNCHO y4acTKOB («MPbIKKOBY)
Mexgy mapupytusaTopamu. Hanuume atoro napameTpa He no3BomnsieT nakety 6eckoHe4YHO xoauTb Mo
cetn. Kaxabim mapwpyTtmsaTop nNpu Maplpytu3auum (Npyv Kaxgom TPaH3UTHOM «MPbIKKE») AOIDKEH
yMeHbLlaTh 3HavyeHne TTL Ha eamHuly. MakcumanbHoe 3HaveHue TTL paBHo 255. [ng Linux, Android,
iOS 00bl4HOEe HavanbHoe 3HadeHue TTL=64, ans Windows TTL=128. KoHTponb TTL 4acto Mcnonb3ytoT-
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Csl onepaTtopaMu COTOBOW CBSA3M Ans OBHapyxeHus ucnonb3oBaHust SIM-kapT B yCTPOMCTBAxX OTIMNYHbIX
OT cMapTdOoHa (Npu NCNoNb30BaHNN abOHEHTOM CMapTMOHHbIX TapndoB).

Ins obxopa koHTponst TTL, nameHuTe 3HaveHne TTL Ha nHTepdericax.

7.5.1. ABTopusyntecb B web-uHTepderice poytepa. Bongnte B meHio «CeTb», Bbibepute BKNaaky
«MexceTeBon akpaH» 1 WenkHUTe no 3aknagke «Monb3oBatenbckne TTL» (PucyHok 7.5.1).

AP205M1

Craryc OcHoswwe HacTpodiki  Mepewanpagnene nopros  Mpaewna 4aA padika  MoAb30BaTensckme NPasina

Cucrema
Cepaucel Me>xceTteBon 3kpaH - Monb3oBatenbckme TTL

Cetb
Mogem
Wktepdeiicet

Cnucok nonb3oBaTtenbckux TTL
Wi-Fi

Hazsauue Cers 3uavenve TTL Brarouute
KommyTatop
DHCP w DNS 346Cs HE COREPNATCA HEOBXOZNMBIE SHAYEHHT
Wwmexa xoctos
CraTiueckve MapupyTs! Hoeoe TTL
Avarvoctka Hassamme Cems 3nauenme TTL
— Ia
Banarcuposka WAN Tpadik o

modem1 64

. modem2
Bb|MTM :
wan
COXPAHHTD & MPUMEHUTD [ cepoc |

PucyHok 7.5.1 — IHTepcbelic nonb3oBaTenbCKnx yctaHoBoK TTL

7.5.2. [Ina co3gaHns HOBOTO MOfMb30BaTEeNbCKOro nepuoga »*usHm naketos (TTL) TOro nnvm MHOro vH-
Tepdperica BBeagnTe HasBaHue, BbibepuTe B KakoMm MHTepderice HeoOXOAMMO U3MEHUTb Mepuog >XU3HU
nakeToB yCTaHOBMB Heobxoammoe 3HaveHue. 3atem Haxmute kHonky IOBABUTb (PucyHok 7.5.2).

AP205M1

Cratyc OcHoswbie Hactpoiku  MMepewanpaenerue nopros  Mpaeuna anA Tpagwka  Mons3oeatenscxue npaam

Cucrema

Cepavcei MexxceteBou 3kpaH - Monb3oBatenbckue TTL

Cetb
Mogem
At s Cnucok nonb3osatenbckux TTL
Wi-Fi
Hassauue Cers 3uavenue TTL Brmounts
Kommyratop

DHCP u DNS 346Cs HE CORBDXITCA HEOBXOZNMBIE SHIYEHNA

Wmena xoctos

CraTuueckie MapwpyThi Hoeoe TTL

BunarHocTka Hazsanmne Cers 3navenne TTL
[

Banancupoeka WAN Tpadmx aa

USB_modem modem1 65
- L
. modem2
Beitin :

wan

=)

PucyHok 7.5.2 — Co3gaHue HOBOro nosnb3oBarternbckoro TTL
7.5.3. OTpegakTupymnTe HOBbIM nonb3oBaTenbckui TTL (PucyHok 7.5.3). B oTtoOpaxatowemcsi okHe

MOXHO M3MEHUTb Ha3BaHue 1 3HadeHue TTL, BbIGpaTb Opyryo cetb unm o0aBuTh eLle HECKOSbKO ce-
Ten. 3aBepwuns pegaktuposanue, Haxxmute COXPAHUTb U MPUMEHUTD.
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Craryc
y OcHoeHblie HacTponky [Nepenanpasnexve noptoe [pasuna gas Tpaduka [Monsbsoeatensckue npaeunb Monszoeatensckue TTL

Cucrema

e MexceTeBou 3kpaH - MNMonb3osatenbckme TTL - USB_modem

Cetb e
com— IL

Ha aton c1p € Bbl MOXETe HaCTPOWUTH NO.

Mogem
Wnrepdeics
Wi-Fi ————
Mpaswno exntouero | OTKKOHUTL
Kommyrarop SO ——

DHCP 1 DNS Haseanue USB_modem

Vimena xoctos Cers modem2 '! + I

Cratnyeckne MapwpyTsl

3uauenue TTL 65

Awvarnocrika

MexceTeson 3Kpan

Banancupoexa WAN Tpaduxa

HA3AQ K OB30PY I COXPAHUTD & NPUMEHUTDL | COXPAHUTE CBPOC

Boiitn

PucyHok 7.5.3 — PepaktupoBaHue nonb3oBaTtensckoro TTL

7.5.4. B nHTepdeice poytepa 6yoyT oTobpaxeHbl nonb3oBaTtenbckue TTL 1 KHOMKW, NO3BONSAIOLLME

ynpaenaTh (BKMoYaTh, peAaKTMPOBaTh, yAansTh) nonb3oBaTtensckumm TTL (PucyHok 7.5.4).

AP205M1

Craryc

OcHOBHbIE HACTPONKM Mepexanpaenenue nopros MNpaeuna ans Tpaduxa MNons3oearensckue npaeuna Mons3osarens:
Cucrema

Cepaich! Me>xceTteBou 3kpaH - MNonb3oBatenbckme TTL

CeTb lons3soearensckme TTL NOIBONAOT BaM n3menaTs TTL Ha uHTepdedicax

Mogem

Wisrepdesica Cnucok nonb3osatenbckux TTL
Wi-Fi

e Cets 3navenne TTL Brarounts
Kommyratop

USB_modem 65 L4
DHCP u DNS z modms

Wmena xoctos
Cratuueckve MapwpyTs! Hosoe TTL
[uarxoctvka Hassanue Cers 3uavenne TTL

Mexceresoit 3kpaH
lan

Banawcuposxa WAN Tpaduk

Wma TTL modem1 64
modem2
Buinitn o

COXPAHWTD & NPUMEHUTH OXPAHUTH CBPOC

PucyHok 7.5.4 — OtobpaxeHue nonb3oBartenbckmux TTL B web-uHTepdperice poytepa
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8. BAJIAHCUPOBKA WAN TPA®UKA
B maHHOM pasgene GyoyT paccMOTpEeHbl acnekTbl, MO3BONSOLWME HAaCTPOUTb U cbanaHcmpoBaTb Tpa-
du1K, NpoxoadaLLnin Yepes poyTep.
8.1. O6wue ycnoBusi 6anaHCMpoOBKU
8.1.1. AsTopuayintecb B web-uHTepdenice poytepa. Borante B MeHio «CeTb», BbibepuTe BKNaaky
«BanaHcupoBka WAN Tpadmka» u LenkHuTe no 3aknagke «0Oo6wme» (PucyHok 8.1.1).

AP205M1

CTdTy( »«veo(ﬁehcm Yanet Moautukn Mpasuna Yeegomnexna
Cucrema
MWAN - O6une

Cetb

Wntepdeincel

Wi-Fi JlokansHbin MCXOZAWMIA MHTedenc  lan

KommyTarop none
DHCP n DNS modem1
modem?2

Macka MexceTeBoro 3kpara wah

Wmena xoctos
Cratnueckue MapwpyTsl

[Awnarsoctuka

Mexcetegon skpaH
COXPAHUTD U NPUMEHWUTD
banancupoeka WAN tpadm]

bl
o

Beintun

PucyHok 8.1.1 — Obwme HacTponkn 6anaHcMpoBku Tpaduka

8.1.2. 3aganTe u3 BbiNnagaroLLEro CNMcka nokanbHbIM ucxoasawmm nirepdenc (lan, wan, modeml
unn modem2) B kKa4yecTBe UCTOYHMKA ANS Tpaduka CO34aHHOro cammm MapLipyTmu3aTtopom. Beibop 3Ha-
YeHMst None NpMBeET K BbIKMOYEHN0 6anaHCupoBLLuKa.

3apgante 3HadYeHMe Mackum MEXCeTeBOro dKpaHa B LuecTHaguatepudHon dopme, Harpumep 0x3FO00.
Mo ymonuyaHuto MHTepdenc poyTepa aBTOMaTUYECKM YCTaHaBMNMBAET 3HAYEHME MacKU MEXCETEBOro
akpaHa. OKOH4YMB BBOA OOLIMX HACTPOEK MEXCETEBOro 3kpaHa, Haxmute kHonky COXPAHUTb U
NMPUMEHUTbL. KHonka COXPAHUTb coxpaHsieT uameHeHusi, Ho NpMMeHeHbl oHM ByayT nocne nepesa-
rpy3ku poytepa. [ns copoca BbiGpaHHbIX U BBEOEHHbLIX 3HAYEHUN K HayalNbHbIM 3HAYEHUAM, HaXMUTE
kHonky CBPOCUTD.

8.2. UnTepencl banaHcupoBlmka WAN Tpaduka

8.2.1. AsTopusyntecb B web-uHTtepderice poytepa. Bongnte B meHio «CeTb», BbibepuTte BKNagky
«BanaHcupoBka WAN Tpadhmka» n BoviguTte B 3aknagky «UHTepdencoi» (PucyHok 8.2.1). Ha ctpaHu-
Le OTKpoeTcs cBoAHasa Tabnuua ¢ uMeHaMu MHTepPdENCOB, UX COCTOSAHMEM M OCHOBHbIMW MapamMeTpamu.
Ona pobaBneHus HOBOro MHTepderica BeBeaute ero uma u Haxmmte kHonky JOBABUTbL. Ytobwl oTpe-
AaKTUpPOBaTb CylLlecTByOLWNA nHTepdenc HaxmmTe kHonky ASMEHUTb. YTtobbl yaanutb nHTepdeiic us
SanaHcupoBLymKa Tpaduka Haxxmute kHonky YOAIIUTDb.
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, Otupe Cllreppeics D Yanu  Nomwmwca  Npaswna  Yseaomnenwn
Cratyc

Cucrema

MWAN - UnTepdencol

B

Cets

Wnrepdencs:
Wi-Fi
Koumyratop
DHCP u DNS
Wwmena xocros

Cratuvecxie MapupyTs!

Vwn Meroa Vurepsan P sxnouuts Merpuxa

Mexcer,

i skpan wan fa ping 2 55 3 8 1

/AN Tpadu]
Banancupoexa WAN T jeml s g 1 ss 3 3 "

PucyHok 8.2.1 — CBogHas Tabnuvua ¢ napameTpaMu MHTEPEENCoB poyTepa

8.2.2. Co3paBas HOBbIV MHTEpPdENC Unn pegakTnpys cywecTtsyowmnin (Haxas kHonkn JJOBABUTD vnn
M3MEHWUTb), nonb3oBatens nonagaeT B MEHK HacTpourku uHtepdencos (PucyHkm 8.2.2 n 8.2.3). B
HawewMm ripumepe pedakmupyemcs uHmepghedlc wan.

AP205M1

= Obume  Vikrepdein Yane  Moawmmkn  Mpasuna  Yeegownewns
Craryc "

Cucrema o -
Hactpovika nHtepdeincos MWAN - wan
Cetb
Wnrepdeics!
WA Braoveno la
Kommyratop
Vicxogroe cocTomkme Ownaiin
DHCP n DNS
Wimena xocros
~ MpoTokon ukTepHeTa 1Pvd

OTcaexusarne menn xocta wwm IP-agpeca 8844

8888

Banancwposxa WAN 1paduca 20867222222 E5|

20867220220
Bewtu
Metog oTcrexmeanma ping
HagexHocTs OTchexweanma | arping
hitping
Kon-so nwwr-sanpocos 1

Paswep nusr-3anpoca
Check link quality
Bpema OXMAaHMA NMMHr-3aNpOca 2 cenyma
Viurepean nuwr-3anpoca 5 ooy

Wnrepsan oTxasa 5 conyn

PucyHok 8.2.2 — PepaktupoBaHue nHTepderncos

8.2.3. BapaiiTe, BbIOpaB 13 BbiNagalroLWEro Cnmncka, BKIKOYEH 1M MHTepdenc unn oTknroYeH. Boide-
puTe ncxogHoe coctosiHue nHrepdgenca (OHnaH unu OTkoYeH). PekomeHOyemcs Onsi uHmepgbelica
cemegoz2o uHmepHema om VIHmepHem-npogatidepa ycmaHaenueams UCXo0Hoe cocmosiHue OHnalH.
BbibepnTe NpoTOKON MHTEpPHeT-noAgkntoveHus (IPv4 nnn IPv6) n IP-agpeca UMeH XOCTOB, ANS MUHT-
3anpocoB. o ymonyaHuro, 8 kayecmee |P-adpecoe xocmoe 0115 nuHe-3arnpocos8 ycmaHoeeHbl nybnuy-
Hble |P-adpeca cepeepos.

Bbibepute meToa oTcnexuBaHua (ping, arping unu httping) XocToB 1M yCTPONCTB B CETU.

YTtunuta ping otnpaenseT ICMP 3anpockl k yka3aHHOMY y3ry ceTu 1 (OUKCUpPYeT NocTynarLine oTee-
Tbl. YTUNMTa arping npegHasHadveHa ans obHapyKeHust XoCToB B ceTu. B oTnuume oT yTunuTel ping, no-
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CblflaeT wupokoBelaTenbHble ARP-nakeTbl, KOTOpble HE MPOXOAAT CKBO3b MapLpyTU3aTopbl. YTtnnuta
httping npeagHasHa4eHa And BblIHYUCIIEHNA BPpEMEHU OTKIMMKa U CTaTyCa Be6-CepBM06 mnnm yCTpOIZCTBa.

Bbl6paB MeTo[ OoTClneXxunBaHuA, yCTaHOBUTE 3HAYEeHNE HaOeXXHOCTU OTCIiEXBaHUA, KONTMYECTBO MUHT-
3anpocoB 1 pa3Mep nakeTa nnHr-aanpoca.

Mpumeyanune — Buibrpas 6onbluMe 3HAYEHUSI KONMYECTBA MUHI-3anpoCcoB U pasMepPOoB MUHI-NAKETOB,
Bbl yBeIliM4mBaeTe BpeMsA NOoUCKa XOCTOB B CE€TU N TEM CaMbliM, yBENTMHYNBAETCA BpeEMA BKIMKOYEHUA Bbl-
©paHHoro nHTepdeca.

Craryc Metog otcrexcuanin Ping .

Cucrema Hagexwocts oTcrexcneanma 2

Cets

Kon-g0 nuwr-sanpocos 1
Pa3wep nuwr-3anpoca
Check link quality

Bpems OXMAaHMA NUKT-33npoca

Wurepean nuur-3anpoca

Wurepean orkasa 5 ceryna

Coxpanws unTepean c6on
Beitn = =
WkTepean soccTanosnesm 5 ceryna

nrepgedc orknoumTs

WnTepdedc exmounTs

C6pocste conntrack Tabwuy

Merpua

PucyHok 8.2.3 — PegaktupoBaHme nHtepdencos (MpogosmkeHme)

8.2.4. MNogkntoume onuuio NpoBepkmn kadectBa coeauHeHnst Check link quality, yctaHoBute napameTt-

pbl NPOBEpPKU, BbIBpaB 13 BbiNagatoLwmnx MEHHO:
e MakcumarnbHoe BpeMsi OXuaaHusa oTknmka (Max packet latency) B MunnucekyHaax;
e MakcuMmanbHOe KONnmnyecTBO NoTepsiHHbIX NakeToB (Max packet loss) B npoueHTax;
e  MUHMMarnbHOe BpeMs oxuaaHus oTknuka (Min packet latency) B munnucekyHaax;
e  MVHMManbHOEe KONMMYecTBO NoTepsiHHbIX nakeToB (Min packet l0ss) B npoueHTax.

Bbibepute Bpemsi oxugaHua nNuHr-aanpoca, MHTepBan mMexagy NuHr-aanpocamm v MHTepean BPEMEHU
oTkasa. [lna coxpaHeHusA MHTepBana cbos nNuHr-aanpoca, BO BPEMSA COCTOSAHUS 6O BKINIOYMUTE COOT-
BETCTBYIOLLYIO ONUMIO.

8.2.5. AHanormyHbiM 0Opa3om yCTaHOBWUTE 3HAYEHUS MUHI-3anpocoB, NPW KOTOpbIX ByaeT npoucxo-
ONTb BOCCT@HOBMNEHNE pa3OpBaHHOIO COEAMHEHMUS UK MHTepdenc ByaeT CUMTaTbCA BKITHYEHHBIM Un
BbIKITHOUYEHHbIM.

8.2.6. 3akOH4YMB pedakTUMpOBaTb CYLECTBYIOLUA UHTEPdENC WM HacTpauBaTb HOBbIA, HaXmuTe
kHornky COXPAHUTb U NMPUMEHUTb. KHonka COXPAHUTDb coxpaHsieT M3aMeHeHusi, HO NpuMeHeHbl
OHM OynyT nocne nepesarpysku poytepa. UTobbl OTMEHUTb BbIOpPaHHbIE M BBEAEHHbIE MapameTpbl
HaxkmuTe kHonky CBPOCUTb, Bce napameTpbl OyayT Bo3BpalLeHbl K napameTpam no yMOMYaHuio.

8.3. Y3anbl untepceicon

Ona pacnpeneneHns 3agaHuin Mexay ceTeBbIMU YCTPOMCTBaMU, C LieNblo ONTMMM3aL M UCMNOoMnb30Ba-
HWUS' pPecypcoB, COKpPaLLeHUsi BPeMeHW OBCnyXuBaHMsS 3anpocoB M obecrneyeHns 0TKa3oyCTOMYMBOCTU
(pesepBupoBaHus) cuctembl, HEOHBXOOUMO HACTPOUTb Y3MNbl MHTEPdENCOB YNPaBsAOWUX CETEBbIMM
yCTponcTBamm.

8.3.1. ABTOopusyntecb B web-nHTepderice poytepa. Bongute B MeHio «CeTb», BbiOepuTe BKNagky
«BbanaHcupoBka WAN Tpacmka» n BoauTe B 3aknagky «Y3nbi» (PucyHok 8.3.1). Ha akpaHe Oynet
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oTobpaxeHa Tabnuua y3noB uHTepdencos poyTtepa. Kaxablin y3en uHtepderica xapakrepmayeTtcs ume-
HEeM, METPUKON 1 BECOM.

AP205M1

Craryc Obuyve MNY?D@E*(OMMM Mpaeuna  Yeegomnenns
Cucrema
MWAN - Y3abI
Cetb
Wntepdeics:
Wi-Fi
KommyTatop
DHCP v DNS Wmsa Wnrepdeiic Merpuxa Bec
Wimena xocTos wan_m10_w100 wan 10 100 ~ v YIAIUTL |
Cratiueckme MapwpyTi nodem1_m20 wS0 et 20 50 & v VS AT |
[Aunarsoctuka S —
modem2 m20 S0 modem2 20 50 - . [ vovenirs |
MexceTeson IkpaH
banancupoeka WAN tpadux] :
Beivitu
| COXPAHUTDH U NPUMEHUTD I CBPOCUTL

PucyHok 8.3.1 — Yanel uHtepdencos poytepa
8.3.2. [Ina co3gaHusa HOBOro y3na uHTepderica, BBeauTe ero umsa n Haxkmute kHonky JOBABUTD.

Mpumeyanue — Vima yana moxeT ObiTb NOObLIM, HO HA NPAKTMKE CMOXWIOCh TakK, YTO UMS 3anucbiBaeT-
csl B yaobHom ans BocnpuaTust 1 6anaHcupoBkn Tpadmka dopmarte: ums uHmepgbelica_e2o mMempu-
Ka_eeo sec.

Ons pepaktvpoBaHus cywlecTBylollero yana Haxmute kHonky U3BMEHUTbL. Ytobbl yaanutb y3en,
HaxmuTe kHonky YOAJNUTb. Ctpenkamu BBEpX-BHU3 nepemellanTe y3nbl B CNWUCKe, BbICTABMSAS BBEPX
Tabnuupbl camble NPUOPUTETHBIE.

8.3.3. Co3paBasi HOBbIN y3en WM pefakTMpysa CyLLECTBYIOLLMIA, NOMb3oBaTerfb MonagaeT B MEHH
HacTponku y3nos (PucyHok 8.3.2). B Hawem ripumepe pedakmupyemcs y3es wan.

AP205M1

C‘[aryc Obwme  Untepdeics! Y3ne Monutuku Mpaeuna  Yeepomaewna
Cucrema “
MWAN Hactpownka y3n08 - wan_m10 w100
CeTb
Wnrepdeincst
Wi Whrepoeirc Wwan v
Kommyratop " =
eTpuKa
DHCP 1 DNS
Wwmera xocTos g
100
Cramiueckue MapwpyTsI Bec
Avarsoctuka o
Mexceresoit skpa
basascnposxa WAN rpadwed HA3AN K OB30PY COXPAHWTB W TPUMEHUTD | cerocuTs
Buiitn

PucyHok 8.3.2 — HacTpolika y3nos
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8.3.4. Buibepute 13 BbinagawLlero okHa uHtepdgenc (wan, modeml, modem2 unu nonb3oBaTesib-
CKMI), KOTOPbIV OyaeT peaakTMpoBaThCs. YCTaHOBUTE 3HAYEHNE METPUKK B AnanasoHe ot 1 o 256.

MeTpuka — 4icnoBoe 3HayYeHue, onpeaensioLliee NPMopUTET Ha3HaYeHHbI MapLUPYTYy, CBA3AHHOMY C
onpegeneHHbIM UHTEPdENCOM. Hem MeHbLLE YMCIOBOE 3HAYEHMEe, TEM BbILLE MPUOPUTET y MHTepdeica.

3artem, ycTaHOBMUTE 3Ha4YeHUe Beca nHTepderca B ananasoHe 1 go 1000.

Bec nHTepdenca — 4icnoBoe 3HayeHne onpegensiollee npuoputetT Mexay uHTepdencamm, nmero-
LWMMN OONHAKOBbIE 3HAa4YeHMs METPUK. Yem 3HaueHune Beca Gonblue, TeEM MHTEpPdENC BaXHee.

HactpouB yanbl, HaxxmuTe kHonky COXPAHUTb U MPUMEHUTbL. KHonka COXPAHUTbL coxpaHsieT
NU3MEHEeHNs1, HO NPUMEHeHbl OHM ByayT nocne nepesarpysku poyTtepa. UTobbl OTMEHUTbL BblOpaHHbIE U
BBeAEeHHble napamMeTpbl HaxmuTe kHonky CBPOCUTb, Bce napameTpbl OyayT Bo3BpalleHbl K napameT-
pam no yMmomnyaHuto.

8.3.5. Hmxe npnBeaeHbl B KayecTBe NPUMEPOB HECKOSIbKO BapvaHTOB HAaCTPOWKN y3i0B:

a) y Nonb3oBaTens NOAKNYEH NHTEPHET oT NHTepHeT-npoBangepa. B gaHHOM cnyyae npyoputeTHee
ncnonb3oBaTh MHTEPHET «M3 Kabenay» n onsg nHtepdenca wan yctaHaBNMBaeTCs METpUKa C MEHbLUUM
YNCMNOBLIM 3HAYEHUEM U CambiM OOMblIMM BecoM. [Ins MHTepdencoB MOgEMOB yCTaHaBNMBaeTcs MeT-
puka ¢ 6OMNbLIMM YUCIOBLIM 3HA4YEHUEM, YeM AN nHTepdenca wan n MeHbLLUM BECOM.

0) nonb3oBarTenb UCNonb3lyetr MobunbHoe nogknveHne K cetn NHTEepHET Yepes ModeMbl poyTepa K
OOHOMY onepaTopy, HO MCMNONb3yeT pasHble TapudHblie nNnaHbl. B Takom cnyvae, HeobxoaMmMo ycTaHo-
BUTb MEHbLLEE 3HaYeHne MeTpukM n BonbLUM BeC Ha MHTepderice MogemMa, UMEHLLEro NPUOPUTETHOE
noakrnoveHne. Hanpumep, 6onee gelwesbin Tapud, 6onblas CKOPOCTb Nepeaayn AaHHbIX, BbllLE Kaye-
CTBO coeauHeHuns u 1.n. B cny4ae npobnem c nepebiM TapudHbIM NnaHoMm, 6yaeT NoakmyYeH BTOPON
MOOEM C MEHEE NPUOPUTETHBIM NMOAKMIOYEHMEM.

B) MOMb30oBaTeb UCNONb3yeT MOBUNbHOE NOAKMYEHME K ceTu NHTepHeT Yyepe3 ModeMbl poyTepa K
OOHOMY OMepaTopy, UCMOMb3ys OAMHAKOBbIE TapuUdHble nnaHbl. 3Ha4YeHNss METPUK N BECOBbIE XapaKTe-
PUCTUKN NHTEPdENCOB MOLEMOB YCTaHaBMMBAKOTCA OANHAKOBLIMMU.

r) nonb3oBaTenb Ucnonb3yet MobunbHOE NoAkMm4YeHne K ceTu VIHTepHeT Yepe3 ModeMbl poyTepa K
pasHbIM onepaTropamM COTOBOW CBA3W. B gaHHOM crnyyae ycTaHaBNMBAETCS MEHbLUEe 3HAa4YeHNe METPUKM
n bonbluee 3Ha4YeHne Beca Ans uHrepdgenca mogema npMopuTeTHOro onepatopa. Bropoi onepatop 0y-
OeT B Ka4yecTBe pe3epBHOro, U BCTYNUT B paboTy Npu OTCYTCTBUM NOAKMOYEHUS K MEPBOMY OonepaTopy.
lMpu ycTaHOBKE OAMHAKOBbLIX 3HAYEHW METPUK U BecoB Ha oba nHTepdpenca mogemos, pabota B ceTu
NHTepHeT ByaeT ocylecTBNATbCA Yepes ABYX OnepaTopoB OA4HOBPEMEHHO.

8.4. Mpodunu y3nos

MonuTukmM, 3To NPONNMN B KOTOPbIX 0O bEANHEHBI OAMH UM HECKOSBKO Y3NOB MHTepdencoB pacnpe-
Aensowmx Tpacduk. CHayana Mcnonb3yTca y3nbl-MHTepdeincel ¢ 6onee HU3KMMU 3HAYEHUAMUN METPUIK,
a 3aTeM, UHTepdENChbl C OAUHAKOBBIMU METpUYEeCKUM BanaHcoM Harpysku.

8.4.1. ABTopusyntecb B web-uHtepderice poytepa. Bongute B MeHio «CeTb», BbibepuTe BKNagky
«BbanaHcupoBka WAN Tpadmka» n sBongnte B 3aknagky «Monutukn» (PucyHok 8.4.1). B Tabnuue 6y-
OYT yKasaHbl Ha3BaHuA npodunen, nepeveHb y3nos UHTEPEENCOB BXOAALWMX B NPOMUIb N ykasaHo no-
crnegHee CpedcTBO, MCNONb3yemMoe Mo ymonvaHuio. Ytobbl co3gatb HOBbIN Npodhunb BBEAMTE MMS MPO-
duns n Haxmute kHonky JJOBABUTb. YTobbl 0TpegakTMpoBaTh Co3AaHHble paHee Npounu, HaxmuTe
kHonky UIBMEHWUTDb. YTo6bl yaanuts co3gaHHbIn paHee npodunb, HaxxmuTe kHonky YOANUTD.
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Obume  Wntepdeics  Yansi @ Mpaswra  Yeegomnewws
Cratyc uy pd: p il

bl MWAN - lMoantukun

Cetb

Wnrepdeince
Wi-Fi
Kommyrarop

DHCP 1 DNS
Wma Hasnauenubie yansi Mocneauee cpeacTeo

wan_m10_w100
Cratueckue MapwpyTs! balanced modem1_m20_w50 1O YMOAUaHUIO (MCNONB30BATE OCHOBHYHO TaBAULY MapLpyTU3auum)
modem2_m20_w50
[AunardocTuka

banancvupoexa WAN tpadux]

Buinitn COXPAHUTD U NPUMEHUTD 1) CBPOCUTBL

Wmena xoctoe

PucyHok 8.4.1 — Npodunu y3nos nHtepgencos

8.4.2. Co3sganTte nmsa HOBoW NOnNUTUKKN 1 HaxxmuTe kHonky JIOBABUTb. BeibepuTte nx BeinagatoLlero
cnucka yanbl MHTEPdENCOB, KOTOpblE XOTUTE PasMecTuTb B oAHOM npodune. YTobbl fobaButh y3en
HaXXMWUTE Ha KHOMKY «+», 4ToObl yoanutb y3en HaXXMUTE Ha KHOMKY «X». V3 Bbinagatowlero okHa, Bbibe-
puTe nocnenHee cpencTBO, KOTOpoe OyaeT UCMoNb30BaTbCA, KOr4a BCE YneHbl NOMUTUKMA HaxoasTca B
aBTOHOMHOM pexume.

8.4.3. HactpouB nonuntukmn ¢ o6beanHeHHbIMU y3naMmu nHtepdencos, HaxmuTe kHonky COXPAHUTb
N MPUMEHWUTb. Knonka COXPAHUTb coxpaHsieT HacTpoviku, HO NpMMeEHeHbI OHM ByayT nocne nepesa-
rpy3ku poytepa. YUtobbl BEpHYTb BCE CAeNnaHHble U3MEHEHUSI K NepBOHAaYanbHbIM YCTaHOBKAaM, HaXXMUTE
kHonky CBPOCUTD.

AP205M1

Craryc Obume  Wutepdeitcst  Yanw  Momumwks  Mpaewna  Yeegomnenus

. .
verema MWAN HacTpoiika noamtukm - new_balance

Cetb

Whrepdeiice:

Wi-Fi Wcnonssyemsii ysen  Wwan_m10_w100 *

Kommyrarop modem1_m20_w50 v

DHCP 1 DNS

MocneaHee CPeAcTBO O YMONNBHMIO (CTON30BATS OCHOBHYIO TABRILY MapLP ¥

Wmena xoctos

Cratnueckue MapwpyTs!

Avarkocka

Mexcereson skpaH D
HA3AQ K OB30PY COXPAHUTB U NMPUMEHUTDL XPAHWA ‘ CBPOCUTL
banancupoexa WAN Tpadud] —
BeilvTu

PucyHok 8.4.2 — HacTtporka HOBOro npodouns y3rnos
8.5. MNpaBuna ncnonb3oBaHWUA NONMUTUK

UToObl paspelunTb BXOAALWMNN ceTEBOM TpadUK TOMbKO C YKa3aHHOro MCTOYHMKA W/UIn ero noprta Ha
yKa3aHHbI HOMEep NopTa UCNOMb3YKTCHA cneunanbHble NpaBuna.
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8.5.1. Bongnte B meHio «CeTb», Bbibepute Bknagky «banaHcupoBka WAN Tpadmka» n Bongute B
3aknagky «MpaBuna» (PucyHok 8.5.1). B Tabnuue OyoyT ykasaHbl MMeHa MnpaBwil, agpec MCTOYHUKa
Tpadhvka, ero NnopT agpec HasHa4YeHusl, NOPT Ha3HaYeHNs!, MPOTOKO NOAKMYEHUS N HAa3HayYeHHas nonu-
Tuka banaHcupoBku Tpaduka. bonee npnopuTeTHbIE NpaBuna HaxXogATCs B BEPXHUX CTPOKax Tabnuupl.

AP205M1

Cratyc Obupe  Untepdeicss  Yansi ﬂo,‘x.«mx»sego\mewmﬁ
Cucrema
MWAN - lNpaBuna

Vntepdeicst
Wi-Fi
Kommyratop
DHCP 1 DNS
Wmena xocTos

CraTiueckue MapLupyTsi 4 - f
Wmn Agpec Mopr Agpec Mopr Mporokon

Auarvoctuka
https — — 00.0.0/0 443 tep balanced
Mexcereaoi 3KpaH
Banancupoaxa WAN Tpadud default rule = - 00.0.0/0 - all balanced - REIECY

COXPAHWTD U NPUMEHUTL CBPOCUTL

PucyHok 8.5.1 — Tabnuua npaBun pacnpegeneHus Tpaduka

8.5.2. Ytobbl co3gaTb HOBOE MpaBwro pacnpegeneHus Tpaduka, BBeAUTe UMS MpaBunia U HaxMuTe
kHonky JOBABUTb. YTo0bl OTpeaakTupoBaTb CO34aHHOE MpaBumo, HaxmuTe kHonky UBMEHUTD. [Ons
yAaneHus co3gaHHoro paHee npasuna Haxmute kHonky YAAJIUTb. MNepemewerHre npasun BHyTpu Tab-
nYLbl MPON3BOAUTCH HaXXaTUeM CTPESIOK BBEPX U BHUS.

8.5.3. Co3gaB HOBOE NpaBuUoO WM pefakTUpys CyLLeCTBYLLEee, NOMb3oBaTerb MNonagaeT B MEHH
HacTpowiku npasun (PucyHok 8.5.2). B Hawem npumepe cosdaemcs HO8oe rpasusio ¢ UMeHeM new_rule.

AP205M1

Obupe  Viwtepdedcs  Yaaw  Momwrwxn  Mpasuna  Yeegomnewus

Craryc

Cucrema o
MWAN Hactpoiika npasun - new_rule
Cern
Wnrepdeice
o Agpec ucToumka
Kommyratop
Ll Nopt ncrousmxa
Wues socros
Cratiueckune MapwpyTul
[AnarvocTika ARPEC HasHaueHAR

Mexceresoit skpan

Banancuposxa WAN Tpadwka TMopT Hashauenns 44380

Beintun
Npotoxon

Nt

al
Ta

AnKkoe ImMauenie BpEMeN OXMAIHAA
IPset

Hasuauennan nonuTvka Caenaitre sebop v

HA3AL K OB30PY . COXPAHWTL ¥ NPUMEHWTD CEPOCUTL
~- nonk3oBaTEmMCAR

PucyHok 8.5.2 — Co3sgaHue HOBOro npaBuna pacnpegenenuns tpaduka

8.5.4. YkaxuTe B HAaCTpOMKe NpaBut;
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e Appec UCTOYHMKA W/MNM NOPTbl UCTOYHUKOB Tpaduka, Harpumep cemesgol pecypc unu Kom-
netomep 8 cemu. Ecnn agpec ncToyHmnka n/mnmn nopT UCTOYHUKA He OyayT ykasdaHbl, UCTOYHNKOM
Tpaduka OygeT nobon pecypc;

e Apapec HasHa4YeHuA /M NOpPTbl HA3Ha4YeHNA Tpaduka;

e /3 BbinagatoLero meHo BbibepuTe onpeaeneHHbIn NPOTOKON NOAKIMYeHUs, Nnmbo Bce NpoTo-
konbl (all), nubo 3agante ceon (MONbL30BATENLCKUN);

e YCTaHOBMTE 3HAYEHME «NUMKOro» BPpeMeHU OXMAAHUA B cekyHaax. B TeuyeHue atoro BpemeHun
NnoBTOpHOE ObpalleHne K OgHOMY U TOMY Xe pecypcy OyaeT BbINOMHATLCA OAHUM U TEM XKe WH-
TepgencomM. JlonycTumMble 3Ha4YeHUs ONA «MNKOro» BpeMeHu oxuganus ot 1 go 1000000 ce-
KyHA. Mo ymon4yaHuio yctaHoBrneHo 3HavyeHne B 600 cekyHA.

[Mpumeyvanue — Ecnn HeT HeOOXOAMMOCTU MCMOMNb30BaTh «MUMKOE» BPEMS OXuAaHus, TO B BbiNaga-
towem meHio Jiunkun Boibepute 3HayeHne «Het».

e B cnyvae, korga Heobxogumo genaTb npoBepky no GonbliomMy konuyecTBy IP-agpecos w/wnu
nopToB Mcnonb3ynTe Moaynb aapa IPset. Cosgante cnncok COOTBETCTBYIOLEro Tuna (ans pabo-
Tbl ¢ IP-agpecamn, MAC-agpecamu, noptamu 1 T.n.), gobaBbTe B Hero Heobxoaumbln IP-agpec n
cosfavite npaBwmo Ang cnmcka.

e HasHaubTe NonMTKKY M3 BbiNagarLLero cnucka ans obpaboTkm BCero cnucka npasusl.

HacTpouB HOBOe npaBusio uUnu oTpefakTMpoBaB co3gaHHoe paHee, Haxmute kHonky COXPAHUTDb U
NMPUMEHUTD.

8.6. Hactpoiika yBegomneHum

8.6.1. AsTopusyntecb B web-uHtepderice poytepa. Bongnte B meHio «CeTb», Bbibepute BKNagky
«BanaHcupoBka WAN Tpadhmka» u Bongute B 3aknagky «yYBegomnenusa» (PucyHok 8.6.1). B atom
OKHe nonb3oBaTtenb, UCMONb3ysA CKPUNTOBbLIN A3blK cueHapueB shell, MoxeT HacTpouTb yBedOMMeHUs O
cobbITHAX.

Craryc

crcrena MWAN - YBegomnenus

Cetb

Banancupoeka WAN Tpaduxa

Beitn
#bin/sh

M
# This file is interpreted as shell script

# Put your custom mwan3 action here, they vl

# be executed with each netifd hatplug interface event
# on interfaces for which mwan3 is enabled

'
# There are three main environment variables that are passed 1o this script

%
#SACTION

#  <ifup>  Iscalled by netfd and mwan3track

s called by netifd and mwan3track

only called by mwan3rack if racking was successiul

#  <discont Is only called by mvwan3track if tracking has failed

#SINTERFACE  Name of the interface which went up ¢ down (e.g. “wan” or “wwan’)
#3DEVICE  Physical device name which interface went up or down (.g. "sth(” or “wwan(")

oo, |

PucyHok 8.6.1 — OkHO AN HaCTPOWKN yBeOOMITEHNN

8.6.2. [No okoH4YaHUM HacTponkn yBegomreHnn HaxxmumTe kHonky MPUMEHWUTb. Yto6bl oTka3atbes ot
BBEOEHHbIX CKpMNTOB, HaxxmuTe kHonky CBPOCUTD.
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9. HACTPOUKA CUCTEMbI POYTEPA

9.1. YpaneHHoe ynpaBneHue poytepom

Wcnonb3ys ceteBon npotokon SSH gns 6e3onacHon nepedayv AaHHbIX, MONb30BaTeNb MOXET yaAa-
FNIEHHO yMpaBnsTb POYTEPOM.

9.1.1. ABTopmuayinTtecb B web-uHTepdelice poytepa. Bongnte B meHio «Cuctemay, Boibepute BKaaky
«YnpaBneHue» (PucyHok 9.1.1).

AP205M1

Craryc

Cucrema

o Joctyn no SSH

o

NporpammHoe oecrevenie

7
2l
o

3arpysxa
¥ dk3emnaap Dropbear

3anAaHMpOBaHHbIE 334aHNA
MoHTupoeaHue pasgenoe NANUTH

Hacrpoitka LED nHankaumm
VkTepdeiic He onpegeneHo
Pesepenoe xonuposanwe / fa
He onpegenexo -

Mepesarpyska
lan: = #

Mopt

Cetb

modem1: &

C nomowysto napona "
2 P modem2:

Beivtu Y

Root exogut no napomo #

Moptel wato3za

PucyHok 9.1.1 — HacTtpoika yganeHHoro ynpaBneHus poytepom

9.1.2. B HacTporikax HeobxoaMmo yCTaHOBUTb MHTepdEeNnchl, Yepe3 KOTopble Mnonb3oBaTenb byaet
yaaneHHo 3axoautb Ha poyTtep 1 SSH-kntoun ana SSH ayteHTudmnkaumm.

Mpumeyanue — Ecnn nHtepdeinc onsa padboTbl C BXOAALLMMY COEAMHEHUAMUN He 3afaH, TO BXO4 Ha po-
yTep BO3MOXEH Yepe3 nobor 13 uHTepdencos.

9.1.3. 3aBepLumB HacTpowky, HaxmuTe kHonky COXPAHUTb U NPUMEHUTbL. Knonka COXPAHUTb
COXpaHsieT JaHHbIE, HO MPMMEHEHbI OHM ByAyT MpuY CrneayloLem BKITYEHUN poyTepa. YTobbl OTMEHUTL
OLWMBOYHO BBEAEHHbIE AaHHbIE, HaXxxMuTe kHorky CBPOCUTD.

9.2. YcTaHOBKa NPUIOXEHUN

B paHHOM pasgene nonb3oBaTenem NPOM3BOAMTCS YCTAHOBKA AOMOSNHUTENbHBIX NPUIOXEHU (nake-
TOB), pacLUMPSOLLMX BO3MOXHOCTU poyTepa.

9.2.1. ABTopusyntecb B web-uHTepderice poytepa. Bongute B MmeHio «Cuctemay, Boibepute BKNagky
«MporpammHoe o6ecnevyeHune» (PucyHok 9.2.1) n HaxmuTe kHonky OBHOBUTb CIMUCKWU.

Mpumeyanue — CnNMCOK SOCTYMHbLIX NPUIOXEHWUI (NaKeTOB) yaanseTcs U3 namsaTu poytepa nocne ne-
pesarpysku.
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AP205M1

Crartyc

Cucrema
Cucrema
Ynpaenesme
3anNaHUPOBAHKbIE 330aHHR
Hacrpoika LED uHauxaumm
Pe3sepesxoe xonupoearme /
Nepesarpyska

Cepsucol

Cetb

Beitu

MporpammHoe obecneueHne

Deicrenn | Hacrpoikn

CNCOK NaKeTos He AOCTYNeH

Ceoboanoe mecto: 64% (4.43 MB)
O

S i e (o]
OunbTp: HATU NAKET
Craryc
Yetanosnennse nakersi | JOCTYNHbIE NaKeTsl
Vwms nakera Bepcun
Yaanute 6ind 21-2
Yaanure 6rd 9-2
Yaanurs 6tod 12-2
YaanuTy aiccu 20070115-12
Yaanure base-files 157.2-r49632
Yaanute busybox 1.23.2-1
Yaanate chat 247-6
Yaanurs comgt 03225
Yaanure comgt-directip 032-25

PucyHok 9.2.1 — O6HOBNEHME CNNCKa NaKeToB

9.2.2. Tocne o6HoBnNeHusi, OyoeT npuvBedEeH CMMCOK OOCTYMHbLIX MNPUNOXeHun (nakeTtoB) (Pucy-

HOK 9.2.2).

Cratyc
Cucrema
Cucrema
Ynpaenenue
3arpysxa
3annaHMpoBanHsie 33aaHNA

Hactpoika LED uhgukaumn

MNMporpammHoe obecneyeHve

feicrons | Hacrpomkn

0
u
o
s
0¢
u
s
o
u
o
s
o
u

Pt /T

Nepesarpysxa

CepBucbl
Cetb
Beitu
CeoBoanoe wecro: 64% (4.43 MB)
e
S—————— [o
OunsTp: HAVTU NAKET
Cratyc
YcTaHogneHbie nakeTsl  JLOCTYMHbI@ naKers!
Vi nakera Bepeun
Yaanurs 6ind 212
Yaanure 6rd 9-2

PucyHok 9.2.2 — OGHOBMEHHbIVN CMNCOK NPUITOXEHUIN (NaKeToB)

9.2.3. Bo Bknagkax YcTtaHOBJEHHble nakeTbl U [locTynHble nakeTbl 6yayT oTobpaxaTbCsi yCTaHOB-
NEHHbIE N OOCTYMNHbIE MaKeTbl MPUIOXKEHUI COOTBETCTBEHHO. B Tabnuue otobpaxkaeTcs Mms, Bepcus,

pasMep 1 onucaHwe Toro UIn MHOro npunoxexus (naketa) (PucyHok 9.2.3).

MpumeyaHune — 3arpyxas 1 ycTaHaBnuBas nakeTbl, COOTHOCUTE pa3Mep MnakeTa Cc pasmepoM cBoGop-
HOro NPOCTPaHCTBa B NaMATW YCTPOWCTBA. YAansaTb NpefycTaHOBMEHHbIE NakeTbl KpallHe HexenaTerb-

HO.
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AP205M1

Cratyc
MporpammHoe obecneyeHune
Cucrema
S Lencreus  Hactpomki
Ynpaenerue CaoboaHoe mecTo: 64% (4.43 MB)
E—
3arpy3xa 3arpysuTs W YCTAHOBMTS NaKeT:

3annanMpoBaHHsIe 33gaHMA

OwneTp:
Hactpoiika LED uankauymm
Pesepenoe konuposanue / I

Nepesarpysxa

Cratyc
Cepsucobl by
YCTanoanenHbe nakeTsl  [loCTynHbIe NaKeTs!
Cetb
A B C D E F G H | J K L M N O
Buiity Wmsa naxera Bepecun Pasmep (ipk)
Yerauosute  p11-kit 023.1-1 85611

Ycrasoeute  p910nd 097-4 6736 printer drivers but there is no reason why it could not be used on diskful hosts. Port 9100
is copied to /dev/Ip0, 9101 to /dev/Ip1 and 3102 to /dev/ip2. The default is port 9100 to
ev/Ip0.
YcTanoeurs  partx-utils 22524 32927 contains partx, addpart, delpart
5 The Patch package contains a program for modifying or creating files by applying a
Ycravogury  patch 27.5-1 77760 -o3tch” file typically created by the diff program.
) pcapsipdump is a tool for dumping SIP sessions (+RTP traffic, if available) to disk in a
Ycrawogute  pcapsipdump 0.2-1 7806 fashion similar to “tcpdump -w" (format is exactly the same), but one file per sip session
(even if there is thousands of concurrect SIP sessions).
i . contains collection of programs for inspecting and manipulating configuration of PCI
Ycranosurs  peiutils 33141 289661 GO0

58

W NAKET

P Q R S T u v w X ) ¢ z *
Onucanne
Provides a way to load and enumerate PKCS11 modules. Provides a standard configuration

setup for installing PKCS11 modules in such a way that they are discoverable.

p910nd is a small daemon that copies any data received on the port it is listening on to the
corresponding printer port. It is primarily intended for diskless Linux hosts running as

PucyHok 9.2.3 — Cnncok JOCTYMNHBIX K 3arpy3ke 1 yCTaHOBKE MakeToB

9.2.4. [Ina noucka M yCTaHOBKM NaKeToB, pacLUMpSAOWMX YHKLMOHAN poyTepa, MOXHO BOCMOMb30-
BaTbCA unbTpom. [na atoro B none ®dunbTp BBEAUTE WMS WM YacTb MMEHM MCKOMOrO MakeTta u
Haxmute kHonky HAWUTU MAKET, (PucyHok 9.2.4). [Ans OTKMOYEHUS UNLTPa, HaKMUTE KHOMKY

CBPOCUTDb.

AP205M1

Crartyc
MporpammHoe obecnevyeHve
Cucrema
e feacrana | Hacrpoitku
Yrpassisee n A TOALKO NAKETs, “luci-app™
Csoboaroe mecto: 64% (4.43 MB)
3arpyska C .

3annanvpoBaHHsie 3a5aHMR
3arpysuTe ¥ yCTaHOBUTL NaKeT:
HacTpoitka LED uHaukaumm

. i 1202022207 2301000 4

Pesepenoe konupoeanme / T St Nk UM INGT
Nepesarpyska
CepBuchbl
Bt Cratyc
Yeranosnennsie naxers: (luci-app) | [loctynusie naxer: (luci-app)
Beiatn Wms nakera Bepcun Pasmep (ipk) Onucauue
Yeramosute  luci-app-ahcp git-16.018.33482-3201903-1 3758  LuCl Support for AHCPd
Yeranosurs  luci-app-asterisk git-16.018.33482-3201903-1 28674 LuCl Support for Asterisk
Ycrauosurs  luci-app-bep38 21 2369 Control BCP38 subnet blocking
Yeranogury  luci-app-bird4 02 5030 birdd application for LuCl
Yerarosurs  luci-app-birdé 02 5169 bird6 application for LuCl
Ycrasoaute  luci-app-bmx6 3 82227 bmx6 web application (status and configuration) for LuCi web interface
This package allows you to configure and Inspect cjdns networking using
Ycrasomums  luci-app-cjdns 135 655 ciypichranhy for sadress Slocctlon and 5 distbuted hash table 1o outing.

This provides near-zero-configuration networking, and prevents many of the
security and scalability issues that plague existing networks.

a022

PucyHok 9.2.4 — lNouck npunoXxeHun (NakeTos) UCMONb3YS PUNbLTP

9.3. YnpaBneHune npoueccamu 3arpysku

9.3.1. ABTOopmnayiTeck B web-nHTepdelice poytepa. Bongnte B meHo «Cucrtemay, Boibepute BKIagKy
«3arpy3ka» (PucyHok 9.3.1). Ha cTpaHuue GyaeT BbiBeeH nepedeHb NPoLeCCOB U NX NMPUOPUTETLI MpU

3arpyske poyTtepa.

9.3.2. KHonkamu BKITKOYEHO, CTAPT, NMEPE3ANMYCTUTb n OCTAHOBWUTDb, npousseaute ynpas-
neHne npoueccamun nHuuuanusauun. iameHeHmst OygyT npomcxoantb HENOCPEACTBEHHO MOCIE HaxaTus

BbllleHa3BaHHbIX KHOMOK.
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MpumeyaHune — BblknoYeHne HEKOTOPbIX CKPUNTOB MHULMaNM3aUmMm MOXeT NPUBECTM K TOMY, YTO Ball
poyTep OKaXKeTcst HeJOCTYMHbIM.

AP205M1

Craryc
Cucrema

Cucrema

Ynpasaerune

Nporpanmuoe obecneuenie
| oo |
3annannposannbie 3a83nnA
MonTuposarme pasgencs
HacTpoiika LED wrHankaumi
Pe3sepsHoe xonupoeanve / Mepe
Nepesarpysxa

Cems

Boiitn

CKpUNTbI MHLMANU3aLUN

WTb WK BbIX x a {HBI@ CKDUNTH! MHULM

BHUMaHMe: €C/W Bbl BHIKAIOUHTE OAMH U3 OCHOBHBIX CKPUMTOB MHNLMAAN3aLNK (HanpUMep ‘network’), Balue YCTPOACTEO MOXET OKA3aTheh

HegocTynubim!

Mpuopurer Cxpunt

0 sysfixtime
10 boot
10 system
1 sysctl
12 log
12 rped
15 zram
19 dnsmasq
19 firewall
19 mwan3
20 network

Crapr Mepesany o
(owr] (reesmonm]  [oomoom ]
() (rrmom)  [comeom)
G [Eomom) [cen)
(o] [roomom] (o]
[cmer]  [nepesamveums | [ ocTarosums |
[cmer]  [nepesanveums | [ ocTarosuTs |
(o) [roesmem)  [meam)
[cwr]  [rercwmonm ] [ccmooms |

LUEHMS 3arpy3Kku.

PucyHok 9.3.1 — lNepeyeHb npoueccoB npu 3arpyske poyTtepa

MpumeyaHue — No ymon4aHuIo B 3TOM OKHE HET KOMaHa 1 hannos.
9.3.4. MNocne pasmelueHns npoueccoB HaxmuTe kHonky MPUMEHWUTbL. YTo6bl oTkazaTbCs OT BHECEH-

HOro B OKHO npouecca, Haxmute kHonky CBPOCUTb (PucyHok 9.3.2). KomaHabl 6ygyT UCNOMHEHbI

cne nepes3arpysku.

9.3.3. B okHe nopg, CNMCKOM CKpUMNTOB MHULMaNM3aLmm nonb3oBaTerib MOXET pa3MeCcTuTb CBOM KOMaH-
Obl, HanucaHHble Ha A3blke Shell, koTopble cnucTtema ormkHa GyadeT BbINOMHWUTL OAMH pa3 nocrne 3aBep-

no-

Craryc

Cucrema

Cucrema

Ynpasnenne

Mporpammsoe obecneuenite
T
3aNNaHADOBANHBIE 3333HNA
MonTuposasue pasgence
Hacrpoiixa LED unamukaiyu
Pesepanoe konupoeanme / Meper
Nepesarpysca

Cets

Bty

95 done
9% led

98 sysntpd

9 bootcount
99 urandom_seed

| nepesanverum
| NEPE3ATYCTUTD |
[ neresanvcrums
‘- NEPE3ATYCTUTE

[ nepesanverums |

3anyck nakeToB 1 cNyx6 nonb3osatens, NPy BKAOYEHUN YCTPOUCTBA

# Put your custom commands here that should be executed once
#the system initfinished. By default this file does nothing

et

PucyHok 9.3.2 — OkHO gnsi pa3meLleHnsi NoNb30BaTENbCKMX KOMaHA U NakeToB
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9.4. NMnaHupoBaHne 3afaHum

MnaHWpoBLLMK 3a4a4 NO3BOMSIET NOMb30BATESO MPYU NMOMOLLM KOMaHA 3anyckaTb NPOLECChl B yKa3aH-
Hoe Bpemsi 6e3 Ballero CBOero y4actus. 9To Nno3BosisieT aBTOMaTU3MPOBaThb PErYNsPHO NOBTOPSOWMECS
npouecchl. MnaHMpoBLLMK 3a4a4 HacTpaMBaeTCsl OYeHb MOKO M NO3BOMSET aBTOMATU3NPOBATL BbIMOS-
HEHWe MHOTMX MPOLIECCOB.

9.4.1. ABTopuayiTtech B web-uHTepdelice poytepa. Bongnte B meHio «Cuctemay, Boibepute BKaaky
«3annaHuMpoBaHHble 3agaHuA» (PucyHok 9.4.2). B okHe cTpaHuLubl oToOpaXxatoTcs 3annaHnpoBaHHbIe
3agaHus. NomMMMo 3TOro, Nonb3oBaTENb MOXET 3anfaHNpPoBaTb HOBbIE 3afaHus. B Hawem npumepe Ha
pucyHke 9.4.1 8 okHe nnaHuposwuka omobpaxaemcsi 3adaHue 0ns Wi-Fi Mmodyns cess3u poymepa, 3a-
naHuposaHHoe Hamu 8 . 4.3. Hacmosiwezo «Pykosodcmea.

AP205M1

Craryc

Cucrema 3armaHV|pOBaHHbIe 3ajaHunAa
Cucrema
Ynpasaenue
Nporpammuoe obecneuenne
3arpy3ka
00 07 * * Mon, Tue Wed.Thu Fri /usr/bin/wifi_schedule.sh start

MoHTuposanue pasaenos 00 18 * * Mon, Tue,Wed, Thu, Fri /usr/bin/wifi_schedule sh stop

Hactpoitka LED

Pe3epsHoe «i
Nepesarpysxa
Cepsuchbl

Cets

Boiitn

PucyHok 9.4.1 — OkHO ¢ 3annaHUpoBaHHbLIMU 3aaHNsaMN Ang poytepa

9.4.2. Cron (MnaHWpoBLUKK 3aaa4y) — nporpaMma, UCnosnb3yloLascsa Ans nepnoamyeckoro BbinonHe-
HWS 3adaHun B onpegerneHHoe Bpems. Huxe, Ha pucyHke 9.4.2 nokasaHa CTpyKTypa Cron-koMaHgpl.

= T ¥ ¥ % BbNONHAeMasR KOMaHAa

[ ------- Mecay (1 - 12)
I flene (1 - 31)
| e Yac (@ - 23)
------------- MuuyTa (@ - 52)

| |

[ || ] ----- fleHe Hepenun (© - 6) (BockpeceHbe =@ unun =7)
| |

|

PucyHok 9.4.2 — CTpykTypa cron-komaHab!

Cron-koMaHga COCTOUT M3 LECTU 3HAYEeHUI pasfeneHHbiX npobdenamu. MNepBble NSATb 3HAYEHUN 3a-
AaT Bpems BbinonHeHns (MuHyTa, Yac, [leHb, Mecau, [leHb Hegenu), B HAX MOXET HaxoauTbCst YMCTIO,
CMUCOK Yncen pasgeneHHbiX 3anaTbiMu, Anana3oH Yicen, pasgaeneHHbin geducom, cumeornsl ™ vnn /',
OcrTarnbHble CUMBOIbI, BXOASLLME B LUECTOE 3HAYEHME MHTEPMNPETUPYIOTCS, KakK BbINONTHAEMasi KOMaH4a ¢
eé napameTtpamu. Huxe, B Tabnuue 2 npMBeAeHbl NPUMEpPLI Cron-KkoMaHz,

9.4.3. PaamecTtute B OkHe MHTepdeica, KomaHabl B doopmate crontab, koTopble OyaeT Bbi3biBaTb pPo-
yTep B OMpefeneHHble BPEMEHHbIE MPOMEXYTKM MU HaxmuTe kHonky MPUMEHUTb. YTo6bl OTMEHUTH
BBOJ 3adaHus ons ycTponcTea, HaxmuTe kHonky CBPOCUTb. PaboTta komaHg HayHeTcs nocrne nepesa-
rpy3ku poytepa.
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Tabnuua 2 — MNMpumMepbl cron-komMaHp,

Mpumepbl KOMaHA OnucaHue AeNCTBMW BbINOJTHAEMbIX KOMaHO oM
30 7 * * * wifi up >/dev/null 2>&1 BkntodyeHune 6ecnposogHon cetn Wi-Fi exxegHesHo B 7:30
0 19 * * * wifi down >/dev/null 2>&1 BoeikntoueHne 6ecnposogHomn cetn Wi-Fi exxeHEBHO B KOHLE
paboyero gHsa (B 19 yacos)
30 7 * * * ifup modem1 >/dev/null 2>&1 Bkntoyenne mogema 1 exegHesHo B 7:30
019 ** * ifdown modem21 >/dev/null 2>&1 | BeikntoyeHne mogema 1 exxegHesHo B 19:00.
00 ***reboot >/dev/null 2>&1 ExxeqHeBHas nepesarpyska MogemMa B NOofnHOYb

9.5. MoHTMpOBaHue pa3genoB
MogknitoyeHne OUCKOB U YCTPOWCTB B OCHOBHYIO (haifioByt0 CUCTEMY Ha3bIBAETCH MOHTMPOBAHMEM.
9.5.1. ABTopuayiitecb B web-uHTepdpelice poytepa. Borignte B meHo «Cuctema» u Boibepute Bknaa-
Ky «MoHTMpOoBaHue pasgenoBy» (PucyHok 9.5.1).

AP205M1

Craryc

MoHTUpOBaHve pa3zenos

Cucrema

OCHOBHbI@ HaCTPOMKK
comar centa
HeussectHeiit swap

HewssecTusit pasaen

Cetb Hotplug swap pasgena v
Buiiityn

Hotplug pasgens @

MpoeepKa GaRN0BLX CHCTEM NEPEA MOHTUDOBAHMEM

CMOHTMDOBBHHbIE pa3genb!

Daitnosan cucrema Touka MONTHPOBANWA ABocrynuo
/dev/root Jrom 0008 /500 M8 100% (5.00 M8)
tmpfs ftmp 6027 MB / 61.24 MB 2% (988.00 KB)
Jdev/mtdblocks foverlay 5.75MB / 7.81 MB 26% (207 MB)
overlayfs:/overlay / S.75MB / 7.81 MB 26% (2.07 MB)
tmpfs [dev 512.00 KB / 51200 KB 0% (0.008)

PucyHok 9.5.1 — MoHTupoBaHue pasgenos

9.5.2. B pasferne OCHOBHbIX HACTpOeK yCTaHaBNUBAIOTCA NapameTpbl aBTOMaTU4EeCKOro MOHTUPOBa-
HWS pa3gernos 1 NPoBepku annoBon CUCTEMbI Ha OWNOKK nepea MOHTMpoBaHMeM. Ecnu y nonb3oBare-
NS MOAKMNIOYEHO HOBOE YCTPOWCTBO, OH MOXET NEepeHecTn HACTPOMKN C BHELUHEro YCTPOWCTBA, Ha po-
yTep, Haxas kHornky CO3[ATb CONFIG. Hmke B okHe npuBeaeHbl CMOHTMPOBaHHbIE pasaenbl C ykasa-
H1eM hannoBom CUCTEMbI U KaTarnora, K KOTopomy 6bInio NPUCOeaUHEHO TO UITM UHOE YCTPOWCTBO.

9.5.3. YTo6bl NOAKMOYNTL BHELLHUA HOCUTENb MHGpopMauun K poyTepy HaxmuTe kHonky JOBABUTD.
OTO NO3BONUT NOAKIIOYUTL HOCUTEND MHAOPMaLMK B hannoBoe okpyxeHue. [na pegaktmposaHusa noa-
KINIOYEHHbIX paHee Hocutenen nHgopmaumm - Haxxmute kHornky UBMEHUTD (PucyHok 9.5.2). Touka MoH-
TMPOBaHWNS WCMONb3yeTCA ANs peanu3auum BO3MOXHOCTU AMHaMWYECKU MPUCOEAMHATL/OTCOEOUHSTD
pa3genbl BO BpeMsi paboTbl OnepaumoHHOM CUCTEMbI YCTPONCTBA.
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AP205M1

Cratyc

Cucrema

Cucrema

Ynpasnesme

Nporpasmsoe oBecneuenme

3arpyaxa

3aNNaHMPOBaNHMLIE 3aAaHIA
HacrpoRxa LED nwancaumn
Pesepenoe xonuposanwe / Neper
Nepesarpyaxa

Cers

Bt

CMOHTVMpPOBaHHbIE pa3gentl

Daitnosas cucrema Touxa MoKTHPOBaNUA

/dev/root
tmpfs
/dev/mtdblocké
overlayfsi/averlay

tmpfs

MOHTMpOBaHME pasaenos

Bunoueno Yerpoicrso

]

SWAP

RAM

Brmouewo

=

from
/tmp
Joverlay
/

Jdev

Touxa MowTUpOBaNIA

Aocrymo
0.00 B/ 5.00 MB
60.27 MB / 61.24 MB
S.75MB/7.81 MB
5.75MB/7.81 MB
512.00 KB / 512.00 KB

@ainosan cucrema

340cs HE COROPXTCR HEOBXOINMSIE SHIUEHNA

346C6 HE COREDXBTCR HEOBXOZMMBIE SHIUEHNA

29 Hos16ps 2019 T.

100% (5.00 M8)
2% (988.00 KB)
26% (2.07 MB)
26% (2.07 MB)
0% (0.00 B)

[ Kopews

COXPAHWTD Y NPUMEHWTL.

PucyHok 9.5.2 — OnpegeneHne TO4KM MOHTUPOBAHMS

Nposepurs

9.5.4. B oTkpbiBwemcs okHe (PucyHok 9.5.3) Bo Bkrnagke OCHOBHbIe HAaCTPOMKK 3a4aeTCs yHUKanb-
HbIn ngeHTudumkarop ycrponcrtea UUID, MeTtka. [Ins MOHTUPOBaHUSA yCTPOMCTBA, UCMOMb3yS Ha3BaHue
ero pasgena, BolbvpaeTtcsa YCTPOMCTBO LIENNKOM Un pa3fden ero aucka, sagaetcs nanka (Toyka MOH-
TUPOBAHMUA), K KOTOPOW MOHTMPYETCS pasaen YCTPOMCTBa. YCTaHaBNMBaeTCs «rarnovka» BKIOYaroLLas
Uy OTKNIoYaKLLas 3Ty TOYKY MOHTMPOBaHMA. Bo Bknagke [lononHUTenbHble HACTPOWKM 3a4aeTcs Tvn

harinoBov CUCTEMBI Y ONLUA MOHTUPOBAHUS.

AP205M1

Craryc

Cucrema

Cucrema

Ynpaenenue

MporpammHoe obecneveHue

3arpy3ka

3anNaHMpPoBaHHLIE 33AaHUA
Hacrpoitka LED unamkaumm
PesepeHoe konuposarme / I

Mepesarpyska

CeTtb

Buitn

Toukn MOHTMpOBaHUA — HacTpowka pa3genos

Hacrpowika config danna fstab (/etc/config/fstab)

OcHoBHbIE HACTPORKM [ononHuTENLHBIE HACTPOMKM

3Ty TOUKY P

uuipD

Merxa

Ycrpoicteo

TouKa MOHTUPOBEHMA

HA3AT K OB30PY

-- npogepka no uuid —

-- NPOBEpKa No MeTKe -

-- NpOBepKa NO yCTPOHCTSY -

-- Caenaiite sibop —

COXPAHUTD U MPUMEHUTD

CBEPOCUTb

PucyHok 9.5.3 — HacTtponka pa3genoB MOHTUPOBaHMUS

9.5.5. CMOHTUpOBaB (NOAKMNYMB HOCUTENMU MHOPMaLIMK) pa3fen B hannoBoe OKpPYXeHUe, HaXMuTe
kHornky COXPAHUTb U NPUMEHUTbL. Knonka COXPAHWUTb coxpaHsieT faHHble, HO NMPUMEHEHbI OHU
OyayT npu cnegyroLeM BKoYeHUn poytepa. YTobbl OTMEHUTL OLUIMOOYHO BBEAEHHbIE AaHHbIE, HAXMUTE
kHornky CBPOCUTDb. [1ns Bo3BpaTa K CN1cKy Touek MOHTUpoBaHusa Haxmute kHonky HA3A K OB30PY.

9.5.6. B cnyyae, korga onepatuMBHON NamsATV poyTepa He AOCTaTOYHO, HEUCMONb3yeMble AaHHbIe MO-
ryT ObITb BPEMEHHO MepeMeLleHbl B pa3gen nogkadku, YTo npvBedeT K yBenuyeHuto cBobogHoro npo-
cTpaHcTBa onepatMBHon namsatv (RAM). Ons nogknwoyeHunst pasgena SWAP  HaXmuTe  KHOMKY
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OOBABWUTDb, ecnu xoTute M3aMeHUTb paHee OoOaBrneHHbl pa3gen, Haxmute kHonky ABMEHUTDL (Pu-

CyHkn 9.5.2 n 9.5.4).

AP205M1

Craryc CMOHTMPOBaHHbIE pa3gensl
CHeTEma Daitnosan cuerema TouKa MOKTHpOBaNHA Bocrynuo
[dev/root Jrom 0.008/500MB 100% (5.00 M8)
Cucrons
o tmpfs fmp 60.27 MB / 61.24 MB 2% (988.00 KB)
Ynpesion i /dev/midblock Joverlay 5.75MB /7.81 M8 26% (2.07 MB)
Mporpanmoe oecnevenme overlayfs:/overlay / 575MB/7.81 M8 26% (207 MB)
3arpyaca tmpfs Jdev 51200 K8 / 51200 KB 0% (0.008)
3annanupo o 3a5anmn
Hactpoiixa LED wsgmeatm »
Pesepasce konupoeasue / Meper OHINPOBARNC PA3ASNCB
Mepesarpyaxa
Cers Bxmoueso Yerpoircrso TouKa MOKTUPOBaNMA Qaitnosan cncrema O Kopesn Nposepurs
346ck He COZEPXATCH HEOCXOZMMLIE IHaueHHA
Beitu
SWAP
RAM
RAM
Brmoueno Yerpoircrso ;
: (—r—

CBPOCHTD

PucyHok 9.5.4 — lNepemelleHe Hencnornb3yeMbiX AaHHbIX B harn nogkayvku

9.5.7. B oTtkpbiBwemcsa okHe (PucyHok 9.5.5) Bo Bknagke OCHOBHble HAacTPOWMKMK YyKaxuTe YCTpom-
CTBO, KOTOPOE UCMOMb3YeTCs Kak pa3fen nodkayku, BKIYUTE UMK BbIKITHOYNTE «ranovykony BblGpaHHbIN
pasgen nogkadkn. Bo Bknagke [ononHUTenbHble HAaCTPOWMKU YKAXUTE YHUKaNbHbIA MOEHTUUKaATOP

yctponctea UUID n MeTky.

AP205M1

Cratyc

Cucrema

Cucrema

Ynpasnexue

MNporpammHoe obecneyenme

3arpyska

3annaxnpoBanHbIe 3a83aHNA
Hacrpoika LED wrHgukaumnmn
Pe3sepsHroe xonuposakue / MNepe
Mepe3sarpyska

Cetb

Bl

Toukn MOHTUpPOBaHUA — HacTtpownka Swap

Hactpowka config ¢panna fstab (/etc/config/fstab)

OcHOBHbIe HACTPONKK | [LONOAHWTENEHBIE HACTPONKIA
BxarouuTs 3TOT pasgen NnoaKaukm

Ycrponcreo

HA3AL K OB30PY

COXPAHUTD U NPUMEHUTD COXPAHWUTL

CBPOCUTb

PucyHok 9.5.5 — YcTaHoBKa pasgerna nogkayku

9.5.8. YT0ObLI NpousBedeHHble W3MeHeHust BCTYNWnM B cuny, Haxmute kHonky COXPAHUTb U
NMPUMEHUTbL. KHonka COXPAHUTDbL coxpaHsieT gaHHble, HO NPUMEHEHbI OHU ByayT npu crnegyloLwem
BKITIOYEHUN poyTepa. YTobbl OTMEHUTL OLWIMGOYHO BBEAEHHbIE AAHHbIE, HAaXxXMUTe kHornky CBPOCUTD.

Mpumeyanue — Micnonb3oBaHme SWAP-pasgena no3sonsieT poytepy pabotate ¢ 6onblmMn obbema-
MW MHPopMaLmM (NoBbIWAeT CTabUNBHOCTL), HO Tak Kak pasgen HaxoauTcst Ha M3MYECKOM HocuUTene

~94 ~



Web-uHtepdenc poytepoB KROKS. HacTporika u ynpasneHve 29 Hosibpsa 2019 r.

WHdopMaUMM He npeaHa3Ha4YeHHOM B PONM OMepaTMBHOM NamsATW, 3TM onepauun OyayT 3aHUMaTb
OonbLuee Bpems.

9.6. YnpaBneHue LED uHgukauuen poytepa

[ns BM3yanbHOro KOHTPONS U ObICTPON OLEHKN NapameTpoB paboTbl poyTepa U ero OTAenbHbIX CO-
cTaBnsoWmx (Mogembl, 6ecnpoBogHas CeTb U T.M.) NOMb30BaTENb MOXET HAaCTPOUTb CBETOONOOHYIO UH-
ANKaLmio.

9.6.1. ABTOpM3yiTeck B web-nHTepdelice poytepa. Borgnte B MeHo «Cuctema» n BoldbepuTe BKNaa-
Ky «Hactpomnka LED nHaukauum» (PucyHok 9.6.1).

Cratyc Hactpownka LED nHaunkaumm

LED

Cucrema

Wnan wifi

W LED 3p205m1-greeniw
HauanbHoe cocTommue

Haswauurs  netdev

Cetb Yerpoicreo Wiand

Pexum padote! ¥ Nogemouenme ¥ Nepeaaua ¥ Mpuém

Beintu

PucyHok 9.6.1 — VIHTepdbenc HacTponku LED nHankaumm poytepa

9.6.2. [Insa HacCTpoOKkM CBETOANOLHOM MHANKALNUK:

o ykaxuTe UMa (0atb HasBaHWe) cBoen HacTponkn LED uHaukaumu;

e BbIbepuTe 13 Bbinagawulero cnucka Uma LED, nHavkatop, koTopbim OyaeTte ynpaenatb. [o-
CTynHble Ans ynpasneHus LED wHgukaTopbl: 8 Hawewm ripumepe ap205ml:green:wifi (LED-
uHAukamop 6ecrposodHoz20 COeOUHEHUS), ap205ml:green:modeml "
ap205ml:green:modem?2 (LED-unOukamopsl Modemos);

MpumeyaHne — HassaHune LED-vHamkaTopa ykasbiBaeTcs B dopmaTe: moldesb ycmpolcmea:ueem
ceeyeHUs :hyHKUUsT 0bopydoeaHusi.

e yCTaHOBUTE HavanbHoOe cocTosiHMe BblbpaHHoro LED wnHamkaTtopa. (BknioveHo / Bbikntove-
HO);

e HasHaybTe yCrnoBus, Npu KOTopbIX OyaeT npoussoautecs LED uHankaums. MNpu nogknoveHun
ceTeBbIX ycTponcTts (netdev), npu nogkntodeHun Kk LAN mnn WAN nopTtam ycTponcTBa
(switch0), no Tarimepy (timer) unu Bcerga BkntodeHo (defaulton).

e BblIbepuTe ycTpOMCTBO, paboTy koToporo 6yaeT otcnexmsatb LED-MHOUKATOP 1 pexum pa-
60TbI BbIGPAaHHOrO yCTPONCTBA.

9.6.3. 3aBeplUMB HACTPOWKM CBETOAMOAHOW WHAWMKaALMK, Haxmute kHonky COXPAHUTbL U
NMPUMEHUTb. KHonka COXPAHUTb coxpaHsieT gaHHble, HO MPUMEHEHbI OHW ByayT Npu cregyroLem
BKIMOYEHUN poyTepa. YToObl OTMEHUTb OWMOOYHO BBEAEHHbIE AaHHble, HaxmuTe kHonky CBPOCUTb.
[nga co3gaHusa HOBOW HACTPOKMKN CBETOANOOHON UHAUKaumMK, Haxxmute kHonky JIOBABUTDL un cosgaiite B
HOBOM OKHE HOBYIO HaCTPOMKY C HOBbIM Ha3BaHueM. [Ina yaaneHus CywecTBYOLWEen HaCTPOMKUN, HaXMU-
Te kHorky YOAIUTD.
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9.7. Pe3epBHOe KonupoBaHue

PesepBHOE KOMMpOBaHWE CRYXWT AMs CO34aHUsA pe3epBHbIX KOMWMW, NpedHasHavyeHHbIX AN BOCCTa-
HOBJIEHNS1 HACTPOEK U AaHHbIX Ha poyTepe, Bo3BpaTa (oTkaTa) K npedblayLiM napameTpam 1M HacTpou-
KaM WM nepeHoce HacTpoek Ha Apyroe nogobHoe obopyaoBaHue.

9.7.1. ABTopuayiitecb B web-uHTepdpelice poytepa. Boriante B meHio «Cuctema» u Boibepute Bknaa-

Ky «Pe3epBHOe konuposaHue / Nepenpowmskar», (PucyHok 9.7.1).

BHumaHue! Bcerga cosnaBaiiTe pe3epBHYH KOMWUIO HACTPOEK M YCTAHOBOK poyTepa nepen obHoBMe-
HMEM CUCTEMbl UM BHECEHUEM KaKUX-NTNBO N3MEHEHWIA.

Cratyc

Onepauumm ¢ NpoLMBKON

Cucrema

Deicrenn  Hactpomka config daina

Pe3epBHoe KonupoeaHue

3arpyaurs pesepenyio konuo: [RESEII )

BoccraHoBneHue

COPOCHTE Ha IHaUeHna NO
YMOAUSHMI:

BoccranosuTs pesepenyio konwo: | BuGepute bain | Gaiin He ssGpan

Beintn

YcTaHOBUTb HOBbIV 06pa3 NPOWUBKK

CoxpanyTs HacTpoiu: ¥

Obpas: | Buepure dbaitn | Gaitn e esibpan YCTAHOBHTD...

PucyHok 9.7.1 — Onepauumm ¢ NpoLnBKON poyTepa

9.7.2. Ytobbl co3gaTb pe3epBHY0 KONUIo C AENCTBYIOLWUMKN HacTporikamn HaxmuTe kHonky CO30ATb
APXMUB. B oTKpbIBLLEMCS OKHE CO3JanTe OUPEKTOPUIO, B KOTOPOW ByAyT XpaHMTbCS pe3epBHble KoMK U
HaXmMuTe KHoMky CoxpaHuUTb.

MpumedvaHne — dainbl pe3epBHbIX KOMUIA COXPaHAITCA B popMaTe: pe3epsHas Konus - UMs xocma
(obopydoeaHusi) — dama cos0aHus Konuu, Harnpumep backup-AP205M1-2018-10-12.tar.gz.

9.7.3. [Ina BoccTaHOBNEHUA HAaCTpOeK MM Bo3BpaTta (oTkaTa) K npeablayLiMM HacTponkam poyTepa,
3arpyauTe paHee Co3daHHyl pe3epBHYH konuto. [1na aToro HaxmuTe KHonky BbiGepuTe chawmn, u, Bbl-
©paB hbann 13 AMpPeKTopun, B KOTOPOWM XPaHATCA pe3epBHbIe KOMUU, HaXmnTe kHonky OTKpbITb. B cTpo-
Ke nosiBUTCS ums hanna pesepBHOW KonuK, 3arpyaute ee, HaxxaB Ha kHomnky, 3AFPY3KA APXUBA.

MpumeyaHne — Takum obpasom, 3arpyxas pe3epBHY KOMUIO C YCTAHOBIEHHbIMW MapameTpaMu
HaCTPOEeK, MOXXHO NMPOU3BECTU BbICTPYIO HACTPOWKY aHarorM4Horo poyTepa.

9.7.4. Ina cbpoca HacTpoek poyTepa K 3aBOACKMM HacTpoykam, Haxmute kHonky BbIMOJIHUTb
CBPOC.

9.7.5. Tpn HEBO3MOXHOCTU aBTOMAaTMYECKOrO OOHOBMNEHUS BEPCUW MPOLLUMBKU YCTPOWCTBA, (Hanpwu-
Mep, B criyyae, ecnv yctaHoBreHHoe MO He noaaepxmBaeT aBToMmaTudeckoe OOHOBMNEHUE), HEOOXOAMMO
Npon3BeCT OOHOBMNEHUS MPOLUUBKU BPY4YHYHD. [0S 3TOro coxpaHuTe Ha KOMMbOTEPE COBMECTUMBINA 06-
pa3 npowmBku (sysupgrade-coBmecTuMbin obpas). [ns 3arpy3ku obpasa HaxmuTe KHOrMky Bbibepute
chann, u, BoIOpaB U3 AUPEKTOPUN, B KOTOPOW XpPaHATCHA 0Opasbl NPOLUMBOK, HAXKMUTE KHOMKY OTKPbITh. B
CTpOKe MosIBUTCH UMSA charna obpasa NpoLLMBKKU, YCTAHOBUTE ee, Haxae Ha kHonky YCTAHOBUTD. [ns
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COXpaHeHnA BCeX CyLLECTBYOLNX HACTPOEK NnapamMmeTpoB poyTepa, nepen YCTaHOBKOVI obpasa npoLumnBKU
NoCTaBbTe raqio4ky HanpoTue onunn CoXpaHNUTb HaCTPOMKMU.

ﬂgmmeanme - I'Iepeu npoeegeHnem onepauunn no 3aMmeHe nNpownBkni, npeaBapuUTesibHO cospante pe-
3EPBHYIO KOMUIKO HAcTpoekK.

9.8. Nepe3arpyska poyTtepa

MpoussecTn nepesarpysky poyrepa MOXHO HECKONbKMMW crnocobamu:

e  OTKIIOYMTb BIIOK NUTAHUSA poyTepa OT PO3ETKM AMNEKTPUYECKON CETH;

e HaxaTb Ha KHoMKy cbpoca Reset.
B cnydae, korga poytep 1 ero 610k nuTaHna ouanyeckn HegoCTynHbI (POYTEP HAaXOAUTCA BHE Nome-
LLleHNs, B KOTOPOM HaxoamTcs nornb3oBaTenb, NMB0o nonb3oBaTenb 3axoanT B wWeb-uHtepdenic poyte-
pa, Mcnonb3ys NPOTOKOMbl yAaneHHoro goctyna w T.n.) NPOM3BOAMTCA MporpaMMmHas nepesarpyska
YCTPOWCTBA.
9.8.1. ABTopuayiitecb B web-uHTepdpelice poytepa. Borignte B meHio «Cuctema» u Boibepute Bknaa-
Ky «[Mepe3arpy3ska» n HaxxmuTe kHonky BbIMOJIHATb NMEPE3AIPY3KY (PucyHok 9.8.1). PoyTep Gy-
OeT nepesarpyxeH.

AP205M1

Craryc
Mepe3arpys3ka

MporpamMmHan nepesarpy3ka Baluero yCTPOMCTEa, T.e. BeiNOAHUTE KOMaHay 'reboot’.

Cucrema

Cucrema

Ynpasnenue

o | BbINONHATDL NEPE3ATPY3KY |
1Hoe oBecneuenne

3annanmposanmsie 3a2ANNA

Nporp:

3arpy3xa

MoHTUpOBaHue Pasaencs
Hactpoiixa LED uravxaunn

Pe3epsnoe xonuposanme / Mepe

Cets

Buinitn

PucyHok 9.8.1 — lNporpammHas nepesarpyska poytepa
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10. MEHIO COCTOAHUA CUCTEMbI POYTEPA

10.1. CBogHas nHcdopmaumsa o cucteme
10.1.1. AsTopusyntecb B web-nHtepderice poytepa. Bonante B meHio «CtaTtyc» n BbibepuTte Bknag-
Ky «0630p», (PucyHok 10.1.1).

Cratyc

Cucrema

Viwa xocra AP205M1
Mogens KROKS AP205M1

Apxurextypa MediaTek MT7620A ver:2 eco6

Bepcus npownexs KROKS 18.06.1 r7258-5eb055306f / LuCl openvirt-18.06 branch (git-18.228.31946-164b152)
Bepcus apa 41463

flata v epeua Tue Oct 16 07:49:20 2018
Cucrema
Bpena padotsl 2d19h 35m d6s

Cets Cpepran sarpyska 398,232,212

Beintn
OnepatusHas namate (RAM)

Beero gocrynuo I 20 < (6%
Czoboaro I <20 <5 (52%
Bydepuanposaro I 4920 <6 /125420 6 (3%)

Pazgen nogkauku (Swap)
Beero gocTynHo 624806162460 K6 (100%) |
[ G260 / 62450 K6 (100%)

Caoboamo

PucyHok 10.1.1 — CBogHas nHgopmaumsa o cucteme poyrepa

B naHHOM okHe cobpaHa B Tabnuuax Bca noapobHas nHgpopmaumst 0 COCTOSIHUKM BaLLEro poytepa.

e CucrtemHas nHdopmaumsa B Tabnuue Cuctema (Ha3BaHue poyTepa M ero mogenb, Bepcun sagpa
W NPOLUUBKKM, AaTa, BPEMS U T.N.).

e CBegeHus o cocTosHMM onepaTuBHoM namaTn (RAM).

e CocrosHue pasgena nogkayku (Swap);

e CBolicTBa ceTeBbIX MOAKMIO4YEHUN npotokonos IPv4 n IPv6 (npoTokon, agpec, macka ceTw,
LUM03 U T.1.).

e [lapameTtpel DHCP apeHAabl IP-agpecoB nogknioveHHbIX knneHtos ¢ MAC-agpecamu.

e CocrogaHue 6ecnpoBogHbix Wi-Fi coeguHeHuid (TUn nogkmntoyYyeHne, UCnonb3yeMbll KaHan, pe-
XM, TUN WncppoBaHns 1 T.n.).

e CBoViCTBa NOAKNIOYEHHbIX KNUMEHTOB k GecnposogHon cetn Wi-fi (HassaHue ceten, MAC-
agpeca, CKOpocTb nNpuema/nepegayn n T.n.).

e CoctosHne MWAN nHTepcencoB CO34aHHbIX 1 CYLLECTBYIOLLMX.

10.2. PunbTpauyma Tpadmka u c60p CTaTUCTUYECKUX JaHHbIX

CpenctBom dmnbTpauumn npoxogswiero Tpaduka ceTeBoro Tpadumka ABMASETCA MEXCETEBON 3KpaH.
dunbTpaumns OcCyLecTBNAETCA B COOTBETCTBUM C YCTAHOBMEHHbIMW MonuTUKaMu (napamMeTpamu)
HaCTPOWMKM MEXCEeTEBOro aKkpaHa.

10.2.1. ABTOpu3yrTech B web-uHTepdence poytepa. Bongute B meHio «Ctatyc» u BoibepuTe BKNagky

«MexceTteBom akpaH» (PucyHok 10.2.1).

10.2.2. CocTosIHNE MEXCETEBOrO 3KpaHa U CTAaTUCTUYECKME OaHHblE CETEBbIX MOAKMOYEHUA MOXHO
paccMoTpeTb B Tabnumuax:

e Tabnuua Filter npegHasHayeHa onsa punbTpauum Tpaduka, TO €CTb pa3peLleHns 1 3anpeLleHns
NMakeToB U coeguMHeHUn. Tabnuua cogepXuT uenovkn obpaboTkm n omnbTpauumn Tpadmka nocTy-
natoLero HenocpeacTBeHHo k xocTy (INPUT), TpaH3uTHoro Tpaduka (FORWARD) u ncxopgsiie-
ro Tpacduka (OUTPUT).

e Tabnuua NAT npepgHasHaveHa ans onepauun stateful-npeobpasoBaHunst ceTeBbIX agpecoB U
nopToB obpabaTbiBaeMbIX NAKETOB.
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e Tabruua Mangle npegHasHayeHa ong onepauyin No KnaccudmKaumm n MapKkMpoBke NakeToB U
CoefMHEHUN, a Takke MoandmMKaLnM 3arofioBKOB NaKeToB.
e Tabnuua RAW npegHasHavyaeTcs 4ns UCXOAHOM 3arpy3ku 1 NPOBEPKN OAHHbIX.
10.2.3. lNocne BHECEHWIO M3MEHEHUI B NapaMeTpbl (MONIUTUKN) MEXKCETEBOTO 3KPaHa, HAXMUTE KHOMKY
NMEPE3AMYCTUTb MEXCETEBOW 3KPAH. [Insi 06HyneHus cTaTUCTUYeCKMX AaHHbIX M Hadana cbopa
HOBBbIX, HaxxmuTe kHornky CBPOCUTb CHETYUKW.

AP205M1

Craryc

0630p CocTosiHMe MexceTeBoro 3KpaHa

P—

MapwpyTs!
CicTemmui xypHan ’
' Tabauua: Filter CBPOCUTL CHETYMKM  MEPE3AMYCTUTL MEXXCETEBOV 3KPAH
ypHan Aapa
MNpoyeccsl
Mpadwxy & peansiom speme Uenouka /NPUT (Monutuka: ACCEPT, Naketei: 0, Tpaduk: 0.00 B)
Banancuposka WAN Tpadmx Nakeros Tpadux Hasuauenme Npor. B Bue Vicroumnx Hanpasnewwe Onum
149898 13448 ACCEPT ol lo . 0.000/0 0.0.0.0/0 w3y
Cucrema 204163 2302M8 input_rule al . . 0.000/0 000.0/0 /" thw3: Custom input rule chain */
C 144348 19.64 M8 ACCEPT al s N 0.0.0.0/0 0.0.0.0/0 ctstate RELATED ESTABLISHED /* 1fw3 */
€Tb 322 17.40K8 sy flcod wp = J 0.000/0 000.0/0 tep flags:Ox17/0x02 /* 3 %/
39747 263 M8 zone lan_input al brolan - 0.00.0/0 0.0.0.0/0 w3
20068 166 M8 2one_wan_input el «th02 N 0.000/0 0.00.0/0 a3
Buiit 0 0008 zone_wan input ol wwanl . 000.0/0 0000/0 3

Llenouka FORWARD (Monutuka: DROP, Naketsi: 0, Tpaduk: 0.00 B)

Maxeros Tpadmx Haswauenme npor. 5 Bue Wcrousm Hanpagnewne Onuwm
12516 43578 forwarding_rule all . . 0000/0 0000/0 1 thwd: Custom forwarding rule chain */
11963 anwe ACCEPT ol . . 0000/0 0000/0 ctstate RELATED, ESTABLISHED / w3 */

553 4126K8 z0ne lan forward sl brdan . 0000/0 0000/ 713
0 0008 2002 van forvard all 202 # 000.0/0 0000/0 riaY
0 0008 zone van_forvard al wwan! - 0000/0 0000/0 i3
) 0008 sject all . . 0000/ 0000/0 rifn3

Llenouka OUTPUT (Moawntuka: ACCEPT, Maketsi: 0, Tpaduk: 0.00 B)

Maxeros Tpagux Haswavenme npor. B e VcTousmc Hanpagnexve Omum
150908 1351 M8 AcCEPT all . o 0000/0 0000/0 I3
155941 31.05M8 output_rule all 5 & 0000/0 0000/0 1" 1fw3: Custom output rule chain */
88705 237M8 ACCEPT all . . 0000/0 0000/0 ctstate RELATED, ESTABLISHED /* ffw3 */
15 a26K8 zone lan outeut all * b 0000/0 0000/0 w3y
551 asaue al - 202 annom anoom i3

PucyHok 10.2.1 — Tabnuubl ceTeBoro akpaHa u CTaTuCTUYECKUE AaHHble

10.3. Tabnuubl MapLIpyTU3aLmm
MapLupyTur3sauusa aTo npouecc onpeaeneHns MapLipyTa cneoBaHus AaHHbIX B CETU.
10.3.1. ABTOpu3yntech B web-uHtepdeiice poytepa. BorignTe B MeHo «CTtaTtyc» u BbibepuTe BKNagky
«MapuwpyTtbi» (PucyHok 10.3.1).

AP205M1

Craryc
MapuwpyTei
Mexcereson 3kpan .
T Cicremmmit xypran
ARP
KypHan agpa
Mpouecesi 1Pvd-agpec Vinrepdeitc
Tpaduxy 8 peansHom Bpeme 1924681491 inik bl
192.168.1.221 BCTOSAAAFIT2 lan
Bansicuposya WA 1patie 192.168.1.114 FO79:60:83B1:F3 lan
Cricrema 192.168.132.140 80:3F5D0AS0FS wan
192.168.132.2 wan
Cetb 192.168.132.141 wan
192.168.1.236 lan
192.168.132.149 CBBC:CBIFSBDY wan
Bolitty 192.168.132.160 00:0C:43:47:05:06 wan
192.168.132.162 2C:337A%9CDC3 wan
192.168.132.158 D4:BEDI:4F:69:45 wan
Active IPv4-mapupyTbl
Cems Haauauenme 1Pvd-witos Merpuxa Tabamua
wan 000.0/0 1921681322 [} 1
loopback 0000/ 192.168.1.1 ) main
wan 000.0/0 192.168.1322 1 main
lan 192.168.1.0/24 - 0 main
wan 1921681320724 1 main

PucyHok 10.3.1 — Tabnuupl MapLupyToB

10.3.2. B Tabnmuax MapLUpyTOB yKa3blBaeTCs:
e |P-agpec ceTn unu ysna HasHa4yeHus;
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Macka CeTu! HasHa4YeHus:;

wnto3, o6o3HavaoWmn agpec MapLipyTusaTopa B CETU Ha KOTOPbI HeobxoanMo OTnpaBuTb
naker;

MAC-agpec NoaKnoYeHHbIX K poyTepy YCTPOMWCTB;

MeTpMKa, 3ajatoLlasi NPeanoYTUTENbHOCTL MapLUpyTa CBOUM YMCIOBLIM 3HAYEHMEM.

10.4. XXypHanbl co6biTUN
CuctemHbIn XXypHan (>)kypHan cobbiTuin) coaepXnt nHdopmaumio 06 OCHOBHbIX COBLITUAX, BO3HUKAIO-
LWMX B OMNepaLuoHHON cucTteme poytepa B pesynbrate paboTbl, Kak CamMO CUCTEMbI, TaK U pasfnnyHbIX

nporpamMm.

HeobxoaumocTb BeAeHUs1 Takoro XypHana o6ycn03neHa TéM, YTO aAMUHNCTPATOpP Ui Nosb-

30BaTenb Npu BO3HWKHOBEHNUM cOoeB B paboTe poyTepa MOryT MOCMOTPETb XypHan W, aHanusvpys 3anu-
CW, BbISIBUTb NPUYNHY HecTabunbHow paboThbl.
10.4.1. AsTopmuayinTecb B web-uHtepdeince poytepa. Bongute B meHo «CtaTtyc» u Bbibepute Bknaa-
Ky «CuctemMHbIn XxypHan» (PvucyHok 10.4.1).

Crartyc

Certs

Buitu

Cucrema

CucTeMHbBIN XypHan

PucyHok 10.4.1 — CucteMHbIN XypHan poyTtepa

10.4.2. 3annck 0 cobbITUM B CUCTEMHOM XypHarne BKIto4YaeT B cebsi:

naeHTUdMKaTop cobbITUS;

TUN 1 KaTeropuo cobbITus;

MacCuB CTPOK;

JONOMHUTENbHbIE, cneUndUYHbIe ANA COBLITUSA AaHHbIe.

D,OCTVIFHyB MaKkcMmMarnbHO AOMNYyCTUMOro pasmepa, CUCTEMHbIN XypHan yaoandeT Cctapble cobbITuS, ne-
pes3anuncbiBad Ha X MeCTO HOBbIE.

MpumeyaHue — Paamep CMCTEMHOIO XypHana, ypoBeHb 3anvcu cobbITUIA U Apyrve napameTpbl 3agan-
Te B cooTBeTCTBUM C N.1.4.2. HacTosiwero «PykoBoacTeay.

10.4.3. XKypHan sigpa cooeput coobLleHns 1 npeaynpexaeHusi, KotTopble MoryT ObiTb NoMesHbl Npu
yCTpaHeHu owmnMBoK MOAynen BCTPOEHHbIX B A4P0.

UTtoObl NnpoaHanunanpoBaTh COObLITUS B XXypHane siapa, aBTopudynTecb B web-uHTepdence poytepa.
BoriguTe B MeHto «Ctatyc» 1 BbibepuTe Bknaaky «XKypHan sgpa» (PucyHok 10.4.2).
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Craryc

O630p

Mexceresoi 3pan

MapwpyTs:

CucTeMMuIA XypHan
T
Npoyeccst
TPaduKit 8 PeansHOM Bpeme.
Banancuposxa WAN Tpadux

Cucrema

Cers

Boivtu

XKypHan agpa

10.5. lucneTtyep npoLeccoB CUCTEMbI poyTepa
10.5.1. AsTopusyntecb B web-uHTepdence poytepa. Bovagute B pasgen «Crtatyc» u Bblibepute
Bkragky «Mpoueccobi» (PucyHok 10.5.1).

AP205M1

Craryc

0O630p

Mexcereeo skpan
Mapupyrs

Cuctemmsiit XypHan
Kypwan agpa

Mpoyeccst

Tpaduki 8 peansHom speme
Banawcupoexa WAN tpadix

Cucrema

Cetb

Bt

Mpoueccol

PID  Monssosarens

1 root
2 root

7 root
20 root
144 root
241 root
406 root
492 root
510 root
1045 root
1309 root
1340 root
1937 root
2110 root

2619 dnsmasq

Komanaa

/sbin/procd
[kthreadd]
Iksoftirgd/0]
{oom_reaper]
[kswapd0]

[spi0)
(iffs2_ged_mtd6]
/sbin/ubusd
/sbin/askfirst Jusr/libexec/login.sh
Jusr/lib/gmi-proxy
Jsbin/logd -S 64
Jsbin/rped

/sbin/netifd

udhcpc -p /var/run/udhcpc-eth0.2.pid -5

/lib/netifd/dhcp.script -f -t 0 -i eth0.2 -x
hostname:AP20SM1 -C -0 121

Just/sbin/dnsmasq -C
Ivar/etc/dnsmasq.conf.cfg01411¢ -k -x

var/run/dnsmasa/dnsmasq.cfg01411c.pid

3arpyaxa LN (%)

g @

2
*

% % |R 2 2

0%

PucyHok 10.4.2 — XXypHan aapa

%)

1% | nepeaanvervTe | [ 3a8e

0% ( nepesanvervms | | 3

0% [ nepesanverums | | 3nse

0% [ nepesanycTums | [ assePumTs 0 3ABEPUMTS |
0% | nepe3anyeTvTe | | 3 ) 3ABEPWMTS |
0% | nepesanycTUTy | | 348 N6HO 3ABEPUMTS |
0% | nepesanveTumy | | 348 HO 3ABEPUMTG |
1% [ nepesanycrums | [ 34 0 3ABEPUMTL |
1% | nepesanverums | | a8 HO JABEPUMT |
5% | nepesanvervms | | 3 0 3ABEPUMTS |
1%  nepesanveTums | | 3asePume 5HO 3ABEPLIMTS |
1% | nepesanyeTuTe | | 3asePumTe TENGHO 3ABEPUMTS |
1% [ mepeaanycTum | [ 3aBEPWMTS | [ newHYBMTENBHO 3aBEPUMTS |
1% [ nepeaanycTve | [ 3aBEPUMTS | [ nPUHYIMTENBHO 3ABEPUMTS |
1% | nepE3anycTUTL | | 3aBEPWMTS | | MPUHYBMTENSHO 3ABEPUMTS |

PucyHok 10.5.1 — [lncneTtyep npoLeccos

10.5.2. B okHe gucneTyepa ynpaBneHusi oTobpaxaeTcsi CMMCOK BCEX 3amyLLeHHbIX MPOLLECCOB B CU-
cteme. Cnncok BknovaeT B ceba nHopmaumnio 0 Nonb3oBaTensx, CBeAeHNs O 3arpy3ke npoweccopa u
WCMONb30BaHUN MaMATU YCTPOMCTBA TemM wnm UWHbIM npoueccom. KHornkamu TMEPE3AMYCTUTD,
3ABEPWNTb unu NMPUHYOUTEJNIbHO 3ABEPLUUTb nonb3oBatenb MOXET ynpaBnaTb npoueccamm

CUCTEMblI.

10.6. NMpounsBoanTeNnbHOCTbL CUCTEMbI U €€ KOMIMOHEHTOB

Ob6wasn craTMcTVKa NPOU3BOAMTENBHOCTA CUCTEMbI MOXET 0ToOpaxkaTbCcs B (hopMe rpacpukoB nsme-
HSIIOLLIMXCS B pearibHOM BPEMEHM.
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10.6.1. ABTopusymTtecb B web-uHTepdence poytepa. Boragute B pasgen «Cratyc» m Bbibepute
Bknagky «lpaduku B peansHoMm BpemeHu» (PucyHok 10.6.1). Bo Bknagke 3arpy3ka, B OkHe C AucC-
KpeTHOCTbio 0BHOBNEHMS B 3 cekyHabl OyayT oTobpaxaTbcs rpadmkm 3arpy3ku cuctemMsl. PasHoUBETHbI-
MW KPUBBLIMU Ha rpadpmke 3arpysku OyayT oTobpakaTbCsi ycpeaHEeHHas 3arpy3ka cuctembl nocnegHue 1,
5 1 15 MuHyT. Hnke rpaduka 6ygeT ykazaHa cpeaHsisi U NMKoBas 3arpy3ku CUCTEMBI.

AP205M1
Craryc @ Tpagux  Wi-Fi  Coegumenun
0O630p

Mexceresoit skpa 3arpy3|<a B peasibHOM BpemMeHu
MapuipyTe: am I
CHCTeMHIA XyDHAN
Xypwan aapa

Mpoyeccot
TpaguKu 8 peanusom spemd
‘Banancaposea WAN rpadne

Cucrema

Cetb

Beinty (4 MiryTroe OKi0, 3 CoxyraNeE wHTEpBA)
3arpysxa 3a 1 muwyry: 172 Cpeguan: 176 Nuxosas: 285
xasa s i 156 Cpegunn: 157 Muxosan: 165
3arpyaka 33 15 mumyT: 093 Cpeguan: 093 MNukosan: 094

PucyHok 10.6.1 — Mpadpumk 3arpy3km cuctemol

10.6.2. B gononHuTeneHow Bknagke «Tpaduk», B OKHE C AUCKPETHOCTLIO OGHOBIEHNSI B 3 CEKYHARI,

pasHOLBETHLIMU KpMBLIMU ByaAyT oToGpaxkaTbCs rpadmkmn UCxoasLlero u Bxogsiero Tpadgumka (Pucy-
HOk 10.6.2).

AP205M1
Cratyc 3arpys«a @ Wi-fi  Coegamenma
O6aop
— Tpadwuk B peanbHOM BpemeHu

Mapupyre! brlan  ethd  ethd.]  eth02  wian0 wwan0  wwanl

CHCTeMHEIA XypHaA o n um ™
Xypwan aapa

Mpoyeccs 00 2Bl (15 £l

Tpaduxw & peanshom speme

Banarcupoexa WAN tpadux
Cucrema

Cets

Buitn

(4 mmyrrioe 0x0n0, 3 cexymarniit wrepean)

Bxopawpwi: 8.26 x6uT/c Cpeawna: 6.94 xkbur/c Muxosan: 114.25 kbur/c
(1.03 kB/c) (0.87 xB/c) (14.28 xB/c)
Mexogauywit: 15.78 x6m/c Cpeguns: 3021 x6ur/c Nuxosan: 42531 xdwr/c

(1.97 xB/c) (3.78 xB/c) (53.16 xB/c)

PucyHok 10.6.2 — 'padhmk Tpadmka B pearnbHOM BPEMEHU

10.6.3. Bo Bknagke «Wi-Fi», B OKHe C ONCKPETHOCTbIO OOHOBMNEHMS B 3 CeKyHAbl, pasHOLBETHbLIMU
KpMBbIMU OyayT oToOpaxaTtbcs rpadmkyM CKOpOCTU BecnpoBOAHOM NMepedayn curHana u ero MOLHOCTU
(PvcyHnok 10.6.3). Hwxe rpacmkoB ykasaHbl MIHOBEHHbIE, MUKOBbIE U YCPEOHEHHbIE 3HAYEHUSA CKOPOCTU
nepegayvv gaHHbIX, MOLLHOCTU CUrHana v wyma.
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Jarpysxa Tp-om‘unm.-

BecnpoBogHas ceTb B peaibHOM BpeMeHM

wlan0

5m am Im m

i 25

H

Ry

20 )5

(5 MsweyToe 0, 3 cexyraest wmepras)|

Curvan: -69 25w (SNR 186 46) Cpepunn: -6 gBu (SNR 185 26) Mixosan: -59 aB (SNR 196 45)
Wy -255 26m Cpeaunn: -255 2Bm Nixosan: -255 abm

5m am I 20 "

52 MBwtiz

5 MGt

17 Mastic

(5 w0 0K, 3 Cenymareiit wrepean)

Cxopocrs: 32 Méur/c Cpeguas: 33 Mowr/c Muxosas: 56 MGur/c

PucyHok 10.6.3 — N'pacmk nepenayn gaHHbix no 6ecnpoBogHbiM ceTam Wi-Fi

10.6.4. B cneaytowen Bknagke «CoeaUHEHUs», B OKHE C ANCKPETHOCTbIO OGHOBMEHUsI B 3 CeKyHAbI
pasHoLBETHbIMW KpMBbIMU ByayT oTOOpaKaTbCs BCe aKTUBHbIE ceTeBble coeanHeHns (PucyHok 10.6.4).

Hwxe rpadmka pacnonoxeHa Tabnuua, cogepXallas Crnucok BCeX aKTUBHbIX Ha AaHHbIA MOMEHT ce-
TEBbIX COEAMHEHUN.

e e

e

CoegvHeHus B peanbHOM BpeMeHn

CTP3HMUA COARPXT CIMCOK BCEX AKTMEKLIX Ha A3HHAIR MOMENT CETEBRIX COBAMHENMIL

AKTVBHbIE COEAVHEHNA

(S Ay ckno, 3 cexymamis verrepeas)

uop: Cpeguns: 57 Muosas: 79
TCP: 9 Cpeguns: 8 Muxosan: "
Bpyrwe: 2 Cpeguns: 2 Mukosas: 14
Cors Nporoxon Meroumux Hanpasaesse Nepegasa
1PV4 TP Latitude-£64305.1an:53704 AP205M1.1an:80 6436 MB (280129 Maxeros)
1PV4 Tcp Latitude-E64305.1an:46154 AP205M1.Jan:2222 7.05 MB (41275 Naxeros)
1Pva Tcp Latitude-£64305.an:40414 AP205M11an:2222 646 MB (17940 Naxeroe)
1PV4 Tcp 192.168.132.141:51865 192.168.132.148:80 5.55 MB (5561 Maxeros)
1PV4 TcP Latitude-E64305.1an:40410 AP205M1.1an:2222 853.99 KB (4521 Naxeroe)
1PV4 TCP 192.168.132.141:51882 192.168.132.148:80 564.63 K8 (504 Maxetoe)
1Pv4 TCP Latitude-E6430s.Jan:41820 AP205M1Jan:2222 282.17 KB (2762 Maxevos)
1Pv4 TcP android-4a920878edf1a2241an:54821 Ig-in-f188.1¢100.net:5228 1654 KB (212 Naxeros)
1PV4 TP android-4a920878edf1a224.1an41436 202.108.23.105:5287 15.67 KB (382 Maeroe)

1ova 1GMD alliisacos sang

PucyHok 10.6.4 — Mpachumk, oToOpaxatowmii Bce akTUBHbIE COEANHEHUS]

10.7. CBepgeHusA o cOCTOSIHUM UHTepchencoB poyTepa
10.7.1. AsTopusyntecb B Web-uHtepdence poyrtepa. Bongnte B pasgen «Ctatyc» u Bbibepute
Bknagky «banaHcupoBka WAN Tpadmkar». B gononHutensHon Bknagke «MHTepdencr» bynet otobpa-
XXEHO cocTosiHMe uHTepdencor poyTtepa (PucyHok 10.7.1). B Hawem nprumepe 3T0:
e CceTeBON MHTEpdENC wan NOAKMOYEH N akTMBEH (0ToOpaXkaeTcs 3eMneHbIM LiBETOM);
e VHTepderic modem2 MNOAKMOYEH, HO HE UCMONb3yeTCs CUCTEMOM (OToDpaXKaeTCs >KEenTbiM
LBETOM);
e UvHTepderic modeml He NOAKMIOYEH, HE aKTMBEH N HE UCMONb3yeTcsa cucteMon (oTobpaxaeT-
CS1 KpacHbIM LIBETOM).
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AP205M1

Craryc MogpobHo [uarHocTka YcTpaHeHue Henonagok

O630p

Mexceresoin 3xpan MWAN Interfaces
MapuwpyTsl

Cucremmsiit Xypran

XKypHan sapa Interface: wan Interface: modem2
Npoueccst Status: Onnaitk Status: OTknioueHo
Mpaduku 8 peansHOM spemenn

Banarcupoexa WAN Tpadmka

Cucrema

CeTb

Boiitn

29 Hos16ps 2019 T.

PucyHok 10.7.1 — cocTosiHue uHTeperncos poyTtepa

10.7.2. B pononHutenbHol Bknagke «Moppo6Ho» GyaeT oTobpaxeHa bonee getanbHasi MHopMa-

LMS O COCTOSIHUK CETEBbLIX MHTEPENCOB U UX NogkntoyeHusax (PucyHok 10.7.2).

AP205M1

Cr atyc Wnrepdenc AuarsocTuka YcTpaseHne HenonagoK
0O630p
Mecorosok oo CocrosiHue MWAN - NoapobHo
MapwpyTsi

CucTemHBIi XypHan

XKypHan agpa Interface status:

interface wan is online and tracking is active
interface modeml is unknown and tracking is active
interface modem2 is unknown and tracking is down

Mpoyeccs!

Ipaduky 8 peansHom speme

Banancupoexa WAN Tpadu]

Cucrema Current ipv4 policies:
balanced:

Cetb wan (100%)

BuiiTty Current ipvé policies:
balanced:
default

Directly connected ipv4 networks:
127.255.255.255

192.168.132.148

10.67.233.40/30

192.168.1.0/24

10.67.233.40

192.168.132.0
10 7 222 A2

PucyHok 10.7.2 — [leTtanbHasa nHdopmaums 0 COCTOAHUM UHTEPEdENCcoB

10.7.3. B okHe OONONMHUTENBHOW BKNagkM «[AuarHoCTuKa», Mofb3oBaTellb MOXET MpU MOMOLLM KO-
MaHf, BblOMpaembix M3 BbiNafatroLLero crnvcka, npoguarHocTupoBaTtb MHTepdenicel poytepa (Pucy-

Hok 10.7.3).
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AP205M1

Craryc
O630p
Mexcereson akpan
MapuwpyTst
CucTemHbiit XypHan
XKypHan sapa

Mpoueccs!

Wntepdeinc

Moapo6Ho

AvarHocTuka

YcTpaHeHue Henonagoxk

CocrosaHne MWAN - lnarHoctuka

Wnrepdeinc

Sagad | BBMOTHITS |

29 Hos16ps 2019 T.

wan v MuHr-3anpoc wnio3a No ymonuaxuio
SPIGWIGLE PORALIIOM. D : wan [MuHr-3anpoc Wn3a no yMonsaxuo
modem2 | NposepuTs npasuna IP
Cucrema - | NposepuTs Tabnuuy mMapwpytvsauym |
| Hotplug ifup [
Cers | Hotplug fdoun
Bobitn
PucyHok 10.7.3 — [uarHocTtuka nHtepdencos poytepa
10.7.4. BbibpaB uHTepecywWwnin WHTepENC U KOMaHAy [AWarHoCTUKKU, HaXMuTe

KHOMKY

BbIMOJIHATb. B Tekywem okHe OyaeTt npeacrtaeneH otyet (PucyHok 10.7.4). B Hawewm ripumepe 8 mMo-

Oeme Ne2 omcymcmeyem SIM-kapma.

AP205M1

Craryc
O630p
MexceTesoit 3kpaH
MapwpyTsl
CucTemHbIit XypHan
XKypHan 8apa
Mpoueccst

TPaguk & peanbHOM Bpemeny

Cucrema

Cetb

Bowitn

Wntepdeinc

MoapobHo

YcTpaHeHue HenonagoKk

CoctossHne MWAN - [lnarHocTtuka

modem2 v

banancupoexa WAN Tpaduxa

ping:
ping:
ping:
ping:
ping:
ping:

bad
bad
bad
bad
bad
bad

Wnrepdeinc

address
address
address
address
address
address

3aaaq | BEINONHMTS |

Muwr-3anpoc oT P

‘mmi-modem2"
‘mmi-modem2"
‘mmi-modem2"
‘mmi-modem2’
‘mmi-modem2’
‘mmi-modem2"

PucyHok 10.7.4 — OT4yeT cucteMbl No 3anpocy nHTepdenca

10.7.5. B okHe Bknagkum «YcTpaHeHMe Henoslagok» pasMelleHa AetanbHas uHdopMaumst gnsi cu-
CTEMHOro afgMMHUCTpaTopa B BMAE NPOrpamMMHOro koaa, ¢ kommeHtapuamm (PucyHok 10.7.5).
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Cratyc Wrtepdeinc  MoapobHo  [uarHoctuka \ YcTparenve Henonagox,
O630p
Mexceresoi scpan CoctosHne MWAN - YcTpaHeHune Henonagok
Mapwpyrst

CucTemHsIi XypHan

KypHan agpa

MNpouyeccel s
Software-Vversion

N B e aREHON Bpene I Ty

OpenWrt - KROKS 18.06.1 r7258-5eb055306F

e LuCI - git-18.228.31946-64b152

Cetb

output of "ip a show"
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group
default gqlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_lft forever preferred_lft forever
inet 192.168.1.1/32 scope global lo
valid_lft forever preferred_lft forever
inet6 ::1/128 scope host

PucyHok 10.7.5 — OkHO ¢ nporpaMMHbIM KOLOM

BoiAtu
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