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OHJaifH-CIIpaBKa 1 Hauano paGoThl

Hauajio padorbl

1.1 YcaoBHBIC 0003HAYCHUS

B Hacrosmem pykoBocTBe aboHeHTCKoe o0opynoBanue craniapra LTE nanee umenyercs
ycTpoiicTBo. s oOecreueHnss KOpPEKTHON M 0€30IMacHON IKCIUTyaTalliy YCTPOUCTBA
BHUMATENbHO U3yYUTE HUKETIPUBEICHHbIE YCIIOBHBIE 0003HAYEHHUS:

-] JlononHuTensHas tHGOPMAIMS 110 TEME.

3 JlonoaHUTEThHBIE BO3MOKHOCTH WITH SIPITBIK (DYHKIIHH.

A Hpez[ynpemz[eHHe O MMOTCHIUAJIbHBIX np06neMaX HJIA YCJIOBHBIC 0003HAYCHUS.

1.2 Kongurypanus ITK

s obecnieuenust KOppeKTHOM padoThl ycrporicTBa Bam 1K momken obmanars
CIICAYIOIUMHM XapaKTePUCTHKAMHU:

ITyHkT TpeboBanue

Iporeccop Pentium 500 MI' u BbIIIE

[TamsTh RAM 128 Mb unu Bbliie

XKectkuii nuck 50 Mb cBo6omHOTO MecTa

oC ¢ Microsoft: Windows XP, Windows Vista uiau Windows 7

® Mac: Mac OS X 10.5 u BbII11e

Paspenienue skpana 1024 x 768 nukceneit u BbIe

Bpayzep * Internet Explorer 7.0 wiu Gosee mo3aHsII BEPCUS
e Firefox 3.6 wiu GoJsiee MO3IHSAA BEPCHS
® Opera 10 wu GoJee MO3IHSA BEPCHS

e Safari 5 wim Gonee O3 HssT BEpCUs

e Chrome 9 wiu Gosee O3IHsIL BEPCUS

1.3 Bxoa Ha BeO-cTpaHully KOHGUIrypauuu

Be6-cTpannna koHpUTypaIuy mo3BOJSET HACTPOUThH YCTPOHCTBO U YIIPABIIATH UM
MOCPENICTBOM Opay3epa.
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Y100kl 3aiiTH Ha BEO-CTPaHUILY KOH(MHUTYPAIIUH, BBIIOIHHUTE CIICIYIOIIUE AeicTBYS (HA
mpumepe OC Windows XP u 6pay3sepa Internet Explorer 7.0):

1. KoppeKkTHO NOAKIIOYUTE YCTPOUCTBO.

2. 3amycrute Internet Explorer, sBeaute http://192.168.1.1 B anpecHoli CTpOKe, 3aTeM HAKMHUTE
knasuiry Enter.

3. Beenute ums mojb3oBaTens U mapoJjib U HAXKMHUTE Bxopa.

BrI cMoxeTe BOHTH Ha BeO-CTPaHUITY KOH(PHUTYPALUH [TOCTIE TOATBEPIKACHHS APOJIS.

@  lms nomp3oBarens U napoib Mo yMoTdanHio - admin.
B nensx 6e300acHOCTH CMEHUTE Mapolib PH HEPBOM BXOJIE Ha BeO-CTPaHHUILY
KOH(UTYpaIuu.

Barmie ycTpoiicTBO MeeT (hYyHKIUIO TUArHOCTHKH. [Ipy BOSHHKHOBEHUH COOCB B
paboTe ycTpolicTBa 00paTUTECh B CEPBUCHBIN IIEHTP, YTOOBI Y3HATH, KaK
UCIIOJIF30BATh TAHHYIO (QYHKIIHUIO.

ITpu epBOM HCMONB30BAaHUK U3MEHHTE apoib cetn Wi-Fi.

B nensix 6e3onacHocTH BKIFOUUTE OpaHaMaysp U 3aloMHUTe Barie ums
noJip30Bateds, a Take naponu cetd Wi-Fi u FTP.

---Konen
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I'maBHas

2.1 O0630p

2.1.1 CraTyc MHTepHeT-COeIMHEHUS

UYto0bl MOCMOTPETH CTATYC MHTEPHET-COEAMHEHUS, BBITIONHUTE CIIEYIOINE IeHCTBHSL:
1. BeiGepure I'naBuas > O630p.

2. B paznene Cocrosinue cetu UHTEepHeT 0TOOpaXkaeTcs CTaTyC HHTEPHET-COeTUHEHN,
Hanpumep Cratyc USIM-kaptsl, Peskum cetu u IP-agpec.

---Konerg

2.1.2 CraTuctuka cereBoro tpaguka

YT00BI MNOCMOTPETL CTATUCTUKY CETEBOTO Tpa(bm(a, BBITIOJITHUTE CIICAYIOMINE JIeNCTBUS:

1. Breibepure I'naBnas > O630p.

2. B pazgene Internet Usage otoOpakaeTcst CTATHCTHKA CETEBOTO TpaduKa, B TOM YHCIIE 00MIast
CTaTUCTHKA Tpaduka, TpaduK IpueMa 1 epeavn TaHHbIX, CKOPOCTh IIpUeMa U Iepeaadn
JaHHBIX, a TAK)Ke JITUTENFHOCTh MOJKIIOUeHUS K HTEepHeTY.

---Konery

2.1.3 Craryc Wi-Fi-coenunenus
Yro6sl mocmotpets craryc Wi-Fi-coemuHeHus1, BBIMOIHNATE CIICAYIONIUE ICHCTBHS:
1. BeiGepure I'naBuas > O630p.

2. B pasgene Craryc cern Wi-Fi orobpaxaercs craryc Wi-Fi-coenunenus, B Tom uncie: SSID,
IP-aapec, MAC-aapec, pexxum Paccbliika u pexxum Lllndgposanmue.

31ech MOXHO IMOcMOTpeTh ctatucTuky Wi-Fi-coequnenus: obmmuii Tpaduk, oomiee
KOJIMYECTBO MMAKETOB, EPEAaHHbIX U MPUHATHIX 110 cetr Wi-Fi, a Takke KOJHYecTBO MaKeToB
¢ omMOKaMH ¥ MOTEPSHHBIX TTAKETOB.

----Konen

2.1.4 Ucnoan3zoBanue cetu LAN

YroOBl MOCMOTPETH CTATYC COCAMHEHHS 110 JIoKanbHO# cetr (LAN-coennHeHus), BBITOTHATE
CIEYIOLIUE IEHCTBHUS:

1. Breibepure I'naBuas > O630p.
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2. B paznene Ucnoan3zoBanue cetu LAN otoOpaxaercs craryc cetrn LAN, Hanpumep
IP-aapec, MAC-aapec, DHCP-cepgep.

31mech MOXHO MOcMOTpeTh ctaTucTuKy LAN-coennuenns: oduwmii Tpaduk, odiee
KOJIMYECTBO MTAKETOB, MEePEeIaHHBIX U MPUHATHIX 1Mo ceTh LAN, a Takke KoJIM4ecTBO MakeToB
¢ omMOKaMH M MOTEPSHHBIX MTAKETOB.

---—-Konen

2.1.5 CraTyc aHTeHHBI
YToOBI TOCMOTPETH CTAaTyC AHTEHHBI, BEITIOTHUTE CIEAYIOIINE IEHCTBH:
1. BeiGepure I'naBuas > O630p.
2. B pa3zmene AHTeHHA 0TOOpa)KaeTcs CTaTyC aHTEHHBI.

----Konen

2.2 Uudopmanuusi 00 yCTPOUMCTBE

2.2.1 Uudopmanusa o6 ycTpoicTBe
Y1006l OCMOTPETH OOLIYI0 HHPOPMALIUIO 00 YCTPOHCTBE, BHIMOJIHUTE CIIEAYIOINe JeHCTBHU:
1. BeiGepure I'naBuas > Onpoaykre.

2. B pasnene Onpoaykre oToOpaxaetcs o0IIas HHpopMaius o0 YCTpOCTBe, HAPUMED, UM,
cepuitnblii Homep (SN), HoMep MeXIyHApOIHON HACHTH(DUKAIIUE MOOHIBHOTO
obopynosanus (IMEI).

----Konen

2.2.2 CiuCcOK YCTPOMCTB
UYToOBI MOCMOTPETH CIIUCOK YCTPOUCTB, BHITOJHUTE CIIEAYIONINE JCHCTBUS:
1. BeiGepure I'naBuas > Onpoaykre.

2. B pasnene Device List orobpaxaercst napopmariust 06 ycrpoiictBax: IMs KoMnbIOTEpA,
MAC-aapec, IP-anpec u Bpemsi apeHabl.

Bpemst apeHBI — OCTaBIIMIACS CPOK apeHsI IP-anpeca, ITMHAMHYECKH PACTIPEICIICHHOTO
DHCP-cepBepom. Eciin y kakoro-nu6o u3 ycrpoiicTB cratudeckuii |P-anpec, To mis
napameTpoB Bpems apenanl u UMsi koMnboTEpa oTobpaxkatorcs 3HaueHust N/A u
HewusBecTHO, COOTBETCTBEHHO.

----Koner

2.3 bbicTpas yCTAaHOBKA

Macrep yCTaHOBKH ITOMOXKET HACTPOUTH HauboJIee BayKHBIC MapaMeTphl ycrpoiictsa. [1o
3aBEPIICHUN HACTPOWKH YCTPONCTBO CMOXKET MOAKIIOUNTHCS K IHTEpHETY.

Kounpuaenuuansuas uadopmaris Huawei 4
Copyright © Huawei Technologies Co., Ltd



OHJaifH-CIIpaBKa

2 TnaBHas

UrtoObl 3a1aTh HACTPOMKH YCTPOUCTBA, BBITIOIHUTE CIIEIYIOIINE TCHCTBUS:
Bri6epute I'maBHasi > BbIcTpasi ycTaHOBKA.
Haxmute /lanee, 9ToOBI TOCMOTPETH U 33/1aTh MTApaMETPhl HHTEPHET-COCIHHEHHS.

Haxmurte Jlasiee, 4ToObI IOCMOTPETH U 331aTh napametpsl cetu Wi-Fi, B Tom uncie
napameTpsl Wi-Fi, Ctpana/Pernon, Pexxum, Kanan, SSID u CkpbiTh pacesuiky SSID.

Haxmurte Jlasiee, 4ToObI IOCMOTPETH U 33/1aTh APaMETPhbl 0€30MACHOTO MOKITIOUYEHHS K
cetu Wi-Fi, nanmpumep be3onacHocTsb.

OTtobpakeHHe 3HAUCHUH 3aBUCHUT OT HacTpoek mapameTpa besonmacuocts. Hampumep, ecnu
Jutst mapametpa bezonacHocTb 3a1aHo 3HaueHue WPA-PSK&WPA2-PSK, o mis
HACTPOWKH Ha 3kpaHe oToOpaxaroTcs 3HaueHns WPA-PSK u llludposanue WPA.

Haxxmure I[aJIee, YTOOBI IMOCMOTPETH 3aJaHHbIC HaCTpOfIKPI.
Haxxmvure HOHTBepIH(ITb, YTOOBI MNPUMCHUTD 3aJaHHBIC HaCTpOfIKH.

----Konerr

2.4 OoHoBJICHHE

Ora QyHKIHUS T03BOJISIET OOHOBUTH IPOTrPaMMHOE 00ecIieueHIe YCTPOUCTRA JI0 MTOCIICAHEH
JIOCTYITHOH Bepcuu. B HOBOIl Bepcuu, Kak MPaBHUIIO0, HCIIPABIIEHBI OITMOKH U MPOTPaMMHBIC
cO0H, BO3HUKAIOIIUE B CTAPBIX BepCcHsx cucTeMbl. HoBas Bepcus 6onee crabmipHa. [1pu
MIOSIBIICHIH HOBOW BEPCHU PEKOMEHAYETCSI OOHOBIISTH CHCTEMY.

2.4.1 JlokajabHOE 0OHOBJICHHE

Yro6st 06HOBHUTE [10 yCTpOHCTBA C MOMOIIBIO JIOKAIBHOTO (haiiia, MOAKIIOUYUTE YCTPOHCTBO
k TTIK ¢ momorisio cereBoro kabesns wiu mo Wi-Fi, coxpanure daiin ooHoBnenus na ITK.
Yo6enurech, uTo Kpome anantepa nutanus U [1K k ycTpoiicTBY He MOIKITIOUEHO HUKAKOE
JIpyroe o0opynoBaHHe.

UToObI BRIIOIHUTE OOHOBJIEHHE C MTOMOIIBIO JIOKATBHOTO (haiiia, BBITOIHUTE CIEAYIOIIHE
IEUCTBHUA.

Bri6epute I'maBHasi > OOHOBUTS.

B paznene JlokaabHoe o0HOBIeHHe Haxxmute O030p.

B mosiBuBIIIEMCSI TAIOrOBOM OKHE BEIOEpUTE TpeOyeMBbIit (aiiin 0OHOBICHUS.
Haxwmure OTKpBITH.

JuanoroBoe okHO 3akpoetcs. B okae aiin 00HOBJIEHHIT OTOOPA3HUTCS ITyTh U UMSI
TpedyeMoro daiisia OOHOBJICHUS.

Haxxmute OOHOBHUTD.

ABo BpeMs OOHOBJICHUS HE BBIKJIIOYATE YCTPOICTBO U He oTKitouaiite ero ot I1K.
Haxmute OK.

Haunercs nmpotiecc o6HOBeHUs. [1o 3aBepieHnn nporiecca OOHOBICHHUS YCTPOHUCTBO
ABTOMAaTUYECKU Nepe3aIlyCTUTCS U 3allyCTUT HOBYIO Bepcuio [10.
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----Konerr

2.4.2 OHj1aiiH-00HOBJICHH

YToOBbl BHIIOIHUTE OHJIAHH-OOHOBIICHHE, IIOIKIIOYATE YCTPOCcTBO K IHTEpHETY.
YTto0BI BEITTOIHUTH OHJIAITH-00HOBIICHHE:
Bri6epute I''taBHasi > OOHOBUTB.

Haxxmute [IpoBepHTH, 4TOOBI TPOBEPUTH HATHYUE OOHOBJICHHIA.

& Tlocne o6HapykeHUs OGHOBJIEHHS YCTPOMCTBO COXPAHSET aIPEC ITOTO CEPBEPA U
BITOCJICJICTBUY YBEIOMJISIET O HATMYUU OOHOBIICHHI HA 3TOM CEpBEpE.

Yciaosue HeiictBue
Ecnu oGHapyxeHa HOBas Bepcusi [epeiinuTe x mary 3
Ecnu HOBast Bepcust He 0OHapyKeHa [Tponiecc 0OHOBIIEHUS 3aBEPUIUTCS

Haxxmute OOHOBUTH, YTOOBI 3arPy3UTh HOBYIO BEPCHIO.

Tlocne 3arpy3kKu d)af/'ma OOHOBJICHHS YCTpOﬁCTBO ABTOMATUYCCKHU YCTAHOBUT HOBYIO BEPCUIO
" NIEPE3anmyCTUTCA.

Ha skpaHe MosIBUTCSL YBEJOMIICHHE O 3aBEPILICHUH IpoIiecca OOHOBJICHHUS, a 3aTeM
JIMaJIOTOBOE OKHO BXOJIa B CHCTEMY.

AB mponecce OOHOBJICHUS yCTpOﬁCTBO HCJIb3s BBIKJIIOYATh WJIK UCII0JIb30BAaTh.

---Konen

2.4.3 OounoBiaenune mo CWMP

YrtoObl OOHOBHUTH YCTPOHCTBO, UCTIONB3YSI TPOTOKOI YIIPABICHUS a00OHEHTCKAM
obopymnoBanueM uepe3 rodanbHyio ceth (CWMP), BeimonHUTE Ciemyromme JeiCTBHUS:

Bri6epute I''maBHasi > OOHOBUTS.
Haxmurte OoHoBIeHe mo CWMP.

---Konen
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NurepHer

3.1 IloakJroUYeHne K CeTH

3.1.1 Bui0op pe:xxuma ceTu

Yt0o0BI BI)I6paTI: PEKUM CE€TH, BBIIIOJIHUTE CIICAYIOIINEC JIEUCTBUS:

@  Bcrasbre B yerpoiictBo noaxomsutyto SIM-kapry.

BxirounTe yeTpoHCTBO U BOWIUTE HA BeO-CTpaHMIly KOH(MUTYPAIIUU B KAYECTBE
aJIMIHHCTPATODA.

1. BreiGepure UnTepHeT > IloaK/I04eHNE K CETH.

2. 3apgaiite 0HO U3 CIIEAYIOUINX 3HAUYECHUH U1l apaMeTpa Peskum ceTu:

3Hauenue Onucanne

ABTO Y CTpOHCTBO CaMOCTOSITEIHHO BEIOMPAET PEXKUM pabOTHI B IOPSIKE
npennoutenus: 4G, 3G u 2G.

4G VY CcTpoicTBO MOAKITIOYACTCS TOJIBKO K ceTH 4G.
3G Y CTpoicTBO MOAKIIIOYAETCS TOJIBKO K ceTH 3G.
2G Y CTpOoiCTBO MOAKIIIOYAETCS TOJIBKO K ceTH 2G.

3. Haxwmute [loaTBepauTh.

----Konen

3.1.2 Bbi0op pe:kuMa ceTeBOro coeinHeHus
YTtoOB!I BEIOPATH PEKUM CETEBOTO COCTUHEHUS, BBIIIOIHUTE CIICAYIONTNE JEHCTBHUS:
1. BreiGepure UnTepHeT > IloaK/I04eHNe K CETH.

2. 3Bapaiite Pe:xuM MOAKJIIOYEHHUS.
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3Hauenue Onucanue

Bcerna Bk Ecinu ycnoBus 03BOJISIIOT, yCTPOHCTBO aBTOMATUUECKH MOAKIIOUAETCS K
Wurepnery.

n ABTOMaTHYECKOE MOAKIIFOYECHUEC K CETH MOXKCT IIPHUBCCTH K
JOIMOJIHUTCIIbHBIM pacXxoJaM B POYMHHTIE.

Bpyunyro VYerpoiictBo oTkirouaercs oT MIHTepHeTa npu 3amycke. Bol Mmoxere
MOJKIIIOYUTh YCTPOHCTBO K IHTEpHETY UM OTKIIOUUTH €r0 OT CETH

BPYUHYIO.

3. Haxwmute [loaTBepauTh.

----Konen

3.1.3 Brioop npoduas Touku goctyna (APN)
Bsi moxxete BrIOpaTh mpod e APN 11 moakItodeHus ycrTpoiictBa k IHTepHeTY.
Yro6sl 3amath poduie APN, BEITOTHHUTE CIEAYIOIIUE JCHCTBHS:
1. BreiGepure UntepHet > IloaK/I0ueHne K CeTH.
2. BeiGepure npoduis u3 Beinagatouiero cnucka Ipoguis.
3. Haxwmute [loaTBepauTh.

----Konen

3.1.4 Bui6op Tuna PDP

Be1 Mmoxkere BeIOpaTh poToko PDP (poTokor makeTHOH mepeaadn JaHHbIX ), 4TOOBI 331aTh
TUI KOMMYTHPYEMOTO COSAUHEHUS. [1JIs1 3TOr0 BEIMOIHUTE CICAYIOIIUE CHCTBUSL:

1. Breibepure UntepHet > [loakawveHne K ceTH.

2. Beibepure 0JHO U3 ClieAyONIMX 3HaUYeHUH i napameTpa Tun PDP:

3HaueHue Onucanue

IPv4 Nurepuer-nporokon sepcun 4 (IPv4) ssnsercs GpynaamenTom
COBPEMEHHBIX HHTEPHET-TEXHOJIOTHIA. B ¢Bs3M ¢ OrpaHIYEHHOCTHIO
IP-pecypcoB onun IP-anpec ncnonb3yercs pa3HbIMH JFOJBMHU B Pa3HBIH
nepuoj BpeMenw, T.¢. IP-aapec pacnpenensercst HECKOIEKUM aOOHEHTaM
cetn. [ToaToMy B ceTsix Ha 6a3e mpotokoina |IPv4 Henb3s pa3BepHYTH
CHCTEMBI, TPeOYIOIINe yKa3aHUs HACTOSIIETO NMECHH TTOJIb30BATEIS.

IPv4/1Pv6 Texnomorus nepexona ot nporokoina IPv4 k mporokony IPV6, kotopas
UCTIOJIB3YeTCs MPH OJHOBPEMEHHOM MIPUMEHEHHH IPOTOKOIOB |PV4 1 IPV6.

3. Haxwmute [loaTBepauTh.

----Koner
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3.1.5 Hacrpoiika nepeaayum JaHHbIX B POYMHHIe

UYTtoObI BKIIFOYHUTH WM BBIKIIOYUTH TIepeiady JaHHBIX B POYMUHI€, BBITIOJHUTE CIICIYIONTUC
IEUCTBHUA.

Bri6epute UnTepHer > [loakiiroueHne K CETH.
Brmmonuute ciaenyroniue 1eHCTBUS:

® JlocraBbTe (akok B moJie BRIWOYNTH psitoM ¢ mapameTpoM POyMUHT JaHHBIX, 4TOOBI
BIJIIOYUTH IIEpeiady JaHHbIX B POYMUHTE.

®  Voepute (raxok B nojie BKiIoYUTH psiioM ¢ mapamerpoM POyMHHT JaHHBIX, YTOOBI
BBIKJIFOUUTD TIepeiauy JaHHBIX B POYMHUHTE.

Haxxmure IoaTBepauTh.

----Konen

3.2 YupasJenue npopuiem APN

L N

L A

UYrto0Obl co3nath npoduis APN, BEITOIHUTE CIIeayIONIUe IeHCTBHS:
Bri6epute UHTEepHeT > Ynpasienue APN.

Haxmute JI00aBUTB.

3anaiite napametpsl Umst npopuass, APN, Jlorun u IlapoJs.

3anaiite 3Hauenne OrcyrerByet, PAP, CHAP nim ABTO 1151 mapametpa
AyTeHTH(pUKALUS.

Haxxmute IloaTBepauTh.

----Koneix

YroOs! m3MeHUTH podmite APN, BBIIOIHATE CIIEAYIONINE ICHCTBHS:

Bri6epute UuTepHer > YnpaJenue APN.

Bri6epure anement npodwmins APN, KOTopbIii XOTUTE U3MEHUTD, 3aTeM HaXMHUTE U3MEHUTD.
Nzmenute 3HaueHus napamerpoB Ums npoduis, APN, Jlorun viu [apoas.

3anaiite 3Hauenue OrcyrerByer, PAP, CHAP umu ABTO 111 mapameTpa
AyrenTnukanus.

Haxxmure IloaTBepauTh.

----Konenx

Uro6b! yaanuth npoduis APN, BEITIOIHUTE CeayONUE TEHCTBHS:
Bribepute UuTepuer > Yupasiienue APN.
Bri6epute anemenT npodust APN, KOTOpEI XOTUTE YIATUTh, 3aTeM HAKMUTE Y TAIUTD.

Haxxmure OK.
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----Konerr

3.3 YupagsJienue PIN-kogom

Br1 MOkeTe BHIMONHSTH CIEAYIONINE ONlepalii Ha cTpanuie YnpasJjenue PIN-kogom:

Bxmounts u BeIKTIOUNTE IoTBepakaeHne PIN-kona
[Monreepxnars PIN-kox

W3mensars PIN-kox

HaCTpaI/IBaTb ABTOMATUYCCKOC NOATBEPKACHHNE PlN-KOI{a

3.3.1 Cratyc USIM-kapTsbi

YroObl mocMoTpeTh cratyc USIM-kapThbl, BBITOTHUTE CICAYIONIHNE ACHCTBUS:
1. BreiGepure UntepHet > Ynpanienue PIN-kogom.
2. Craryc USIM-kapts! oToOpakaetcs B pazaeine Craryc USIM-kaprsl.

----Konerr

3.3.2 Bkiaouyenue noareep:xaenus PIN-koaa

YroObl BKIIIOUUTH OATBEpxkIeHHE (Bepudukanuio) PIN-koaa, BEIIONHUTE CIETYIONINE
JEUCTBHA:

Bri6epute UnTepHer > Ynpasienue PIN-koxom.
Bri6epute 3nauenne Braouurts 11 napametpa [lpoepka PIN-koaa.

Beemure PIN-koz (4-8 udp) B mose BBon PIN-koxa.

L A

Haxxmute IlonTBepauTh.

----Konenx

3.3.3 Boikiawuenne noareepxaenust PIN-koxa

UtoObI BEIKITFOUUTH MOATBEpKIeHHE (Beprudukaiuio) PIN-kona, BHITIOTHATE CIEAYIOIINE
JIECUCTBUS.

Bri6epute UHTepHeT > Ynpasienue PIN-konom.
Bri6epute 3Hauenne OTkI0YUTH 1715 napamerpa [Iposepka PIN-koaa.

Beenute PIN-xox (4-8 mudp) B mone Beoa PIN-kona.

= hoe

Haxwmute IloaTBepauTh.

----Konen
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3.3.4 lloaTBep:knenune PIN-koxa

Ecin nonreepxkaenue (Bepudukanms) PIN-koma BkiroueHo, Ho PIN-kon He moaTBepik/eH,
HEOOXOIUMO BBITIONIHUTH MpoLeAypy noareepxaeHus PIN-koma.

UroObl monTBepauTh PIN-Kkoz1, BEITONHUTE cleaytomue IeHCTBHS:
Bri6epute UnTepHer > Ynpasienue PIN-koxom.

Beenute PIN-kox (4-8 miudp) B mone PIN-kox.

Haxwmute [HoarBepauTsb.

----Koneix

3.3.5 U3smenenue PIN-koxa

A L M

PIN-Kkom MOXXHO H3MEHHTB, TOJIBKO €CITU BKItOUeHa (hyHKIws noarsepxaeHus PIN-kona u
PIN-kox monTBepkieH.

Yro6s! u3MeHUTh PIN-KOJ, BBIIOIHUTE CIEAYIOLIUE JEHCTBHA:
Bri6epute UHTepHeT > Ynpasienue PIN-konom.

Bri6epute 3Hauenne Briaouuts 11 napameTpa [lpoepka PIN-koxa.
Bri6epute 3Hauenne Brawouurth uist napametpa Cmena PIN-kona.
Beenute PIN-kox (4-8 miudp) B mone PIN-kox.

Beenute HoBbIi PIN-k07 (4-8 mudp) B mosie Hoswrii PIN-kox.

Beenute HoBriit PIN-kox nmosTopHo B nose Ioareep:xaenue PIN-koxaa.
Haxxmute IlogTBEpAUTS.

----Konerr

3.3.6 Hactpoiika aBToMaTn4eckoro noarsep:xaeHusi PIN-koxa

=ow e

Brl MO)keTe BKIFOUMTD WITH BBIKJTIOYMTH aBTOMaTHueckoe noarsepxkacHue PIN-kona. [Tpu
BKJIFOYCHHUHW aBTOMATHYECKOTO MOJITBEPKICHUS YCTPOMUCTBO aBTOMAaTHUECKU TTOATBEPKIACT
PIN-kox mocie niepe3arpy3ku. 91a GyHKIHS MOXKET ObITh aKTUBUPOBAHA, TOJIBKO €CIIH
BKJIIOUEHO rmoaTepxaeHue (Bepudukaius) PIN-koga u PIN-koq monTeepskaeH.

UYrtoObl BKIIIOYHTH aBTOMaTHUeCKoe oATBepkacHue PIN-kona, BEITONHUTE ciieayronue
JIECUCTBHSI.

Brioepute UnTepHer > Ynpasienue PIN-konom.

Bri6epute 3Hauenne Braouurs 11t napameTpa [lpoepka PIN-koaa.
Bribepure 3HaueHrne Briaouurts 11 napamerpa 3anomunanue PIN-koaa.
Haxxmure IoaTBepauTh.

----Koneix
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3.3.7 llonTBepxknenne PUK-koxa

U A

Ecin Bxiroueno noareepkaenue PIN-kona u He ynanock monteepauts PIN-kon Tpu pasa
noapsia, PIN-kon Oynet 3abi10kupoBaH. B aToMm ciyyae Heobxoaumo monteepauts PUK-kon 1
n3MeHuTh PIN-ko/1, 4TOOBI pa30IOKHUPOBATH €ToO.

UYroOb1 moaTBepauth PUK-Ko/, BRIIOJTHHUTE CIIEAYIOIINE TCHCTBHS
Bri6epute UHTepHet > Ynpasienue PIN-koxom.

Beenure PUK-xoz B moine PUK-koz.

Beenute HoBbIH PIN-x074 B mosie Hosbiit PIN-Kkoz.

Bsenure noBrril PIN-kos B osnie IloarBep:xkaenne PIN-koxa.
Haxxmute IlogTBEepAUTS.

----Konerr

3.4 Hactpoiika MTU nas UaTepHera

3nauenne MTU (MakcumanbHBIN pa3Mep repeaaBaeMoro 0JI0Ka JaHHBIX) ONPEACTISETCS B
KadeCcTBE MaKCHMAJIBHOTO pa3Mepa rakera (B 0aiiTax) Ha ypOBHE IMPOTOKOJIA Mepeadn
JAHHBIX. JTO 3HAYECHHE OTHOCHUTCS K IIOPTaM Mepeadn JAHHBIX, HAPUMEp IUIaTaM CETEBOIO
uHTepdelica U OCIeA0BATEIFHBIM TOPTaM.

Uto0s1 3amaTh 3HaueHne MTU, BeImomHUTE Clieayromue AeCTBYS
Bri6epute UuTepuer > MTU nast UHTepHer.

Bri6epute 3naueane MTU ans UnarepHet ot 1280 o 1500.
Haxmute IloaTBepauTh.

----Kon e
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LAN

JlokanbHast BerunciaurensHas cetb (LAN) — 370 crucTema CBsi3u 00IIEro MOIb30BaHMUs, K
KOTOPOM MOXET MOAKIIOYaThCSI MHO)KECTBO YCTPOMCTB.

Ecnu Bce HacTpoiiku 3a1aHbl TPaBUIIBHO, yCTpoiicTBa B cet LAN MOryT UCHONB30BaTh
JIAHHOE YCTPOMCTBO JIJIsl OOIIETO JJOCTYIA K JAHHBIM.

4.1 Hacrtpoiika xocta LAN

IP-anpec mo ymomaanmro — 192.168.1.1, macka moncetn — 255.255.255.0. B moxere
u3MeHuTh IP-anpec xocta Ha Apyroit uHAMBUAYaNbHBIN |IP-agpec, KOTOPHIi JTeTKO 3alIOMHHTb.
ITpu sToM HOBBII IP-anpec g0KeH OBITh YHUKAJIBHBIM U HE JIOJDKEH MMOBTOPATHCS B Bameit
cetu. [Ipu cmene IP-agpeca ycrpoiicTBa HeoOX0AUMO 3aiiTH Ha BeO-CTpaHHIly KOHPHUTypaluu
¢ HoBoro |IP-agpeca.

Uro6s! m3MeHUTH IP-ampec ycTpoiicTBa, BBITOIHUTE CIICAYIONIHE SHCTBUS:
Bri6epute LAN > Hactpoiiku DHCP.
3anaiite IP-agpec B pa3zaene Hacrpoiiku xocra LAN.

B pasnene Hactpoiitku DHCP BriOepute 3HaueHne BRIIOUHTS 17151 Tapamerpa
DHCP-cepBep

Haxxmure IoaTBepauTh.

----Konen

4.2 Hactpoiika napamerpoB DHCP-cepBepa

Ipotoxon DHCP mo3BosieT OTAETbHBIM KIHEHTaM aBTOMATHUYECKH MOTY4aTh C CepBepa
koH(purypanuonusie Hactpoiiku TCP/IP mpu 3amycke.

Br1 MoxeTe HaCTpOUTH ycTpoiicTBO B KadecTBe DHCP-cepBepa it OTKITIOUUTH €ro, Korma
YCTPOICTBO paboTaeT B peKUME MapIIpyTU3AIHH.

Ipu Hacrpoiike B kauectBe DHCP-cepBepa ycTpolicTBO aBTOMATHYECKU MTPETOCTABISIET
kueHTaM LAN, nognepxuBarommM Bo3sMokHocTr DHCP-kireHTa, KOHpUTypairnoHHbIE
uactpoiiku TCP/IP. Eciu ciny:x661 DHCP-cepBepa otkirodetsl, B cetit LAN 1o/mkeH ObITh
npyroii DHCP-cepBep, B IPOTUBHOM Cily4ae MpUICTCS BPYYHYIO HACTPauBaTh KaXKI0TO
KIICHTA.

UrtoOb1 HacTpouTh napameTpbl DHCP, BeImomHUTE Ciieayroniie 1eicTBUs

1. Bribepure LAN > Hactpoiiku DHCP.

2. Bribepure 3Hauenue Brimounts s napamerpa DHCP-cepBep.
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3anaiite Hauaasnsrii IP-agpec.

-] Orot IP-anpec momkeH otnuvatses ot IP-anpeca, 3aaHHOTO B pas3zaene
Hacrpoiiku xocta LAN. ITpu 3ToM 062 aapeca JOIKHBI HAXOAUTCS B OJJHOM
CErMEHTE CETH.

3anaiite Koneunslii IP-aapec.

-] Orot IP-anpec nomxken otinuuatkes ot IP-aapeca, 3aganHoro B paszerne
Hactpoiiku xocra LAN. IIpu 3ToM 00a anpeca JOJDKHBI HAXOIUTCS B OJTHOM
CEerMEHTE CETH.

3anaiite Bpems apeHAabI.

@  Ilapamerp Bpemsi apenabl MoxkeT uMeTh 3HadeHue oT 1 10 10 080 munyT.
IToxanyiicta, HCIIONB3yWTE 3HAYEHUE IO YMOIYAHHUIO.

Haxmute IloaTBepauTh.

----Koner

4.3 CniuCoOK NPUBA3AHHBIX a/IPeCOB

A A

A

Bsi moxkete npuBsizath IP-agpec k ycrporictBy ucxons u3 ero MAC-anpeca. YeTpoicTBO
OymeT moiy4aTh ofMH U TOT Xxe IP-anpec mpu xaxknom noakmouennu k DHCP-cepsepy.
Hanpuwmep, Bbl Moxete npusszats |P-anpec k FTP-cepsepy B cetu LAN.

@  Ilocne usmenenus Hactpoek Haxmute [lOATBEPAUTD, YTOOHI IPUMEHUTH HOBBIE
HacTpoiiku. Bo3amoxxHo, puaercs nepesanyctuts DHCP-cepsep.

UrtoObl 10OABUTH DIIEMEHT B CTUCOK HACTPOUKH, BHIIOJIHUTE CIICIYIONIUE ICHCTBHS:
Bri6epute LAN > Hactpoiiku DHCP.

Haxxmute Pen. ciucoxk.

Haxxmute J100aBUTH.

Beenure MAC-anpec u IP-aapec.

Haxwmute IlonTBepauTh.

--—-Konen

UtoObl U3BMEHUTDH JIEMEHT B CIIUCKE HACTPONKH, BBITIOJIHUTE CIEIYIOIINE IEHCTBHS:
Bri6epute LAN > Hactpoiiku DHCP.

Haxxmure Pen. ciucoxk.

BribepuTe ameMeHT, KOTOPBIH XOTUTE H3MEHHTS, 3aTeM HaKMUTE U3MEHUTD.
Beenure MAC-anpec u IP-aapec.

Haxxmute IloaTBepauTh.

----Kon e
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YToOBl yAATUTh 3JIEMEHT U3 CIIUCKA HACTPONKY, BHITOJIHUTE CICAYIOIIUE ICHCTBHS:
Bri6epute LAN > Hactpoiiku DHCP.
Haxxmure Pen. cnucok.

BriOepuTte a51eMeHT, KOTOPBIi XOTUTE YAAIUTh, 3aTeM HOKMHTE Y NATUTh.

= hoe

Haxxmure OK.

----Konen

YToOBl yAamUTh BCE AIIEMEHTHI M3 CIIHCKA HACTPOWKH, BBITIOJIHUTE CICTYIOIINE NCHCTBUS:
Bri6epute LAN > Hactpoiiku DHCP.
Haxxmure Pen. cnucok.

Haxxmute Yaaaurts Bce.

= hoE

Haxxmure OK.

----Konen
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5 Wi-Fi

5.1 Hactpoiiku cetu Wi-Fi

Ora GyHKIUS MO3BOIIET HACTPOUTH apameTpsl cetu Wi-Fi.

5.1.1 HacTpoiika 0CHOBHBIX IAPAMETPOB
Y100l HACTPOUTH OCHOBHBIE mapamerpsl cetd Wi-Fi, Beimonaute cnepyroiue aeiicteus:
1. Bsibepure Wi-Fi > Hacrpoiikun Wi-Fi.
2. B pazngene O6mme HacTpoiiku BbIOepuTe 3HaueHrEe BKIOYMTD 115 mapamerpa Wi-Fi.

3. BriOepuTe 0HO U3 CIEAYIOIINX 3HAYCHUH J1s TapameTpa Pesxum:

3HaueHue Onucanue

802.11b/g Wi-Fi-kimueHt moakirodaercs K yerpoiictBy B pexxume 802.11b umu
802.11g.

802.11g Wi-Fi-knuenT moxiiodaetcst K ycTpoicTy B pexume 802.11g.

802.11b Wi-Fi-kineHT noakimoyaetes K ycTpoicTBy B pexkume 802.11b.

802.11b/g/n Wi-Fi-knuent mogxiouaercst K ycrpoiicty B pexume 802.11b,
802.11g umu 802.11n. Ecnu KITHEHT NMOJKITFOYAETCs K YCTPOWCTBY B
pexxume 802.11n, Tpedyercst BEIOpaTh pexkum mmppoBanus AES.

4. Haxwure [loaTBEpAUTD.

----Konen

5.1.2 Hactpoiika npoduias SSID

[Tocne HacTpoiiku mapameTpoB ycrpoiicTtsa Ha crpanuie [popuans SSID Wi-Fi-kinent
OyZeT MOAKITIOUATHCS K YCTPOHCTBY COMIACHO MPEIYCTaHOBJICHHBIM IIPABHJIAM, ITOBBIIIAS TEM
caMbIM 0€30IaCHOCTH JTOCTYIIA.

UYrtoObI HACTPOUTH MapaMeTphl ycTpoiicTBa Ha ctpanulie [Ipoguias SSID, BeimonHuTe
CIENYIOLTUE IEHCTBHUS:

1. Brioepure Wi-Fi > Hacrpoiiku Wi-Fi.
2. 3apaiite SSID.

@  Upentuduxarop SSID moxer cogepxarh Tonbko 1-32 cumsonos ASCII, kpome
CHenuanbHbIX cuMBOJIOB: /  '= "\ &. DTO0 mojie He MOXKET OBITh IYCTHIM, U
MOCJICHUN CHMBOJ HE MOXKET OBITh IPOOETIOM.
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7.

Wi-Fi-kineHT mogKIio4aeTcst K yCTpOMCTBY ¢ MOMOIIBI0 uaeHTHdukaropa SSID.
3amaiite mapamerp Makc. KOJIM4eCTBO YCTPOMCTB.

-] 3mech yKa3bIBaeTCsl MaKCUMaIbHOE KOJHUecTBO Wi-Fi-KITHEHTOB, MOAKIIOYaEMbIX K
YCTPOMUCTBY.

K ycTpoiicTBy MOXET MOAKIIOUUTBCS He Oosiee 32 KINEHTOB.

Bri6epute 3HaueHne Braouurs 1s napametpa CKpbITh paccbuiky SSID.

Ecnu npentudukarop SSID cKpbIT, KIMEHT HE CMOXKET MOIY4nTh qaHHbie 0 cetu Wi-Fi ot
YCTpOMCTBA.

Bei6epute 3HaueHne Briarounts 11 napametpa Usonsinus AP.
KneHTs! MOTYT NOAKIIIOUATECS K YCTPOHCTBY, HO HE MOTYT CBSI3BIBATHCS APYT C APYTOM.

3anaiite napameTp be3onacHocTb.

@  Ecm ans napamerpa besonacHocThb BrIOpaHo 3Hauenne OreyrerByer(ne
pexomenayercsi), Wi-Fi-kIHeHTBI HAIPSAMYIO TOAKIIIOYAIOTCS K YCTPOWCTBY. DTOT
PEKUM MpeAiaracT HU3KHH YPOBEHb 3aIlIUTHI.

Ecnu st napamerpa BezonacHocts Boiopano 3nauenne WEP, Wi-Fi-kinnenTsr
MOJIKITIOYAIOTCS K ycTpoicTBY B pexume WEP-mmmdposanus.

Ecim nns mapamerpa Be3onacHocthb BeiOpaHo 3HaueHne WPA-PSK,
Wi-Fi-KITHeHTBI TIOAKITIOYAIOTCS K yCTPOUCTBY B peskume mmppoanus WPA-PSK.

Ecim nns mapamerpa Be3onacHoctb BeiOpaHo 3HaueHue WPA2-PSK,
Wi-Fi-KIHeHTBI HOAKTIOYAIOTCS K YCTPOHCTBY B peXKUME LIH(PPOBAHHS
WPA2-PSK. PexomenyeTcs HCIONB30BaTh 3TOT PEXKHM, T.K. OH ITpeaIaraeT
BBICOKHII yPOBEHB 3aIUTHI.

Eciu nns mapamerpa Be3onmacHocthb BeiOpaHo 3HaueHne WPA-PSK &
WPA2-PSK, Wi-Fi-KITHEeHThI TOIKITIOYAI0TCS K YCTPONUCTBY B PEIKHME
mm¢posanns WPA-PSK u WPA2-PSK.

3anaiiTe pexxuM mudpoBaHUsL.
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Pexxum

3Hauenune

Onucanue

WEP

Pexum
ayTeHTH()HUKAIH

®  AyreHTH(UKAIUS ¢ 00IINM KJIIOYOM:
KIIMEHT MOJKIIF0YaeTCs K yCTPOUCTBY B
PEXUME ayTEHTU(DUKAIIU C OOIIUM
KJTFOUOM.

®  OTtkpbiTasi ayTeHTH(PUKAIMUS . KIUCHT
MOAKITIOYACTCS K YCTPOHCTBY B PEeXKHUME
OTKPBITOH ayTeHTH()UKAIHH.

® O0a Buaa ayTeHTH(UKALNHN. KIUEHT
MOJKJIFOYACTCS K YCTPOUCTBY B PEXKUME
OTKPBITOH ayTeHTU(UKAITUH WITH
ayTeHTU(UKAINU ¢ OOIIUM KITFOUOM.

JnuHa ximoga
mmdpoBaHus

® 128 our: B monsax Kirou 1-Kiarou 4
MoxHO BBecTd 13 cumBoioB ASCII mwim
26 1ecTHAAATEPUYHBIX CHMBOJIOB.

® 64 oura: B nonsax Karou 1-Kurou 4
MOKHO BBECTH TOJLKO 5 CMMBOJIOB
ASCII nmu 10 mecTHaaaTepUIHBIX
CHMBOJIOB.

Wnnekc tekymero
KJII04a

MosxHo BbIOpaTh 3HadYeHus 1, 2, 3 wnu 4.
ITocne BeIOOpa MHAEKCA KITIOYA TPUMEHSAETCS
COOTBETCTBYIOIIUH KITIOY.

WPA-PSK

WPA-PSK

Mo>xH0 BBecTH TOIBKO 8-63 cumBoios ASCII
nin 8-64 1mecTHaIATepUYHBIX CUMBOJIOB.

WPA-mmdpoBanue

Moxwo BeiOpats TKIP+AES, AES unu
TKIP.

WPA2-PSK

(pexomeHTyeTCs)

WPA-PSK

MosxHo BBecTH TOIBKO 8-63 cumBoioB ASCII
nin 8-64 1mecTHaaIaTepUYHBIX CUMBOJIOB.

WPA-mmdppoBanue

Mosxno BeiOpath TKIP+AES, AES wim
TKIP.

WPA-PSK &
WPA2-PSK

WPA-PSK

Moo BBecTH TOIbKO 8-63 cumBoioB ASCII
i §8-64 1mecTHaIATEPUIHBIX CHMBOJIOB.

WPA-mmdppoBanue

Mosxno BeiOpath TKIP+AES, AES wim
TKIP.

8. Haxwmure [loaTBEpAUTS.

----Konen

5.2 YnpaBJieHue 10CTYynIOM

5.2.1 HacTpoiika noJMTHKHA J0CTYIA

Ota QyHKIUS TO3BOJISIET YIPABISATH JOCTYIIOM K YCTPOMCTBY. BbI MOXeTe HACTpOUTH
MIOJMTUKY OTPaHUYEHHS JOCTYIIA Ul KX I0ro uaeHTrdukaropa SSID.
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Y1o0bl HACTPOUTH mapamerpsl KoHTpoist MAC-aapecos Wi-Fi, Beimontute creayromie
JEUCTBHA:

Beibepure Wi-Fi > YnpasJjenue qocrymnom.
B paszene Settings mactpoiire noctyn mo MAC-aapecam s SSID.

s mapametpa Jloctyn mo MAC-aapecam aist kaxaoro SSID MoxHO 3a1aTh 3HaYCHHE
Otxi0unTh, YepHslii cincok win besbiii cnucok.

®  Ecmu nns mapamerpa Joctyn no MAC-anpecam mis kaxaoro SSID BeiOpaHO 3HaueHHe
OTKJII0YNTD, OTPAaHIYCHUE TOCTYIIA HE TPUMEHSIIETCSI.

®  Ecmu mis napamerpa Joctyn mo MAC-anpecam st kaxaoro SSID BeIOpaHO 3HaUCHUE
YepHplii ciMCcoOK, K yCTPOHCTBY MOTYT ITOJKIIIOUATHCA TOJIBKO T€ YCTPOICTBA, KOTOPbIE
HE BXOJISIT B YEPHBIH CIIHCOK.

®  Ecmu nns mapamerpa Joctyn no MAC-anpecam s kaxaoro SSID BeiOpaHo 3HaueHHe
Beablil cMMCOK, K YCTPONUCTBY MOT'YT HOAKIIIOYATHCS TOIBKO YCTPOICTBA, KOTOPBIN
BXOZST B O€JIBIA CIUCOK.

Haxwmute IHoarBepauTsb.

----Konenx

5.2.2 YnpaBJjieHue cniuckom jaoctyna k cetu Wi-Fi

AN A

A

Orta (yHKIUS M03BOIIET HACTPOUTH MmoauTUKH noctyna SSID mo MAC-anpecawm.

Yro6bl 100aBUTH IEMEHT B cITUCcOK goctyna K Wi-Fi , BeimonauTe criemyromiye 1eACTBUS:
Beibepure Wi-Fi > YnpagsJjienue focrymnom.

Haxwmute Pen. cnucok.

Haxxmute /106aBUTS.

3anmaiite MAC-anpec.

3anaiite 1 oqHoro u3 SSID 3HaueHne BKIWOYMTD, YTOOBI aKTHBUPOBATH st 3Toro SSID
MAC-anpec.

Haxxwmute IHoarBepauTsb.

----Konerr

YroObl MI3MEHHUTH JIEMEHT B criiucke gocTyna K Wi-Fi , BBITOIHUTE Clleayroniue 1eHCTBHS:
Bribepute Wi-Fi > YipaBJjieHre J0CTYIOM.

Haxxmute Pen. ciucok.

BribepuTe 3i1eMEHT, KOTOPBIA XOTUTE H3MEHUTD, M HaskMUTE M3MEHHUTD.

Banmarite MAC-anpec.

3anaiite ;g ogHoro u3 SSID 3HaueHre BKa04YHMTB, 4TOOBI aKTHBUPOBATH A5 3T0ro SSID
MAC-anpec.

Haxmure IloaTBepaAUTS.

----Konenx
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Y100kl yIamuTh dIeMeHT u3 crucka goctyna Kk Wi-Fi , Beimonaute cnemyroriue qeicTBusL:

Bribepute Wi-Fi > Ynpasiienue 10cTynom.

Haxxmute Pen. ciucoxk.

BriGepuTe a5ieMeHT, KOTOPBIH XOTUTE YAAIUTh, 3aTEM HOKMHTE Y NATUTh.

B W N =

Haxmure OK.

----Koner

YT0oObI yIamuTh BCE ANIEMEHTHI U3 crucka goctyrna Kk Wi-Fi , Beimonuure cnenyrorune
JIEUCTBHS.

Beibepure Wi-Fi > YnpagsJjienue qocrymnom.

Haxxmure Pen. cmucok.

Haxxmure Yaaauts Bce.

B W N =

Haxxmure OK.

----Konen

5.3 Hactpoiiku WPS

Oyukrms WPS mo3Bonser 100apnsaTh 6eCIpOBOTHOTO KIMEHTA K CeTH 0€3 HEOOXOAUMOCTH
CIHeNHATLHON HACTPONKH TaKUX MapamMeTpoB OSCIPOBOAHOM ceTH, Kak umst cetu (SSID),
pexuM 0€30TMaCHOCTH | Mapoiib. Bel Moxkere b0 Haxkars kHOTKy WPS, mubo BBecTH
PIN-koj1, 4T0OBI 106aBUTHL OECIIPOBOIHOTO KIHUEHTA.

Yro6sr HacTpouth napamerpbl Wi-Fi WPS, BeimonHuTe ciaeayromue qeiHCTBIS:
1. Bribepute Wi-Fi > Hacrpoiikn WPS.
2. BeiOepute 3Hauenue Braounts s napamerpa WPS.

3. 3anaiite 3HaueHue napamerpa Peskam WPS.

-] Eciu nns mapamerpa Pexxum WPS BriOpano 3Hauenne PBC, kmueHT oaKIIF0nTCs
K YCTPOUCTBY mociie HaxkaTus kHonku WPS Ha ycTpoHCTBe U Ha KITUCHTE.

Ecnu st napamerpa Pesknm WPS BriGpano 3nauenne PIN-kon
MapIIPYTH3aTOPa, KIIMEHT MOJIKITIOYUTCS K YCTPoicTBY mociie BBona PIN-koma
poyTepa Ha KJIMEHTE.

Ecnu ans napamerpa Peaxum WPS BriOpano 3HaueHue PIN-koa kiaueHTa, KIHeHT
MOKITIOYUTCS K YCTPOHCTBY mociie BBoja kKoppektHoro PIN-koma u HaxxaTus
Ioak. kiaMeHTA.

4. Haxwure IloaTBepanTh.

----Konen
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5.4 Hactpoiikn HeckoJbkux SSID ceru Wi-Fi

=owo e

Ha crpanune SSID List oto6paxkaercst nHGOpMAIHS O HACTPAUBAEMBIX UACHTU(PHUKATOPAX
SSID.

Uro6sl HacTpouTs uaeHTUPHKATOp SSID, BEIMONHUTE CIEAYIONINE NECHCTBUS:
Brioepute Wi-Fi > Toctepoii noctyn Wi-Fi.

Bri6epute SSID, koTOpBIE XOTHTE HACTPOUTH, 3aTeM HAKMUTE 3MEHUTD.
s mapametpa Craryc BbiOepuTe 3HaueHUEe BKIKOYNTD.

3anatite SSID.

@  Upentuduxarop SSID moxer cogepxarh Tonbko 1-32 cumsonos ASCII, kpome
CHenuanbHbIX cuMBOJIOB: /  '= "\ &. DTO0 mojie He MOXKET OBITh IYCTHIM, H
MOCIICTHUN CUMBOJI HE MOYKET OBITh ITPOOEIIOM.

3anaiiTe 3HayeHHe napameTpa Makc. KOJIU4ecTBO YCTPOHCTB.

-] 3mech yKa3bIBaeTCsl MaKCUMaIbHOE KOJHuuecTBO Wi-Fi-KIIHEHTOB, MOAKIIOYaeMbIX K
YCTPOMUCTBY.

K ycTpoiicTBYy MOXKET OAKIIOUUTHCS He Ooliee 32 KIIMEHTOB.
Bribepure 3HaueHne Brimouurts i napamerpa CkpbITh pacebuiky SSID.

Ecnu unentudukarop SSID cKpbIT, KITHEHT HE CMOXKET HOMy4HuTh AaHHbIe 0 ceTd Wi-Fi ot
YCTpOMCTBA.

Bri6epute 3HaueHne Briarounts 11 napamerpa U3oasinus AP.
KreHTs! MOTYT NOAKIIIOUATECS K YCTPOHCTBY, HO HE MOTYT CBSI3BIBATHCS APYT C APYTOM.
3amaiite mapamerp be3onmacHocTsb.

Ecim nns mapamerpa Be3onmacHoctb BeiOpaHo 3HaueHne WPA-PSK, WPA2-PSK nnu
WPA-PSK & WPA2-PSK, Bl moxere 3anath napamerps! LllndpoBanne WPA u
WPA-PSK.

-] WPA-PSK moxer conepxatb 8-63 cumBoioB ASCII nnm 64 mectHaaaTepuaHbIX
CHMBOIIA.

Ecmu nuis nmapametpa Be3onacHocts BeiOpaHo 3Hauenue WEP, HacTpoiite mapameTpst
Pexum ayrentuduxannu, J[nuna napoJst u Uuaeke Tekymero napoJs u 3agaiire
COOTBETCTBYIOIINE KITFOUH.

Ecin nns mapamerpa Jiuna napoJist BeioOpano 3Hauenue 128 omuT, 3nauenne WPA-PSK
MOXeT copepkatrh 8-63 cumBosioB ASCII vn 64 mecTHaAaTePUYHBIX CHMBOJIA.

Ecin nns mapamerpa Jauna mapoJist BBIOpaHo 3HaueHue 64 6urta, 64-0UTHBIN KITto4Y
mdpoBaHus J0KeH copepkath 5 cumBosioB ASCII wm 10 mectHaaaTepuvHbIX
CHMBOJIOB.

Haxxmute IloaTBepauTh.

----Koneix
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5.5 JlonosiHUTEIbHBIE HACTPOMKH

JlonoJiHUTEIbHbIE HACTPOMKH BIUSIIOT HA MPOU3BOAUTEIbHOCTE cetu Wi-Fi. Dt
HACTPOMKH ITOMOTYT MOJTYYUTh MAKCHMAIBHYIO CKOPOCTB IIPH ONITUMAJIBHOM PEXUME PabOTHL

Yto0Obl 331aTh OMOIHUTELHBIE HACTPOMKH, BBIMOJIHUTE CIIEAYIONINE JCHCTBHUS:
1. Bribepure Wi-Fi > [lonmoHuTEIbHbIE HACTPOIKH.
2. 3anaiite napametrp Ctpana/PernoH.

3. 3apnaiite KanaJa.

@  ABT0 03HauaeT, uTo OyA€ET BHIOPAH KaHA C JIYYIIMM Ka4eCTBOM CUTHAIIA.

BriOpanHbIit kaHAT oTMedaetcs mudpoii ot 1 mo 13.
4. 3anaiite mapametp Yacrora 802.11n.

@  Ecuu BeiGpano 3nauenune 20MI', 802.11n GyeT NOAIEPKUBATH TOJIBKO MOIOCY
npomnyckanus 20 MI'L.

Ecnu BeIOpano 3Hauenue 20/40 MI'a, 802.11n Oynet noanepKuBaTh MOJIOCY
nporyckanus 20 MI' unm 40 MTI'.

5. 3apaiite napamerp MoOIHOCTH Mepeaavn.

-] Ecnu BeiOpano 3uauerne 100%, Wi-Fi-kinueHT ocyiiecTBisIeT nepeaady TaHHbIX C
[MOJIHOI MOIIHOCTEIO.

Ecnu Beibpano 3nauerne 80%, 60% i 40%, Wi-Fi-kiaueHT ocymiecTBisieT
nepeaayy ¢ Hu3Kou MOHOCThI0. Wi-Fi-KiIneHTy, pacionoKeHHOMY Jaaeko OT
YCTPOHCTBA, BO3MOXHO, HE YAACTCS MOIAKIFOUUTHCS K YCTPOMCTBY.

6. BriOepute 3HaueHne Brarounts 11 napamerpa WMM.

Crarmapt WMM (Wi-Fi Multimedia) — ceprudukanus COBMECTUMOCTH, paspaboTaHHAS
accormanueit Wi-Fi Alliance na 6a3e crannapra IEEE 802.11e. Cranmapt obecniednBaeTt
OCHOBHBIE Bo3MoxkHOCTH QOS st cereii crannapra IEEE 802.11. Crangapr WMM
pacmpenenset mpuopuTeThl Tpaduka 1mo detsipeM kateropusm poctymna (AC): romoc, BUICO,
«TydIuee U3 BO3MOXKHOTO» U poHOBBIH pexxuM. [Ipu atom WMM He oGecnieunBaer
rapaHTUPOBAHHOM NponyckHo# criocoOHocTH. CTanaapt WMM npumMeHsieTrcs kK mpocThiM
npUIoKeHusM, Tpebyromum Q0S, Harnpumep, VOIP o Wi-Fi-tenedonam.

7. Haxwmute [loagTBEpANTD.

----Koneng

5.6 ®ynkunsa WDS

VYerpoiicteo nomepkuBaeT pynkimuo WDS (6ecripoBogHast cuctema pacrnipeneneHus). Bee
Wi-Fi-ycrpoiictea B cucreme WDS n0mKHBI HCIIOJIB30BATh OMH M TOT XK€ PAIHOKaHAI,
pexxum mmpoBanus, uaeHTudukarop SSID u kiod mudposanus. Bel MoxeTe 3a1aTh
suauerre HET (NONE) wiun WPA/WPA2 miist pexxuma mudposarus WDS. Eciu st
pexxuma mudposanust WDS 3anars 3Hauenne HET (NONE), Wi-Fi-kiuenTsr cMoryT
ucnosb3oBars 3HaueHne HET (NONE) unu pexxum WEP-mudposanust. Eciu st pexuma
mmdposanust WDS 3anats 3nadenne WPA/WPA2-PSK, Wi-Fi-kinueHTs! cMoryT
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ucnosb30Barh pexkum mudposanus WPA/WPA2-PSK. TTocne sxmouenus pyrximu WDS
orkirounte DHCP Ha ycTpoiicTBax, KOTOpBIe HE TTOMKITIOYEeHBI HarpssMyto K mopty WAN.

@  Ilocne Bxmouenns pynkuun WDS dynxmus WPS paGorars ne 6yner. Ecau Bor
BBIOpaNH JIJIsI KaHalla 3HaYeHHEe ABTO, IEpeinTe Ha cTpaHuIly JlomoJIHuTe TbHBbIE
HACTPOWKH, 4TOOBI 32]1aTh KaHAaJI.

Uro6s 3a1aTh HacTpoiiku WDS, BEITIONHATE CASAYIOMINE ICHCTBUSL:
Beibepure Wi-Fi > WDS.

Bribepute 3Hauenue Brmountsb s napamerpa WDS.

Haxxmure Ionck.

B pesynerarax noucka Beibepute uneHtupukarop SSID ceTeBoro ycrpoiicTsa.

3anaiite napameTp be3onacHoCTb.

-] WPA-PSK moxer conepxatb 8-63 cumBoiioB ASCII nnm 64 mectHaaaTepuaHbIX
CHMBOJIA.

Haxwmute IHoarBepauTsb.

----Konerr
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be3onmacHocTh

6.1 Hacrpoiika ypoBHs Opanamayspa

Ha 3101 cTpanuiie mpUBOASTCS MHCTPYKIIUHK IO BEIOOPY ypoBHsI OpaHamayapa. [Ipu Beioope
3HaueHus1 CrnenuanabHBIN [ TapaMeTpa YpoBeHb OpaHAMAay3pa MOsBISIETCS] BO3MOXKHOCTD
U3MCHEHUSI HACTPOEK.

UrtoObI BEIOpaTh ypOBEHb OpaHIMay3pa, BBHITIONHUATE CICAYIOIINE TCHCTBUS
1. BreiGepure be3onacHocTs > YpoBeHb OpaHAMAaydpa.
2. BeiOepure 3HaueHue IS apaMeTpa Y poBeHb OpaHAMAay?pa B BbIIaJAIONIEM CITHCKE.
3. BriOepuTte 3HaueHre BriawuuTs 11 mapamerpa 3ammura ot DoS-aTak.
3Oto no3Bosut 6mokupoBatk D0S-araku u3 cetu LAN u WHTepHETA.
4. Haxwmure IonTBepauTh.

----Koneix

UrtoObI 3a1aTh GyHKIIMK QUIIETPAIIMU B OpaHIMaydpe, BBITOJHUTE CICAYIONINE JCHCTBUS:
Bribepute BezonacHocTs > YpoBenb OpaHaiMayspa.

Bribepure 3HaueHne CnenuasiabHbIi 171 TapaMeTpa Y poBeHb OpaHaMayapa.

3anaiite 3HaueHue napamerpa PuabTpanus MAC-aapecos.

3anaiite 3HaueHune napamerpa @uabTpanus |P-agpecos.

3anaiite 3HaueHne napamerpa @uasTpanusa URL-agpecos.

AN S i A

Haxxmute IloaTBepauTh.

----Koneix

6.2 duasTpanusa MAC-aapecos

Ha 3toii ctpanune Byl Mmoxkere HacTpouts npasmwia ¢punsrpanun MAC-aapecos.

6.2.1 Yupasienue 0eqbim cniuckom MAC-aapecos
UYrtoOb1 no6aBuTh mpasmiio oenoro crimcka MAC-anpecoB, BHITIOIHHATE CIEAYIOIINE JICHCTBUS:
1. Bridepure BesonacHocts > @uabTpamus MAC-agpecos.

2. Bribepure 3nauenue bemprii cnucok it mapamerpa Pexkum MAC-puabsTpanmum.
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L A\

L

Haxxmure /106aBUTS.
3anaiite MAC-anpec.
Haxwmute IHoaTBepauTh.

---—-Konen

UrtoObl u3MeHUTH mpasuiio oenoro crimcka MAC-anpecoB, BHITIOTHHATE CIEAYIOIINAE CHCTBUS:
Bribepute bezonacnocts > @uabrpanust MAC-agpecos.

Bribepute 3Hauenue beaplii cnucok s napamerpa Peskaum MAC-duabTpanmnm.
Bri6epuTte npaBuiio, KOTOpOe XOTUTE U3MEHUTH, 3aTeM HakMuTe U3MeHUTD.

3anmaiite MAC-anpec.

Haxmute IloaTBepauTh.

----Kon e

YroObl yranuTh npasuiio oemnoro crricka MAC-anpecos, BBITOTHUTE CICAYIONIHE ACHCTBUS:
Bribepure Bezonmacnocts > @uabtpanus MAC-aapecos.

Bribepute 3naueHue beawbrii cnucok s napamerpa Peskum MAC-puasTpanum.
Bri6epute npaBuiio, KOTOPOE XOTUTE yIAINUTh, 3aTEM HAKMUTE Y JAIUTh.

Haxwmure OK.

----Konenx

UrtoObl ynanuTh Bee mpaBmia 6enoro criricka MAC-aipecoB, BBIIOTHUTE CIEAYIONIHIE
IEUCTBHUA.

Bri6epure bezonacHocts > @uabrpanus MAC-aapecos.

Bri6epure 3HaueHue beablii cnucoxk it mapametpa Peskum MAC-guasTpanuu.
Haxmute ¥Yaanurts Bee.

Haxwmure OK.

----Konerr

6.2.2 Yupagnienue yepubim cniuckom MAC-anpecos

Bribepute Bezonacnocts > @uastpanmus MAC-aapecos, 3atem s napamerpa Pexunm
MAC-¢duabrpanuu Beibepute 3HaueHre YepHBIH CHCOK.

Jpyrue nefdCTBHS COOTBETCTBYIOT JACHCTBHSIM, OIIMCAHHBIM B ITyHKTE" YIIpaBIeHHE OeIbIM
criuckom MAC-anpecos”.
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6.3 ®uabTpanusa URL-aapecos

Hannsie unprpyrores mo URL-aapecam. Ha atoli crpanuiie Ber MojkeTe HACTPOUTH IpaBmiia
¢unprpammu URL-aapecos.

6.3.1 Yupagsiaenue 6eabim cniuckom URL-aapecos

UYroObl 1o6aBuTh mpasmiio oenoro crimcka URL-anpecos, BHITIOIHATE CIIEAYIOIINAE ICHCTBUS:
Bribepute BesonacHocth > @uiabTpanus URL-aapecos.

Bri6epure 3HaueHue beablii cniucok it mapametpa Peskum URL-guabsTpanun.
Haxxmure J/I06aBUTE.

3amaiite URL-anpec.

S

Haxwmute IHoarBepauTsb.

----Konerr

UrtoObI m3MeHUTH MpaBuito oenoro ciirmcka URL-anpecoB, BHITIOIHATE CIIEAYIOIINAE TCHCTBUS:
Bribepure bezonacHocts > @uabrpanus URL-aapecos.

Bri6epute 3HaueHue beablii cnucok it mapametpa Peskum URL-guabsTpanun.
BriGepuTe mpaBuiio, KOTOPOE XOTUTE U3MEHUTD, 3aTeM HakMuTe U3MeHUTD.

Ha oTo0pa3usmieiics crpanune BBenute URL-ampec.

S A

Haxxmute IloaTBEpAUTS.

----Konerr

UroObl yranuTh npasuiio oenoro crrcka URL-anpecoB, BBITOTHUTE CIEAYIONINE JCHCTBUS:
Bribepute bezonacHocts > @uabrpanus URL-aapecos.
Bri6epute 3HaueHue beablii cnucox 1uist napametpa Peskum URL-guabsTpanun.

BBI6CpI/ITe MMpaBUJIO, KOTOPOC XOTUTE YAAINTh, 3aTEM HAKMUTEC YaaauTh.

L M

Haxxmure OK.

----Konerr

UroObI yranuTh Bee mpaBmia oenoro crricka URL-anpecoB, BRITOTHUTE CIIEAYIONTHIE
IECUCTBHS.

Bri6epure bezonacHocts > @uabrpanus URL-aapecos.
Bri6epute 3HaueHne beablii cniucox uist napametpa Peskum URL-guasTpanun.

Haxmure Yaaautnb Bce.

L A e

Haxxmute OK.

----Konenx
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6.3.2 Ynpasiaenue yepubim cnuckom URL -agpecos

Brioepute bezonacnocts > @uabrpanusa URL-aapecos, 3atem aiis mapamerpa Pexum
URL-¢uasTpanun Beioepute 3HaueHHe YepHbIii CIHCOK.

Jpyrue neicTBUs COOTBETCTBYIOT JACHCTBUSAM, ONTMCAHHBIM B TIYHKTE " YTIpaBJieHHEe OCIbIM
criuckom URL-anpecos”.

6.4 ®uabsTpauusn |P-aapecosn

Hannsie unprpyrores mo IP-anpecam. Ha atoii crpanuiie Ber MokeTe HACTPOHUTH TpaBria
(unprpanmu IP-agpecos.

6.4.1 Yupagsiaenue OeabimM ciuckoMm |P-agpecos

10.

A A

S @k N

UYrtoObl 100aBUTH MpaBmiio Oenoro criucka |P-aapecoB, BEITIOIHUTE CISMYIONINE NSHCTBHS:
Bri6epute BesonacHocts > @uiabTpanus IP-aapecos.

Bribepure 3HaueHue beablii cnucok i napametpa Peskum |P-puabTpanmn.
Haxxmure J/I06aBUTHE.

3anaiiTe 3HaYeHHE TapamMeTpa Y caayra.

3anaiite 3HaueHue napamerpa IlpoToko.i.

B none Iuanazon IP-agpecoB ucrounuka peenute IP-anpec ncTouHMKa WITH CETMEHT
IP-anmpeca, KOTOpHI HaTO OTOUITBTPOBATS.

B nosie /InanazoH nopToB HCTOYHMKA BBEIUTE MOPT UICTOUHUKA WIIK CETMEHT MOPTA,
KOTOPBII HaJI0 OTPIITBTPOBATE.

B none Iuana3on IP-agpecoB naznauenusaBseaute |P-aapec agpecarta uim cerMeHT
IP-angpeca, KOTOpBI HATO OTOUIBTPOBATE.

B none /Iluana3zoH nopToB Ha3HAYEHMABBEAUTE NIOPT aJipecara WU CErMEHT II0pTa,
KOTOPBIN HaJ0 OT(HHIBTPOBATE.

Haxxmute IloaTBEepAUTD.

----Konerr

Urto0Obl M3MEHUTH MpaBmiIo Oenoro ciucka |P-agpecoB, BEITIOIHUTE CIEMYIOIINE NCHCTBHYSL:
Bri6epure bezonacHocts > @uabrpanus |P-aapecos.

Bribepute 3nauenne beasbiii cnucok ans napamerpa Pexxum IP-puabTpanum.
BribepuTe mpaBuito, KOTOPOE XOTUTE U3MEHUTH, 3aTeM HakMuTe 3MeHUTH.

[ToBTOpHTE NEiicTBUS, OMCaHHBIE B TyHKTaX 4- 9 mpensaymero naparpada.

Haxxmute IlogTBEpAUTS.

----KoneIr

Urto0bI yaanuTh npaBuiio oenoro crucka IP-agpecos, BEIOTHUTE CIEAYIOIINE ICHCTBUS:
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B W N

Bowopp

Bri6epute BesonacHocts > @uiabTpanus IP-aapecos.

Bri6epute 3nauenue beJiblii cnucok 1151 napamerpa Pe:xkum IP-guabTpanuu.
Bri6epuTte mpaBuiio, KOTOpoe XOTUTE YAAIUTh, 3aTEM HAKMUTE Y JAIUTh.
Haxxmure OK.

----Konenx

UrtoObl ynanmuTh Bce paBmia oenoro cnvicka |P-anpecos, BRITIOTHHATE CIIEAYIOIINE ICHCTBUS:
Beibepute Bezonacnocts > ®@uiabtpanus |P-agpecos.

Bri0epute 3nauenue beablii cnucok amst napamerpa Peaxum IP-punbTpanumn.

Haxwmure Y paaurs Bee.

Haxwmute OK.

----Koneix

6.4.2 Yupagsienue yepHbIM ciuckom |P-anpecos

Bribepute besonacnocts > @uasrpanus |P-agpecos, 3arem ans napamerpa Pexum
IP-¢punpTpanmuu BeiOepute 3HaUeHNUE YepHBbIii CIMCOK.

Jpyrue neicTBUs COOTBETCTBYIOT JACHCTBHUSAM, ONIMCAHHBIM B TIyHKTE "' YTIpaBjieHUe OebiM
cniuckom IP-anpecos”.

6.5 KontpoJb gocTyna K ycjayram

4.
5.

Orta pyHKIUS TO3BOIIET KOHTPOIUPOBATH KOMUIECTBO MOJIB30BATEIICH, ITOJKITIOYAOIINXCS K
YCTPOMCTBY.

B cnincke KOHTpoIs 1OCTyNa OTPakatoTCs TUIIBI YCIIYT, KOHTPOJIUPYEMBIX ycTpoiicTBoM. ITo
YMOJIYaHMIO NpaBUJla KOHTPOJIA HOCTyIa OTKJIIOYEHBI.

YToOBI 33/1aTh CIIHCOK KOHTPOJIS JOCTYIIA, BBIIOIHUTE CIEAYIOIINE AHCTBHA:
Beibepute BezonacHocts > KoOHTpOJIL J0CTYNA K yCJIyTraMm.
Bribepute snmeMeHT, KOTOPBI HE0OXOIMMO HACTPOUTD, 3aTeM HaxMuTe I3MeHHTS.

3anaiite 3HaueHue napamerpa JAuanason IP-agpecos.

@  Ecm ana napamerpa Merounuk pocryna seibpano 3nauenue LAN, IP-agpec
JIOJDKEH HAXOJUTHCS B TOM )K€ CErMEHTE CeTH, 4To U |P-anpec, 3ananHbIil Ha
crpannne Hacrpoiiku xocra LAN.

Ecnmu s napamerpa Ucrounuk goctymna Beiopano 3uauenue MHTepHer,
3anaBaembiii IP-anpec u IP-anpec, 3amannbiii Ha ctpanuie Hacrpoiiku xocra LAN,
JIOJDKHBI HAXOANUTHCS B PA3HBIX CETMEHTAaX CETH.

3apnaiite Craryec.

Haxwmute IoaTBepauTh.
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----Konerr

6.6 Hactpoiika ALG

Yro6s! BEIOUNTH QyHKIHIO ALG (1111503 PUKIAIHOTO YPOBHS), BBITOIHNUTE CIICAYIONIHE
EUCTBHUA.

Brioepute bezonmacnocts > ALG.
Bribepute 3HaueHre Brarountsb s mapamerpa ALG SIP.

3anaiite Hopt SIP.

@  Pexomenmyercs ucnonb30BaTh HOMEp nopra no ymoadanuro (5060). Eciu ve
UCIIOJIE3YETCsI OPT IO YMOTYAHUIO, Tiporpammy VOIP HEBO3MOKHO HCIIOIE30BATS.

Haxmute IloaTBepauTh.

--—-Konen

6.7 IlepenanpaBJieHue MOPTOB (MOPT-MANIMHTI)

S @k N

Ecnu Ha yerpoticte BriroueH pesxkuM NAT (TpaHCIAIUs ceTeBhIX aipecoB), BO BHEITHEH
cetu BujieH TonbKo IP-anpec crannuonnoii croponst (cropona WAN). Eciu TTK
a0oHeHTCKOU cTopoHbI (cTopoHbl LAN) MOXXET MpeocTaBisaTh yeiIyru B IHTepHET
(manpumep, paborarth B kKauecTBe FTP-cepBepa), HEOOXOMUMO aKTHBHPOBATH (HYHKIIHIO
MepeHaIpaBICHuUs TOPTOB, YTOOBI Bce OOpAIlleHHs K IIOPTY BHEIIHETo cepBepa u3 VHTepHeTa
MepEHAIPaBISUINCH Ha CepBep Ha aDOHEHTCKON CTOPOHE.

UroObl 100aBUTH MPABUIIO NEPEHANPABICHHUS IIOPTOB, BBINOJIHUTE CIEAYIOLINE NEHCTBUSA:
Bribepure bezonacHocts > Ilepeagpecanusi nopTos.
Haxmute JI00aBUTB.
3apgaiite Tum.
3anaiite [IpoTokoa.
3anaiite Yaaj. XxocT(3Ta HaCTpoiiKa He sSBIseTCS 0053aTENbHOM).
3apaiite lnana3oH yaaJl. NopToB.
@  Howmep nopra gomkeH uMeTh 3Ha4eHue oT 1 10 65535.
3anaiite JIokaJbLHBIH XOCT.
@ Dror IP-agpec nomxen oramuarses ot IP-axpeca, 3a1aHHOTO Ha CTPAHMIIE
Hactpoiiku xocta LAN. I1pu aToM 0062 ajpeca JOKHBI HAXOIUTHCS B OTHOM
CErMEHTE CETH.

3anaiite JlokaJabHBII NOPT.

-] Homep nopra nomxen nmets 3HaueHue ot 1 1o 65535.
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9.
10.

B W N =

Bri6epute g napamerpa Craryce 3HaueHue Briaroyeno mwi OTKII0YEHO.
Haxwmute IoaTBepauTh.

----Konerr

YtoObl UBMEHUTH MPABIIIO TIEPESHATIPABICHHUS TIOPTOB, BHIMIOJIHUTE CIICTYIONIUE ICHCTBHS:
Bribepure bezonacHocts > [lepeagpecanus nopTos.

BriOepute s1eMeHT, KOTOPBI XOTUTE U3MEHHTD, 3aTeM HaXXMUTe U3MeHHNTh.

[ToBTOpUTE NEHCTBUS, OMMCAHHBIC B MyHKTaX 3-9 MpeAbIIyIIero maparpada.

Haxwmute IloaTBepauTh.

----Konerr

UrtoObl yIamuTh MPaBUIIO MEPESHATPABICHHUS TIOPTOB, BBITIONHUTE CIICIYIOIINE ISHCTBHS:
Bribepure bezonacHocts > [lepeagpecanus nopTos.

Bribepure 31neMeHT, KOTOPBIM XOTUTE yIaTUTh, 3aTEM HAKMUTE Y NAJIUTh.

Haxxmute OK.

----Konerr

UYrtoObl yIanuTh Bce MpaBHiia MEPEHANPABICHUS TIOPTOB, BEITIONHUTE CICIYIONINE NCHCTBHS:
Bribepute bezonacHocts > [lepeagpecanus nopTos.

Haxxvute Y paaurs Bce.

Haxxmute OK.

----Komner

6.8 Hacrpoiika UPnP

Ha 310i1 cTpaHuIile MOXXHO BKJIFOYHMTh WM BRIKIIIOYHATE GyHKITUI0 UPNP.
YroOs! Brr0UnTh (HyHKIHIO UPNP, BEIMONHUTE CIeayIOmune NeHCTBU:
Bri6epute BezomacHocts > UPNP.

Bri6epute 3Hauenrne Brawouurs 11 napametpa UPNP.

Haxmute IloaTBepauTh.

----Konenx
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OmnJtaiiH-cIipaBKa 6 BbesomacHOCTh

6.9 Hacrtpoiiku DMZ

Ecnu BrimroueHa aemuintapuzoBantas 3o4a (DMZ), naketsl, nepenannsie u3 cetu WAN,
HaTPaBISIFOTCS HApsAMYIO Ha ykazaHHbIN IP-aapec B cetn LAN, nipexie ueM OymyT
OTOPOIIICHBI OpaHIMAaY3POM.

UroObI 3aath napametp DMZ, BrimonHuTE clieAyroniie AeicTBus:
1. Breibepure be3onacuocts > DMZ.
2. BeiGepure 3HaueHue BriawounTs ais napamerpa DMZ.

3. 3apaiite Agpec xocra.

-] Orot IP-anpec nomxkeH otnuuatkes ot IP-anpeca, 3aganHoro Ha cTpaHule
Hactpoiiku xocra LAN. IIpu aTom 00a anpeca J0JDKHBI HAXOIUTHCS B OJTHOM
CErMEHTE CETH.

4. Haxwwure [oaTBepauTh.

----Konen
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CepBucsoi

7.1 Hactpoiika DDNS

Cayx6a DDNS (munHamuueckuii cepBep JOMEHHBIX UMEH) UCIIONb3YeTCs ISl Ha3HAYCHUS
nuHaMmu4eckoro IP-anpeca mons3oBarens pukcupoBaHHo# cimyx6e DNS.

UYroOs1 3anath HacTpoiiku DDNS, BeIToTHUTE ClleAyIONIHEe ACHCTBUS:
Brioepute CepBucst > DDNS.
B pasnene [Ipoaiinep ycayr Beibepute DynDNS.org.

Bribepute 3Hauenne Briarountsb mis mapamerpa DDNS.

L

Bsennte Uma nomena u Ums xocra.

Hamnpumep, eciiu nomenHoe umsi, npejoctapieHHoe BammMm mposaiiiepoM yeuyr, —
test.customtest.dyndns.org, seemure customtest.dyndns.org 8 mone Ums nomeHa u test B
nosie Ums xocra.

5. Bsenute Jlorun u IlapoJs.
6. Haxwmute IloagTBepaUTD.

----Kone1r

7.2 YupasJjenne SMS-coo0meHnuii
7.2.1 IlIpocmoTp SMS-coo0meHuni

Br1 MokeTe poBepHTh cOOOIIeHus B ankax Bxomsime, YUepHoBuku u OTHpaBiicHHEIE.
YToOBI MOCMOTPETH COOOIIIECHNE, BEITOIHUTE CIACAYIOMINE ICHCTBHS:
1. Bribepure CepBucsl > Coodmenus SMS.
2. BsinonHute creayouye ASHCTBUS!
® Haxwmure Bxoasiime, 4To0BI TOCMOTPETH TOTYYCHHBIE COOOIICHHSI.
® Haxwmure YUepHOBHKH, YTOOBI IOCMOTPETh YEPHOBHKH COOOIICHHI.
® Haxwmure Mcxoasiuue, 9ToObI TOCMOTPETH OTIPABJICHHBIC COOOIICHHUS.

----Konerr

7.2.2 OrnpaBka SMS-coo0meHui

Yt0o0BI OTIIPABUTH COO6HICHI/IC, BBIIIOJIHUTE CIICAYIOIIHNE JIeNCTBUS:

Kounpuaenuuansuas uadopmaris Huawei 32
Copyright © Huawei Technologies Co., Ltd



OHJaifH-CIIpaBKa

7 CepBHCHI

Bri6epute CepBucol > Coodmenuss SMS.

B mone Homep Tenedona BBeaute HoMep TenedoHa morydaTess.

YtoO0BI OTHPaBUTH COO6HI€HI/Ie HECKOJIbKHM IMOJIy4aTeJIsIM, HCHOHBSyﬁTC TOYKY C 3arsIToi (,)

B Ka4eCTBE Pa3JCIUTENSI MEX Iy HOMEepaMu Tene(OHOB.
B nmoiie Teker BBEAUTE TEKCT COOOIIEHUS.
Haxmure OTnpaBuTh.

----Koneix

7.2.3 Coxpanenune SMS-coob1enuii

L A

YToOBI COXpaHUTEH COOOIICHNE, BEIITOIHNATE CIECAYIONINE ICHCTBHS:
Bri6epute CepBucol > Coodomenust SMS.

B noire Homep Tesiepona BBeuTe HOMeEp TenedOHa TOTyaTeNs.
B none TekeTr BBe1uTe TEKCT COOOIICHUSI.

Haxwmure CoxpaHuTh.

----Konerr

7.2.4 Ilepecbliika SMS-coo0menui

L A

YroOsl mepecaaTh COOOIICHUE, BBIOIHUTE CIICAYIONIIE AeHCTBHS:

Bri6epute CepBucol > Coodmenuss SMS.

Bribepute coolrmieHue, KOTOpoe XOTUTE TIepeciaTh, 3ateM Haxmute [lepecars.
B noirie Homep Tesiepona BBeuTe HOMep TelieOHA TOTyaTeNs.

Haxxmure OTnpaBuTh.

----Konen

7.2.5 OrBeT HAa SMS-coo01IEHNE

L A

UtoObI OTBETUTH HAa COOOIIICHHE, BHITTOTHUTE CICAYIONINE ACHCTBUS:

Bri6epute CepBucol > Coodomenuss SMS.

Bribepure coo0lieHre, Ha KOTOPOE XOTUTE OTBETUTD, 3aTeM HaXxMuTe OTBETHTD.

B none Teker BBeuTe TEKCT COOOLICHUSI.
Haxwmure OTnpaBuTh.

----Konerr

7.2.6 Ynanenue SMS-coo01menunii

YTo0BI yYAaJIuTb OAHO W HECKOJIBKO SMS-COO6HI€HI/II\/'I, BBIMOJHUTE CICAYIOIHUC JIeNCTBUS:
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1. Beibepure CepBucsl > Coodmenus SMS.

2. BsinonHute crneaymouye ASHCTBUSA!
® BriOepure coolOmieHne, KOTOPOE XOTHTE YIAIUTh, 3aTEM HAXMHUTE Y AATUTH.
® UroObI yanuTh Bce COOOIICHUS Ha CTPAHHUIIE, HAKMHTE Y JAJTUTh CTP.

----Konerr

7.3 Hactpoiika SMS-coo0meHuii

Bsl moxete 3agath HacTpoliku SMS-cooOmienuit, Hanpumep, Homep SMS-1ieHTpa,
BKIIFOUCHHE U BBIKIIFOYECHHE OTYeTa O JJocTaBke SMS-coobmennid, a Takxke coXxpaHeHue
OTIIPABJICHHBIX COOOINECHHU.

Bri6epute CepBuchl > Hactpoiiku SMS.
B monie Anpec cepBuc-nieHTpa BBenute Homep SMS-nieHTpa.

Bxurounte unu Beikirounte pyHkiuo SMS-oTyer.

= hoe

Bxorounte unu BeikirounTe QyHKIU0 COXPaHATDH OTIIP. COOOIIEHNS .
B  Coobuienue, OTIPaBIEHHOE HECKOIBLKMM MOJTyYaTEeNsIM, HENb3S COXPAHHUTD.

5. B Beimagaroiem criimcke BEIOEpPHUTE BpEeMsl XpaHECHHSI.
6. Haxwmute [loaTBepauTh.

----Konen

7.4 Hacrtpoiika FTP-cepBepa

Oyukims FTP-cepBepa nmpeaocTaBisieT JOCTYII K JaHHBIM, KOTOPBIE XPAHSTCSA Ha BallieM
USB-nakomurene.

Uro6b! BKITFOUNTH PyHKIUIO FTP-cepBepa, BRITIOTHHUTE CIIEAYIONINE ACHCTBUS:
1. Bribepure CepBucsl > FTP-cepBep.
2. Bsnibepure 3HaueHue Brinounts 114 napamerpa FTP-cepsep.
3. Haxwmute IHoaTBEpaUTD.

----Koneir

7.5 HacTpoiika cepBepa Samba

Samba — 310 makeT nNpHUKIAIHBIX MPOrpaMM T 0O0eceueHus 00IIero JocTymna K (aiiam u
OpUHTEPAM MEXIy KoMmmbioTepamu, pabotatomumu va OC Windows, u kommbsoTepamu,
paboraromumu Ha OC Unix, mo cetr Wi-Fi.

Y10o0ObI BKIIIOYHTH cepBep Samba, BRIIOIHKUTE CIIEAYIOIINE ACHCTBHS:
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Bri6epute CepBuchl > Cepsep Samba.
Bri6epute 3nauenne Braouurth 1151 napametpa Cepsep Samba.
Haxxmure IoaTBepauTh.

---—-Konen

7.6 Hactpoiika cepsepa DLNA

Oyukims DLNA npenocrasiseT 1ocTyn K Bammm My3bIKaTbHBIM KOMITO3HITHSIM,
(hororpadusimM 1 Bugeodaiisiam B 1r0O0OM MecTe B JIF000€ BPEMSI.

Uro0sr BKIIOUUTE cepBep DLNA, BBIOIHUTE Cllemyronue 1eHCTBHS:
Brioepute CepBucol > Cepep DLNA.

Bri6epute 3Hauenne Braouurts 1is napametpa Cepsep DLNA.
Haxmute IloaTBepauTh.

----Konenx

7.7 HacTpoHMKH MoJib30BaTeJIsl

B W N =

Br1 MoxeTe T0OaBHTH MMONB30BATENIEH B CITCOK MOJIB30BATENeH, YTOOBI OTKPBITH UM AOCTYII K
¢aitnam n mankam Ha USB-Hakonurene. Vcnonb3ys HACTPOCHHBIN aKKAyHT, TIOJIb30BATEITN
MOTYT NOAKIIOUNTECS K FTP-cepBepy yepes FTP-kiuenTa.

B cniicke monmp3oBareseid 0ToOpa)xaroTcs T0OABICHHBIE ITOJ30BATEIH U CBA3aHHAS C ITHM
uH(pOpManys, HaIpuMep, IMEHA MOIb30BaTelIeH, Harky 00IIEero TOCTyIa U pa3penIeHUs.
ITomumo 3TOr0 Bl MoxeTe 106aBUTh, U3MEHUTH WIH YAAJIUTH MMOJIb30BaTENIEH.

UYrtoObl 10OABUTH MOJB30BATEINS B CIIHCOK TIOJIH30BaTEIEH, BBITIONHUATE CIICIYIONUE ICHCTBHS:
Bribepute CepBucel > HacTpoiiku nosib3oBareJs.

Haxxmure /106aBUTHS.

3anaiiTe mapaMeTpbl, UMEIOIIME OTHOUICHHUE K TI0JIb30BATEINIO.

Haxxmure IoaTBepauTh.

----Konern

YT10oOBI M3MEHHUTH MOJIB30BATENS B CIIUCKE MTOIb30BATENEH, BHIIOIHUTE CICAYIOIINE ACHCTBHSA:
Bribepute CepBucel > Hactpoiiku noib3oBareJis.

Bri6epuTte monp3oBaTers, mapaMeTpbl KOTOPOTO XOTUTE U3MEHUTb, 3aTEM HAXKMUTE
HN3MeHNTh.

W3mennTe HacTpOWKH MapamMeTpoB.
Haxwmute IoaTBepauTsb.

----Konern
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UrtoObl yAamuTh MOJIb30BaTENs U3 CITUCKA MOJIb30BaTENEH, BHITIOJIHUTE CIEAYIOIINE AeHCTBUS:
1. Bribepure CepBucsl > HacTpoiiku nojb3oBaTeJisl.
2. Bribepure monap30BaTeNsl, KOTOPOTO XOTUTE yAATUTD, 3aT€M HAKMUTE Y IANUTh.
3. Haxwmure OK.

----Konen

UtoObl yIamuTh BCEX MOJIb30BAaTENeN U3 CIHMCKA MOJIb30BaTeNel, BBIIIOIHUTE CIEYIOIINe
IEUCTBHUA.

1. BreiGepure CepBucsl > HacTpoiiku noiab3oBareJis.
2. Haxwmute YaaauTh Bce.
3. Haxmute OK.

----Komner

7.8 USB-nakonurean

Ha crpanune USB Storage otoOpaxaercst o0beM mamsitu USB-Hakonurens, Hanpumep
00IIMi 00BEM ITAMSITH, HCIIOJIL30BAHHBIN 00bEM IaMATH, CBOOOIHEIN 00BEM ITAMSTH.

Uro6sl mocMoTpeTh 00beM namsatu USB-HakonuTenst, BEIMOTHATE CACAYIOIINE CHCTBIS:
1. Bribepure CepBucel > USB-HakonuTelb.
2. Tlocmotpute nHpopmammoo 06 oobeme namsata USB-HakomnuTens.

--—-Konen
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YerpoiicTBo mogaepKuBaeT paboTy Ciryxk0 nepenadn peur Ha 6asze npotokona SIP (mporokon
MHUIMAIMY CEaHCOB) U B3auMoJielicTBre Mex 1y IHTepHEeTOM 1 Tee()OHHBIMU CETAMH
o6ero nosp3oBanust (TOIT).

8.1 IIpocmoTp nanusbix VOIP

UYrtoObI mocMoTpeTh HanHbie VOI P, BBITIOTHHATE CIICAYIOIINE JICHCTBUS:
Bri6epute VOIP > lannsbie |P-Tenedonun.
3nmech 0TOOpaXKarOTCs Takue JaHHbIE, Kak SIP-akkayHT U cTaTyc cepBepa peructparmu SIP.

----Konen

8.2 Hactpoiika SIP-cepBepa

YroObl HACTPOUTH MapameTpsl SIP-cepBepa, BBIOIHATE CICAYIONIUE ICHCTBHS:
Brioepure VOIP > SIP-cepsep.

B mornie areHT moJib30Batesisi NOpT BBeauTe MopT SIP-akkayHTa, mpenocTaBieHHbIN Bamm
MIpOBaIEPOM YCIIYT.

B noie mpokcu cepBep aapec BBeAUTE afpec MPOKCH-CepPBEpa, NPEN0CTaBICHHbIN Barmm
npoBaiaepom yciyr. Hanpumep, 192.168.1.10.

B mone [TopTa nmpokcu-cepBepa BBEANUTE MTOPT MPOKCH-CEPBEPA, IPEIOCTaBICHHEIH Bammm
npoBaiigepom ycuyr. Hampumep, 5060.

3HaueHue mopTa J0KHO OBbITh OT 1 10 65535.

B nonie Azpec cepBepa perncrpanmum BBENTE apec CepBepa periucTparnm,
npeaocTaBiIeHHbIH Bammm npoBaiinepom ycyr. Hanpumep, 192.168.1.11.

B none Perncrpanmst mopT cepBepa BBEIUTE OPT CEPBEPA PETUCTPALINH,
npeaocTaBiIeHHbIH Bammm npoBaitnepom yeyr. Hanpumep, 5060.

3HaueHue mopTa JOKHO OBITH OT 1 10 65535.

B nosne SIP cepBep 10MeHHBIX HMeH BBEIUTE JoMeHHOE UMs SIP-cepsepa.

@  Ecm ansg napamerpa Bropuunblii cepBep BHIOpaHO 3HaueHHE BRIIOYHUTD,
HEO0X0AMMO MOBTOPHO HACTPOUTDH MPENbIIYIIHE TapaMeTphI.

Haxxmure MoaTBepauTsh.

---—-Konen
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8.3 Hacrpoiika SIP-akkaynra

Iepen Hactpoiikoit SIP-akkayHTa MPOBEPHTE HACTPOWKH CEPBEPA PETUCTPALIUH.
UrtoObl 106aBuTh SIP-akkayHT, BBIOIHUTE CICIYIONUE TSHCTBHS:

1. Beioepure VOIP > SIP-akkayHT.

2. Haxwmure /I06aBUTH.

3. B mone SIP-akkayHT BBequTe HOMep SIP-akkayHTa, mpeaocTaBieHHbIH Bammm
MIpOBaIEpOM YCIIYT.

4. B nonsax Jlorun u [lapoas BBexuTe UMsI OTB30BATEN S U Mapoiib SIP-akkayHTa,
npegocTaBieHHble BamymM npoBaiinepom yciyr.

5. Haxwure [loaTBepaUTS.

----Koneix

YroOsl m3MeHHUTH SIP-akkayHT, BEIIOIHHUTE CICAYIOIINE CHCTBHS:
Bribepure VOIP > SIP-akkayHT.
Bribepute 311eMeHT, KOTOPBIN XOTUTE U3MEHUTb, 3aTeM HaxkMuTe 3MEeHHTD.

[ToBTOpHTE NEHCTBUS, OMMMCAHHBIE B MYHKTaX 3 W 4 mpeplayIIero naparpaga.

=w b=

Haxmute IloaTBepauTh.

----Konenx

UroObl ynanuTh SIP-akkayHT, BRITIOHHUTE CIEIYIOIINE TCHCTBUS:
1. Beibepure VOIP > SIP-akkaynT.
2. BriOepuTe 3IIeMEHT, KOTOPBI XOTUTE YIAIUTh, 3aTeM HKMUTE Y IAIUTh.
3. Haxwmure OK.

----Konenx

UtoObl ynanuTh Bce SIP-akkayHTBI, BBIMTOJHUTE CIICAYIONTHE JSHCTBUS:
1. Beibepure VOIP > SIP-akkaynT.
2. Haxmure YaajauTh Bce.
3. Haxmure OK.

----Konerr

8.4 beicTpblii HAOOP

Oyuk1ms OpIcTporo Habopa Mo3BONIAET OBICTPO HAOpaTh HOMEp TenedoHa. [locie
MIPUCBOEHHSI HOMepa OBICTPOTo Habopa OJJHOMY U3 Tele()OHHBIX HOMEPOB Bl CMOXKETE
OBICTPO HAOpaTh 3TOT TeneOHHBINH HOMEp. Bl MoxkeTe HacTpouTh 10 10 HOMEPOB OBICTPOTO
Habopa.
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UrtoObl 100aBUTH HOMEP OBICTPOr0 HaOOPa, BHINOIHUTE CIEAYIOUINE JeCTBUS:
Bri6epute VOIP > BoicTpblii HaGop.

Haxmute JI00aBUTS.

B none Homep ObicTporo Hadopa BBeAUTE JIETKO 3aIIOMHUHAEMBIN HOMED.

B nosie @akTuyeckuii Homep BBequTe (hakTHYECKHid TeNe()OHHbIH HOMEP.

B none Onucanue BBeaUTE ONMCAaHIE HOMEpa OBICTporo Habopa.

Haxwmute IHoarBepauTsb.

----Konen

YrtoOBl I3MEHUTH HOMEpP OBICTPOTr0 HaOOpa, BHITOIHUTE CIICAYIONIUE ICHCTBHS:
Bri6epute VOIP > BoicTphlii HaGop.

Bribepute sreMeHT, KOTOPBIM XOTUTE U3MEHUTh, 3aTeM HaKMUTe 3MeHUTh.
[ToBTOpHTE NEHCTBUS, OMIMCAHHBIE B ITYHKTAaX 3-5 Mpeablaymiero naparpada.
Haxxmute IlonTBepauTh.

----Konerr

UroObl yranuTh HOMEp ObICTPOro HaOOPa, BBIMOJIHUTE CIIEAYIOLINE IEeHCTBU:
Bri6epure VOIP > BbicTpblii Hadop.

Bribepute HOMep, KOTOPBII XOTHUTE YIAIUTh, 3aTEM HAKMHUTE Y NATUTh.
Haxxmure OK.

----Koneng

YTo0BI yYAaiauTb BCE HOMEpa 6I)ICTpOl"O Ha6opa, BBITIOJIHUTE CJICAYIOIHNC JIeNCTBUS:

Bri6epute VOIP > BbicTphlii Hadop.
Haxmute YaaauTtsb Bee.
Haxxmure OK.

----Koneix

8.5 Hacrpoiika 1onoJiHuTEIbHBIX MapaMeTpoB S|P

Ha crpanuiie Advanced SIP MOXHO HACTPOHUTH JOMOMHHUTEIbHBIE apamMeTpsl SIP.

PeKOMeHI[yeTCfI HCIIOJIb30BaTb HaCTpOfIKH MO YMOJIYaHHUIO.

YtoOHI HaCTPOUTH JOIMMOJTHUTEIBHBIC IapaMETPhL SlP, BBIINIOJIHUTE CJICAYIOIHE JIeNUCTBUS.

Bri6epute VOIP > nacrpoiiku SIP.

Hacrpotite cnenyromue napameTpsl:
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® Taiim-ayT perncrpamu (¢): yKa3pIBacTCsl CPOK JCHCTBHUS pErUCTPallii. 3HAUCHHE
IOJDKHO OBITE 0T 60 1o 65535.

® Taiim-ayT ceaHca (¢): yKa3bIBaeTCs CPOK JICHCTBHSI CEaHCa HA CTOPOHE CepBepa.
3Hauenue 1omxHo O6ITH 0T 100 1o 3600.

® MuH. TaiiM-ayT ceanca (¢): yka3bIBaeTCs MUHUMAaJIbHBINA CPOK JIEHCTBHS ceaHca Ha
cTopoHe cepBepa. 3HaueHue 1okHO ObITh 0T 90 10 1800. ITpu HacTpolike 000X
napameTpoB —MmuH. Taiim-ayT ceanca (c) u Taiim-ayT ceanca (¢) — napamerp MuH.
TaiiM-ayT ceaHca (c) OyJeT UMETh TPEUMYIIIECTBCHHOE 3HAUCHHE.

® O:xuaaHue BbI30BA. BKIIIOYCHUE WIH BHIKIIOUCHNUE (QYHKIMK OXKHUIAHUS BBHI30BA.
3. Haxwmute IloaTBepauTh.

----Konen

8.6 HacTpoiika 10n0JHUTEJbHBIX MIAPAMETPOB Nepeavu pedu

Ha crpanune HacTpoiiku nepeaayu roaoca MOXKHO HACTPOHUTD JOIOTHUTEIEHBIC TAPaMETPHI
nepenady peun. PekoMeHayeTcst HCIoap30BaTh HACTPOUKH 110 YMOTYAaHHIO.

UtoObI HACTPOUTH JOTIOTHHUTEIBHBIC TAPAMETPHI IIEPe/laull PEUH, BHITIOTHHUTE CIIEIYIOIINE
IEUCTBHUA.

1. BreiGepure VOIP > HacTpoiiku nepenayu roJoca.

2. HacrpoiiTe cinenyroomue napameTphl:
® Pexum DTMF: yka3siBaercs crnoco0 nepenadn ToHanbHbIX curianos (DTMF).
® ®dakc: ykasbiBaetcs pexum «Dakc mo 1P».

® Crpana/PeruoHn: yka3plBaeTcsi CTpaHa WM PETHOH, B KOTOPOM PAaCIIOIOKEHO
YCTPOMCTBO.

@  IIpu usmenenuu 3HaveHus napamerpa CTpana/Pernon Heo6XoauMo
Mepe3aIryCTUTh YCTPOMCTBO, YTOOBI MPUMEHNUTH HACTPOHKH.

® Cnucox HCXOAAIINX AKKAYHTOB! BI)I6epI/ITe OCHOBHOM HCXOJSIIHI AKKAaYyHT B
BbIIIaJAr0MECM CIIMCKE.

o HavaabHbiii mopt RTP: ykaseiBaetcs HoMep mopta npotokona RTP (mporokon
nepesaun B PeKUMe PeabHOTrO BpeMeH ). 3HAUCHHUE JOJKHO OBITh Y€THBIM YKCIIOM B
nuamaszone ot 50000 go 65514.

® HaCTpOfITe APYrue napameTphol. PeKOMeHI{yeTCﬂ HCIIOJIb30BATbh HaCTpOI\/'IKI/I oo
YMOJIYaHHUIO.

3. Haxwmute IloagTBepauTh.

----Konen
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8.7 HacTpoiika 10m0JHUTEIbHBIX IAPAMETPOB KOJAEKOB

Ha cTpanuiie HacTpoiiku Kogeka MOKHO HACTPOUTD JOMOJHUTEIbHBIE MTapaMeTphl ped4eBbIX
KOJIEKOB. PekoMeHnyeTcs NCT0Ib30BaTh HACTPOMKH 110 YMOIYaHMUIO.

YTt0oOBI HACTPOUTDH JOMOJIHUTCIIbHBIC MaPpaMETPhl KOACKOB, BBIIIOJIHUTE CIICAYIOIINEC JIEUCTBUS:

Bri6epute VOIP > HacTpoiiku kojaeka.

Hacrpotite cnenyromue napameTpsr:

IlepBbIii THII KOAEKA: YKA3bIBACTCS THII IEPBOTO PEUEBOTO KOJIEKa. 3HAYEHHUE 110
ymomganuio G.711-PCMA.

Bropoii TMI KOIEKa: yKa3bIBa€TCSI TUIT BTOPOTO PEUEBOTO KO/IEKa. 3HAUCHHE T10
ymomganuto G.711-PCMU.

TpeTuii THII KOAEKA: YKa3bIBACTCS TUII TPETHETO PEUEBOTO KOJIeKa. 3HAYEHHUE TI0
ymomdanuio G.726-32.

YeTBepThlii THIT KOJEKA: YKa3bIBACTCS TUIT YETBEPTOrO PEYEBOr0 KO/IeKa. 3HAUCHHUE 110
ymomganuto G.726-24.

[sATHI THN KOAEKA: YKa3bIBACTCS THUII IIATOTO PEUEBOrO KOJIEKa. 3HAUCHHE TI0
ymomganuto G.729.

HlecToii THN KOAEKA: YKAa3bIBACTCS TUI MIECTOIO PEUYEBOr0 KOJeKa. 3HAUCHHE TI0
ymomganuto G.722.

3. Haxwmute IloaTBepauTh.

----Koneir
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Cucrema

9.1 O6cay:xuBanue

9.1.1 Ilepe3arpy3ka

Orta QyHKIUS TO3BOISET MEPe3arpy3uTh YCTPOHCTBO. Bee HACTPONKHM BCTYIIST B CHILY TIOCIHE
nepe3arpy3ku yCTpONCTBa.

UrtoOHkI repe3arpy3uTh YCTPONCTBO, BRITIONHATE CICAYIOIINE TCHCTBUS

. Bribepure Cucrema > O0ci1ykuBaHue.
. Haxwmure Ilepe3arpy3urs.

. Haxmure OK.

YerpolicTBO niepe3arpy3urcsl.

---—-Konen

9.1.2 Copoc HacTpoek

Ota (yHKIHMS TO3BOJISET BOCCTAHOBHUTH 3aBOJICKHE HACTPOHKHU YCTPOMCTBA.

YT00OBI BOCCTAHOBHTH 3aBOJCKHE HaCTpOfIKH YCTpOﬁCTBa, BBITIOJIHUTE CIICAYIOLIUC JIENUCTBUS:

. Bribepure Cucrema > O0cinyxuBaHue.
. Haxwmute Copoc.

. Haxwmure OK.

[Tocne aToro OyAyT BOCCTAHOBJICHBI 3aBOJICKUE HACTPONKHU YCTPOUCTBA.

----Konen

9.1.3 3arpy3ka KoH(UTypauuoOHHOTO (paiiia

UYrtoObI co31aTh pe3ePBHYIO KOITUIO CYIIESCTBYIOMETO KOHDUTYPAIMOHHOTO (Daiiina, BBITOTHUTE
CJeyIoIINe IeUCTBUS:

. Bribepure Cucrema > O6cayKuBaHuUe.

Haxwmute 3arpy3uts Ha ctpanuiie Q0caykuBanme.

B nosiBuBIIEMCS AMATOTOBOM OKHE BRIOEpPHTE ITyTh M UMS KOH(UTypalMmoHHOTO (aiina,
PE3epBHYIO KOITUIO KOTOPOTO XOTHTE CO3/1aTh.

. Haxmurte CoxpaHUThb.

Hpoue;{ypa 3arpysKu (1)31‘;1.]'13 PasiaInvacTCs B 3aBUCUMOCTHU OT UCIIOJIB3yEMOI'O 6pay3epa.

Kounpuaenuuansuas uadopmaris Huawei 42
Copyright © Huawei Technologies Co., Ltd



OmnutaiiH-cIipaBKa 9 Cucrema

----Konerr

9.1.4 Boirpy3ka koHGUrypanmuoHHoro ¢aiiia

YroOBI 3arpy3uTh pe3epBHBIN KOH(QUTYPAIIMOHHBIN (haiil 1 BOCCTAHOBUTH HACTPONKH
YCTPOMCTBA, BHIMOJIHUTE CIEAYIONINE 1CHCTBUS:

1. Bsibepure Cucrema > O0ci1y:KMBaHUE.
2. Haxmute O030p Ha cTpanuie O0caykuBaHue.

B nosBuBIIEMCS THaTI0rOBOM OKHE BBIOEPUTE pPe3epBHBIN KOHPUTYpallMOHHBIH (aii.
3. Haxmute OTKPBITH.

JunanoroBoe okHO 3akpoercs. B okHe cnpaBa oT napamerpa Paiija KoHpUrypanuu
0TOOpa3UTCs MyTh U UMSI PE3EPBHOTO KOH(UTYPAIMOHHOTO (haiiia.

4. Haxwmure BbIrpy3uTh.
5. Haxmunre OK.

Y CTpoRCTBO 3arpy3uT pe3epBHbINA KOHGUTYypannoHHbIH (aiin. [Tocne 3arpy3ku ycTpoicTBO
ABTOMAaTUYECKU NIePEe3aIryCTUTCSL.

----Konerr

9.2 Cmena napoJis

Orta pyHKIHS TO3BOIAET N3MEHHUTH ITapoJib AJMUHUCTPATOpa Il BXoAa B cuctemy. Ilocie
CMEHBI TTApOJIsl HOBBIH TapOJIb OYJeT UCTIONB30BATHCS IIPH CIICAYIOIIEM BXOJIE B CHCTEMY.

Y100l U3MEHHUTH [1APOITb, BEIIOTHUTE CICAYIONINE ICHCTBHS!
1. Bsibepure Cucrema > CmeHa napoJis.
2. Baenute Tekyuuii naposb, HOBBIM MAPOIb, 3aTEM BBEIUTE HOBBII MapOJIb IOBTOPHO.

3unavenus napamerpoB Hosblii maposs u IlonTBep:kIeHAe MapOJIsi JOKHBI COACPKATH
8-15 cumsonos ASCII.

3. Haxwmute IHHoaTBEpaAUTD.

----Konerr

9.3 Hactpoiika 1aTbl 1 BpeMeHHU

Bbl MOXKeTE HACTPOUTH BPEMsI CUCTEMbI BPYYHYIO HJIM CHHXPOHU3HPOBATH € ceThio. [Ipu
BbIOOpEe mapaMeTpa CHHXP. OT CeTH YCTPONCTBO OyIeT peryispHO CHHXPOHU3HPOBATH BPEMsI
¢ cepepoMm NTP (ipotokoi cereBoro Bpemenu). IIpu BKitoueHUH (QYHKIIUH EPEX0a Ha
JIeTHEE BpeMsl YCTPOHCTBO TaKXKe OyIeT YIUTHIBATH JIETHEE BPEMSI.

YToOBI HACTPOUTH JATY M BPEMS, BEITIONHUTE CICTYIONINE NCHCTBUS:
1. Bribepure Cucrema > Jlata u Bpemsi.

2. Bribepure YcTaHOBKA BPYYHYIO.
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3. 3apnaiite JlokaabHoe Bpems win Haxmute Cunxp. ¢ IIK, 9To0sr aBTOMaTHYeCKH
YCTaHOBHUTH TEKYIIEE JTOKATLHOE BPEMsI CUCTEMBI.

4. Haxwmure IloaTBEpAUTH.

----Konerr

YToOBI CHHXPOHHU3UPOBAThH BPEMsI C CETHIO, BHIIIOJHUTE CIIEAYIOLINE JCHCTBHUS:
1. Bribepure Cucrema > /lata u Bpemsl.
2. Bribepure CHHXP. OT CETH.

3. B Bemagaromem crimcke OcHoBHoii cepBep NTP  BeiOepuTe cepBep B KauecTBE OCHOBHOTO
cepBepa JUIsi CHHXPOHHU3AIIUH BPEMEHH.

4. B Brmagaroniem ciucke Jlomosnutenbubiii cepsep NTP BeiOepute cepBep B KauecTBe
IP-agpeca qomoHUTEILHOTO cepBepa JIJIsl CHHXPOHHU3AIUH BPEMEHHU.

5. 3apmaiite YacoBoii mosc.

6. Brioepure Ilepexon Ha JieTHee BpeMsi. Y CTPOMCTBO OyJIeT aBTOMAaTUYECKU UCTIONIE30BaTh
JIeTHEE BpPEeMsI B 3aBUCUMOCTH OT YaCOBOTO T0sICa.

7. Haxwmurte IlonTBepauTsh.

----Koner

9.4 /ImarnocTuka

B cnygae c6os B pabote ycTpoiicTBa Brl MOkeTe BOCIIONB30BATLCS HHCTPYMEHTAMHU
JIUarHOCTHKH, IPEACTABICHHBIMH Ha cTpaHuie {uarnocTuka, 9ToObl MpoOBECTH
MPEABAPUTEIHFHYIO TUATHOCTHKY MPOOIEMBI ¥ IPUHSTH MEPHI JIJISI €€ PEIICHNS.

9.4.1 Ping (3x0-TecTHpOBaHHE)

Eciu ycTpoiicTBO He MOXKET HOIKITIOUUTHCS K IHTepHeTY, 3amycTuTe KoMaHy ping asist
MpeIBApUTEILHON AMATHOCTHUKH TpoOsieMsl. J{7s 3Toro:

1. Bribepure Cucrema > JluarHocTuka.
2. B pasnene Meroa Boibepute Ping.

3. Bseaure nomennoe ums B nosie Lleneoii IP-aapec uiam nomen. Hampumep,
www.google.com.

4. 3anaiite napameTpsl Pa3mep nakera u TaiimayT.
5. BriOepute 3HaueHne Brawuntsb a5 mapamerpa be3 ¢gparmenranum.
6. Haxwmure Ping.
JoxauTech 3aBepIiieHnst KOMaubl Ping. PesynbraTel 0ToOpakaroTest B mojie Pe3yibTarsl.

----Konerr
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9.4.2 Traceroute (TpaccupoBka)

Ecnu ycTpoiicTBo He MOXkeT oAKIrounThea K UHTEpHETY, 3anmyctuTte Komanay traceroute
JUTSL TIpeIBApUTEIBHON AUATHOCTUKY MpooieMsl. [lyis aToro:

1. Bribepure Cucrema > /IluarHoctuka.

2. B pasnene Meton Boibepute Traceroute.

3. Bseaure nomennoe ums B nosie Lenesoii IP-aapec uiam gomeH.
Hampumep, www.google.com.

4. 3apaiite napametpsl Make. yncJio nepexoaos u TaiimayT.

5. Haxwmmure Traceroute.

JloxxauTecs 3aBepIeHnst KOMaHAb! traceroute. Pe3ynpTaTsl 0TOOpakaroTCs B TOJE
PesynbrarhL

----Konenx

9.4.3 IIpoBepka cucTeMbl

B cnygae c60s B paboTe ycTpoiicTBa Bbl MOKeTe BOCTIOIB30BATHCS HHCTPYMEHTOM TPOBEPKU
cuctemsl (System Check), 4to6bI mpoBecTH NpeABAPUTENBHYIO THATHOCTHKY TTPOOIEMBI.
st aToro:

1. BriGepure Cucrema > JIluarHoctuka.
2. B pasnene Mertoa BoiOepute IlpoBepka cucreMsl.
3. Haxwmute IlpoBepurs.

Joxaurech 3aBeplIEHUs IPOBEPKH ccTeMbl. Ha cTpaHuie MosBATCS BO3ZMOXKHbIE IPUYUHBI
HEHCIIPaBHOU paboThI ycTpoiicTBa.

4. HaxMuTe IKCNOPT, YTOOBI SKCIOPTHPOBATH AaHHbIe Ha [1K.
B cnydyae HeoOXoaMMOCTH OTIIPAaBhTE MHPOPMAIIHIO B CITY)KOY TIOJICPIKKH.

----Koneix

9.4.4 IIpoBepka craTtyca 0eClIpOBOIHOM CeTH

Ha a10ii cTpanuiie otodpakaercs nHpopMaius o cratyce O€CIIpOBOAHOM ceTH, HATPUMED
PLMN, Cratyc o6cay:;KuBaHusl.

UYToOBI MOCMOTPETH CTATYC OECIIPOBOIHOM CETH, BBIMIOJIHUTE CISAYIOIINAE TCHCTBUS:
1. Bribepure Cucrema > JluarHocTuka.
2. B pasznene Meton Boibepute IlpoBepka craryca Gecrnp. ceTH.

Ha sxpane nosButcs crpanuia Cratyc Gecnp. ceTH.

----Konen

Kounpuaenuuansuas uadopmaris Huawei 45
Copyright © Huawei Technologies Co., Ltd


http://www.google.com/�
http://www.google.com/�

OHJaifH-CIIpaBKa

9 Cucrema

9.5 KypHaibl

B kypHaax (J0orax) 3auChIBAIOTCS BCE OMEPAIIUH MOJIL30BATENS M KIIF0YEBbIE MOMEHTHI
paboTel cucteMbl. YTOOBI TOCMOTPETH JIOTH:

Bri6epute Cucrema > Kypnai.
BriGepute cOOTBETCTBYIOIIMN YPOBEHB JIOTOB B BBINIAIAIOLIEM CITUCKE Y POBEHb 3alIUCH.

KonuuecTBo 10roB 31010 YPOBH: 0T06pa>1<aeTC${ CIIpaBa OT BbIITAAArOIICTO CIIMCKA. Bcee noru
0T06pa>1<a}0Tc;1 B IIOJIE C pE3yJibTaTaMH.

Bri6epute oneparmro.
® (Copoc: ouncTKa BCEX JIOTOB YCTPOICTBA.
®  DKCHopT: PKCIOPT BCeX JIOTOB ycTpoicTBa B (parin Ha [1K.

----Komner

9.6 YBe1oMJIeHUSA CUCTEMbI

Ha stoii cTpanune Bl MokeTe HACTPOUTDH CIIOCOOBI YBEOMIICHHSI 00 H3MEHEHUH KITIOUEBBIX
CTaTyCOB yCTPOMCTBA.

Brioepute Cucrema > YBeomMJIeHHEe CHCTEMBI.
3anaiite 3HaueHue napamerpa Yacrora B BBINIAIAIONIEM CITHUCKE.

Hacrpotite mapametp IP-agpec mpremMa BeniibiB. 0koH. Eciy He HACTPOUTH TapaMeTp
IP-aapec npuemMa BCILIBIB. OKOH, YBEJIOMIICHUS OYIyT OTIPABIISITHCS OJKITFOYCHHBIM
MOJIH30BATEISIM B IIPOU3BOILHOM MOPSIZIKE.

Hactpoiite mapamerpsr OrnpaBka SMS na Homep u I[lepeaapecoBsiBaTth SMS oT.

[Tocne mpumeneHust HacTpoek napamerpa OrnpaBka SMS Ha HOMep MOXXHO HACTPOHTH
napaMeTpbl TECTOBOTO COOOIIEHNUS, IEPECHUIKU U YBEIOMIICHHH.

Hacrpotite napameTpsl yBegOMIIEHUS IS KKI0T0 3HaUeHus napamerpa CoObITHs.
Haxxmute IloaTBepauTh.

----Konerr

9.7 Hactpoiiku TR-069

1.

TR-069 — 370 cTaHmapT CBSA3M MKy aOOHEHTCKHM 000pYyIOBaHHEM U CEPBEPOM
asrokoH(urypanuu (ACS). Eciu Bain npoBaiiiep yeayr UCIonb3yeT (QYHKITUIO
ABTOMATHYECKOTo mpefocTaneHus yciyru (cranaapt TR-069), cepBep aBTOKOH(pHTYparuu
ABTOMaTHYECKH MIPEOCTABISIET TapaMeTpbl JAaHHOTO ycTpoiicTBa. Eciu 3aaath mapameTpsl
cepBepa aBrokoHpurypaiuu (ACS) Ha ycTpoiicTBe U Ha CAMOM CEpBEpe, MaApaMeTPhl CETH HA
ycTpoiicTBe OyIyT aBTOMAaTHYECKH HACTPAUBATHCs ¢ TOMOINEI0 GpyHkimu TR-069. Bam He
NPUIETCS HACTPAUBATh APYTHe MapaMeTphl Ha YCTPOICTReE.

YroOs1 HacTpouTh QyHKIHIO TR-069 Ha ycTpoiicTBe, BHITOIHUTE CIEIYIONIHE NEHCTBHS:

Bribepute Cucrema > Hacrpoiiku TR-069.
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2. UroOBI HACTPOHUTH HHTEPBAIBI OTHPABKU HH(OPMAIIOHHBIX ITAKETOB OT YCTPOICTBA CEpBEPY
aBTOKOH(HUTYparmy, BeOepuTe 3HaueHne BriaouuTs 1s mapamerpa [lepuoauyeckoe
yBeIOMJIEHHE.

3. Ecnm nna napametpa Ilepuonnyeckoe yBegoMiaeHue BEIOpaHo 3HaueHHe BRIOYNTD,
HacTpoiite napamerp UHTepBaI NepuOIMYECKOro yBeIOMJIeHH.

4. B mnone URL-agpec ACS Beequte URL-anpec ACS.

5. Beemute Ums nosb3oBarens ACS u IMapoas ACS 115 ayTeHTUDUKAITUN YCTPOUCTRA.

B  Yrobbl yCcTPOKCTBO MOTIIO MOJKIIOYATHCS K CEPBEPY ABTOKOH(MUTYPALIMH, BBEIUTE
UM TI0JIB30BATENS M HapoJib IS ayTeHTH(OUKAIUN. DTO UM I0JIb30BATENS U
Hapojb JOKHBI COOTBETCTBOBATh 3HAUEHUSM, YKa3aHHBIM Ha CepBepe
ABTOKOH(UTypaLUH.

6. Haxwmute [loaTBepauTh.

--—-Konen

9.8 HacTpoiika aHTeHHbI

YrtoObl 3a1aTh THIT AaHTCHHBI, BBITIOHUTE CICAYIOIINE ICHCTBUS:
1. BribepureCucrema > HacTpoiiku aHTEHHBI.
2. BeiOepure THIT aHTEHHBI B BBINIAAIOIIEM CITHCKE.
3. Haxwmute [TonTeepauTs.

----Konen
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Yacro 3agaBaeMble BOIIPOCHI

He 3aropaercsa HHIMKATOp NUTAHUA.

YGCL{I/ITCCL, 4yTO Kabelb MUTAHUs IpaBHUIJIbHO MOAKIIFOUCH U YCTpOﬁCTBO BKJIFOYCHO.

Y6enurech, 4TO afanTep MUTAHUS COBMECTUM C YCTPOKWCTBOM.

He ynaercs BoiiTu Ha BeO-CTpaHHLY KOH(UTYPALIUH.

Yb6enureck, 9T0 YCTPOWCTBO BKIFOYCHO.

Yb6enurech, YTO YCTPOWCTBO MpaBHiIbHO moAkoueHo K 1K mo cetn Wi-Fi wiu ¢ momoripto ceTeBoro kabers.

Ecmu He ynaetcst ycTpaHUTh po0iieMy, 00paTUTECh B aBTOPHU30BAHHEINA CEPBUCHBIN IICHTP.

YerpoiicTBo He HeT 0eCTIPOBOIHYIO CETh.

Yo6enurech, 4TO afanTep MATAHUS MPABHIHLHO TOAKIIOYCH.
Y6enuTech, YTO YCTPOMCTBO HAXOMUTCS HA JIOCTATOYHOM PACCTOSHUU OT OCTOHHBIX MM JAEPEBIHHBIX CTEH.

Yb6enurecs, 9TO yCTPOWCTBO HAXOAUTCS HA JTOCTATOYHOM PACCTOSIHUHU OT OBITOBBIX IPHOOPOB C CHIIBHBIM
3JIEKTPOMArHUTHBIM T0JIeM (MUKPOBOJIHOBASI M€Yb, XOJIOAMWIbHUK, aHTEHHA CITyTHUKOBOT'O TEJIEBUICHHUS).

Ecnu He ymaercst ycTpaHuTh mpoliiemMy, 00paTHTeCh B aBTOPU30BAHHBIH CEPBUCHBIN IICHTP.

Ananrtep MUTAaHUS YCTPOICTBA NeperpeBaeTcs.

yCTpOﬁCTBO neperpeBacTCsd NOCJIC JINTCIbHOTO UCIIOJIBb30BAHUA. Briknmouaiite YCTpOI\/'ICTBO, Korja He
HCIIOJIB3YETE €IO.

Henbzs NEPCKPhIBATH BECHTUIIIHUOHHBIC OTBEPCTHUA YCTpOI\/'ICTBa HJIK pacnojararb €ro noa nmpsaMbIMu
COJIHCYHBIMH JIyYaMH.

BoccranoBjieHbl 3HAYEHMSI 10 YMOJTYAHHIO.

Ecnu B nporiecce HacCTpoHKy mapamMeTpoB YCTPOUCTBO HEOKUAAHHO OTKIIIOYAETCSI, BCE HACTPOUKHU MOTYT
OBITH COPOIIICHBI.

[Tociie HacCTpOKH MapaMeTPOB 3arpy3uTe KOHPUTYPAITMOHHBIN (aiisl aiist ObICTPOro BOCCTAHOBICHHS
HEOOXOIMMBIX HACTPOEK yCTPOMCTRA.
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O003HaYEeHMA U COKPALIIEHUSA

ACL
AES
ALG
AP
CPE
CWMP
DDNS
DDoS
DHCP
DMZ
DNS
DoS
DST
FTP
GSM

GUI
HTTP
ICMP
IMEI
1P
IPSec
ISP
LAN
LTE
MAC
MTU
NAT

Crucok KOHTpPOJIS AOCTyMa

CHUMMETPUYHBIN aNTOpUTM OJIOYHOTO IHU(PPOBAHUS
1103 MpUKIAAHOTO YPOBHS

Touka noctyna

AOGoHEHTCKOE 000pyIOBaHUE

[TpoTokon ynpaBieHus aOOHEHTCKUM 000pY/IOBaHUEM Yepe3 III00aIbHYIO CeTh
JuHamMudecKuii cepBep JOMEHHBIX HMEH
PacnipenenenHas ataka THIa «0TKa3 B 0OCITYKUBAHUIDY
IIpoTokon quHAMUYECKON KOH(BHUTYpALUH y31a
JeMunurapuzoBaHHasa 30Ha

CepBep nomMeHHBIX UMeH/CUcTeMa JJOMEHHbBIX UMEH
ATaka THIIa «0TKa3 B 00CITy>KUBAHUIDY

JletHee Bpems

[Iporokon nepenauu ¢aition

I'moGanbHas cucteMa MOOUIBHON CBSI3H (CTaHIAPT MOOWIBHON Nepenayun
JTAHHBIX )

['padmyeckuii uHTEpdEIC MOTB30BATEINS

[IpoTokon mepexayn runepTeKcTa

[IpoToKoa MeXCEeTEeBbIX YIPABIAIOUINX COOOLICHUN
MesxTyHapoJHbIN HIeHTH()HUKAIIMOHHBIN HOMEP MOOHIILHOTO 000PYI0BaHHUS
WHTepHEeT-IPOTOKOMT

[IpoTokon 3ammTeI ceTeBoro Tpaduka Ha IP-ypoBHE

[TpoBaiinep naTEpHET-yCIYT

JlokanbHasi BBIYMCIUTEIbHAS CETh

JonroBpeMeHHOe pa3BUTHE (CTaHIAPT MOOMIIBHOM Mepeaun JaHHbIX )
VYnpasieHue J0CTYIIOM K Cpejie IepeJaddl JaHHBIX

MaxkcumallbHBIA pa3Mep repenaBaeMoro 06J0Ka JaHHBIX

Tpancnsnus (mpeoOpa3oBaHnE) CETEBBIX AAPECOB
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NTP
PBC
PIN
PKM
PPPOE
PPTP
RIP
RTSP
QoS
SIM
SIP
SN
SNTP
SSID
SSH
SYN
TKIP
TLS
TTLS
UDP
UPNnP
URL
VLAN
VolP
WAN
WCDMA

WEP
WLAN
WPA
WPA-PSK
WPS

ITpoTokon ceTeBOro BpeMeH!

BesomacHas HacTpoiika OecCTipOBOAHOM CeTH Ha)XKaTHEeM KHOIIKH
JInvHBIN HACHTH(UKAITMOHHBIA HOMEP

[IpoTokon yrpaBiieHHs KITIOYaMH IAPPOBAHUSL

IMporokon Touka-touka mo Ethernet

[IpoTokon TyHHEIMPOBAHUA TOUKA-TOUKA

[IpoTokon MapiIpyTHO# HH(pOPMALIUH

IToTOKOBBII IPOTOKOJI PEATBHOTO BPEMEHU

KauecTBo 1 Ki1acc npenocTaBiasieMbIX YCIyT Mepeadl JaHHbIX
Monyns uneHTuUKaIuy abOHEHTa

[IpoTokon nHMLIMALK ceaHca

CepuliiHbiii HOMED

[IpocToii mpOTOKOJ CETEBOTO BPEMEHHU

CereBoii HaeHTUDUKATOD

Besonacnas obomouka

CHMBOJI CHHXPOHU3AINH

[IpoTokon orpaHnYeHHON BO BPEMEHH LIETIOCTHOCTH KITF0Ya
[IpoTokon Ge30MaCHOCTH TPAHCIIOPTHOTO YPOBHS
TyHHETMPOBaHHBIN TPOTOKOJ 0E€30MACHOCTH TPAHCIOPTHOTO YPOBHS
[TpoTokon MoNBK30BaTENBCKUX AeHTarpamMm

HaGop ceTeBbIX MPOTOKOJIOB, MyOIHKyeMbIX (popymom UPnP
YHuUIIpOBaHHEIA yKa3aTels HHHOPMAMOHHOTO pecypca
BuptyanbHas 0KkaibHas BEIYUCIUTENBHAS CETh

ITepenaua romoca no IP-cetsam

I'mobanpHas BEIUMCIUTEIbHAS CETh

H.[HpOKOHOJ'IOCHBIfI MHOT'OCTaHIIMOHHBIN JAOCTYII C KOOOBBIM Pa3aCIICHUEM

KaHaJIOB

ITpoTokon mmdpoBanus B OeCIpOBOIHOMN CBA3U
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